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ABSTRACT

Insiders pose severe threats to the supply chain, the security of
infrastructures, and the safety of products and services. "Operation
Digital Ant" is a tabletop game that explores insider threats in the
food supply chain. Three to four teams compete against each other
in developing malicious insider roles and attacks. The game can
produce plausible and consistent insider threat roles and attacks
as a basis for further analyses. “Operation Digital Ant” also raises
awareness for insider threats. This article describes the serious
game “Operation Digital Ant” with game material, the game devel-
opment process — following the Design Science paradigm - and the
validation methods and results. We released the game Operation
Digital Ant with game boards, game cards, and guidelines under a
Creative Commons license.

CCS CONCEPTS

« Security and privacy; - Human and societal aspects of se-
curity and privacy; « Social aspects of security and privacy; ¢
General and reference; - Document types; « General confer-
ence proceedings;

KEYWORDS

Serious Game, Insider Threat, Attacks

ACM Reference Format:

Manfred Hofmeier and Ulrike Lechner. 2021. Operation Digital Ant: A Seri-
ous Game Approach to Collect Insider Threat Scenarios and Raise Aware-
ness. In European Interdisciplinary Cybersecurity Conference (EICC), Novem-
ber 10, 11, 2021, Virtual Event, Romania. ACM, New York, NY, USA, 6 pages.
https://doi.org/10.1145/3487405.3487655

1 INTRODUCTION

"Insider threat to food security and safety" is the topic of the serious
game "Operation Digital Ant". The context of this game design is the
research project NutriSafe which develops Blockchain technology
to increase the resilience of food supply chains [1]. Knowledge
about insider threats aids technology design to make the supply
chain with its information flows more resilient. Food safety and
IT security specialists seem to be disjoint communities. The game
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makes the abstract, clandestine world of insider threats tangible
for both food safety and IT security specialists.

"An insider threat is an action that may result in an incident, per-
formed by someone or a group of people affiliated with or working
for the potential victim" [2]. In the ENISA Threat Landscape Report
2020, the insider threat is on 9th place among the Top 15 cyber
threats [2]. The report distinguishes five types of insider threats
by rationales and objectives [2]: careless workers mishandling data,
violating policies or installing unauthorized applications; inside
agents who steal information on behalf of outsiders; disgruntled
employees who seek to harm their organization; malicious insiders
who use existing privileges to steal information for personal gain;
third-parties who compromise security through intelligence, misuse
or malicious access to or use of an asset. Capelli et al. distinguish
three types of insider threats by objectives in the “CERT Guide to
Insider Threats”: theft (e.g. of intellectual property or other data),
sabotage (malicious manipulation of data or processes or causing
reputational damage) and fraud (e.g. stealing financial goods) [3].

Our focus is on malicious insider threats, meaning actions done
by insiders on purpose, i.e., being self-motivated, bribed, or black-
mailed. From former research such as the Insider Threat Study is
known, that most malicious insider actions are triggered by nega-
tive work-related events and the most reported motive is revenge
[4].

Investigating the motives behind these kind of actions, the Ger-
man Insurance Association (GDV) defines four perpetrator types [5]:
The crisis perpetrator who is triggered by crisis events in private or
professional life that threaten status and lifestyle, the inconspicuous
who takes advantage of an emerging opportunity, the perpetrator
with economic-criminological disorder who actively seeks or creates
opportunities to commit a crime, and the dependent who is usually
hierarchically subordinate to a main offender or owes the main
offender a favor and fears repression in case of refusal to cooperate.

There are several more studies about sociological and psycho-
logical aspects of insider threats, such as by Greitzer et al. [6] or
Shaw et al. [7]. A brief overview of studies in this field can be
found in [8]. However, since insider threats are very diverse and
context-specific elements may also have an impact in addition to
general sociological and psychological markers, it makes sense to
consider insider threats in the domain and industry-specific con-
texts. However, such incidents are difficult to investigate in larger
numbers because they are typically not labeled "insider threats" and
are therefore hard to find. Also, organizations tend to be reluctant
to disclose such incidents. Criminal investigation departments also
assume that there are many unreported cases here [5]. Therefore,
creative approaches such as serious games can help to gain insights
into possible insider threats.
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Figure 1: Design Science Research Cycles [10]

This paper presents a serious game that generates fictitious in-
sider threat actor roles and attacks as a game-based data collection
instrument. In addition to technical factors, also organizational,
psychological, and social factors are taken into account. The game
is designed to increase awareness of insider threats. The increase
in awareness is the immediate benefit for participants and organi-
zations. The food sector with its critical supply chains and varying
level of digitalization was perceived as a promising starting point
for the development of such a game.

2 SERIOUS GAME DEVELOPMENT

The development of the game follows the Design Science paradigm,
according to Hevner [9, 10], as this approach assures that the game
fulfills the requirements - validated at a scientific level. Examples
of main requirements are:

e The game must motivate and support players to generate
descriptions of plausible roles and attacks of insider threat
actors in a creative process.

e The game must be playable by all kinds of employees (with
and without technical or security background).

e The game must be able to raise awareness about insider
threats within the game participants.

o The game should be about a realistic scenario from the food
industry to illustrate vulnerabilities and attack vectors con-
cerning IT security

o The game must meet the general quality criteria of a serious
game, such as fun, the ability of the game to make the atten-
dees able to apply the learned knowledge in the real world,
and adaptability to various learning situations [11].

2.1

The following section explains the game’s development according
to the Design Science Research Cycles by Hevner [10] (Figure 1).

Development cycles

2.1.1  Relevance cycle. In the Relevance Cycle, the game’s require-
ments from the NutriSafe project consortium play a significant role.
This research consortium includes public authorities as, e.g., the
Bavarian State Office for Health and Food Safety (LGL), IT and IT
security experts, logistics service providers, and representatives
from the food industry [1]. In dialogue with these partners was
defined, which requirements the game should fulfill. Matching the
requirements is achieved by an iterative approach and validation.
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2.1.2  Rigor cycle. In the Rigor Cycle, the game is compared with
known serious games (an overview of serious games in this field can
be found in [12]). In particular the comparison of games tackling
the insider threat domain — such as "The Wolf of SUTD" [13], “XL-
CITR” [14], “Guess Who?” [15], or “Agent Surefire” [16] - plays a
role.

Above all, literature from the domain of insider threats is consid-
ered, since the game design intends to generate knowledge about
insider threat actors. By comparison with literature on insiders -
including scientific literature and known example cases - the plau-
sibility of the results and innovation potential is analyzed. Besides,
the scientific literature on insider threats provides the basis for the
initial game development.

2.1.3  Design cycle. The Design Cycle is characterized by an itera-
tive approach: the game is evaluated after each run using different
methods (cf. section 4). Based on the evaluation results, adjustments
are made after each game. For game material and in particular the
game board, we used as design process:

1. Desk research about the scenario.
2. Development of a raw sketch based on desk research results.
3. Refinement of the sketch with an expert from the field .
4. Development of the first draft of the game board.
5. Validation of the board with a subject matter expert.
6. Refinement of the board.
7. Test run with validation.
8. Fine-tuning regarding the previous results.
2.2 Compliance with Design Science Research

Guidelines

For a successful application of the Design Science paradigm, Hevner
formulates research guidelines [9]. Subsequently, compliance with
these guidelines is described:

Design as an Artifact: In NutriSafe, a serious game is developed
as a viable artifact in the form of game materials and supplementary
guidelines (cf. chapter 3).

Problem Relevance: The serious game pursues several goals. It
aims to increase awareness of supply chains’ vulnerabilities in food
production and logistics. Also, the game aims to increase knowledge
about insider threats.

Design Evaluation: The serious game is evaluated using a va-
riety of methods: entry and exit surveys, structured participatory
observations, and group discussions. For more details on the game
validation cf. section 4.

Research Contributions: The contributions of the research
activities are the artifact (game) itself, the understanding of how to
use the game, the data collected in gaming (collection of roles and
attacks), and the results of data analysis (such as causes, mediat-
ing factors, countermeasures). In addition, knowledge about game
design is gained.

Research Rigor: The serious game is developed iteratively. In
each iteration, both the game concept and the game’s effects on
the game participants are evaluated using scientific methodology
(cf. section 4). Additionally, the results are triangulated with the
existing knowledge and literature.
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Table 1: Design Iterations

Iteration Focus Players (Teams)

1 (Apr. 2019) Early testing of the game mechanics (without supply chain) 5(5)
2 (May 2020) Test run (with supply chain) 6(2)
3 (Jul. 2020) Run with the NutriSafe consortium 15 (4)
4 (Oct. 2020) Test run (new board) 7(3)
5 (Nov. 2020) Run with the NutriSafe consortium and project-external practice partners 15 (4)
6 (Mar. 2021) Run with project-external participants 12 (3)

Design as a Search Process: The development process is itera-
tive and includes validation to enable game refinement with each
implementation and evaluation.

Communication of Research: The game, in the form of game
materials and guidelines, are published under an open-source li-
cense. Besides, information about the design process and design
elements such as, e.g., the rating system and the findings of in-
sider threats are about to be published. This article contributes to
research communication.

2.3 Development iterations

At the beginning of the development, the experiences from the
game "Operation Digital Chameleon” [17, 18] and other tabletop or
card-based games (such as “Hatch” [19]) were taken into account:
Applicability of card-based attack notation, team compositions and
applicability of validation methodologies. For the game boards, the
NutriSafe scenarios [20] and the exemplary infrastructure mod-
els [21] served as a basis. Then six iterations of development and
performance have been done.

In the first iteration, the raw game concept - in the form of a rule-
set, rating system, and game materials (e.g. cards and board) — was
developed. This first iteration used a scenario that many players
can possibly relate to. In the first place, this iteration tested the
game mechanics. In the second iteration, the concept was further
improved and applied to a supply chain context. A game board
with a slaughter and cutting plant inside a meat supply chain was
developed based on previous security analyses in the NutriSafe
project [22]. The game was then played in an internal test run.
After the test, the game was adjusted and then played within the
NutriSafe consortium. Participants included individuals with vary-
ing backgrounds and expertise (e.g. regarding IT and security) from
companies, universities, and food safety agencies from both Aus-
tria and Germany. The players were distributed among the teams
so that each team contained a mix of skills. Then, besides further
improvements of the game materials, a new board with a logistics
service provider in the center of a food supply chain was devel-
oped in cooperation with a logistics consulting company. The game
was then tested again in a test run and then played with members
of the NutriSafe project and participants from the industry. Later,
the game was played with project-external participants using the
logistics board.
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Figure 2: Impression of the logistics game board

3 THE SERIOUS GAME: OPERATION DIGITAL
ANT

"Operation Digital Ant" is a tabletop game with game boards, game
cards, and guidelines. The game is released on GitHub [23] and in
the NutriSafe Toolkit [24].

3.1 Game logic

In the game, three to four teams with two to four players per team
compete against each other by developing insider threat actor roles
and attacks and countermeasures. The game has two main rounds:
After a briefing on the game and the rules and forming of the teams,
each team develops motivation, attack, and a security measure in a
creative process. Each team presents its results to the others. The
second main round is about the rating: each team rates the roles and
attacks of the other teams and presents the rating. This determines
the winning team.

3.2 Game board

The game board (Figure 2) describes the environment wherein
the insider threats take place. It depicts the supply chain with
actors (upper left corner) and the focus area with a logistics service
provider in the center. The logistics service provider is modeled
with visually rendered floor plans and supplementary information
on rooms and assets, including IT assets.

The board is designed to be immersive, and that players with
various backgrounds can play this game. No knowledge about the
industry of IT security is required to participate in such a game.
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Figure 3: Impression of the card deck

3.3 Card deck

Each team develops an insider role, an attack, and a security mea-
sure using a card deck (Figure 3). The discussion in the teams and
the result presentation are structured by the cards.

The teams are instructed to answer four questions on the role card
to guide the creative design of attack measures:

- Who is the insider (position in the organization)?

- What does the insider want to achieve (intention)?

- Why does the insider want that (motivation)?

- How does the insider justify this to himself/herself?

These role characteristics help to create a plausible insider role that
has the potential to give hints about factors that might drive or ham-
per insider threat actors. This way, they later allow a more detailed
analysis of the game results in regard to potential countermeasures
on different levels (technological, organizational, individual). In
particular justifications of attacks (in the sense of the neutralization
theory [25]) promise to be useful. The neutralization aspect has
been examined in the game "Operation Digital Chameleon" before
[26].

The attack is developed using the scene cards. The filmmaking
metaphor is used to make descriptions of attacks easy — also for
players not used to formal notations. A threat is a sequence of
scenes. This way, the teams are able to tell stories about insider
attacks.

To make the game more fun and also to gain knowledge about
countermeasures to insider attacks, each team fills a security mea-
sure card. Teams are instructed to anticipate possible attacks of
the other teams (the roles are known) and develop an adequate
measure. This measure is valid for the attack plans of all teams and
is then taken into account when rating the attacks.

3.4 Rating system

The winning team is determined through a rating system, in which
the teams rate each other by three given categories: (1) Plausibility
of role and attack, (2) efficiency (relation of the achievement of the
goal to the effort), and (3) damage potential. Each team can give up
to ten points for each category to the other teams.

This kind of rating system is known from various TV shows
and thus familiar to most players. Besides, there are indications
that such rating systems are considered fair [27]. Note furthermore
that the most important category for later analyses is "plausibility".
The "plausibility” category ensures that the developed attacks and
roles are — to some extent — realistic and fit the profile of the role.
The "efficiency” category drives the teams to develop attacks that
balance effort and effect. Again, such attacks are more likely to be
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Table 2: Validation methods used in the development itera-
tions

Iteration Methods

1 (Apr. 2019)

Participatory observation (game master); group
discussion with the players

Participatory observation (game master); group
discussion with the players

Participatory observations (by team
supervisors); entry/exit surveys; group
discussion with team supervisors

Participatory observation (game master); group
discussion with the players

Participatory observations (by team
supervisors); entry/exit surveys; group
discussion with team supervisors

Participatory observation (game master); group
discussion with team supervisors

2 (May 2020)

3 (Jul. 2020)

4 (Oct. 2020)

5 (Nov. 2020)

6 (Mar. 2021)

realistic. The "damage potential” category makes the teams more
likely to develop attacks that cause significant damage and therefore
are of particular interest in our research. In addition, teams get
bonus points for, e.g., causing an effect an end-consumer would
notice for using assets in the server room.

4 VALIDATION RESULTS

We consider perceived fun, perceived awareness, and the resulting
attack vectors as criteria to validate the game design.

For game validation, a variety of empirical methods is used: partici-
patory observations (structured), group discussions (with players or
team supervisors) as well as entry and exit surveys with qualitative
and quantitative elements (Table 2).

A protocol structures the participatory observations. The topics
include comprehensibility, timing alignment, player motivation,
acceptance, and use of the rating system. The entry and exit sur-
veys are conducted via online questionnaires. Topics are individual
experiences as well as estimations of supply chain vulnerabilities
and insider threats.

It should be mentioned that the following limitations apply to
the validation results: Due to participation of players with previous
contact to the developers, there may be bias in the surveys due to
social desirability. There may also be bias due to self-selection.

4.1 Game design validation

As described before, the game must meet the general quality criteria
of a serious game. With every design iteration, the game concept
and materials have been validated and refined according to evalu-
ation results. The game concept seemed to be working well from
the beginning, according to observations and group discussions.
The two iterations with the entry and exit survey confirmed this.
The exit surveys asked the game participants to rate fun factor and
comprehensibility of rules, game flow, and game board (1 point
being the worst and 5 points being the best rating). As summarized
in Table 3, the participants gave high ratings regarding these at-
tributes. So, the game concept meets the fun and comprehensibility
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Table 4: Estimations before and after game participation

Validation Items (range [1, 5]) Iteration Iteration Average estimations Iter. Iter. Iter. Iter.
3 5 [0 = very low; 100 = very 3en-  3exit  5en-  S5exit
(n=14) (n=10) high] try try
How much fun did you have playing the 44 44 vulnerability of food supply 63 67 68 63
game? chains (+4) (-5)
How comprehensible were the rules and 4,6 4,6 probability of an insider 26 39 47 38
the game flow? threat in the participants’ (+13) -9)
How comprehensible was the game 44 43 organization
board? damage potential through 47 66 42 53
insiders in the participants’ (+19) (+11)

requirements. These results are in line with the results from the par-
ticipatory observations and group discussions done in all iterations.
The small decrease of comprehensibility ratings from iteration 3
to 5 is considered to be experimental variance due to the differing
composition of participants.

As the game has been successfully played with different compo-
sitions of participants (in regard to profession and previous knowl-
edge) and in physical and virtual formats (due to the Covid-19
pandemic), the game appears to be adaptable to various learning
situations. Although no replay with the same players was initially
foreseen for the game, it turned out that players have fun and rely
on new strategies even if they participate again.

Unfortunately, the validation of the game’s ability to make the
attendees able to apply the learned knowledge in the real world has
turned out to be a challenge, as the player’s learnings are implicit
and it is rarely possible to follow-up the players a long period
of time. So the learnings are measured only directly after game
participation.

4.2 Awareness validation

For the game to serve as a research instrument and provide value to
the game participants, the game must have a positive effect on the
participants’ awareness. This impact on awareness was evaluated
with entry and exit surveys in game iteration 3 and 5.

Both before and after game participation, the participants were
asked to estimate the vulnerability of food supply chains, the like-
lihood of an insider threat in their organization, and the damage
potential of such an insider threat. Table 4 summarizes the changes
of these estimations, and the result appears to be ambivalent. In
game iteration 3, all three items show an increase, while in iteration
5, only the estimation of the potential damage increases, while the
other items decrease. The significance of these changes were tested
with the Mann-Whitney U Test. The changes are not significant,
except the increase of the estimation of the damage potential of
insiders (p = .02872).

Asking about whether the participants notice an increase in
knowledge after the game (no = 0, yes = 100), it appears that the
participants in iteration 5 still gain knowledge as 80% of the partic-
ipants answered with values equal or higher than 55 (overall mean
= 66).

Estimations of the damage potential are in all games higher after
the game than before and also significant. More knowledge about
insider threats may lead to better (and this may also be lower)
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Table 5: Average plausibility ratings by adversary teams

Attack Scenario Average Plausibility Rating

Faulty data mapping by a bribed employee 4

Manipulation of disinfectants 2

Poisoning of employees by a cleaner 6

Insertion of botulinum toxin in production 2,66
Salmonella contamination during packaging 4,33
Data manipulation by an IT administrator 7,33
Interruption of the cold chain by an IT administrator 4,5
Label exchange by an accounting employee 3,5
Data leak by a recruited fleet manager 7,5
Blackmail by a warehouse manager 4,66

Placement of a WLAN jammer by an office employee 6

Water damage caused by a dispatch employee 4,33
Data manipulation by an IT administrator 5,33
Data manipulation by an HR employee 3,5
Poisoning and ransom by a driver 7,5
Data manipulation by an employee in handling 4,5

estimations of insider threat probabilities and food supply chain
vulnerabilities. Here, further investigation is needed — especially as
the results regarding these items are not statistically significant.

4.3 Game output validation

The main output of the game is a collection of insider roles and
attacks. We argue that the game is designed such that insider roles
and attacks are plausible. First of all, plausibility is validated through
the ratings of the teams (cf. Table 5). Each team rates the other teams.
It appears that most of the attack vectors have at least medium
plausibility ratings on average. It also appears that the range of
plausibility ratings is wide, ranging from low to high plausibility. So
not every developed attack is plausible according to the competing
teams, but most of them have at least medium plausibility ratings
on average.

It should be noted that in the discussions was expressed that of-
ten plausibility ratings were lowered due to the perception of low
probabilities. So, attacks that were perceived as unlikely got lower
plausibility ratings, which does not mean that they are inconsistent
or unrealistic. Here, more guidance to the teams might be useful.
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The plausibility of the attacks has also been a topic in the exit
surveys, the second plausibility validation. In the exit surveys (iter-
ations 3 and 5), the participants were asked about the plausibility
of the developed attacks, 1 being the lowest and 5 being the highest
value. In both surveys the plausibility evaluation gave medium re-
sults: 3,1 (n=14) and 3,2 (n=10). In addition, the collected roles and
attacks have been presented and discussed in a workshop with the
NutriSafe consortium. The first results of possible countermeasures
are included in a poster presentation at the IWSEC 2020 conference
[28].

5 SUMMARY AND FUTURE WORK

We could show that the game "Operation Digital Ant" is working
out well in terms of concept and design, producing plausible insider
roles and attacks. Also, the roles and attacks are interesting and
sophisticated — and certainly not naive. Still, there is potential for
refinement, e.g., concerning awareness and plausibility ratings.

The game itself is a good instrument for research data collection.
In addition, our research contributes knowledge to the domain of
serious game design: The rating system used in the game works well
for games in professional contexts (however, the rating categories
must be distinct), the game is applicable for players with various
levels of previous knowledge and expertise, limiting roles or goals
helps teams in the finding phase and insider role characteristics
(intention, motivation and neutralization) appear to be helpful for
later analyses.

Future work will be conducting more games and collect more
data. For each iteration, the game will be further finetuned. This
data allows detailed text analyses of insider roles, attacks, and po-
tential countermeasures. This may contribute to the knowledge
on how to tackle insider threats on technical, organizational, and
individual levels. Besides, it would also be interesting to investigate
potential negative side effects on game participants through em-
pathizing with a likely criminal insider threat actor, i.e., in the form
of discomfort, stress, or malicious learning effects. In the partici-
patory observations, there were no indications for such negative
side-effects.

Overall, the artifact has reached a milestone where it is able
to produce deeper and broader knowledge about potential insider
threats. It can identify technical, organizational, and individual risks,
and the collection of roles and attacks can be the basis for further
research. Furthermore, it could be applied to other supply chain
scenarios beyond the food sector (for the game board development
process see chapter 2.1.3). We plan to adapt it to IT supply chain
scenarios in the future.

The game is released under Creative Commons license on GitHub
[23] and in the NutriSafe Toolkit [24]. It provides researchers an
instrument to gather (fictitious) insider threat examples and pro-
vides practitioners a tool that combines training with risk analysis
while it is easy to use, does not require much resources, and adapts
flexibly to different numbers of participants.
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