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ABSTRACT
Direct- to- satellite communication for the Internet of Things (IoT) has attracted significant interest from both the scientific com-
munity and major telecommunications players. The integration of satellite connectivity in smartphones and IoT devices promises 
a transformative impact on critical applications such as environmental monitoring, asset tracking, agriculture, and nature con-
servation. These applications require reliable and energy- efficient technologies for transmitting sensor data from regions without 
terrestrial networks, necessitating robust design of waveforms and protocols. This work investigates the most suitable IoT proto-
cols for direct- to- satellite communication, emphasizing overhead, spectral, and energy efficiency. By introducing a framework 
and evaluation metrics that incorporate physical layer overhead into the evaluation, a comprehensive analysis of the effective 
energy efficiency in satellite IoT systems is conducted. Our findings highlight substantial differences among the Low Power 
Wide Area Network (LPWAN) protocols. Consequently, we propose a new classification for the most energy- efficient protocols, 
termed Massive Multiple Access very Low Power Wide Area Networks (MMA- vLPWANs). This classification aims to streamline 
the selection process for energy- conscious satellite IoT waveforms for deployments in remote areas. The results not only advance 
the understanding of protocol efficiency in satellite IoT communications but also offer a guideline for optimizing power usage in 
IoT devices, extending their operational life and enhancing their utility in inaccessible regions.

1   |   Introduction

Digital connectivity has become increasingly widespread and 
sophisticated around the world, offering every industry fertile 
ground for enhanced efficiency and innovation. According to 
current projections, the number of connected Internet of Things 
(IoT) devices will increase to 34.7 billion by 2028 [1]. The IoT 
becomes a key enabler of entirely new applications in mobil-
ity, healthcare, manufacturing, logistics, and retail promis-
ing a boost of the global gross domestic product (GDP) by $1.2 
trillion to $2 trillion until 2030 due to higher connectivity [2]. 
Moreover, as the demand for data continues to grow, the energy 

consumption of the communication infrastructure will also in-
crease, resulting in even greater environmental impacts.

Industrial communication solutions have been realized pri-
marily through cellular standards such as EC- GSM- IoT, LTE 
Cat M1, Narrowband- IoT (NB- IoT), and low power wide area 
networks (LPWAN) such as LoRaWAN or Sigfox. Indisputably, 
new communication technologies for industrial purposes play 
a decisive role in the standardization of the 3rd Generation 
Partnership Projects (3GPPs). By seeking global connectivity 
in regions where cellular coverage is not provided, Release 17 
of 3GPP standardization extends the fifth generation (5G) of 
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cellular networks by incorporating non- terrestrial networks 
(NTN) for the first time [3]. As new research initiatives in the 
scientific community already focus on the sixth generation 
(6G) of the cellular standard, the question of what role NTNs 
will play in this context arises [4]. Early publications pro-
pose multilayered communication networks to be integrated 
in the third dimension combining different types of network 
and system architectures, as an integral part of 6G [5]. In this 
context, data transmission via satellites attracts data trans-
mission via satellites attracts attention from researchers and 
start- ups alike. In addition to the development of mega con-
stellations in LEO to provide high- rate broadband services 
on earth [6, 7], the number of partnerships between cellular 
providers and satellite operators has increased. Recent exam-
ples are the cooperations between Apple and Globalstar [8], 
T- Mobile and SpaceX [9] or Vodafone and AST SpaceMobile 
[10]. In addition, microchip manufacturers such as Qualcomm 
are seeking cooperation with satellite constellation operators 
to actively shape the development of next- generation semi-
conductors [11]. The aim of these collaborations is to enable 
smartphones to connect to non- terrestrial communications 
services to provide emergency communications services. As 
these are battery- powered handheld devices with narrow 
system constraints, deploying efficient transmission tech-
nologies is essential for enabling connectivity to the satellite. 
Likewise, emerging ventures increasingly focus on industrial 
use cases of satellite IoT constellations, in particular offering 
M2 M communication services [12] aiming to occupy new 
business fields through applications in digital agriculture, 
smart manufacturing, healthcare, or environmental monitor-
ing. Tangible services like wildlife monitoring [13, 14] become 
feasible through satellite communications in terms of higher 
cost- effectiveness and connectivity provision over large dis-
tances and across borders. Tracking animal movements using 
non- terrestrial space infrastructure on a global scale provides 
unforeseen insights into the state of the natural environment, 
animal populations, and the impact on human health. In this 
context, knowledge about animal migration routes is funda-
mental for analyzing the cause and spread of infectious dis-
eases that are critical for humans, such as the severe acute 
respiratory syndrome SARS- CoV- 2 (coronavirus disease 
COVID- 19), which was found to be spread by bats, including 
its transfer to humans [15].

The areas of application shown in Figure  1 can be catego-
rized under the term Internet of Remote Things (IoRT), which 
according to [16] is understood as intelligent remote objects 
distributed over a wide geographical reference. Consequently, 
the accelerated expansion and scaling of New Space IoT con-
stellations [17–19] offering these services demand for an in-
creased provision of technical resources. The construction, 
commissioning, operation, and maintenance of a satellite 
constellation impact significantly on the environment [20]. 
Researchers studying the impact of modern space launches 
see the emission of various aerosols associated with the ex-
pansion of infrastructure in space as an increasing threat to 
our planet. Especially the climate response is proportional 
to the increase in emissions from rocket launches over time 
where even modest black carbon injections cause sensitive re-
actions of the stratosphere [21]. Based on these early insights, 
the question arises whether the construction of a large number 

of satellite constellations accompanied by an increasing num-
ber of launches is requisite or if it is more advisable to utilize 
existing systems and resources in space in combination with 
new communication technologies.

With a focus on sustainable system design, research already 
presents investigations addressing problems of energy effi-
ciency, power consumption, or data storage. The bottleneck 
in power supply of IoT data- gathering gateways of geo- 
distributed IoT networks which use LEO satellite constella-
tions as transport network is addressed by the authors of [22]. 
On the space segment, the authors of [23] analyze on- board 
battery consumption during inter- satellite communication 
in LEO satellite constellations and proposing a contact plan 
design for a store- and- forward approach to optimize delivery 
of data and utilization of battery. With regard to direct- to- 
satellite communication the implementation of efficient and 
reliable transmission technologies becomes the core aspect to 
be solved in the IoRT. Of particular interest are compact- sized, 
battery- powered, and remotely accessible IoT transceivers 
[24, 25]. An exemplary direct- to- satellite IoT scenario under 
these conditions is illustrated in Figure 2. IoT sensors or actu-
ators that are independent of terrestrial networks, installable 
everywhere, independent on orbit height, and consuming as 
little power as possible will be the source of vast amounts of 
information in the future.

Hence, this work is led by a central theme imposing the follow-
ing requirements on the IoT system: We investigate IoT protocols 
for small, lightweight, and low- cost devices that offer reduced 
battery power consumption and worldwide connectivity, 
which can be deployed at scale in a highly mobile environment 
and in large quantities, independent of any terrestrial infrastruc-
ture. Publications of recent years have addressed the topic of 

FIGURE 1    |    Direct- to- satellite IoT scenario presenting exemplary 
application cases under battery constraints where energy- optimized 
communication concepts are vital.
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direct- to- satellite IoT from a variety of perspectives, such as sys-
tem architecture [26, 27], multiple access [28, 29], or potential 
applications [30, 31]. However, the issue of transmission energy 
efficiency has yet received little scientific attention. By focusing 
on a specific scenario in this paper, we aim to contribute to the 
understanding and selection of energy- efficient IoT protocols to 
complement research in direct- to- satellite communication.

The considered application scenario results in various techno-
logical constraints that must be met by the particular used com-
munication technology. A small, lightweight, and affordable IoT 
solution implies a transceiver design with minimum trans-
mission power, almost zero antenna gain, and low- priced 
components. Devices with hard power restrictions for battery 
operation must build on highly energy- efficient communica-
tion protocols incorporating only a minimum of overhead. 
Technical challenges imposed by the satellite constellation it-
self, such as Doppler shift, latency, and fading, have to be 
mitigated by the communication technology. As the considered 
IoT device should be scalable in quantity, not solely the produc-
tion price is relevant but also the capability to efficiently use the 
scarce spectrum. Therefore, the IoT technology requires a high 
robustness against interference from other devices or services 
and an efficient and reliable multiple access scheme. In the fur-
ther course of this paper, we refer to this set of criteria as the 
Massive Remote Battery- powered (MaReBa) IoT scenario. A re-
sult of this vision is the question of the ideal transmission tech-
nology for space- related IoT services [32].

Throughout this work, we build on these restrictions to evaluate 
the applicability of existing IoT waveforms to satellite communi-
cation. There exists a variety of suitable approaches in industry 
and in research for a direct- to- satellite application. Transmission 
technologies such as those currently being integrated by Apple, 
Starlink, AST SpaceMobile, or short message services from ex-
isting operators such as Galileo or Beidou, fit into our defined 
scenario. For our analysis, we restrict ourselves to nonpropri-
etary protocols that offer a sufficient basis of publicly available 
information for a performance comparison. Further, we exclude 

an investigation of protocols within the 3GPP standard due to 
their increased overhead and complexity in connection estab-
lishment. Based on our review of protocols, we propose the in-
troduction of a new IoT class, termed Massive Multiple Access 
very Low Power Wide Area Networks (MMA- vLPWAN), which 
meets the requirements of the emerging IoT application field in 
the MaReBa scenario.

The main contributions of this paper are the following: 

• We provide a mathematical foundation of performance met-
rics to evaluate IoT protocols in the scope of spectral and 
energy efficiency. A new evaluation metric named effective 
energy efficiency accounting for the protocol overhead is 
introduced.

• We perform a detailed in- depth analysis of selected IoT pro-
tocols suitable for direct- to- satellite communication by ap-
plying the previously introduced methodology.

• We compare and judge the selected IoT protocols in terms of 
energy and spectral efficiency and compare their suitability 
for application in GEO and LEO systems.

• We identify and define MMA- vLPWAN as a new class 
of IoT, which is best suited to the requirements of very 
low- power satellite IoT. This classification is integrated 
into the broader landscape of communication protocols, 
where it is distinguished from other waveforms by its core 
properties.

The remainder of this paper is structured as follows. A direct- 
to- satellite IoT scenario and practical performance metrics with 
emphasis on power constraint IoT transceivers are introduced 
in Section 2. Section 3 briefly presents IoT physical (PHY) layer 
standards qualified for the purpose of satellite IoT communica-
tion. In Section 4, we analyze the introduced IoT standards for 
application in a satellite scenario with respect to spectral and 
energy efficiency. In Section 5, we resort to the introduction of a 
new class of IoT. The paper is concluded in Section 6.

FIGURE 2    |    Positioning of this work within the IoT field, highlighting its focus on ultra- low power satellite IoT waveforms specifically designed 
for energy- constrained transceiver hardware.
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2   |   Satellite IoT System Model

This section provides a generic system model for the return link 
of satellite IoT. The model builds upon the considerations of the 
previously described satellite IoT scenario, mapping them into 
appropriate metrics for performance measurements.

2.1   |   Protocol Efficiency

The communication overhead of a protocol has a decisive in-
fluence on the efficiency and power consumption of a commu-
nication system. Especially in the context of MaReBa IoT, the 
overhead at the PHY and MAC layers constitutes a significant 
portion of the energy consumed when transmitting a fixed pay-
load. Therefore, a precise definition of the metrics within the sys-
tem model is essential. In the following, we introduce a generic 
protocol structure model (Figure 3) that incorporates standard 
elements common to most satellite- compatible IoT protocols.

Let p denote the user payload in bits, specifically defined as the 
scalar value representing the number of bits that comprise the 
message of the user. The parameter p serves as the starting point 
for calculating the total packet or frame length, Lfr,n(p), for a 
given protocol n. This notation highlights that p represents the 
bit count rather than any specific data content. Further, we refer 

to the actual bit stream of the payload as the “user bits”. Figure 3 
illustrates the overhead components (scalars) contributing to 
total packet length as,

• header and tail information for PHY (hphy, hphy_tail) and 
MAC (hmac, hmac_tail) layer,

• preambles (hpre), pilots (hpilot), or midambles (hmid),

• authentication (hauth),

• cyclic redundancy checks (CRC) (hcrc),

• message counters (MC) (hmc),

• header replicas (hh), or packet replicas (hrep),

• and integrated control channels (hpcrach).

The block diagram in Figure 4 shows the communication chain 
to form a transmit signal where the blocks on sender side rep-
resent components of the system that add overhead to the user 
bits. The protocol- specific overhead appended to the user bits is 
accounted by the dashed left block of the graphic. We quantify 
the amount of overhead by the payload ratio Rp,n(p), which is a 
factor that measures the relative number of payload bits within 
a single frame of a specific protocol. While forward error cor-
rection (FEC) also adds overhead, we keep it separate from the 
payload ratio for clarity, representing it as Rc,n in the formula. 

FIGURE 3    |    Generic protocol structure for uplink communication from the IoT device including visualization of forward error correction over-
head as line pattern.

FIGURE 4    |    General block diagram of an IoT communication model including metrics and definitions used in this paper.
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This separation allows flexibility, as many protocols offer mul-
tiple FEC code rates to choose from. Combining Rp,n(p) and Rc,n 
in the calculation, we express the total packet length Lfr,n(p) as 
follows: 

Since each IoT protocol composes payloads, headers, and repli-
cas in different ways, the payload ratio is meant to condense this 
overhead information dependent on the chosen user payload. 
Thereby, we consider overhead of the physical and the MAC 
layer, whereby a clear differentiation to the following higher 
layer is not always possible. The calculation of the payload ratio 
for the individual protocols is presented in the following section.

2.2   |   Spectral Efficiency

The spectral efficiency is among the major indicators for perfor-
mance evaluation of PHY layer communication technology and 
therefore an inevitable measure for the selection of appropriate 
candidates in direct- to- satellite IoT. The spectral efficiency � in 
bit/s/Hz describes the data rate that can be achieved within a 
given bandwidth B in a particular communication system as 

where Rb,n is the achievable information bit rate of protocol  n, 
which should be understood as the net bit rate 

excluding redundant coding overhead. On the other hand, the 
gross bit rate describes the total amount of physically transferred 
bits per second through the wireless channel. The spectral effi-
ciency is dependent on the selected transmission technology of 
the IoT protocol which in turn distorts comparability by adding 
overhead. Consequently, we have to define an overhead adjusted 
effective spectral efficiency by multiplying the previously de-
fined payload ratio as 

for a defined user payload size p. The resulting effective spectral 
efficiency in true user- bit/s/Hz thus holds as a novel metric for a 
fair comparison of IoT protocols.

2.3   |   Energy Efficiency

We take the discussion of IoT standards in satellite commu-
nication a step further by addressing the energy efficiency. 
Comparative metrics as the energy per bit to noise power spectral 
density Eb∕N0 require a link budget with focus on the user uplink 
of the return channel toward the satellite. This communication 
link is the limiting and primarily critical factor due to constraint 
transmission power of the battery- powered IoT device regarded 
as the originator of communication in the system. We consider M 

IoT devices, transmitting simultaneously within a transmission 
time frame [tk , tk+1]. The m- th IoT device with m ∈ {1,2, … ,M} 
transmits the signal xm(t) with transmit power Ptx,m in dBW 
using an antenna with gain Gtx,m(�) in dBi dependent on the el-
evation angle � where tx denotes the transmit side. The effective 
isotropic radiated power (EIRP) in dBW is then given by 

Neglecting interference, the link budget between IoT device and 
satellite in the uplink is described by the signal- to- noise ratio 
(SNR) in dB at the receiver given by 

where Latt groups atmospheric effects as rain attenuation, polar-
ization loss, ionospheric loss, and others. Further, Gs stands for 
the satellite antenna gain, Tnoise is the noise temperature of the 
satellite side, k is the Boltzmann constant, and B is the band-
width. In addition, Lfspl stands for the free space path loss (FSPL) 
and is defined by 

where fc denotes the carrier frequency, d(�) marks the slant 
range as a function of �, and c stands for the speed of light. The 
slant range between IoT user terminal and satellite is given by 

where re is the Earth radius and a is the satellite altitude mea-
sured from the Earth's surface.

In the case of a GEO satellite, � changes only with the location of 
the IoT device, whereas in the LEO case, � is mainly dependent 
on the trajectory of the satellite by an inversely proportional re-
lationship as 

and 

leading to a variable loss in the link budget, due to a longer slant 
path through the atmosphere [33]. In consideration of the re-
quired SNR Γreq at the satellite receiver to ultimately close the 
communication link, the achievable data rate Rb in the band-
width B lies within the proportionality to the required energy 
per bit to noise power spectral density (Eb∕N0)req by 

We compare IoT protocols by the ratio of required energy per 
coded bit to noise power spectral density Ec∕N0, the Eb∕N0 of 

(1)Lfr,n(p) =
1

Rc,n

⋅

1

Rp,n(p)
⋅ p.

(2)�n =
Rb,n

B
,

(3)(net rate)n ≤ (gross rate)n ⋅ Rc,n

(4)�eff,n(p) = Rp,n(p) ⋅ �n

(5)Peirp,m(�)=Ptx,m+Gtx,m(�).

(6)
Γul(�) = Peirp,m(�)−Lfspl(�)−Latt+Gs(�)

−Tnoise−10log10{k}−10log10{B},

(7)Lfspl(�) = 10log10

{(
4�d(�)fc

c

)2
}

,

(8)d(�) =
√

r2e sin
2(�) + a + 2re a − re sin(�)

(9)� →min(�) ≥ 0: d →max(d)

(10)� →max(�) ≤ 90◦ : d →min(d),

(11)Γreq=

(
Eb,reqRb

N0B

)

req

= � ⋅
(
Eb

)
req

.
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uncoded bits, and the Eib∕N0 of solely information bits (user 
bits). For this purpose, a localization of the metrics within 
the system model is illustrated in Figure  4. Consequently, the 
protocol- specific evaluation of the Eb∕N0 is defined as 

in dB by adjusting the required Eb∕N0 values with the previously 
defined payload efficiency Rp,n(p). Further, we compute back to 
the necessary EIRP emitted by an IoT device to reach the re-
quired (Eb∕N0)req at the receiver, via the previously classified 
satellite link budget in (6). The energy efficiency � in bit/Joule as 
described in [34] and [35] quantifies the amount of bits that can 
be transmitted per unit of energy. We obtain 

from the required Peirp and the achievable data rate Rb of proto-
col n. Accordingly, we adjust the energy efficiency by the pay-
load ratio of user bits transmitted to define the effective energy 
efficiency as 

Consequently, �eff enables the comparison of IoT protocols in the 
MaReBa scenario.

3   |   IoT Standards Suitable for Satellite 
Communication

This section provides an overview of wireless protocols and 
standards suitable for IoT satellite communication, fitting to the 
use case of small remote battery- powered devices. In this regard, 
we focus on the first two layers of the OSI model, the PHY, and 
the MAC layer.

3.1   |   LoRa

LoRa names the physical layer of the low- power wide- area 
network (LPWAN) technology based on a proprietary chirp 
spread spectrum (CSS) modulation licensed by the company 
Semtech. LoRaWAN defines the MAC layer of the LPWAN ap-
plying ALOHA type random access for all users to minimize 
the complexity of the network and maximize energy savings 
[36]. The LoRaWAN protocol has been examined for use in 
space communication considering the adapt- ability of the stan-
dard [37], multiple access [38], or ionospheric scintillation [39].

For our comparison, we develop a mathematical abstraction 
of the IoT packet structure, which allows us to quantify the 
code rate Rc,lora and payload ratio Rp,lora(p) separately. We only 
consider LoRaWAN Class A for uplink communication in the 
satellite- based IoT scenario.

The length of a LoRa packet in symbols is calculated as 

where hpre,lora = 8 are the first preamble symbols followed by a 
4.25 symbol long SyncWord. The length of the payload in sym-
bols as defined in [40], for explicit header mode, is 

where Lmac is the number of PHY payload in bytes, bcrc is a 
Boolean variable with bcrc = 1 if present and bcrc = 0 if absent. 
The number nsf ∈ {7, … , 12} stands for the spreading fac-
tor which is the amount of raw bits that can be encoded by a 
symbol. The Boolean bde indicates whether low data rate op-
timization is used (bde = 1) or not (bde = 0). The definition of 
the explicit header mode is defined opposite, indicating the 
header enabled with bh = 0 and not enabled with bh = 1. In this 
review, we consider explicit header mode and low data rate 
optimization as enabled. Further, ncr ∈ {1, … , 4} specifies the 
coding rate defined as 

Besides, we consider the detailed composition of the MAC layer 
frame within the PHY payload LMAC as 

with hmhdr summarizing a fixed 8bit MAC header and hfhdr stands 
for the frame header containing device address, frame control, 
frame counter, and optional frame options for MAC commands. 
The message integrity code is stored in the 32 bit long hmic field; 
further, the 8 bit hfport field indicates that the user payload field p 
is not empty. Hence, the maximum available user payload pmax,lora 
calculates depending on flexible frame options and regional 
LoRaWAN PHY layer specifications [41]. For our scenario, we 
do not transmit frame options (hfhdr = 7 byte) and use the low-
est data rate classified as DR0 = 250bit s−1 with spreading factor 
nsf = 12 in the EU863- 870 ISM Band, and maximum user payload 
pmax,lora = 51byte. Conclusively, we can compute the payload ratio 
by converting (1), introduced previously, for the LoRa protocol as 

where the amount of user payload bits is translated into symbols 
by division of the spreading factor.

3.2   |   LoRa Frequency Hopping Spread Spectrum

The LoRaWAN protocol specification RP002- 1.0.2 [42] of 2020 
introduces a new waveform called LoRa Frequency Hopping 
Spread Spectrum (LR- FHSS). LR- FHSS increases network ca-
pacity and robustness significantly and is thus traded as enabling 
technology for new applications including communication via 
satellites. The waveform was analyzed regarding packet deliv-
ery and network scalability for a direct- to- satellite case, showing 
support for devices that transmit infrequently (every 15 min) [43].

(12)
(
Eib

)
n
=
(
Eb

)
n
− 10log10

{
Rp,n(p)

}

(13){�n}bit∕Joule =
{Rb,n}bit∕s

{Peirp,n}W

(14){�eff,n}user−bit∕Joule = {�n}bit∕Joule ⋅ Rp,n(p).

(15)Lfr,lora(p) =
(
hpre,lora + 4.25

)
+ Lpld,lora(p),

(16)

Lpld,lora(p) =8+max
(⌈

28+8Lmac(p)+16bcrc−4nsf−20bh
4(nsf−2bde)

⌉(
ncr+4

)
, 0

)
,

(17)Rc,lora =
4

ncr + 4
.

(18)Lmac(p) = hmhdr + hfhdr + hfport + p + hmic

(19)Rp,lora(p)=
p

nsf ⋅Rc,lora ⋅Lfr,lora(p)
,
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LR- FHSS implements the ability to frequency modulate 
the uplink by a fast frequency hopping technique which in-
creases interference resistance and reduces packet collisions. 
A data packet is split into fragments of 50 ms in length which 
are transmitted in randomly selected subchannels of 488 Hz 
within the total bandwidth of 137 and 336 kHz or 1.523 MHz. 
The frequency hopping pattern is stored in the LR- FHSS 
packet header changing the carrier frequency every 102.4 ms 
for the payload fragments and every 233.472 ms for the PHY- 
layer header. Resulting data rates of LR- FHSS are 162bit s−1 
for 1/3 payload coding rate and 325bit s−1 for 2/3 payload cod-
ing rate.

The 114 byte long LR- FHSS header composes as

where the SyncWord hsyncword is 4 byte in length, hphdr and 
hphdr−crc are 4 byte, respectively, 1 byte long and coded with a 
fixed FEC rate of 1/2, followed by a 2- bit- long pause. The full 
protocol structure in bits of LR- FHSS is then 

where Rc,lrfhss is the coding rate separately applied to the number 
of user bits p and the 2- byte CRC. Additionally, the header hlrfhss 
is sent up to nh = 4 times to further improve the robustness of 
the modulation against in- band interference. The resulting pay-
load ratio for LR- FHSS yields to 

Further, both modulation types, LoRa and LR- FHSS, can co-
exist and be modified by downlink ADR commands from the 
network server.

3.3   |   Sigfox

Sigfox is a French telecommunications operator developing a 
proprietary, global wireless IoT network [44]. The technology 
defines the PHY and the MAC layer of the communication pro-
tocol stack. Signal modulation is noncoherent by applying dif-
ferential binary phase shift keying (DBPSK) to encode symbol 
information in the phase difference between adjacent signals. 
On the MAC layer, Sigfox makes use of a random access method 
comprising triple diversity namely in space, frequency, and time 
domain. Sigfox packet is sent three times on random frequencies 
and at random time intervals. Further, a Sigfox device is not as-
signed to a certain base station, leading to an average reception 
of a message by circa three base stations nearby. To the best of 
the authors' knowledge, the Sigfox standard has not been inves-
tigated for space communication from a research perspective. 
On the business side, Sigfox partnered up with Eutelsat in 2018 
for the Eutelsat LEO for Objects (ELO) satellite constellation to 
better analyze the satellite ISM spectrum and to process data 
from IoT devices [45].

The full Sigfox frame structure in bits assembles to 

where for coding, Rc,sig is either 1 or 1/3, defining bit inter-
leaving and single resp. triple packet transmission. Therefore, 
nrep = 1∕Rc,sig ensures to account for the correct number of 
header bits if packet repetitions are considered. The authentica-
tion field hauth(p) takes values from 2 to 5 byte dependent on the 
user payload and defined in a lookup table in the specification 
[46]. The CRC field hcrc is 16 bit long. Further, the 6- byte fixed 
MAC header hmac is a sum of 

with length indicator (hli), bidirectional frag (hbf), repeated flag 
(hrep), message counter (hmc), and identifier (hid), respectively. 
We summarize the PHY header as 

where the uplink preamble hpre is 19 bit long and the frame type 
(hft) is 13 bit long. Hence, we calculate the payload ratio for the 
subsequent comparison as follows: 

3.4   |   Telegram Splitting Ultra- Narrowband

Telegram Splitting Ultra- Narrowband (TS- UNB) is a pat-
ented transmission technology developed by the German 
Fraunhofer IIS institute, also known under its brand name 
MIOTY. The technology is designed for the use in terrestrial 
LPWANs for commercial and industrial IoT applications [47]. 
However, Fraunhofer IIS successfully tested the utilization 
of TS- UNB without any special adaptations for GEO satellite 
communication. In the test setup, the stations transmitted di-
rectly to the EchoStar XXI communications satellite in S- band 
at 2 GHz [48].

The PHY layer of TS- UNB builds up on (Gaussian) Minimum 
Shift Keying (MSK) signal modulation and ultra- narrowband 
telegram splitting for random channel access. During radio 
transmission, data packets are split into tiny burst sequences 
which are spread over time and frequency domain. Consequently, 
TS- UNB achieves higher robustness against interference allow- 
ing the receiver to still decode entire packets irrespective of lost 
transmission bursts. From a network perspective, devices are 
grouped into Class Z (only uplink) and Class A (bidirectional) 
with respective protocol characteristics [49]. Downlink com-
munication is implemented to be only activated by a preceded 
uplink transmission. TS- UNB is capable to send up to 245 bytes 
of application data in uplink and up to 250 bytes in downlink; 
however, the protocol is optimized for a user payload of 10 bytes, 
which marks the core framework of the protocol. The develop-
ers claim that more than 1.5 million messages per day per base 
station in a 200 kHz wide frequency band can be handled [50].

(20)hlrfhss = hsyncword + 2 ⋅
(
hphdr + hphdr−crc

)
+ 2

(21)Lfr,lrfhss(p) =
p + hcrc
Rc,lrfhss

+
(
hlrfhss ⋅ nh

)
,

(22)Rp,lrfhss(p) =
p

p + hcrc + nhRc,lrfhsshlrfhss
.

(23)Lfr,sig(p) =
hmac + 8⌈p∕8⌉ + hauth(p) + hcrc

Rc,sig

+ hphy ⋅ nrep,

(24)hmac = hli + hbf + hrep + hmc + hid

(25)hphy = hpre + hft,

(26)Rp,sig(p) =
p

hmac + 8⌈p∕8⌉ + hauth + hcrc + hphy
.
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The full frame format of TS- UNB is formulated as 

where Rc,tsunb stands for the code rate, htail is a 18bit long tail, 
and nsplit = 1.5 is the splitting factor accounting for an addi-
tional pilot sequence within the final transmission bursts. All 
remaining fixed header bits with a total length of 104 bits com-
bine as 

with a 16 bit long address and without setting the flag of the 
MAC Payload Format (MPF) field. The resulting payload ratio 
is then 

3.5   |   Enhanced Spread Spectrum ALOHA

Enhanced Spread Spectrum ALOHA (E- SSA) is an asynchro-
nous random access scheme which is part of the standard of 
the air interface for the S- band Mobile Interactive Multimedia 
(S- MIM) system [51]. We choose E- SSA, among other RA 
schemes for satellite networks [28], due to its unslotted nature 
which is more suitable to the presented IoT scenario. Further, 
E- SSA is designed for a large volume of user terminals in the 
M2 M and IoT segment with emphasis on the high performance 
of the return link employing asynchronous spread spectrum 
Aloha (SSA) techniques for multiple access. The waveform of 
the return link originates from a modified version of the 3GPP 
Wideband Code Division Multiple Access (W- CDMA) Standard 
Random Access Channel (RACH) physical layer design [52]. The 
detector is central to the system as it provides reliable detection 
of incoming packets even in the presence of high MAC channel 
utilization and random power distribution of packets. It utilizes 
iterative successive interference cancellation (iSIC) adapted to 
the asynchronous random access direct- sequence (DS) spread 
spectrum (SS) scheme [53].

The structure of an E- SSA frame is defined by the Physical Data 
Random Access Channel (PDRACH) and the Physical Control 
Random Access Channel (PCRACH) which are I/Q code multi-
plexed and preceded by a preamble hpre to form an uplink burst. 
The frame size in bits calculates as 

where the 64bit PDRACH header hpdrach−hdr, the 416bit user pay-
load p, the 16- bit CRC hcrc, and the 36- bit long unique word (UW) 
huw compose the PDRACH frame with a total length of 1536 bits 
(coding with Rc,essa included). The PCRACH frame hpcrach ac-
cordingly states the same length containing a sequence of pilot 
symbols supporting channel estimation for coherent detection. 
Based on (1) we calculate the resulting payload ratio as follows. 

3.6   |   Unipolar- Coded Chirp Spread Spectrum

Unipolar- coded spread spectrum (UCSS) is an IoT- waveform 
published by Hofmann et al. in 2019 [54, 55]. UCSS is imagined 
for energy- efficient satellite communication even in C- band 
and above for distributed small transceivers taking advantage 
of low data rates of a few bit/s. The authors demonstrated a 
closing link between a GEO satellite and a handheld IoT trans-
mitter utilizing the UCSS waveform. The technology makes 
use of a unipolar- coded form of CSS and random multiple ac-
cess for a large number of devices. Therefore, a Zadoff- Chu 
sequence, respectively, constant amplitude auto- correlation 
(CAZAC) chirp sequence is multiplied for spectrum spreading 
resulting in a spreading gain proportional to the length of the 
chirp sequence [54]. Data blocks are encoded by a FEC code 
and modulated by applying differential binary phase shift 
keying (DBPSK).

Regarding the impact of phase noise on the waveform, UCSS 
has been compared to the CSS waveform LoRa [56]. In compari-
son, UCSS performs better in terms of robustness against linear 
frequency drifts, which is a significant performance factor for 
transmission in ultra- narrowband.

For estimating frame length and overhead of UCSS, we calculate 
the number of symbols spent for preamble, payload, and pilots 
from the theory given in [56]

where Tfr,ucss is the total time of an UCSS frame with symbol 
duration Ts. Further, UCSS transmits npre = 6 preamble symbols 
within the time Tpre. The symbols accounting to the overall pay-
load are transmitted within Tpl(p) = Ts ⋅ npl(p), with npl defined 
as 

where the user payload p in bits, a CRC hcrc of 16 bits, a code 
rate of Rc,ucss = 1∕2 is specified and random multiple access for 
a large number of devices, by introducing short pause times be-
tween the symbols. The length of all UCSS pause intervals is 
given by 

where Rs stands for the sample rate which provides us the sym-
bol duration Ts = nsf∕Rs and is used for the relation in (32). Since 
UCSS uses DBPSK modulation, we can translate symbols di-
rectly to bits in the subsequent comparison. Hence, the payload 
ratio can be formulated as 

(27)Lfr,tsunb(p) =

(
p + htsunb
Rc,tsunb

+ htail

)
⋅ nsplit,

(28)
htsunb =hmac−hdr+haddress+hmpducnt+hmpf+hsign+hcrc−hdr

+hcrc−pyld+hpsi+hmmode,

(29)Rp,tsunb(p) =
p

(
p + htsunb + Rc,tsunbhtail

)
⋅ nsplit

.

(30)

Lfr,essa(p)=hpre+
hpdrach−hdr+416⌈p∕416⌉+hcrc

Rc,essa

+huw+hpcrach,

(31)Rp,essa(p) =
p

Rc,essa ⋅ Lfr,essa(p)
.

(32)
Lfr,ucss(p) =

Tfr,ucss(p)

Ts

=
Tpre

Ts

+
Tpl(p)

Ts

+
Tpause(p)

Ts

=npre+npl(p)+

⌈
npl(p)∕2

⌉2

nsf

,

(33)npl(p) =
p + hcrc
Rc,ucss

,

(34)Tpause(p) =
⌈
npl(p)∕2

⌉2
∕Rs,
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3.7   |   Narrowband IoT

Narrowband Internet of Things (NB- IoT) is a LPWAN stan-
dard developed by 3GPP for cellular devices and services. 
Introduced in Release 13 of LTE- Advanced Pro, NB- IoT is 
specifically designed to meet the requirements of low data 
rate machine- type communications, offering improved cost 
and power efficiency by reducing complex signaling overhead 
associated with traditional LTE systems. With the increasing 
importance of global connectivity, integrating support for 
NTNs, such as satellite connectivity, into 3GPP standards has 
become a high priority. Starting from Release 17, 3GPP spec-
ifications included normative requirements for NTN, making 
it possible to gradually incorporate satellite support within 
the NB- IoT ecosystem. In the subsequent Release 18, 3GPP 
distinguished between two satellite connectivity components: 
IoT- NTN (supporting NB- IoT/eMTC satellite access) and NR- 
NTN (supporting NR satellite access). NB- IoT can be deployed 
in three distinct modes: standalone (utilizing GSM or satel-
lite spectrum), guardband (between LTE carriers), or in- band 
(within LTE resource blocks). The uplink transmission em-
ploys Single- Carrier Frequency Division Multiple Access (SC- 
FDMA) with subcarrier spacing options of 15kHz or 3.75kHz. 
Key physical layer components include the Narrowband 
Demodulation Reference Signal (DM- RS), Narrowband 
Physical Uplink Shared Channel (NPUSCH), and Narrowband 
Physical Random Access Channel (NPRACH) [57].

For data transmission, we assume the utilization of NPUSCH 
format 1, whereby the payload and the CRC are encoded by 
a turbo encoder. To enhance error resilience, a dedicated rate 
matching block is applied, followed by channel interleaving. It 
is assumed that no additional overhead is introduced through 
these steps. Subsequently, scrambling is applied, followed by 
modulation, which is limited to the formats �∕2- BPSK and �∕4
- QPSK, both of which are employed for single- tone transmis-
sions, and QPSK, which is used for multitone transmissions 
[58]. These modulation formats were selected by the standard to 
achieve a reduced peak- to- average power ratio (PAPR), which 
in turn results in lower power consumption. Given the highly 
constrained nature of our scenario, we assume that the IoT de-
vice transmits utilizing format 1, with a subcarrier spacing of 
3.75kHz and �∕2- BPSK modulation, as this configuration leads 
to the highest robustness [57]. The frame length, measured in 
bits, for an NB- IoT data transmission can be approximated by 

where hcrc represents the 24- bit CRC and Rc,npusch denotes the 
turbo encoder rate of 1/3. Additionally, we consider NPRACH as 
an additional overhead, as its preamble consists of a single tone 
that does not carry useful information. We define 

as the overhead ratio introduced by the NPRACH channel, pro-
viding a high- level approximation of the primary overhead in-
fluence in NB- IoT. For simplicity, we exclude minor influences, 
such as DM- RS. We assume a single packet transmission with 
one NPRACH and one NPUSCH occurrence. For NPRACH, we 
assume preamble format 1 with a preamble duration of 6.4 ms, 
since format 1 has a longer cyclic prefix compared to format 0, 
which facilitates the detection of the preamble at the eNB. We 
assume 32 preamble retransmissions, as suggested in [59] for 
a NTN scenario, leading to a total preamble duration tnprach of 
204.8ms. Although up to 64 retransmissions are possible, such 
a high number would significantly impact overhead efficiency, 
hence we adopt the best- case of [59]. Although retransmissions 
are feasible, we consider only a single packet transmission 
during NPUSCH occasion. Here, tnpusch represents the duration 
of a bit in NPUSCH (0.286 ms), assuming a slot of 7 symbols 
with a duration of 2 ms, given 3.75 kHz of subcarrier spacing 
and �∕2- BPSK modulation. The resulting payload ratio is then 

3.8   |   Satellite IoT Waveforms Open 
for Investigation

In the course of our research, we identified further waveforms 
developed for deployment in direct- to- satellite IoT. These 
waveforms are still in their infancy or are not published with 
sufficient details to provide enough data for our comparison; al-
though, they still offer valuable starting points for further inves-
tigations in the MaReBA IoT scenario:

Folded Chirp- Rate Shift Keying (FCrSK) is a modulation tech-
nique proposed by [60] based on CSS with improvements in han-
dling Doppler effects compared to LoRa. Simulation shows that 
FCrSK outperforms LoRa in terms of large Doppler shifts while 
staying slightly below LoRa performance without Doppler shifts.

The company Totum Labs aims to build a LEO IoT constella-
tion deploying their patented waveform Doppler Multi- Channel 
Spread Spectrum (DMSS) [61]. DMSS addresses technological 
challenges of satellite IoT, as Doppler shift robustness, indoor 
coverage, respectively, indoor location, and high capacity of 
simultaneous transmissions [62]. A technology demonstrator 
payload that was launched to space successfully established an 
indoor- to- satellite link [63].

For M2 M communication networks via GEO satellites, 
Supervisory Control and Data Acquisition (SCADA) systems 
have been developed, using types of Scrambled Coded Multiple 
Access (SCMA) or Interleaved Division Multiple Access (IDMA) 
to provide low data rate connections and multiple user access. 
A simulation of a spread SCMA scheme showed the applicabil-
ity for 64 users transmitting QPSK symbols at 220bit s−1 with 
1/15 code rate in a 31.25kHz width GEO S- band channel [64]. 
The technology does not require complex power control as small 
low- cost user terminals utilizing power amplifiers with not 
more than 15dBm realize long battery lifetimes. Further investi-
gations on SCMA technology prototypes have been made by the 
satellite service provider Hughes [65].

(35)Rp,ucss(p) =
p

Rc,ucssTpre

Ts

+ p + hcrc +
Rc,ucssTpause(p)

Ts

.

(36)Lfr,nbiot(p) =
p + hcrc

Rc,npusch ⋅ Rnpusch_nprach

,

(37)Rnpusch_nprach(p) =
tnpusch ⋅ (p + hcrc)

tnprach + tnpusch ⋅ (p + hcrc)

(38)Rp,nbiot(p) =
p

(p + hcrc) ⋅
1

Rnpusch_nprach

.
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The ICARUS system, a joint project of the Max Planck Institute 
of Animal Behavior, the German Aerospace Center (DLR), 
and the Russian aerospace agency Roscosmos, is developed for 
wildlife monitoring under a non- terrestrial approach for data 
transmission [14]. The communications payload is installed on 
the International Space Station (ISS) collecting position data 
from animals equipped with miniature IoT tags as it passes 
overhead. The IoT tag with a volume of about 2 cm3 and a 
weight of less than 5 g equipped with a microcontroller and 
several integrated sensors is typical for the type of IoT deployed 
within the MaReBa scenario. The communication technology 
utilizes various phase shift keying (PSK) modes for modulation 
and a code division multiple access (CDMA) scheme for chan-
nel access on a licensed carrier frequency of 401 to 406 MHz. 
The ICARUS technology achieves a net data rate of 520 bit s−1 
within a bandwidth of 1.5 MHz transmitting 1784 data bits per 
overhead pass [66]. ICARUS is designed for operation in LEO 
fleets, where the ISS acts as an initial test platform. The ex-
pansion of the system to a constellation at a later point in time 
could increase availability and reduce overflight intervals.

4   |   Comparison of Protocols Suitable for Satellite 
IoT

This section compares the previously introduced candidates 
for satellite IoT communication on three different stages re-
garding effective information throughput, spectral efficiency, 

and energy efficiency. The following assumptions are applied 
for the comparison:

• Focus on uplink transmission from a remote battery- 
powered sensor device to a satellite.

• No estimation of the wireless transmission channel.

• Limitation to the PHY and MAC layers of protocols.

• No consideration of package acknowledgments or retrans-
mission schemes.

4.1   |   Overhead Comparison on Protocol Level

For an initial evaluation of protocol efficiency, we propose a sim-
ple mathematical model in (1) of Section 2 consisting of the mul-
tiplicative ratios Rc,n and Rp,n(p) which stand for the code rate 
and the payload ratio, respectively. Both ratios provide insight 
into the number of overhead bits ultimately appended to the user 
payload for packet construction of a satellite IoT protocol. For a 
fair comparison of protocols, this assessment is indispensable, 
since each overhead bit results in additional energy consump-
tion during transmission. The ultimate goal should be to use the 
most overhead efficient protocol possible to improve communi-
cation with a satellite.

A general indication for the impact of overhead for a given 
payload presents Figure 5 plotting the calculated payload ratio 
Rp,n(p) starting from one payload bit up to the maximum num-
ber of user bits per packet. The maximum possible payload 
lengths are marked with a filled circle at the end of the curve 
with the exception of TS- UNB and NB- IoT which support up 
to 245 and 317 byte user payload not fitting reasonably into the 
plot. Further, some curves show tiny spikes and edges in their 
progression, which result from fixed protocol fields where frac-
tions of bytes are rounded up to the next full byte.

We recognize UCSS as already very efficient for small user pay-
loads and LR- FHSS, assuming three header replicas, as an effi-
cient protocol for larger payloads. Further, from the linear course 
of E- SSA, the fixed payload size of 416 bits can be recognized, 
which leads to the optimal payload ratio with full utilization. 
The associated payload ratios are widely varying, as they include 
many protocol- specific features such as header retransmissions. 
However, the share of payload usually accounts for more than 
40%. We notice that three of the protocols have similar maxi-
mum user payload sizes of 51 to 58 bytes; the remaining proto-
cols rank below that, including TS- UNB, since it is optimized 
for 10 user bytes according to the specification but can support a 
maximum of 245 user bytes payload. NB- IoT is an exception in 

FIGURE 5    |    Portion of user bits per packet (payload ratio) Rp,n of a 
single packet of protocol n as function of the user payload  p.

TABLE 1    |    Overview code rates Rc and maximal payload ratios Rp,max for the maximum user payload pmax in byte.

LoRa LR- FHSS Sigfox TS- UNB UCSS NB- IoT E- SSA

Code rate Rc 4/5 4/6 4/7 4/8 1/3 2/3 1/3 1/3 1/2 1/3 1/3

Payload {pmax}byte 51 58 12 245 8 317 52

Payload ratio Rp,max 0.55 0.78 0.46 0.63 0.84 0.77 0.38
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regard to payload, since 3GPP Release 14 the maximum number 
of bits per transmission in NPUSCH was increased from 1000 to 
2536 bits (317 byte).

Note, Rp,n(p) solely considers overhead leading from the nature 
of the protocol and does not include coding overhead. Therefore, 
Table  1 provides an overview of available code rates of each 
IoT protocol and the maximum achievable payload ratio Rp,max 
when transmitting the maximum amount of user payload pmax 
in bytes. Most IoT protocols use a fixed code rate of either 1/2 
or 1/3 with exception to LoRa and LR- FHSS. For further under-
standing, the visualization in Figure 6 compares the overhead 
lengths of the protocols, including coding overhead and redun-
dancy through header or packet replicas.

In Figure 7, we extend the graph from Figure 5 with the tar-
get of transmitting up to 500 bits of user payload. As a con-
sequence, multiple packets need to be sent to transport the 
entire payload depending on the design of the IoT protocol. In 
Figure 7, newly initialized packets can be identified by a drop 
in the payload ratio; at these points, fixed header sizes contrib-
ute significantly to the overhead and thus reduce efficiency. 
We recognize the highest efficiency drops with the beginning 
of the second packet. As more packets are needed to transmit 
a chosen payload, the less significant are the efficiency drops 
of the added packet overhead.

4.2   |   Comparison of Effective Spectral Efficiency

For a more profound insight into transmission differences of 
the protocols, we performed a comparison based on the pro-
tocols spectral efficiency. Originating from a respective lit-
erature review, we could identify the following publications 
which provide information about data throughput and perfor-
mance of the protocols LoRa (DR0, SF12) [67], Figure  4, LR- 
FHSS (DR8) [67], Figure 4, TS- UNB (k = 200) [68], Figure 13, 
UCSS (� = 0dB) [54], Figure 15, and E- SSA (without preamble 
searcher) [69], Figure 17. Note that, to the best of our knowledge, 

we have not identified a respective publication on throughput 
performance of Sigfox so far. The published data were adapted 
to the metric of spectral efficiency and case- dependent adjusted 
toward the real user payload accordingly, as introduced in (4). 
Hence, Figure  8 presents the effective received throughput in 
user- bits/s/Hz as a function of the transmit traffic load likewise 
in user- bits/s/Hz. The dashed line Psucc represents the ideal case, 
when each transmitted user- bit is correctly received.

It is observed from the figure that E- SSA, UCSS, and TS- UNB 
provide the best spectral efficiencies with respect to user bits. 
However, an assessment of applicability in an IoT use case re-
quires additional technical knowledge on energy consumption 
to successfully close the link between device and satellite. The 
following section extends our comparison to an application 
within the presented MaReBa IoT scenario.

FIGURE 6    |    Comparison of satellite IoT protocol structures with focus on the overhead drawn in scale. Lengths are specified in coded bits in-
cluding redundancy through packet/header replicas. User data are set to 40 bits but can be extended to the protocol- specific limits which do not 
contribute to comparability here.

FIGURE 7    |    Portion of user bits per packet (payload ratio) Rp,n as a 
function of payload size regarding protocol specific maximum user pay-
load leading to multiple packet transmissions.
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4.3   |   Comparison of Energy per Information Bit

A fair comparison of IoT protocols for a battery- powered IoT 
scenario should involve the evaluation of the energy required 
to transmit a user bit. As a metric, we use the Eib∕N0 value in-
troduced in (12), calculated from simulation and measurement 
parameters of corresponding publications. We integrate the 
previously established link budget to compute back from the 
known required Eb∕N0 at the satellite to the EIRP needed at the 
IoT device. We assume a common user data rate of 100 user- bit/s 
for all protocols, yielding the bandwidth of the protocol- specific 
used spectrum under consideration of payload ratio, modulation 
order, and spreading factor. For estimation of the required EIRP 
at the transmitter that incorporates the link budget, we consider 
three different clear- sky satellite scenarios according to the pa-
rameters listed in Table 2.

For the space segment, we assume circular polarized VHF/
UHF antennas [70, 71] with 0dBi gain for the LEO and a fixed 
12dBi gain for the GEO that covers the surface of the earth 
with the antenna from its point of view. For the IoT trans-
ceiver on the ground, we assume a 0- dBi gain antenna with 
linear polarization and almost omnidirectional character-
istic. Thus, the polarization loss contributes with 3dB [72]. 

Rain attenuation is not considered for the clear- sky scenario. 
Likewise, pointing losses are not taken into account similar to 
the setting in [39].

For LoRa, the parameters are used at the highest spreading 
factor (nSF = 12) and −20dB required SNR at the receiver as 
officially stated by Semtech [73]. Regarding TS- UNB, we ex-
tract from Kilian et al. [68], Figure 11 a required Eb∕N0 of about 
7.6dB considering a channel load of 0.2 and 10−4 telegram error 
probability. For the UCSS waveform, we choose the US- 6 mea-
surement configuration from Hofmann et al. [56], Table 1 with a 
required SNR of −20 dB. For E- SSA [69], an Eb∕N0 value of 10.8 
dB for a packet error rate of 10−3 can be calculated considering 
a spreading factor of 16. Based on this, we calculate an estimate 
of the effective energy efficiency defined in (14). If multiple data 
sources were available, we always selected protocol and wave-
form configurations leading to the most fairly comparison. The 
LR- FHSS protocol is not included in the comparison, as the 
publication base is very scarce and not sufficient information is 
available for a fair comparison. Similar for the protocol Sigfox, 
the proprietary nature of the protocol is the main reason for the 
scarcity of information.

Table 3 compiles all parameters and presents resulting calcula-
tions for the three mentioned satellite scenarios and an added 
comparison of the LEO best case with equal payload length. 
Observing the Eib∕N0, we recognize the high influence of the 
protocol overhead on the energy per user- bit, required to close 
the satellite link for transmitting the user payload. The influ-
ence of a maximum chosen payload can be seen in the com-
parison with the equal- payload (64 bit) scenario in the bottom 
section of the table. Filling the total available user payload of a 
protocol is necessary to ensure the optimal payload ratio for the 
highest energy efficiency.

Further, we recognize the consequential increase in required 
Peirp for closing the link from LEO best case to GEO. Likewise, 
the effective energy efficiency in number of carried user- bits per 
Joule decreases accordingly. In total, the effective energy effi-
ciency of UCSS outperforms the remaining protocols due to its 
high payload ratio, followed by TS- UNB which instead starts 
with a better Eb∕N0 into the calculation. The remaining two 
protocols rank with similar energy efficiencies behind the men-
tioned ones.

TABLE 2    |    Link budget parameters and assumptions.

LEO best LEO worst GEO

Elevation � deg 90 10 34

Altitude a km 400 400 35786

Carrier frequency fc MHz 868 868 868

Sat. antenna gain Gs dBi 0 0 12

FSPL Lfspl dB 143.3 154.4 182.9

Attenuation Latt dB 3

Noise temperature Tnoise K 290

FIGURE 8    |    Comparison of spectral efficiencies yielding from the re-
ceived effective throughput as function of the effective transmitted load 
in user- bit/s/Hz of selected satellite IoT protocols.
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5   |   Massive Multiple Access Very Low Power Wide 
Area Networks

In this paper, we analyzed LPWAN protocols for satellite com-
munications. With respect to other protocols, they provide 
comparatively low data rates at a higher range as shown in 
Figure 9. There, terrestrial IoT protocols with ranges typical 
for industrial utilization are grouped in the dashed box. It is 
distinguished between those being part of the 3GPP standard-
ization as NB- IoT and LTE- M and those originating from a 
community- based, respectively, proprietary implementation 
of a communication protocol stack as for example LoRa and 
Sigfox. Since some terrestrial LPWAN protocols are currently 
discussed for application in satellite IoT, these were grouped 
in the red box on the right side of the figure indicating the 
higher range capability.

In the preceding section, we compared the suitability of the pre-
sented protocols in satellite IoT through a step- by- step analysis 
based on the introduced efficiency criteria, namely, the proto-
col overhead, the effective spectral efficiency, and the effective 
energy efficiency. The comparison showed in Table 3 that the 
effective energy efficiency in user- bit/J varies between 2.8 and 
55.9kbit J−1 for very short but equal payload lengths in the best 
case LEO scenario. Due to their individual structural design, the 
protocols under investigation suit differently well for applica-
tions with very short payloads. Consequently, the amount of pro-
tocol overhead and coding has a high impact on the efficiency of 
a particular protocol.

With the MaReBa scenario, we created an application case that 
implies specific requirements on the underlying IoT technol-
ogy to ultimately support a large number of battery- powered, 

TABLE 3    |    Energy comparison in clear- sky conditions of LEO best case (90° el.), LEO worst case (10° el.), and GEO.

LoRa TS- UNB UCSS E- SSA

Source [56] [68] [56] [69]

Mod CSS/FSK BPSK DBPSK BPSK

Mod order bit/symb 12 1 1 1

Rib user- bit/s 100 100 100 100

Rc 1/2 1/3 1/2 1/3

Spreading 4096 1 373 16

B kHz 385.7 0.7 88.6 12.7

Γ dB −20 2.8 −19.2 −6

Eb∕N0 dB 8.3 7.6 9.5 10.8

psrc bit 64 200 64 416

Rp(psrc) 0.177 0.427 0.842 0.378

Eib∕N0 dB 15.9 11.3 10.2 15.0

LEO best case (400km alt., 90° el.):

Peirp dBW −21.9 −26.4 −27.5 −22.7

�eff user- bit/J 15344 43954 55902 18553

LEO worst Case (400km alt., 10° el.):

Peirp dBW −10.7 −15.3 −16.4 −11.6

�eff user- bit/J 1185 3394 4317 1433

GEO (34.2° el.):

Peirp dBW 5.8 1.2 0.1 4.9

�eff user- bit/J 27 76 97 32

LEO best case (400km alt., 90° el.)-  Equal payload per protocol:

peq bit 64 64 64 64

Rp(peq) 0.177 0.237 0.842 0.058

Eib∕N0 dB 15.9 13.9 10.2 23.2

Peirp dBW −21.9 −23.9 −27.5 −14.5

�eff user- bit/J 15344 24373 55902 2842
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satellite- connected IoT devices. Finally, we propose to sum-
marize those protocols suited for the MaReBa scenario that 
perform highly energy- efficient via satellite at very short mes-
sage lengths in a novel class named MMA- vLPWAN. The class 
is shown in the lower right of Figure 9, which indicates lower 
transmit rates and lower power consumption compared to 
standard LPWAN.

Based on four comparison criteria with respect to the MaReBa 
scenario, Figure  10 visualizes the gap that is occupied by the 
waveforms of the new IoT class MMA- vLPWAN within a radar 
chart. We selected the following criteria: energy per bit, EIRP, 
inverse spectral efficiency, and weight, respectively, size of the 
IoT device. For the classification of weight and size of suitable 
terminals, we orient on public information about dimensions of 
existing devices and terminals. Furthermore, the average values 
of EIRP and energy per bit also provide information about ap-
proximate dimensions of the user terminal, since both variables 
have influence on the installed battery size.

The most of the previously discussed technologies and stan-
dards tend to locate on the outer area of the diagram. According 
to the graph design, this means a mediocre to poor performance 
with regard to the characteristics of the MaReBa IoT scenario. 
Representatives of MMA- vLPWAN, instead, locate in the cen-
ter of the radar chart in Figure 10 and score a low value on all 
axes. UCSS, a dedicated satellite IoT waveform, has already 
demonstrated the capability of GEO connectivity [54] and has 
scored very good results in the energy efficiency comparison. 
Further, the transmission technology of the previously men-
tioned ICARUS animal tracking system is counted toward 
MMA- vLPWAN, since the miniature transmitters attached to a 
variety of animals communicating via the space segment on ISS, 
symbolize the technical demands that MMA- vLPWAN technol-
ogies have to cope with [66]. At its time, the ICARUS waveform 
was a ground- breaking technology that first introduced MMA- 
vLPWAN communication capability. Since it is not a commer-
cial standard, we did not include it in the previous comparison. 
This also applies to the SCMA/IDMA- based technologies; how-
ever, they may also fit as candidates for the MMA- vLPWAN 

class [74]. Ultimately, the classification of MMA- vLPWAN pro-
tocols brings an important contribution to the overall under-
standing of the field of satellite IoT, which consequently results 
in greater transparency and comprehensibility for industrial 
implementation.

6   |   Conclusion and Future Work

In this paper, we identified the critical need for a thorough ex-
amination of protocols and waveforms for direct- to- satellite IoT 
applications, particularly under stringent energy constraints 
such as battery usage. We addressed this by developing a com-
prehensive analytical framework to compare the most promis-
ing IoT protocols in the satellite IoT domain. A novel evaluation 
metric, which accounts for protocol overhead, was proposed and 
applied. Our extensive analysis included considerations of over-
head, spectral efficiency, and energy efficiency, revealing the 
significant impact of protocol- specific overhead on the overall 
energy consumption for transmitting a fixed user payload length. 
Additionally, our findings highlighted that protocols achieve op-
timal performance with full utilization of the maximum avail-
able payload size. However, differences in performance due to 
the design of the underlying PHY layer technology offer valuable 
insights for more efficient, case- specific protocol applications.

The recent advancements in satellite IoT have been significantly 
influenced by the cost- effective rocket launch capabilities of the 
New Space movement, leading to the deployment of the first pro-
totype satellites. Consequently, the focus is now shifting toward 
the system optimization of future satellite fleets. A key aspect 
of this optimization is to incorporate energy efficiency consid-
erations into the design stage of new satellite IoT transmission 
technologies, ensuring their successful application in MaReBa 
IoT scenarios. In this context, the development of new satel-
lite IoT protocols that can support a long operating lifetime for 
battery- powered IoT devices has led to the introduction of the 

FIGURE 10    |    Categorical integration of MMA- vLPWAN in the 
broad field of satellite IoT. Technologies as UCSS and ICARUS cover the 
gap of highly energy and bandwidth efficient protocols with low EIRP 
and weight characteristics. Values of the radar chart go from low (cen-
ter) to high (outside).

FIGURE 9    |    Embedding of MMA- vLPWAN as a new class of IoT 
technologies in the spectrum of range and data throughput.
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MMA- vLPWAN IoT class. Future research will aim to integrate 
hardware- related energy consumption considerations, including 
transmitter and receiver design, latency estimation, satellite sys-
tem architecture, uplink multiple access overhead, and down-
link communication strategies for battery- powered IoT devices.
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