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Abstract iii

ABSTRACT

After more than six decades, passwords remain a ubiquitous approach for
authentication. The main reason for this is that passwords currently provide a balance
between usability, security, and administrability, meaning that no other mechanism
offers an equally good trade-off between the effort required for implementation, ease
of administration (e.g., reset/changing credentials), ease of use, and security. However,
password memorability is nearly impossible due to the large number of accounts each
user has. As a result, individuals are more likely to create weak, easily remembered
passwords or reuse passwords. According to the literature, a single user has, on
average, 80 accounts and over 3.5 passwords shared between them. Users expose
themselves to guessing and brute-force assaults when they create weak passwords
or a single point of failure if they reused passwords. On the other side, advances in
computer vision made eye tracking ubiquitous. According to the literature, users’
eye gaze movements can reveal their gender, age, ethnic group, sexual orientation,
mental disease, physical illness, and more. Accordingly, in this thesis, we introduce
eye gaze behavior to enhance security mechanisms, focusing on knowledge-based
passwords as a use case. We first start by understanding users’ gaze behavior during
authentication and study the relation between password creation and cognitive load.
Then we look at how this behavior can be modeled using different machine learning
classifiers. After that, we provide a framework for employing gaze behavior in security
systems. Finally, we discuss how gaze behavior can be used beyond authentication
and reflect on different ethical and user privacy aspects of exploiting eye gaze behavior
in different security mechanisms.



iv Zusammenfassung

ZUSAMMENFASSUNG

Nach mehr als sechs Jahrzehnten sind Passwörter immer noch ein allgegenwärtiger
Ansatz für die Authentifizierung. Der Hauptgrund dafür ist, dass Passwörter derzeit
ein Gleichgewicht zwischen Benutzerfreundlichkeit, Sicherheit und Verwaltbarkeit
bieten, was bedeutet, dass kein anderer Mechanismus einen gleich guten Kompromiss
zwischen dem Aufwand für die Implementierung, der einfachen Verwaltung (z.
B. Zurücksetzen/Ändern von Anmeldedaten), der Benutzerfreundlichkeit und der
Sicherheit bietet. Allerdings ist es fast unmöglich, sich ein Passwort zu merken, da
jeder Benutzer eine große Anzahl von Konten hat. Daher ist es wahrscheinlicher, dass
Einzelpersonen schwache, leicht zu merkende Passwörter erstellen oder Passwörter
wiederverwenden. Laut Literatur hat ein einzelner Benutzer im Durchschnitt 80
Konten wobei Passwörter für mehr als 3,5 Konten wiederverwendet werden. Die
Benutzer setzen sich selbst dem Erraten und Brute-Force-Angriffen aus, wenn sie
schwache Passwörter erstellen, oder einem Single Point of Failure, wenn sie Passwörter
wiederverwenden. Auf der anderen Seite haben die Fortschritte in der Computer-Vision
dazu geführt, dass die Blickverfolgung allgegenwärtig ist. Der Literatur zufolge
können die Augenbewegungen der Benutzer Aufschluss über ihr Geschlecht, ihr Alter,
ihre ethnische Zugehörigkeit, ihre sexuelle Orientierung, psychische und physische
Krankheiten und vieles mehr geben. Dementsprechend stellen wir in dieser Arbeit
die Nutzung des Blickverhaltens zur Verbesserung von Sicherheitsmechanismen vor,
wobei wir uns auf wissensbasierte Passwörter als Anwendungsfall konzentrieren. Wir
beginnen damit, das Blickverhalten der Benutzer während der Authentifizierung
zu verstehen und untersuchen den Zusammenhang zwischen der Erstellung von
Passwörtern und der kognitiven Belastung. Dann untersuchen wir, wie dieses Verhalten
mit Hilfe verschiedener Klassifikatoren des maschinellen Lernens modelliert werden
kann. Danach stellen wir ein Framework für den Einsatz von Blickverhalten in
Sicherheitssystemen vor. Abschließend diskutieren wir, wie das Blickverhalten über
die Authentifizierung hinaus genutzt werden kann und reflektieren verschiedene
ethische und datenschutzrechtliche Aspekte der Nutzung des Blickverhaltens in
verschiedenen Sicherheitsmechanismen.
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PREFACE
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and discussions with researchers and practitioners at conferences, workshops, and lab
visits. This thesis was created in close collaboration with my second supervisor from
the University of Glasgow who provided expert knowledge from their field.

Throughout this my work on this thesis, I supervised undergraduate student projects,
Bachelor and Master theses that help to realize my ideas, prototypes, and evaluations.
Many of these collaborations and theses resulted in publications that are a core part
of this work. To emphasize these collaborations, I chose to write this thesis using
the scientific plural ("we"). When applicable, all contributing authors of the resulting
publication are cited at the beginning of each chapter, including the publication’s
reference.
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Chapter1
Introduction

Nowadays, users are surrounded by different forms of ubiquitous devices including
but not limited to smartphones, laptops, public displays, and smart glasses. As these
devices enable access to sensitive information, security mechanisms are becoming
crucial. At the same time, secure data access remains a challenge. One of the main
reasons is that security methods are frequently not built to accommodate how people
actually behave. Consider a password-based authentication system. This system,
which requires a username and a password to authenticate a user, was created for
settings where users had access to one computer and authenticated a few times each
day during the mainframe era in the 1960s. Surprisingly, despite the fact that people
now interact with computers in fundamentally different ways, this notion is still one of
the most widely used security concepts today. For example, in 2007, users had around
25 accounts and roughly six different passwords on average [118]. Nowadays, people
retain an average of 80 different online accounts, each with its own password [242].

This increase in the number of accounts and profiles by users amplified password
issues where people started to pick weak passwords, write them down in insecure
locations, reuse many of them, and share credentials with other people [345]. These
behaviors are referred to as password coping strategies. A common solution is to
reuse the same password on many different websites. This approach increases the
potential damage if a password is stolen, or cracked, or if a service that has access
to it is compromised since the attacker will be able to reuse it on all online services
that share this password. In addition, to make accounts secure, users are required
to change their passwords at periodic intervals which require physical and mental
demand. Therefore, both researchers and practitioners investigated different solutions
to solve this problem such as biometric authentications. However, many users are
concerned about the leakage of their face ID or fingerprints and the transparency
of sharing such information with 3rd parties. In addition, there is a possibility that
existing fingerprint sensors could be hacked by a simple printed image1. Furthermore

1 https://uk.pcmag.com/security/137235/hacking-fingerprints-is-actually-pretty-easy-and-cheap

https://uk.pcmag.com/security/137235/hacking-fingerprints-is-actually-pretty-easy-and-cheap
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all biometric systems have passwords as an alternative authentication technique in case
the original one did not work. On the other side, behavioral biometrics also gained
huge attention from the community and are already adopted in most smartphones such
as using gait cycles to safely unlock the phone if the user is detected. Still the issue of
collecting biometric data and its privacy concerns persevere, in addition to varying
user states and size of the collected data 2.

Another approach is using password managers. Password managers help users to
generate, store and manage their passwords [77, 158]. However, many users are
hesitant to adopt password managers: according to a recent study conducted by
PasswordManager.com and YouGov3 among 1280 US citizens, nearly two-thirds of
participants do not trust password managers. Furthermore, prior research has shown
that password managers do not always solve the increase of passwords problem as a
significant number of password manager users continue to reuse passwords [281]. In
fact, the literature showed that password managers face different security and privacy
challenges in addition to introducing new problems [400, 232, 132, 333, 346]. Such
problems include and are not limited to 1) single point of failure where if it was
attacked then all the other passwords are leaked, 2) not all password managers work
across devices so this limits its usage, 3) some password managers are vulnerable to
different types of attacks such as cross-site scripting (XSS) attacks, cross-site request
forgery (CSRF), and network injection attacks, etc.

Although passwords are far from perfect as they demand physical and mental effort
and are prone to several attacks [32, 52, 313] they remain essential [353]. The main
reason is that currently, passwords present a balance between usability, security,
and administrability [53] with no other mechanisms providing an equally good
trade-off between the effort required for implementation, ease of administration (e.g.,
resetting/changing credentials), ease of use, and security. Therefore, until we get rid
of passwords, we need to make them more secure.

On the other hand, eye-tracking technology is becoming more accurate, affordable,
and ubiquitous. Eye gaze is part of humans’ active sensing which is a key process in
our interaction with the world as it allows our sensors to be directed to the environment
in order to extract relevant information [390]. During interaction tasks, most of the
time, our gaze behavior is regulated unconsciously by cognitive processes that are
responsible for task performance. As a result, natural gaze behavior provides a window
into the human mind and allows us to make conclusions about users’ intentions and
cognitive processes [36]. Hence, the security community was one of the first to
employ eye-tracking technology. For example, eye gaze has been used in implicit
[397, 96] and explicit authentications [220, 6]. In addition, gaze monitoring have
been used to protect users from bystanders [190, 20, 293] and shoulder surfing attacks
[58, 315, 402, 401]. Researchers also used eye tracking to study the effectiveness of the

2 https://www.miteksystems.com/blog/advantages-and-disadvantages-of-biometrics?msclkid=
82e2d880c1ac11ec9d9892c2e3484895

3 Password Managers Survey: https://www.passwordmanager.com/password-manager-trust-survey/

https://www.miteksystems.com/blog/advantages-and-disadvantages-of-biometrics?msclkid=82e2d880c1ac11ec9d9892c2e3484895
https://www.miteksystems.com/blog/advantages-and-disadvantages-of-biometrics?msclkid=82e2d880c1ac11ec9d9892c2e3484895
https://www.passwordmanager.com/password-manager-trust-survey/
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security indicators on the websites [29], privacy policies [343] and email classification
decisions [283, 259]. A recent literature survey showed that by monitoring users’ gaze
data, we can reveal different information about the users such as their age, gender,
biometric identity, physical health, and many more [217]. Furthermore, researchers
found that certain patterns in eye movement, pupil dilation, and eye blinking have
been recognized as reliable indicators of mental workload [110, 253].

From previous points, we see monitoring natural gaze behavior to be particularly
promising to enhance security mechanisms and passwords specifically. Unfortunately,
there is a lack of understanding of how users’ gaze behavior is while they create their
passwords and which information is reflected in their eye gaze behavior. Consequently,
it is essential to first understand users’ gaze behavior in password creation in order
to enhance existing systems and build novel ones. In this thesis, we combine the
advantage of involuntary eye movements, with the ubiquity of eye trackers to enhance
existing security mechanisms. Particularly, we will investigate the usage of eye gaze
behavior in supporting users’ password decisions as a novel approach to nudging and
protecting users while creating passwords. Below, we identify the research questions.

1.1 Research Questions

Security decisions are built upon habits carried out frequently so they become
automatic routines that people perform without thinking. Password creation and
usage strategies are one of those routines that users developed over time as a coping
strategy for having passwords for more than 80 accounts [242]. Our vision is to make
passwords more secure by leveraging eye gaze behavior. First, we start with a holistic
analysis of how eye gaze has been used in the past decades in security mechanisms
(RQ1). From there, we narrow it down to monitoring users’ eye gaze behavior
to enhance authentication techniques. Then we dig deeper into knowledge-based
authentication to understand users’ gaze behavior and what influences it (RQ2). After
understanding users’ gaze behavior, we investigate how to quantify and model such
behavior to enhance users’ passwords (RQ3). Finally, we close the loop by applying
our knowledge from the previous research questions to derive a set of implications
in a framework for behavioral eye gaze security systems (RQ4). The questions are
summarized in Table 1.1.

1.2 Methodology

We followed a user-centered design approach [162] as one of our principal
methodologies. User-centered design is an iterative design process in which developers
start with a general approach and focus on users’ feedback in each iteration of the
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Table 1.1: Overview of the research questions addressed in the thesis with chapter
number between brackets.

CONCEPTUAL/
THEORETICAL

TECHNICAL EMPIRICAL METHODOLOGICAL

RQ1: How can security mechanisms benefit from users’ eye gaze?
Literature survey
highlighting the
research gaps and
promising research
directions [Ch 3]

RQ2: What is the influence of knowledge-based authentication on users’ gaze behavior?
Concept of
studying cognitive
load and password
creation [Ch 5]

Android pattern
prototype to be
used by either
gaze or touch
[Ch 4]

Lab study to collect touch
and gaze dataset in addition
to users’ entered patterns and
post-study questionnaires
[Ch4]. Lab study to
collect pupil diameter and
questionnaire responses.
Dataset of collected
passwords and dataset
of pupil diameter [Ch 5]

RQ3: How can users’ behavior during authentication be modeled?
Concept of
detecting password
strength [Ch 6] and
reuse [Ch7] from
gaze behavior

Machine
learning model
to detect
password
strength [Ch 6]
and password
reuse [Ch 7]
from users’ gaze
behavior

Lab study to collect users’
gaze behavior while
authenticating. Dataset
of collected weak and strong
password dataset of gaze
data and movements [Ch
6]. Semi-controlled study
to collect users’ gaze data
while authenticating, and
another dataset of eye gaze
data while creating new and
reused passwords [Ch 7]

Conducting
evaluation at
participants’
side (lunch
cafeteria) [Ch 7]

RQ4: What are the considerations for employing gaze behavior in security systems?
Framework for
employing eye
gaze behavior in
security systems
[Ch 8]
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continuous design process. We further apply design thinking methods, and co-design
workshops to better shape the ideas. During the development process of our research
probes, we evaluated these in user studies. With our empirical research practices,
we foster a better understanding of users’ gaze behavior during authentication and
how it can be used to make systems more secure. Consequently, our findings provide
knowledge that enables us to use users’ gaze behavior as a means to assess passwords
and add a behavioral aspect as part of password assessment to enhance password
creation.

Systems and Prototypes

All the research systems and prototypes conducted in this thesis were developed
in close collaboration with my colleagues and other researchers, with several
undergraduate students, contributing to the development as part of their work. All
prototypes were implemented with the objective of being deployed and evaluated in
lab studies. A summary of the research prototypes that have been developed is shown
in Table 1.2.

Controlled and Semi-controlled Studies

In our conducted evaluations, we used semi-controlled lab studies. As we are studying
users’ behavior, we did not have a fixed head position nor distance to the screens.
However, as users’ eyes are sensitive to the lights, in most cases we had controlled
light systems to eliminate this factor.

Evaluation

To evaluate our concepts and prototypes, we used several methodologies. We
conducted co-design workshops to finalize the concepts. We also conducted controlled
lab studies through which ecologically valid user data were collected. We used
machine learning classifiers’ accuracy as a tool to evaluate our concepts. We also
used a mixed methods approach for data analysis such as different statistical analysis
approaches and collecting subjective and objective feedback. This was done using
a wide-ranging set of tools including focus groups, data logging, standardized and
custom questionnaires, and participant observations.
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Deception Studies

As we used the user’s gaze behavior to understand more about the user, it was crucial
in most cases that users do not know the main aim of the studies, hence, we conducted
deception studies. Deception studies are used to eliminate user priming and at the
same time elicit natural user behavior. It is worth mentioning that participants were
debriefed with the true study aim at the end and they had the right to opt-out.

Table 1.2: Research prototypes developed in the course of this thesis.
SYSTEM/PROTOTYPE DESCRIPTION CHAPTER

GazeLockPatterns. To understand users’ gaze behavior while creating
knowledge-based passwords and to highlight the reasons to improve
existing authentication techniques, we monitored users’ gaze while creating
knowledge-based passwords. We monitored users’ eye gaze while entering
Android touch patterns and compared their behavior to entering the patterns
using gaze. Publication: [7].

4

Think Harder. To better understand the users while creating their
knowledge-based passwords and to detect if password creation affects users’
cognitive load. We envisioned a simple user interface where we monitored users’
gaze movements with a wearable eye tracker and highlighted their areas of interest.
Publication: [5]

5

GazeMeter. There are two different ways where eye gaze data can enhance
existing password creation methods either by enhancing existing password
strength metrics or by creating new password strategy metrics. To enhance
existing knowledge-based password strength metrics, and help users not to create
weak passwords. We monitored users’ eye movements while creating weak
and strong passwords and built an ML classification model to predict password
strength from users’ eye gaze movement. Publication: [10]

6

Password Reuse. To use eye gaze behavior to create new password strategy
metrics. As password reuse is the second most critical password strategy failure.
We monitored users’ eye gaze movement to detect password reuse. We built ML
classification models to predict password strength from users’ eye gaze movement
and from keystroke dynamics and we compared both. Publication: [9].

7

1.3 Research Context

The research leading to this thesis was carried out during the period from 2019 to
2022 at the Bundeswehr University Munich in the Usable Security and Privacy group
(USEC) and at the University of Glasgow in the SIRIUS research group. Many of the
projects presented in the thesis were in collaboration with experts from the field.

All of the projects presented in this thesis [181, 7, 5, 10, 9] are in collaboration with
the University of Glasgow, colleagues from the USEC lab, and undergraduate students
both bachelor and masters from Bundeswehr University Munich Germany, LMU
Munich Germany and the German University in Cairo, Egypt.
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Together with Christina Katsini and George Raptis from the Human Opsis Lab in
Greece, we worked on a literature survey in 2019 [181] summarizing the literature
work that used eye tracking in the usable security field. This joint work resulted in an
honorable mention award at CHI 2020 conference. In addition, we followed this by
organizing a workshop at ETRA 2021 on EyeSec: Eye Gaze for Security Applications.

In cooperation with Anam Khan from the University of Melbourne, we worked on
investigating password strength from users’ gaze behavior [10]. We also worked
closely with Dr. Daniel Buschek from the University of Bayreuth an expert in machine
learning and usable security and Dr. Ken Pfeuffer from Aarhus University an expert
in eye tracking on investigating eye gaze behavior for password reuse detection [9].

In addition, we worked with Ahmed Shams and Mohamed Mantawy from the German
University Cairo on password strength detection [10] and with Ahmed Shams again
on password reuse detection [9].

1.4 Research Contributions

In answering our overarching research question of how can users’ gaze be used to
enhance existing security mechanisms, this thesis makes contributions in four main
areas. First, we conduct a holistic understanding of how gaze has been used in the
security and privacy domain. Then we use this knowledge to draw our concepts of
using gaze behavior to enhance password creation C1. Second, we build different
prototypes to evaluate our concepts C2. Third, we conduct empirical evaluations to
collect and analyze users’ behavior while creating passwords C3. Fourth, we present
a framework for employing eye gaze behavior in security systems C4.

C1: Conceptual - We present in chapter 3 a holistic understanding of how gaze has
been used in security and privacy applications. Moreover, we introduce the concept of
using gaze behavior to enhance knowledge-based authentication which is reflected in
different prototypes.

C2: Technical - In chapters 4, 5, 6, and 7, we present different systems and
prototypes that allowed us to study our concepts and be able to collect empirical data.
In the context of this thesis, we developed five research prototypes. A list of the
prototypes can be seen in Table 1.2. Moreover, from each prototype, we collected a
dataset for gaze movements.

C3: Empirical - Throughout the exploration conducted during this thesis, we
performed different user studies testing our research prototypes and systems and
collecting different data sets. The collected data enabled us to implement different
classification models as well as draw different conclusions. The different studies
with the evaluations introduced in this thesis are structured according to the relevant
research question.
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C4: Methodological - In chapter 7 we conducted a different type of study where
we went to the participants in their environment and asked them to participate in the
study. In chapter 8, we reflect on our findings from the thesis and present a framework
for employing behavioral eye gaze in security systems.

1.5 Contributing Publications

This thesis’s core contributions are based on research published at international
conferences with a competitive peer-reviewing process. All publications benefited
from close collaboration, ideation, and discussions with the stated co-authors.
However, for the core publications that lead to this thesis, I took the lead during
the development, study design, analysis, and writing as clarified in section .

1.6 Thesis Structure

This thesis is made up of ten chapters divided into four parts. Figure 1.1 depicts the
interplay between the different structures of this thesis.

Part I - Introduction and Background This thesis part consists of 3 chapters.
Chapter 1, reflects the introduction and motivation for the thesis. We introduce the
topic at hand, the research objectives, and covered research questions, as well as
illustrate the contributions of the thesis. In chapter 2, we provide an overview of how
eye gaze has been used in the security domain in the past 25 years. The background
and foundation chapters do not cover the detailed state-of-the-art related work to each
of the empirical research probes later presented, but rather aim to give a historical and
foundational background of the related topics to the core of the thesis and an overall
view of how eye gaze has been used in the usable security domain. Finally, in chapter
3,

Part II - Understanding Gaze Behavior During Authentication This
thesis part consists of two main chapters. In chapter 4, we present a comparison
between Android’s lock patterns for mobile devices (TouchLockPatterns) and an
implementation of lock patterns that uses gaze input (GazeLockPatterns). We
monitored users’ eye gaze while entering Android touch patterns and compared
their behavior to entering the patterns using gaze. We reflect on users’ gaze positions
while performing the touch patterns. In chapter 5, we investigate the relationship
between password creation and cognitive load inferred from eye pupil diameter. We
used a wearable eye tracker to monitor the user’s pupil size while creating passwords
with different strengths.
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Figure 1.1: Thesis structure and interconnection between chapters

Part III - Enhancing Existing Authentication Systems This thesis part
consists of two chapters. In chapter 6, we investigate the use of gaze behavior as
a means to assess password strength as perceived by users. We demonstrate how
eye tracking can enable this: by analyzing people’s gaze behavior during password
creation and running different machine-learning models. In chapter 7, we investigate
and propose a novel approach to detect password reuse by leveraging eye gaze and
comparing it to typing behavior, and studying its accuracy. We compare different ML
models to detect password reuse from the collected data.

Part IV - Discussion and Conclusions This part consists of three main chapters.
Chapter 8 reflects on the synthesis and main findings from the thesis in a framework
for employing behavioral eye gaze into security systems. chapter 9 summarizes the
results from the investigations of the research probes and empirical research conducted
and presents different discussion aspects. Finally, in chapter 10, we summarize the
contributions of this thesis and provide an outlook for future work.
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Chapter2
Foundation and Background

In this chapter, we discuss the foundations and background of several topics relevant
to the overall thesis. The chapter is divided into two main sections. We reflect on the
human eye and gaze metrics. Then we reflect on user-centered security with a focus
on knowledge-based authentication.

2.1 Eye Gaze and Human-Computer Interaction

As William Shakespeare said, "The Eyes are the window to your soul". Our eyes
play a huge role in our communication and how we perceive our surroundings. From
early stages, scientists have studied human eye anatomy and how can it be used in
Human-computer Interaction. But first, how can we track users’ eyes?

2.1.1 History of Eye Tracking

Since the development of eye-tracking equipment in research more than a century ago,
numerous approaches have been utilized to monitor user eye movements [300]. For
instance, electrooculographic methods used electrodes mounted on the skin around
the eyes to measure variations in electric potentials and track eye movements. Other
traditional methods involved wearing large contact lenses that covered the cornea and
sclera (the visible white of the eye) and had a metal coil embedded around the edge
of the lens. Eye movements were then detected by changes in an electromagnetic
field as the metal coil moved in parallel with the subject’s eyes [103]. The majority
of contemporary eye-tracking systems currently employ video images of the eye to
determine where a person is looking (i.e., their so-called "point-of-regard"). These
techniques proved to be highly invasive. The iris-sclera boundary, apparent pupil
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shape, and corneal reflections (also known as Purkinje images) are just a few of the
unique characteristics of the eye that can be utilized to infer point-of-regard [103].

2.1.2 Eye Tracking Techniques

There are several methods available today for tracking users’ eyes, some of which rely
on infrared light and others on gaze estimation. Additionally, eye-trackers come in a
variety of forms. One can employ wearable eye trackers, screen-attached eye trackers,
or webcam/RGB cameras to estimate gaze.

The majority of currently available commercial eye-tracking systems measure
point-of-regard using the "corneal-reflection/pupil-center" technique [291]. These
types of trackers often comprise an infrared camera installed beneath (or next to)
a display monitor on a regular desktop computer, together with image processing
software to locate and identify the features of the eye utilized for tracking. In order
to make the target eye features easier to track, infrared light from an embedded LED
in the infrared camera is first directed into the eye (infrared light is used to avoid
dazzling the user with visible light). The "bright pupil" effect occurs when light
enters the retina and a significant portion of it is reflected back, giving the pupil
the appearance of a bright, well-defined disc. The infrared light also produces the
corneal reflection (or first Purkinje image), which appears as a tiny but distinct shine
spot. Once the corneal reflection and the pupil center have been located by the image
processing software, the vector between them is measured and the point of regard can
then be determined using additional trigonometric calculations. Although the corneal
reflection alone can provide an approximate point-of-regard, measuring both aspects
allows eye movements to be effectively separated from head movements [167, 103].

A "calibration" process is required to adjust video-based eye trackers to the specifics of
each person’s eye movements. The system records the pupil-center/corneal-reflection
relationship as corresponding to a specific x, y coordinate on the screen if the eye
fixes on the dot for a time period greater than a predetermined threshold and within a
predetermined area. To obtain a precise calibration throughout the entire screen, this
is performed across a 9 to 13-point grid-pattern [291].

2.1.3 Gaze Behavior

From previous work, gaze behavior was defined as a "fixated gaze on a location
in the targeting environment or a shift in gaze from one environmental location to
another" [369]. As a shift in gaze is typically initiated by eye movements four different
gaze behaviors were defined in the literature for the minimum duration of fixations,
saccades, tracking movements, and blinks [395, 136]. In the literature, the minimum
gaze duration of a fixation ranged from 80 to 150 millisecond [69], with the shorter
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duration being observed when subjects performed highly focused activities. The
minimum fixation period was established at 99.9 milliseconds (3 or more frames)
and was defined as the stabilization of the gaze on a point because the subjects in
this experiment were highly skilled. When a shift in gaze from one place to another
was noticed, with a minimum duration of 133.2 milliseconds, the movement was
categorized as a saccade (4 frames). When a moving item was followed by the
subject’s gaze for at least three frames or 99.9 milliseconds, the eye movement was
categorized as tracking or smooth pursuit. Finally, when the subject’s pupils dilated
and covered the system’s optics for at least three frames or 99.9 milliseconds, the blink
signal was activated. In the following section, we describe each of the gaze metrics in
detail.

2.1.4 Eye Movement Metrics

There are different eye movements that can be quantified and extracted from users’
eyes. There are two main measures that are mostly used in research "fixations"
(described in 2.1.2) and “saccades”, which are quick eye movements occurring between
two fixations. Moreover, there is also a wide range of derived metrics, such as
"scanpath", "blink rate" and "pupil size". Below we describe each of them, what they
mean, how can we interpret them, and whether can they be used. The descriptions
below are accommodated by Poole et al. [287].

Fixations: depending on the context, fixations can be interpreted differently. For
example, more fixation on a specific interface area (e.g. on a website) can indicate
greater interest. On the other side, if it was a reading task then it might indicate a
more complicated or challenging task [167, 171]. Similarly, in a search task, more
fixations can mean ambiguity in identifying a target item [167]. A higher number
of single fixations, or clusters of fixations, are often an index of greater uncertainty
in recognizing a target item [167]. Table 2.1 reflects the fixation metrics and their
interpretations.

Saccades: don’t include any encoding, so they can’t provide information about
the complexity or importance of an object in the interface. Regressive saccades, or
retracing eye movements, can, however, be used to evaluate how difficult a processing
task is during encoding [300]. While most "regressions" (or "regressive saccades") in
reading tasks are extremely short, only skipping back two or three letters, considerably
greater phrase-length regressions may indicate difficulties in a higher-level processing
of the text [300]. There should be an inverse relationship between the number of
regressions and the importance of the phrase, so regressions could also be employed
as a measure of recognition value. Table 2.2 describes saccade-derived measures.

Scanpaths: A scanpath describes a sequence of saccade-fixate-saccade. A straight
line with two short fixations on the desired target is considered the best scan path in a
search task [130]. Table 2.3 describes qualitative measures to analyze scanpaths.
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Table 2.1: Fixation-derived metrics and how they can be interpreted in the context
of interface design and usability evaluation as reported by Poole et al. [287].
References are given to examples of studies that have used each metric.
Eye-Movement Metric What it Measures Reference

Number of fixations overall
More overall fixations indicate less efficient search
(perhaps due to sub-optimal layout of the interface) Goldberg & Kotval (1999) [130]

Fixations per area of interest
More fixations on a particular area indicate that it is
more noticeable, or more important, to the viewer than
other areas

Poole et al.(2004) [288]

Fixations per area of
interest and adjusted
for text length

If areas of interest are comprised of text only, the mean
number of fixations per area of interest should be
divided by the mean number of words in the text.
This is necessary to separate out: (i) a higher fixation
count simply because there are more words to read,
from (ii) a higher fixation count because an item
is actually harder to recognize.

Poole et al.(2004) [288]

Fixation duration
A longer fixation duration indicates difficulty
in extracting information, or it means that the
object is more engaging in some way.

Just & Carpenter (1976) [171]

Gaze (also referred to as
“dwell, fixation cluster”
and“fixation cycle”)

Gaze is usually the sum of all fixation durations within
a prescribed area. It is best used to compare attention
distributed between targets. It can also be used as
a measure of anticipation in situation awareness if
longer gazes fall on an area of interest before
a possible event occurring.

Mello-Thoms et al. (2004) [256],
Hauland (2003) [145]

Fixation spatial density
Fixations concentrated in a small area indicate
focused and efficient searching. Evenly spread
fixations reflect widespread and inefficient search.

Cowen et al.(2002) [82]

Repeat fixations(also
called “post-target fixations”)

Higher numbers of fixations off-target after the
target has been fixated indicate that it lacks
meaning fulness or visibility.

Goldberg & Kotval (1999) [130]

Time to first fixation on-target
aster times to first-fixation on an object or area
mean that it has better attention-getting properties. Byrne et al. (1999) [64]

Percentage of participants
fixating an area of interest

If a low proportion of participants is fixating an area
that is important to the task, it may need to be
highlighted or moved.

Albert (2002) [19]

On-target (all target fixations)
Fixations on-target divided by total number of fixations.
A lower ratio indicates lower search efficiency Goldberg & Kotval (1999) [130]

Blink rate and pupil size: Pupil size and blink rate both serve as indicators
of cognitive workload. It is considered that a higher workload is indicated by a
lower blink rate and that a higher blink rate may signify tiredness [57, 59]. A greater
cognitive effort may also be indicated by larger pupils [291, 349]. However, several
other factors, such as surrounding luminance, can affect pupil size and blink rate,
making them susceptible to contraction [291]. These factors make the use of pupil
size and blink rate in eye-tracking studies less common.

2.2 User Centered Security

As the context of this thesis is to enhance existing security applications and
mechanisms. First, let’s define what we mean by security mechanisms. The term
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Table 2.2: Saccade-derived metrics and how they can be interpreted in the context
of interface design and usability evaluation as reported by Poole et al. [287].
References are given to examples of studies that have used each metric.

Eye-Movement Metric What it Measures Reference

Number of
saccades More saccades indicate more searching. Goldberg & Kotval (1999) [130]

Saccade
amplitude

Larger saccades indicate more meaningful cues, as
attention is drawn from a distance Goldberg et al. (2002) [131]

Regressive
saccades
(regressions)

Regressions indicate the presence of less
meaningful cues. Sibert et al.(2000) [331]

Saccades
revealing marke
addirectional shifts

Any saccade larger than 90 degrees from the
saccade that preceded it shows a rapid change in
direction. This could mean that the user’s goals
have changed or the interface layout does not
match the user’s expectations.

Cowen et al.(2002) [82]

User-Centered Security was first used by Zurko et al. [404] in 1997. It refers to
security models, mechanisms, systems, and software where high usability is the main
motivation or goal. There is a wide spectrum of areas under this umbrella such as
authentication, which focuses on how mechanisms can be built that is secure but at
the same time easy to use [97]. Much of the research in this domain is mostly focused
on so-called knowledge-based schemes. However, there are different authentication
methods as well such as implicit authentication and biometric authentication.

2.2.1 Authentication and Knowledge-based Passwords

Accessing different accounts and devices requires user authentication which is
considered the first step in access control. Authentication is typically achieved by
requesting a user to provide proof of one or more of the following [81]: Something
you know (e.g. a password), Something you have (e.g. a token), Something you
are (e.g. a fingerprint). In this thesis, we will only focus on something you know
and we narrow it down to knowledge-based passwords. There are 31 different
Knowledge-based authentication schemes grouped to 5 categories, Alphanumeric
passwords, Graphical passwords, Haptic patterns, Semantic Knowledge Password
and 2 factor authentication [107]. Different authentication methods, such as PINs
(alphanumeric password), passwords (alphanumeric password), and lock patterns
(graphical passwords), are likely to continue to be used in the future because they
are simple to use and intuitive to users. Also, they can be used as a backup to other
authentication methods (like fingerprints) or on devices without sensors that support
biometric approaches. Passwords require unassisted recall, or the ability for the
user to recall them precisely when asked, which is a requirement from the point of
effort. Users who have to create and remember a large number of passwords tend
to reuse them [118], write them down [14], or select passwords that are simple to
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Table 2.3: Scanpath-derived metrics and how they can be interpreted in the context
of interface design and usability evaluation as reported by Poole et al. [287].
References are given to examples of studies that used each metric
Eye-Movement Metric What it Measures Reference

Scanpath duration
A longer-lasting scanpath indicates
less efficient scanning Goldberg & Kotval (1999) [130]

Scanpath length
A longer scanpath indicates less
efficient searching (perhaps due
to a sub-optimal layout)

Goldberg et al. (2002) [131]

Spatial density
Smaller spatial density indicates
more direct search. Goldberg & Kotval (1999) [130]

Transition matrix

The transition matrix reveals the search
order in terms of transitions from one
area to another. Scanpaths with an
identical spatial density and convex
hull area can have completely different
transition values – one is efficient and
direct whilst the other goes back and forth
between areas, indicating uncertainty.

Goldberg & Kotval (1999) [130],
Hendrickson (1989 [146]

Scan path regularity

Once “cyclic scanning behavior” is
defined, deviation from a “normal”
scanpath can indicate search problems
due to lack of user training or bad
interface layout.

Goldberg & Kotval (1999) [130]

Spatial coverage calculated
with convex hull area

Scanpath length plus convex hull area
define scanning in a localized or larger area. Goldberg & Kotval (1999) [130]

Scan path direction

This can determine a participant’s search
strategy with menus, lists and other interface
elements (e.g.top-down vs. bottom-up
scanpaths). “Sweep” denotes a scanpath
progressing in the same direction.

Altonen et al.(1998) [82]

Saccade/fixation ratio
This compares time spent searching (saccades)
to time spent processing (fixating). A higher
ratio indicates more processing or less searching.

Goldberg & Kotval (1999) [130]

remember. Several studies showed that people tend to focus on a small number
of predictable choices when choosing a password rather than using the full space
of available options [52]. "Password" and "123456" are typically the most used
passwords, according to a number of password database leaks (e.g.,‘[52, 383]).

2.2.2 Password Heuristics and Strength Meter

To help users create strong passwords, password meters are integrated into interfaces
to give users an estimate of how strong their passwords are and hence, how easy it is
to be cracked [112] according to a set of heuristics. Such heuristics are and are not
limited to minimum password length, password entropy, and the number of lower and
upper case letters as well as digits and special characters. This is enforced on websites
using password meters. The use of password strength meters was adopted a decade
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ago [383]. Many studies investigated the effectiveness of using password meters on
the security and memorability of passwords. For example, work by Ur et al. [94]
showed that participants believe that adding an exclamation mark at the end of their
passwords would make them stronger. Participants also believed that having keyboard
patterns or adding their pet name in the password is an asset for a strong password. In
2013, Egelman et al. [112] examined whether the use of password meters influenced
users’ password strength or not. The authors asked participants to first change their
real passwords according to the presence of the password meters, next to change an
important account password, and finally to change an unimportant account password.
They found that password meters significantly enhanced users’ generated passwords
for their real accounts and important accounts. However, for non-important accounts,
password meters did not have an effect. The authors concluded that using password
meters is only effective if the user is forced to change or create a password for an
important account.

Further research by Ur et al. showed that also the appearance of the password meter
affects the choice of passwords [364]. For example, meters without visual bars gave
participants the impression that it is not important to enter a strong password and,
hence, caused participants to put less effort into satisfying the meter’s requirement.
In contrast, participants who saw more lenient meters tried to fulfill the meter
requirements and were reluctant to choose passwords a meter deemed as “bad“ or
“poor“. Similarly, researchers found that password meters design, color, and feedback
messages have an influence on the strength of the created passwords [112, 327, 108].
Although prior work has shown that password-composition policies requiring more
characters or more character classes can improve resistance to automated guessing
attacks, many passwords that meet common policies remain vulnerable [383, 186].
Furthermore, strict policies can frustrate users, reduce their productivity, and lead
users to write their passwords down [15, 160, 340]. Ur et al. [363] found that users
are aware of what makes a password strong. This suggests that putting more effort
into creating a password might be an indication that it is a strong one.

Moreover, Shay et al. [328], studied the effect of password length on password
strength. They found policies requiring longer passwords to reduce the percentage of
easy-to-guess passwords. Also, enforcing combinations of certain requirements and
increasing password length led to stronger passwords that was more usable compared
to traditionally complex policies. Later, Shay et al. [327], studied the usability of
feedback and guidance mechanisms for password meters. They found that service
providers should present password requirements in combination with feedback to
increase usability. However, feedback needs to be designed carefully, as the same
requirements can have different security and usability effects depending on the way
they are presented. In 2017, Ur et al. [362] proposed a ‘Data-Driven Password Meters’.
The meter communicates up to 3 ways to the user how the entered password can be
enhanced. The results showed that data-driven meters with detailed feedback led users
to create more secure, yet equally memorable passwords, compared to normal meters
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with a strength bar indicator. Research by Dupuis et al. [106], studied the effect of
changing the feedback on generated passwords’ strength. Instead of indicating the
actual password strength, they provided a comparison of the strength to the passwords
of other users. For example, instead of showing weak password, they showed weak
compared to other users. The authors report that by changing the feedback mechanism
and comparing users’ passwords to others, people generated stronger passwords.

2.2.3 Users’ Passwords Habits

People have on average 80 accounts, protected with an average of 3.5 passwords. This
makes password memorability challenging [139]. To cope with this, users employ
different strategies. Popular ones are choosing easy-to-remember passwords (e.g.,
’password’ or ’123456’), reusing passwords, and writing down passwords. According
to a survey by Google, 65% of users reuse passwords for some or all of their accounts4.
Hence, the community focused on better understanding user behavior regarding
password reuse and concepts to mitigate such behavior.

Wash et al. have studied users’ password reuse behavior [380]. The authors created a
Web browser plugin to collect user passwords across frequently used websites. Their
results showed that people reuse strong passwords more frequently across different
websites. Pearman et al. conducted an in-situ study to understand users’ password
managing behavior [280]. The authors found that the larger the number of accounts
a user has, the higher the chances are that they reuse parts or all of their passwords
across their accounts. This was also confirmed by another study done in 2006 by
Florencio et al. [118]. Here, the authors assessed the average number of passwords
and account users have and conducted a large-scale study over 3 months to understand
how many passwords users type per day, how often passwords are shared across sites,
and how often users forget passwords. Findings show that on average participants have
6.5 passwords, each of which is shared across 3.9 different sites. In 2011, Campbell et
al. [65] investigated the impact of imposing restrictive password composition rules
on password choices made by users, such as requiring a minimum number of special
or upper and lower case characters. They found that imposing password policies had
a positive effect on password reuse, i.e. fewer people reused passwords if policies
were enforced. The same was confirmed by Abbott et al., [1] in a study involving
several US Universities. They found that stricter password policies led to a lower rate
of reused passwords.

Researchers looked at users’ behavior when registering and using passwords. Shay et
al. [330] show that more than half of participants modify an old password or reuse a
password when signing up. Von Zezschwitz et al. [376] found through user interviews
that 45% of users reuse the exact passwords. Hanamsagar et al. [139] found that

4 Google Survey: https://services.google.com/fh/files/blogs/google_security_infographic.pdf

https://services.google.com/fh/files/blogs/google_security_infographic.pdf
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after registration, participants 98% of the time reused the same passwords and in 2%
of cases modified them. Data was collected using a Chrome extension, capturing
passwords upon each attempt. Reusing passwords can become a considerable threat
for users as attackers get access to the server on which the password or a hash thereof
is stored. As a result, attackers may use this information to impersonate the user
for getting access to another account [139]. Prior work has investigated approaches
to address this from a system perspective. For example, Das et al. [91] show how
client-side password hashing can be used to generate unique passwords for different
websites, thus helping mitigate the risk of password reuse. In addition, some systems
enforce that passwords are not used beyond a certain time span, require minimum
password length, or do not accept a password containing a substring of a blacklisted
password [329]. In the same direction, Seitz et al. suggested using dynamic password
policies which adjust the password policy if a system detects a password that could be
widely used [325]. Another countermeasure for password reuse is two- or multi-factor
authentication. These solutions accept that passwords have weaknesses and try to
mitigate this by requiring users to perform additional forms of authentication (e.g.,
entering a TAN). However, this comes at the expense of additional effort each time
the user seeks to access an account.
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Chapter3
Related Work: Gaze in Security and

Privacy Applications

In this chapter, we reflect on the overall use of users’ eye gaze in the security domain.
In the following chapters, specific related work will be discussed that directly links to
the prototypes and studies presented. This chapter answers RQ1: How can security
mechanisms benefit from users’ eye gaze? by conducting a holistic literature review
for eye gaze usage in security and privacy over the course of 25 years.

This chapter is partially based on the following publication:
• C. Katsini, Y. Abdrabou, G. E. Raptis, M. Khamis, and F. Alt. The Role

of Eye Gaze in Security and Privacy Applications: Survey and Future HCI
Research Directions, page 1–21. Association for Computing Machinery,
New York, NY, USA, 2020

One of the significant application areas of eye tracking and gaze-based interaction
is security. The security community is an early adopter of eye tracking. Security
researchers have explored the use of eye tracking for biometric authentication [43, 179,
248, 247] and password entry [150, 220] since the early 2000s. Twenty years later,
eye-tracking algorithms and technologies have matured significantly. Recent advances
in visual computing, gaze estimation algorithms, cameras, and processing power of
computing devices have led to eye tracking being no longer constrained to desktop
computers but being also available on head-mounted displays [17, 122, 129, 149, 239],
handheld mobile devices [187], and public displays [396]. Today, laptops such as
Alienware 17 R4 and Acer Predator 21 X come with integrated eye trackers, and
smartphones such as the iPhone X and Huawei Mate 30 Pro are equipped with
front-facing depth cameras, capable of accurate gaze estimation. Eye trackers are also
now used in driver monitoring systems in BMW [50] and Volvo cars [373].
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Figure 3.1: Overview of the Different application Areas of Eye Tracking In
Security and privacy

These are important developments for security applications. The ubiquity of eye
tracking means that researchers can finally take their gaze-based security applications
to the real world. The benefits of large-scale eye tracking include: 1) higher adoption
of gaze-based security applications (e.g., gaze-based privacy protection or gaze-based
authentication), which in turn leads to a better understanding of their effectiveness and
performance in daily scenarios, 2) allowing more gaze data to be collected that can
be used to improve existing approaches (e.g., to improve the accuracy of biometric
authentication), and 3) the ability to unobtrusively understand users through their gaze
behavior during security critical tasks (e.g., understanding gaze behavior when subject
to phishing attacks).

In this chapter, we 1) survey and organize knowledge in this field based on previous
work in the area, and 2) cluster existing work into three main application areas:
gaze-based authentication, gaze-based privacy protection, and gaze monitoring during
security tasks. Figure 3.1 shows the different application areas of eye tracking in the
security and privacy domain.

3.1 Gaze-based Authentication

Gaze has many advantages in the context of authentication. Namely, eye movements
can be subtle and hard to notice, making gaze attractive for observation-resilient and
high-entropy authentication. These reasons encouraged researchers to investigate ways
to leverage gaze for explicit and implicit authentication. We summarize three lines of
work: 1) explicit gaze-based authentication, 2) implicit gaze-based authentication, and
3) gaze-supported multi-factor authentication.
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3.1.1 Explicit Gaze-based Authentication

Explicit gaze-based authentication refers to the use of eye movements to explicitly
verify identity. In this type of authentication, the user has to first define a password that
involves consciously performing certain eye movements (step 1: password creation).
The user then authenticates by recalling these eye movements and providing them as
input (step 2: password recall). The system detects the eye movements and compares
them to the password defined in step 1 to verify the user’s identity.

Researchers have explored a wide variety of eye movements that could be used for
authentication. This includes fixations [220], gestures [98, 99], and smooth pursuit
eye movements [22, 84, 101, 370]. There are two dimensions to consider in the use
of gaze for explicit authentication: a) password type: legacy vs gaze-based password
symbols, and b) used modalities: unimodal vs multimodal gaze-based authentication.

Legacy vs Gaze-based Password Symbols The first dimension refers to the
type of password. Passwords in gaze-based explicit authentication can have two forms:
1) gaze can be used as a modality for entering legacy passwords (e.g., PINs, text
passwords, or graphical passwords), or 2) gaze can be used to enter a gaze-based
password where the password’s symbols are made of eye movements (e.g., a password
that involves gazing to the left, then gazing to the right).

Legacy Passwords Each password consists of a series of symbols. Traditional
systems have used PINs and passwords (i.e., a series of digits and alphanumeric
characters, respectively). Digits and alphanumeric characters are examples of
legacy symbols that were argued to have been superseded, but it is difficult to
replace them because of their wide use as they are easy to implement and easy
to reset. Examples of systems that use legacy password symbols include banks
and online websites. Gaze can support entering legacy symbols by providing
a certain mapping between gaze behaviors and certain symbols. There are
many examples of schemes employing gaze to enter legacy passwords. For
example, Kumar et al. [220] proposed one of the first gaze-based authentication
schemes where users fixated characters on an on-screen keyboard and then
pressed the space button to select them. The same scheme was used on ATMs
by Seetharama et al. [323]. Similar work was also done by Kasprowski et al.
[175] who used gaze for pointing at PINs and confirmed selection by pressing a
key. EyePassShapes uses eye movements to enter alphanumeric passwords [95].

Another body of work focused on using gaze to enter PINs. EyeDent [381]
allows users to authenticate on desktops by entering 4-digit PINs using eye
gaze. Users do not dwell or press triggers. Instead, the system automatically
clusters the gaze points to estimate which targets the user intended to select.
PathWord [22] is another system where users enter 4-digit PINs by performing
smooth pursuit eye movements that follow the trajectory of the respective digits.
GazeTouchPIN [192] allows users to enter 4-digit PINs on mobile devices using
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touch and gaze input. Liu et al. [238] explored using gaze gestures to enter
4-digit PINs on smartphones. Best and Duchowski [45] proposed using gaze to
enter PINs on a rotary dial interface.

Several works used smooth pursuit eye movements to allow users to enter
4-digit PINs on a public display [84, 196, 193]. Other researchers explored
the augmentation of graphical password schemes by using gaze input. For
example, in the work of Forget et al. [119, 120], Bulling et al. [63] and others
[30, 204, 356], users fixated points on a shown image, using their gaze as an
alternative to clicking with the mouse. Similarly, George et al. [129] used gaze
to input 3D graphical passwords in VR. Another authentication scheme that has
been extended using gaze input is PassFaces [301]; several works [105, 150]
extended PassFaces to allow gaze-based selection based on fixations. In EyeSec
[231], the authors propose using gaze for input on multiple existing systems,
including PIN pads and Patterns.

The advantage of using gaze to enter legacy password symbols is that they
can easily integrate with existing backends. For example, to employ EyePIN
[98] at an ATM that accepts 4-digit PINs, all that is needed is a camera to
track the user’s eyes. However, the disadvantage is that the schemes might
induce additional cognitive load on the user in order for them to understand
the mapping between their gaze and the resulting symbol. Furthermore, most
of these schemes are significantly slower to use compared to traditional, less
secure alternatives. For example, GazeTouchPIN [192] and EyePassword [220]
requires 10.8 and 9.2 seconds respectively to authenticate, while classical PINs
require 1-1.5 seconds only [375].

Recently, several works were conducted to authenticate users in VR. For
example, Khamis et al. [193] used smooth pursuit eye movements to allows
users to authenticate on virtual ATM machine in a VR setup. Similarly, Mathis
et al. [254] compared between using gaze, tap and head position for PIN entry
in VR environments. Results show that although gaze was more secure it had
the longest entry duration. Similar approach was also investigated by George
et al. [128] in VR environments. Also work done by LaRubbio et al. [224]
compared between dot authentication and gaze monitoring authentication in
VR environments showing that gaze monitoring authentication had better
authentication accuracy.

Gaze-based Passwords Gaze-based passwords are based on gaze behavior. These
schemes transform the password space and, hence, are likely to have a
different impact on memorability. Examples include GazeTouchPass [188] and
GTmoPass [191], where gaze gestures constitute part of the password. Similarly,
in EyePass [99] and another work by De Luca et al. [98], the password consists
of a series of gaze gestures. In DyGazePass [295, 296], the user’s input is a
series of smooth pursuit movements that are supported by cues in the form of
2D geometric objects. In EGBP [319], users authenticate by gazing in one of
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four directions and then performing a blink to confirm input. Similarly, Pushya
et al. [85] used Morse Code blinks o authenticate users on desktop machines.

The advantage of gaze-based passwords is that they expand the password space
by incorporating new sets of password symbols. Unlike legacy passwords where
PINs, alphanumeric, and other widely used passwords are entered by gaze,
gaze-based passwords might have a steeper learning curve as users are not
accustomed to them, and require in-depth analysis of memorability as users
would be required to learn and memorize unfamiliar password symbols which
could be less intuitive.

Unimodal vs Multimodal Gaze-based Authentication Gaze has been used
as the sole input method when authenticating. We refer to that type as unimodal
gaze-based authentication. On the other hand, multimodal gaze-based authentication
is when gaze is combined with other modalities.

Unimodal Gaze-based Authentication The advantage of unimodal gaze-based
schemes is that they are handsfree. This makes them particularly useful for
interfaces that are physically unreachable (e.g., displays behind glass windows
[93]), for users with motor disabilities, and for touchless hygienic interactions.
The disadvantage, however, is that unimodal gaze-based interfaces need a
mechanism to distinguish input and perception. That is, the system needs to
detect whether a user is gazing at a target to select it, or merely to perceive it.
This has been traditionally addressed by introducing a dwell duration, i.e., the
user has to gaze at the target continuously for a brief predefined period of time
in order to select it [166]. This method has been adopted by several unimodal
authentication schemes [63, 98, 120, 28, 389]. An alternative is to detect certain
gaze behaviors that would indicate input, such as gaze gestures [102] as done in
EyePassShapes [95], or smooth pursuit eye movements [84, 196, 295, 296, 370]
or saccadic eye movements [47]

Multimodal Gaze-based Authentication In multimodal schemes, gaze is used a) as
a pointing mechanism while another modality is used for selection (we refer
to this as gaze-supported multimodal authentication); or b) alongside a second
modality to improve resistance to observation attacks by splitting the observer’s
attention. The advantage of the former type is that, opposed to unimodal gaze
input, the system can clearly distinguish input from perception as the user
would use the second modality to confirm the intention to select the target being
gazed at. Examples include EyePassword [220], GazeTouchPIN [192] and
others [175], where users select each password symbol in two steps. Each step
involves one of the modalities. In the latter type, gaze and other modalities are
used together for improved protection against observation attacks. For example,
users of GazeTouchPass [188], GazeGestureAuth [6] and GTmoPass [191] enter
a series of gaze input alongside either touch input [188, 191] or mid-air gesture
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[6]. This requires shoulder surfers to observe two elements which in turn reduces
attack success rates. Recently, Kumar et al. [218] introduced PassWalk which
uses users’ gaze and lateral shifts for authentication in head mounted displays.
They found that PassWalk entails a significantly smaller workload on the user
than the current commercial methods. The use of gaze and foot was also used by
Rajanna et al. [294], where they compared multimodal authentication using gaze
and foot versus touch input where the results showed that touch outperformed the
gaze condition. The general disadvantage of multimodal authentication is that it
usually complicates password entry. This could influence the memorability of
the password symbols.

How to Evaluate Explicit Gaze-based Authentication Users will, in general,
not adopt a secure mechanism that is complicated to use and will find workarounds
that reduce security (e.g., write down passwords). Therefore, it is important to make
sure new schemes are both usable and secure.

Usability and Memorability Evaluation Usability studies often include participants
entering passwords using the new scheme, comparing it to a baseline – usually
a state-of-the-art scheme. The user’s task is to enter a password provided by
the experimenter. The password could be verbally communicated to the user
[192] or read by a text-to-speech system [196]. Requiring the participant to
read passwords from a piece of paper or a screen [195] is not recommended
for gaze-based authentication schemes as it might impact the tracked gaze
behavior. Error rates are often measured by detecting input failures. A less
used approach, albeit equally important, is to present users with incorrect
inputs and ask them to correct them [195]. This provides insights on how
recognizable errors are, and how easy, fast, and accurately users can correct
them. Memorability is often evaluated by querying participants after a period
of time to understand whether they remember a) how to use the scheme, and
b) their secret. Note that memorability is important to consider regardless of
whether legacy or gaze-based password symbols are used. Even if users are
entering the commonly used 4-digit PINs, the input method impacts the user’s
memory [95]. This underlines the importance of understanding memorability of
proposed schemes.

Security Evaluation Security studies of gaze-based input often focused on side
channel attacks that can be performed by bystanders or co-located adversaries.
Examples of studied attacks include observation attacks (e.g., shoulder surfing)
[113] and video attacks [392]. In security studies that investigate shoulder
surfing resistance, the user is often recorded while authenticating from the best
observation angle possible. The recorded videos are then presented to a different
set of participants who have been trained to attack passwords entered via the
respective authentication scheme. For example, to evaluate GazeTouchPass
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[188], the experimenters recorded three videos: a) a video showing the user’s
eyes to simulate an attacker observing the user’s eyes, b) a video showing the
user’s screen to simulate shoulder surfing the touch input, and finally c) a video
from an angle that allows observing both the gaze and touch input. Guessing
attacks, which help understanding how likely an attacker will find a password
by random or smart guesses, are also important to investigate. However, the
lack of knowledge on how users select their gaze-based passwords (Research
Direction 1) means that there are no established strategies that attackers use to
make informed guesses.

Evaluation Metrics Regarding the evaluation metrics, usability often entails
efficiency (i.e., entry time) and efficacy (i.e., error rate due to system malfunction
or user errors). Other aspects that can be considered include error tolerance
(i.e., how likely is it that users perform errors), learnability (i.e., how easy/fast
users can learn how to use the scheme), and user preference. In memorability
studies, the metrics are often the recall rate and the recall accuracy. The latter is
a measure of similarity of how close the user’s recalled password is to the actual
password.

Metrics that are commonly used in security studies are: a) attack success rate
and b) attack accuracy. The former refers to whether or not attacks were
successful while the latter measures how similar the attacker’s guess is to
the actual password. These values are measured under a threat model that
simulates an attack scenario. Suitable threat models should be employed when
evaluating the security of authentication schemes. For example, previous work
evaluated multimodal authentication schemes against two observers [189] and
by using video recordings from two cameras [188]. Commonly studied threats
include shoulder surfing attacks [113], video attacks [95], thermal attacks [2],
and smudge attacks [32]. While gaze input is not vulnerable to thermal or
smudge attacks, multimodal authentication schemes involving touch or tangible
input might leak heat or smudge traces that make the scheme vulnerable to
said attacks. Studying the aforementioned threat models is important because
new input methods do not impact backend security, but rather impact the
possible side channel attacks. Further metrics that could be used to evaluate
security include the number of guesses required until an attack is successful.
Finally, the theoretical password space should also be computed for any new
authentication scheme, while the practical password space can be computed
through a longitudinal in the wild study to understand what kind of passwords
users create.
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3.1.2 Implicit Gaze-based Authentication

Implicit Gaze-based Authentication refers to the use of eye movements to implicitly
verify identity; it does not require the user to remember a secret, but it is based on
inherent unconscious gaze behavior and can occur actively throughout a session. It
consists of two steps: the enrollment phase during which a digital representation
of eye movements is acquired and stored as a template and the recognition phase
during which the eye movement is tracked, processed and compared to the template to
establish the identity of the individual.

Ideally, the tracked eye movements should possess the characteristics of an ideal
biometric: universality, uniqueness, permanence and collectability. Research in the
field mainly focused on assessing unique eye movements when performing activities
with varying visual stimuli and type (e.g., time-dependent). Collectability mainly
depends on the context of use (e.g., device capabilities, eye tracking metrics). The
permanence of the eye movements has not been fully explored in this context.

Context of Use and Design Perspectives

Identification vs Verification In implicit authentication it is important to distinguish
verification (verifying user’s identity through a 1:1 comparison) from
identification (i.e., discovering the user’s identity through a 1:N search) as
it affects the authentication performance [335]. In identification scenarios,
the more users the system has, the more realistic and more difficult the
problem is, and thus, the performance of the system heavily depends on
the sample size, the classification models, the device capabilities, and the
required resources. Several surveyed works (54) focus on identification (e.g.,
[41, 66, 83, 90, 177, 264, 267, 305, 316, 368, 152, 31, 234]) while relatively less
(21) focus on verification (e.g., [11, 67, 153, 170, 335, 398]), which requires
significantly less processing effort.

Eye Tracking Metrics In contrast to explicit gaze-based authentication, eye-tracking
metrics for implicit authentication schemes are more diverse, such as gaze
entropy [48], fixation density map [230], angular saccade velocity [244], and
scan-paths [152]. Researchers, after acquiring gaze data, extend their data sets
considering metrics that build upon the fundamental acquired data (e.g., fixation
duration, angles velocity) and calculations on them (e.g., mean, maximum,
minimum values). The more eye tracking metrics are available for building
identification and verification models, the higher the likelihood for improved
performance. Several toolkits (e.g., EMDAT, EALab), can be used to process
eye-tracking data and generate larger, more inclusive data sets.

The eye-tracking metrics are often complemented with physiological eye metrics
[43, 336, 11, 90, 211] or technology-based metrics, such as key-stroke sequences
[332] and mouse dynamics [177, 312] aiming to improve the performance of
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implicit gaze-based authentication. However, the integration with metrics from
multiple and diverse sources introduces a higher level of interdependence and
complexity, which could be a barrier when attempting to adopt such implicit
authentication schemes in real-life scenarios and everyday tasks.

Device Capabilities The extracted eye-tracking metrics depend on the eye tracker’s
capabilities, as they are associated with device-dependent specifications, such
as operating distance, frequency, and operating window. Considering that
eye trackers vary from sophisticated systems to simple embedded cameras,
they have varying characteristics that influence the universality, the acceptance,
and the performance of gaze-based implicit authentication. Considering that
people use multiple devices with diverse characteristics, that issue becomes
more intense. Very few research teams have considered the equipment when
analyzing and discussing the findings of their studies [109, 208, 371]. For
example, Eberz et al. [109] used a down sampling approach to show that different
sampling rates affected the quality of eye-tracking metrics. Similar work was
reported by others [154, 174].The trade-off between equipment features, the
effort of developing sophisticated algorithms for implementing authentication
mechanisms depending on sampling data, and processing requirements for using
such a scheme in the wild remain unexplored.

Continuous vs Controlled Visual Stimuli Two types of visual stimuli have been
used in implicit gaze-based authentication: controlled and continuous. For controlled
visual stimuli, people interrupt other tasks and focus their attention on this stimulus,
thus being aware that they are going through an authentication task. Controlled visual
stimuli can be either static or dynamic. Tasks that are based on static stimuli include
text-based tasks [41, 43, 153, 290, 306, 332, 127], such as reading a passage excerpt,
and static image-based tasks [43, 66, 76, 153, 244, 245, 267, 272, 306, 305, 336],
such as the exploration of a photograph. The complexity of the images affects the
accuracy of the scheme [394, 336]. Tasks that are based on dynamic stimuli elaborate
the goal-oriented visual search approach of individuals as they typically are asked
to track dynamic stimuli, such as moving target [17, 39, 43, 153, 170, 179, 176, 209,
212, 246, 270, 312, 334, 335, 336, 371, 398, 397, 399, 316, 127] or video recordings
[70, 200, 306, 324, 307], or simiply look at a static target [393].

In contrast, when users authenticate through continuous stimuli, they may not be
aware that they are being authenticated, as the stimuli are embedded to everyday
tasks, such as reading emails and web browsing [109, 368, 397, 289]. While
continuous visual stimuli are of major importance for HCI as they enable unobtrusive
authentication, they typically present lower accuracy and it is under-researched field,
in comparison to controlled visual stimuli. Research with controlled visual stimuli
has focused on refining authentication (e.g., improve accuracy, reduce time) to make
implicit gaze-based authentication practical. Understanding the interplay between the
diverse factors that influence the controlled-based authentication (e.g., task type, eye
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tracking metrics, minimum time) would help to move towards feasible and efficient
continuous-based authentication.

Task vs Time as Authentication Factor Time is important for the acceptance
of an authentication mechanisms [141]. Hence, implicit authentication should be
performed fast. The majority of the surveyed papers is concerned with tasks as a
whole (e.g., [51, 43, 67, 177, 272, 305, 92]), meaning that the authentication process
starts after the user has performed one or more tasks. Time varies from a few seconds
(e.g., less than 10 seconds [83, 179], 30 seconds [177], 40 seconds [305]) to a few
minutes (e.g., 5 minutes [43], 25 minutes [200]), with tasks that are based on dynamic
visual stimuli being faster. To improve performance, tasks can be repeated several
times in the same session [123, 308, 339, 371, 399], resulting in longer duration. Very
few works consider time as a factor (e.g., time-based analysis [109]). Five seconds
seem to be a significant turning point for achieving good accuracy, with dynamic
stimuli outperforming static ones [336, 334].

How to Evaluate Implicit Gaze-based Authentication Implicit gaze-based
authentication has been evaluated towards performance, security, usability, and
resources consumption. Long-term evaluation studies have also been conducted.

Performance Evaluation The majority of the works in implicit gaze-based
authentication focus on evaluating the proposed schemes towards performance
(i.e., efficiency of the classification mechanisms) and explore the efficiency
of different features against identification accuracy [83]. Several metrics
have been used towards this direction, such as equal error rate – EER (e.g.,
in [152, 153, 200, 334, 336, 397]), receiver operating characteristic curve –
ROC curve (e.g., in [17, 41, 76, 305, 335]), false acceptance rate – FAR (e.g.,
in [152, 210, 209, 230, 305, 397]), and false rejection rate – FRR (e.g., in
[152, 178, 209, 210, 305, 336, 397]). In the authentication domain, reporting
only the accuracy of identification or verification algorithms could conceal
critical information about the efficiency of the mechanism and raise serious
privacy issues. For example, reporting a 90% accuracy suggests 90% of
the attempted users were correctly matched, but does not explain whether
the remaining 10% were granted access to the system or not. The used
evaluation metrics should assess both the probability of false acceptance
and that of false rejection. We underline the importance of adopting the
respective ISO/IEC standard for biometric evaluation [163]. When evaluating
the performance of identification and verification mechanisms, the sample
size is key to ensure the reliability of the obtained results. While in literature
several suggestions regarding the sample size of eye tracking studies have
been made [116, 269], there are no specific guidelines that have been proposed
regarding the implicit gaze-based authentication. The number of participants
may vary between less that fifty [43, 336], a few hundreds [66, 88, 304], or
even thousands [39]. Moreover, several works are based on publicly available
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datasets [88, 176, 264, 267, 305, 339, 338, 12] to optimize the identification
and verification algorithms. There is to date no gold standard for the sample
size when evaluating implicit gaze-based authentication schemes.

Security Evaluation Security evaluation in implicit gaze-based authentication is
most often concerned with impersonation [134, 170, 270, 334, 335, 397] and
replay attacks [334, 335]. In impersonation attacks, an adversary tries to
fraudulently impersonate a legitimate user. Sluganovic et al. [334] simulated this
type of attack and showed that increasing the threshold above which a sample is
considered legitimate, decreases the likelihood of falsely accepting but at the
same time increases the likelihood of falsely rejecting a legitimate user. Success
of such attacks is also related to the stimuli complexity [397] and the type of the
attackers: internal attackers (i.e. attackers known to the system) and external
attackers (i.e. attackers unknown to the system) [335]. Access to the legitimate
user’s calibration data also affects the success rate of impersonation attacks
[270]. In replay attacks, a valid data transmission is maliciously or fraudulently
repeated or delayed. To prevent this type of attacks the visual stimulus shown
to the user should never be reused. For example, every time the user starts a
new authentication session using a moving dot stimulus, the dot should move to
different positions and in different order [334, 335].

Usability and Resources Consumption Evaluation Very few works focus on
evaluating the implicit gaze-based authentication schemes towards usability,
such as time efficiency [336] and user experience [336]. Likewise, resources
consumption, such as CPU and memory footprint [336] and energy consumption
[397], has received little research interest.

Long Term Evaluation While studying the long-term use is critical for
authentication, very few works [17, 213, 270, 336, 398] report such
studies. A degradation of accuracy is observed with time regardless of the type
of visual stimuli used [213, 336]. To maintain high authentication accuracy, it
is necessary to update regularly the owner template. Despite the fact that there
is evidence that eye movements change with time [208], the aging factor in not
well researched and understood.

3.1.3 Gaze-supported Multi-factor authentication

Multi-factor authentication schemes are those that involve two or more authentication
factors. The three most common authentication factors are knowledge, possession,
and biometric [274]. Eye gaze can be used for supporting either the knowledge factor,
by requiring the user to explicitly move their eyes to demonstrate “knowledge” of the
authentication pattern, or it can be used for the biometric factor, by processing the
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user’s implicit eye movements to verify their identity. The possession factor refers to
authenticating a user by showing they “have” a token, a key, a card, or similar.

Knowledge and Biometric To outbalance the accuracy issues associated with
the some implicit authentication schemes, two-factor authentication schemes were
proposed which combine implicit and explicit mechanisms. In this case, an explicit
mechanism is used to enter something the user knows, e.g., a PIN, using gaze input,
and implicit metrics are collected and analyzed, e.g., angle kappa, to provide additional
proof that the user is who they claim to be. Such examples are presented by [151, 290,
317].

In those examples, gaze was utilized for both the knowledge factor and the biometric
factor. It is also possible to use gaze as a biometric factor while another modality is
used for the knowledge factor. One example is to verify the user’s identity through
their gaze behavior while they enter a text password using a keyboard or a touchscreen.

It is also feasible to use gaze for the knowledge factor (e.g., enter a PIN by dwelling
at digits on an on-screen keypad) while using a different modality for the biometric
factor. In that case, the features used in the biometric factor should be passive ones
such as the standing posture, facial features, or gait. Otherwise, requiring the user to
authenticate via gaze and perform an additional task to collect biometric data could
result in very long authentication times. The only work we are aware of that uses
gaze input for the knowledge factor, and a non-gaze feature for the biometric factor
is SAFE by Boehm et al. [51] where users gazed at a predefined target (knowledge
factor) while facial recognition took place (biometric factor).

Knowledge and Possession Combining explicit gaze-based authentication with
a possession factor would also provide an additional layer of security. For example, in
GTmoPass [191], the user authenticates at a public display by entering a Gaze-Touch
password on their mobile device. Here, the possession factor is the mobile device,
while the knowledge factor is the Gaze-Touch password.

Possession and Biometric We are not aware of works that combined the
possession factor and biometric gaze-based authentication. One way this could be
done is by requiring the user to provide a physical key in addition to engaging them to
a visual task and tracking their eye gaze (e.g., while showing a visual stimuli). This
would be more secure than using either alone. For example, this could be used when
accessing a door.

3.2 Gaze-based Privacy Protection

While authentication protects privacy indirectly by limiting access to confidential
content, some approaches aim at directly protecting private content from attackers.
Here, gaze can be leveraged in two ways: a) Actively protecting the user’s privacy
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by, for example, hiding content the user is not looking at, or b) raising the user’s
awareness of shoulder surfers by detecting the gaze direction of bystanders.

3.2.1 Active Visual Privacy Protection

Eiband et al. [113] showed that while most shoulder surfing resilience research focused
on authentication, the vast majority of observed content is text, photos and videos.
This means that we need methods to protect the visual privacy of users. Brudy et
al. [58] proposed several methods to protect users of public displays from shoulder
surfing. The gaze direction of the user and the bystanders were detected using a
Kinect device. Privacy protection was done either by moving or hiding content, or
by blacking out sensitive content such as personal emails. Ali et al. [20] proposed a
slightly similar privacy protection application for detecting bystanders, but they only
detected the presence of faces.

Similar systems, like EyeSpot [190] and Private Reader [293], were proposed for
privacy protection on mobile devices. In EyeSpot [190], the content that the user is
gazing at is visible to them, while the rest is masked either by a black filter overlay,
a crystallized mask, or fake content. In the usability analysis of the different filter
types, the authors found that the size of the visible spot impacts the reading speed
significantly, and that the crystallized filter is more usable compared to the blackout
one and fake text in terms of reading speed. The authors found no significant impact of
the filters on neither the perceived mental workload nor text comprehension. However,
participants favored the crystallized mask as it allowed them to see contextual
information such as chat bubbles in chatting apps. Private Reader [293] similarly
enhances privacy by rendering the portion of the text that is gazed at. The authors
studied the impact on text comprehension and workload, and found that their method
reduces comprehension and induces higher workload on attackers compared to the
users.

While the aforementioned systems relied on eye gaze to selectively hide or render
certain content, other works leveraged the inconspicuous nature of eye gaze to allow
privacy-aware interactions. For example, iType [233] allows users to type text on
mobile devices using their gaze. Another example is EyeVote [197], which allows
users to anonymously vote on public displays without revealing their choices to
bystanders. Several systems were proposed for transferring content from public
devices to personal ones using eye gaze because it makes it more difficult for
bystanders to know which content the user is interested in [250, 358, 359, 360].
While these systems were not built with the aim of privacy protection, privacy-aware
interactions were a byproduct of using gaze input.
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3.2.2 Raising Awareness of Shoulder Surfers in Real Time

In addition to active privacy protection, Brudy et al. [58] also proposed mechanisms for
raising the awareness of public display users about bystanders who might be shoulder
surfing them. They experimented with flashing the borders of the display when a
bystander gazes at the display while it is in use by someone else, and visualizing the
passerby’s gaze direction and/or body orientation when it is in use.

Recently Bâce et al. [35] introduced PrivacyScout a novel method that predicts
shoulder-surfing risk based on visual features extracted from the observer’s face
as captured by the front-facing camera. The authors also studied different distances
and viewing angles affecting the success of the shoulder surfing attack.

Zhou et al. [401, 402] proposed multiple interfaces that raise the user’s awareness of
shoulder surfers through visual and auditory notifications. Similarly, Saad et al. [314]
proposed different methods to communicate the presence of shoulder surfers to users
by using face recognition. Despite not being based on gaze estimation, these works
discuss this as a future step for improving the accuracy of detection and increasing the
applicability of their concepts.

3.3 Improving Security based on Gaze Behavior

We discussed the use of gaze to support authentication and privacy protection. In
addition, tracking the user’s gaze behavior can help understand their attitude towards
security and detect insecure behavior. A number of attempts to build mechanisms
for supporting or improving security have been proposed based on the understanding
gained from observing and analyzing user gaze behavior when performing security
tasks.

Prior work used eye tracking to study the effectiveness of security indicators on web
browsers and the ability of users to detect phishing websites. Here, gaze has not only
been used to understand user behavior [29, 89] but also as a mean to improve behavior
to prevent such attacks [259]. For example, Arianezhad et al. [29] reported correlations
between security expertise and gaze durations at security indicators. While their results
highlight the correlation, Miyamoto et al. [259] developed mechanisms to build on this
knowledge by proposing a web browser extension preventing users from providing
input in web forms until they gazed at the browser’s address bar. Steinfeld et al. used
eye tracking to explore users‘ attitudes towards privacy policies [343]. They revealed
users‘ tendency to read the policy when presented by default, while when given the
option to sign their agreement without reading the policy, they tend to skip it. Pfeffel
et al. [283] used eye tracking to explore how users decide if an email is phishing email
or real.
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Rather than for input, some researchers analyzed gaze during authentication with the
aim to nudge users towards adopting more secure behavior. Mihajlov et al. [257]
explored how much time is spent by users in different registration fields. Similarly,
Katsini et al. [182, 184] and Fidas et al. [117] explored where users‘ attention is drawn
and how it is associated with graphical password choices. They used this knowledge to
design mechanisms that nudge users towards better password decisions [184, 185]. In
graphical authentication, eye tracking data has been used for building dictionaries of
hot-spots [227], i.e., frequently selected – and thus insecure – positions and for creating
cognition-based user models to provide personalized adaptations of authentication
schemes [298, 183]. Another work done by Constantinides et al. [79] used gaze
monitoring to estimate graphical passwords strength based on image familiarity and
user eye movements.

A drawback of continuous gaze monitoring, even if done with the intention of
improving security, is that the tracked gaze data can have negative privacy implications.
For example, the widespread use of security applications that leverage gaze data can
be a gateway for adversaries to spread malware exploiting the user’s gaze data for
profiling.

3.4 Chapter Summary

In this chapter, we conducted a Systematization of knowledge on gaze-based security
applications and classify the utility of gaze into 1) authentication, 2) privacy protection,
and 3) understanding gaze behavior in security tasks. We found that there is relatively
little research in the area of gaze monitoring to enhance security systems. We also
found that gaze behavior reflects cognitive processes, visual attention, and other user
attributes [249] which can be used to identify vulnerabilities in security systems and
design improved solutions. We also found very little work on gaze behavior and
security indicating that this area is under-explored, especially in the field of passwords
and social engineering. Moreover, we found that understanding gaze behavior can help
improve security. For example, similar to previous work [29, 89, 259], eye tracking
can be used to detect whether or not users examined an email’s sender to deter users
from accessing links in phishing emails. Another approach is to use gaze to detect
fear or sense of urgency [3], which are among the emotions social engineers try to
instill in phishing and voice phishing attacks [303]. Analyzing gaze behavior can also
help improve usability and memorability. For example, the user’s pupillary response
can reflect if the cognitive load induced by recalling passwords is too high, indicating
that the scheme’s memorability can be improved. Similarly, frequent scanpaths might
indicate confusion, which can in turn indicate that the usability of a system or a
task (e.g., installing security updates) should be improved. Our findings from this
chapter answer RQ1: How can security mechanisms benefit from users’ eye gaze?
and highlights the different research gaps that exist. It also shed the light on the scarce
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work conducted on using gaze behavior to enhance security mechanisms and solidifies
a good foundation to investigate RQ2.



II
UNDERSTANDING GAZE

BEHAVIOR DURING
AUTHENTICATION





Outline

Based on our assessment of the literature in chapter 3, we discovered that eye gaze
monitoring is both, a promising, yet under-explored area. We encountered little
research focusing on the use of gaze monitoring when users are performing a primary
task to detect users’ behavior which can help improve their security. To use users’
gaze behavior to enhance the security of knowledge-based passwords, first, we need to
understand their gaze behavior during authentication. This thesis part answers RQ2:
What is the influence of knowledge-based authentication on users’ gaze behavior? by
taking a closer look at the following two aspects: 1) motivating the use of gaze by
comparing gaze and touch for knowledge-based authentication and 2) investigating
the relationship between cognitive load and knowledge-based passwords.

• Chapter 4 - Gaze Vs. Touch for Knowledge-based Authentication. To
understand how different using gaze versus touch to enter Android Lock Patterns
and which information is reflected in users’ gaze movements, this chapter
presents a comparative study between entering Android Lock Patterns with gaze
and touch. We look at the different pattern characteristics created by touch and
gaze. We investigate where users look when they authenticate, and we highlight
the strength of improving existing authentication techniques.

• Chapter 5 - Cognitive Load and Knowledge-based Authentication. As password
meters often require users to comply with password heuristics, this might induce
cognitive load on the users. Because pupil diameter has been shown to be a
promising indicator of cognitive load, this chapter investigates the effect of
password creation on users’ cognitive load as reflected in pupil diameter.
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Chapter4
Gaze Vs. Touch for Knowledge-based

Authentication

Graphical passwords, such as lock patterns, are a popular means of authentication,
especially among Android users [391]. In lock patterns, users authenticate by entering
a pattern that connects up to 9 digits on a 3×3 grid. Lock patterns that are entered
via touch (often called as TouchLockPatterns), have been extensively studied by
the user-centered security community [377, 361, 111, 141]. This resulted in an
understanding of how strong the TouchLockPatterns users create, common pitfalls,
and areas of improvement. At the same time, advances in gaze estimation accuracy
and eye tracking hardware led to gaze gaining popularity for authentication as a
more natural and secure modality for entering passwords [181]. Gaze offers usability
advantages over traditional modalities such as touch and pointing (e.g., mouse) and its
subtleness makes it more secure against observation attacks.

Although gaze was employed for password entry, and showed promising results
for entering graphical passwords [63, 95], there is a gap in understanding how
users create lock patterns using gaze. For example, do users create stronger lock
patterns when using gaze as opposed to touch? Or do they make the same mistakes
rendering lock patterns entered via touch vulnerable (e.g., the majority of users create
TouchLockPatterns starting on the top left corner, making them more predictable)?
This knowledge is important to understand whether adapting lock patterns for gaze
authentication is a meaningful approach. In addition, there is a lack of knowledge of
where users look while authenticating.

Hence, in this chapter, We study how the use of gaze influences the creation of lock
patterns. We provide the first comparison of GazeLockPatterns to the well-studied
TouchLockPatterns to understand differences in usability and security on a tablet
mobile device in addition to investigating where users look while authenticating.
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This section is based on the following publication:
• Y. Abdrabou, K. Pfeuffer, M. Khamis, and F. Alt. Gazelockpatterns:

Comparing authentication using gaze and touch for entering lock patterns.
In ACM Symposium on Eye Tracking Research and Applications, ETRA
2020 Short Papers, New York, NY, USA, 2020. Association for Computing
Machinery

Previous work analyzed passwords created by users of Android TouchLockPatterns in
the wild. Harbach et al. [141] conducted a month-long field study in which they logged
locking-related events on smartphones. Almost half of the participants they surveyed
had been using TouchLockPatterns. They found that the average pattern is of length
of 5.9 cells, and only 8 of them had set up their device to make the strokes invisible.
They found authentication times to increase on average by 147 ms for each additional
cell in a pattern. Uellenbeck et al. [361] analyzed the guessability of patterns and
showed that users are biased in their choices; users are biased towards starting their
patterns from the top left corner and are biased against the center. Von Zezschwitz
et al. [377] studied the influence of pattern length, line visibility, number of knight
moves, number of overlaps, and number of intersections on observation resistance.
They found that line visibility and length are the most important security factors, in
addition to pattern complexity. Literature also showed that users often select patterns
that are short and constitute simple strokes [361, 27]. Loge et al. [241] showed that
age, gender, and experience in IT significantly influence the strength and length of
chosen patterns.

The aforementioned work helped shape the user-centered security community’s
understanding of TouchLockPatterns’ usability, and how the way people use them
influences security. Work by Katsini and colleagues analyzed touch or mouse-based
graphical authentication schemes where passwords consist of a series of pictures
[183, 182, 184, 185]. However, none of these works discussed the use of gaze for
entering lock patterns. We close this gap in understanding whether the same behaviors
observed when creating and using lock patterns pertain to gaze, as opposed to touch.

A recent survey on eye gaze for security and privacy applications [181] showed that
gaze is promising for password entry. In addition to usability benefits, gaze is subtle
and hard to observe, and can be a powerful means to add biometrics as a layer on top
of gaze-based passwords. Gaze can be used for implicit (biometric) authentication
[11, 67, 153, 170, 285, 335, 398]) or explicit authentication, e.g., entering a password
using gaze [6, 45, 219]. The latter is more relevant to our work: examples include
EyePass [99] and others [319, 98] based on gaze gestures, and smooth pursuit eye
movement based systems [196, 193, 295, 286, 296]. De Luca et al. [95] proposed
EyePassShapes, that extend PassShapes [384], a mouse-based scheme similar to lock
patterns. EyePassShapes was not compared with its touch-based counterparts. The
slight differences between PassShapes and lock patterns suggest that users’ behavior
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might be different when using either, thus warranting the need to understand users’
behavior for gaze lock patterns.

4.1 GazeLockPatterns: Implementation

We implemented a version of TouchLockPatterns that employs eye gaze for drawing
the strokes between digits on a 3×3 grid. The system is based on existing
application [78] and was implemented in C#. We used a radius of 34 pixels for
the interface buttons and the entry pad area size was 0.4 of the screen width and 0.25
of the screen height. The pad was centered in the middle of the screen. For gaze
tracking, we used the raw data stream of a Tobii eye tracker and mapped it to the
screen size. The gaze trace feature of Tobii was enabled during the gaze condition
as an indication of where the user is looking. The entry pad size and the gaze trace
features were enabled as a result of a pilot test with 3 participants. The pattern pad
implementation enables users to enter patterns of size 4-9, overlaps were enabled and
closed shapes were disabled. To trigger gaze input, users touch on the screen, perform
the gesture, and release. We used the same interface for TouchLockPatterns. The input
was logged via touch rather than using the eye tracker.

4.2 Evaluation

In this chapter, we investigate How different gaze authentication is from touch
authentication? and Where do users look when they authenticate?. By answering
these two questions we better understand users’ pattern choices and areas of interest
on the screen during authentication.

4.2.1 Study Design

In order to answer our research questions, we designed a between-subjects experiment
where half of the participants underwent the touch condition (TouchLockPatterns)
while the other half underwent the gaze condition (GazeLockPatterns). There were
security level scenarios inspired from literature [241]: The participants were asked to
create a pattern for a smartphone, an account for online shopping (e.g. Amazon), and a
new online banking profile. In this work, we had two independent variables – modality
(Gaze vs Touch) and context (smartphone vs shopping vs bank) – and studied their
impact on a set of 7 properties of lock patterns as used in literature [377] as dependent
variables, Intersections, Overlaps, Knight Moves, Observation risk, Start and End
Positions.
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Table 4.1: Comparison between gaze and touch modalities for the 3 situations [7].
Length Intersections Overlaps Knight Moves Observation Risk Memorability Perceived Strength

Touch Gaze Touch Gaze Touch Gaze Touch Gaze Touch Gaze Touch Gaze Touch Gaze
Smartphone 5.7 5.9 1 3 1 1 2 2 80.25 79.48 4.4 4.2 2.9 2.8
Shopping 6.9 6.6 3 6 1 4 4 1 73.71 77.31 3.9 3.7 3.2 3.2
Bank 7.6 7.2 9 8 5 5 9 4 67.88 72.28 3.4 3.0 3.9 3.5

4.2.2 Apparatus and Participants

We invited 40 users (15F, 1 lefthanded, 2 contact lenses, 14 glasses) between 20
to 55 years (Mean=28.52, SD=9.5) to the experiment. A Microsoft Surface Pro 4
(2736× 1824) was used with a Tobii 4C eye tracker.

4.2.3 Procedure

Upon arrival, participants were introduced to the study, filled in a consent form and a
demographics questionnaire, then calibrated the eye tracker. Participants then went
through three blocks, one per scenario. For each scenario, participants 1) created
a lock pattern, then reentered it for confirmation, and 2) rated the strength and the
memorability of the entered pattern on a scale from 1 to 5 (5=very strong; highly
memorable). At the end participants filled out a questionnaire to share their experience
with IT, IT security, lock patterns, the operating system of their smartphone, which
authentication schemes they use, and their dominant hand. Those who experienced
GazeLockPatterns additionally rated their experience of entering patterns using gaze
and reflected on the technique.

4.3 Results

We analyzed the effect of input modality on the aforementioned lock pattern properties
for 120 patterns. Results are presented in Table 4.1. Statistical analysis was performed
with repeated measures ANOVA and posthoc pairwise comparisons with Bonferroni
correction.

4.3.1 Pattern Length

We subsection analyze the length of the patterns. The distributions of pattern
lengths are shown in Figures 4.2a and 4.2b. The mean pattern length across
TouchLockPatterns and GazeLockPatterns for each scenario. As seen, there are
almost no noticeable differences. No significant differences were found between input
modalities (F(1,53) = 1.308,P = .258) of gaze (M = 6.41;SD = 1.654) and touch
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(a) Gaze distance relative to UI 9 digits (b) Gaze distance relative to positions

Figure 4.1: Gaze distance relative to the 9 grid digits (a) and the pattern positions
(b), showing how closely users follow their fingers [7].

(a) Touch frequency (b) Gaze frequency

Figure 4.2: The frequency of the users’ chosen pattern lengths [7].

(M = 6.80;SD = 1.784). However, factor context revealed significant differences
(F(2,58) = 5.396,P = .014). Posthoc tests showed the smartphone context (M=5.93;
SD=1.337) had a significantly lower length than the bank context (M = 7.33;SD =
2.07).

4.3.2 Intersections

Intersections are “strokes which cross already drawn strokes" [374]. Users tend to
include more intersections when using gaze than touch. However, the analysis did
not reveal a significant difference between gaze (M=.31; SD=.54) and touch (M =
.24;SD= .51) modality (F(1,53)= .611, p= .438). Factor context showed significant
differences between smartphone (M=.10; SD=.31), shopping (M = .27;SD = .450)
and bank (M = .43;SD = .68), at F(2,58) = 3.718,P = .025. Comparisons showed
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6 5 0

17 2 0

(a) Gaze start
points

32 11 6

9 6 2

28 2 4

(b) Touch start
points

0 2 9

9 9 13

11 15 32

(c) Gaze end
points

1 6 23

4 2 2

17 19 26

(d) Touch end
points

Figure 4.3: Start and end point distribution for gaze and touch patterns in
percentages (a-d) showing top-left / bottom-right trends [7].

0 1 2

3 4 5

6 7 8

Entered PatternGaze Path

(a) Touch pattern

0 1 2

3 4 5

6 7 8

Entered PatternGaze Path

(b) Gaze pattern

Figure 4.4: Examples of the gaze path when entering a lock pattern with touch
(a) or with gaze (b) [7].

significantly fewer intersections with smartphones than bank context (P = .047),
potentially as drawing intersecting patterns using gaze is easier than when using touch.

4.3.3 Overlaps

We use overlaps as “crossing over an already activated cell by connecting to a distant
cell" [374]. No significant differences were found for the modality between gaze
(M = .19;SD = .39) and touch (M = .13;SD = .39) at F(1,53) = .525,P = .472,
neither for the context between smartphone (M = .07;SD = .25), shopping (M=.13;
SD=.34) and bank (M = 30;SD = .54) at F(2,58) = 3.222,P = .097.

4.3.4 Knight Moves

A knight move “specifies the connection of two distant cells which are not directly
neighbored.” [374]. Analysis did not reveal significant difference between gaze
(M = .13;SD = .34) and touch (M = .28;SD = .66) modality (F(1,53) = 2.180,P =
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.146), neither for the context (F(2,58) = 1.661,P = .269), between smartphone
(M = .10;SD = .31), shopping (M = .17;SD = .46) and bank (M = .33;SD = .71). It
was noticed that users include more knight moves in the bank situation, potentially
due to the perceived sensitivity of the situation which requires a stronger password.

4.3.5 Observation Risk

Observation risk is a function of the number of cells, knight moves, overlaps, and
intersections [374] that outputs a higher number with higher risk. We discard the
parameter “visibility of the strokes” as the strokes were visible in both conditions.
We find gaze has a slightly higher mean observation risk than touch, although
no significant differences were found between gaze (M = 76.49;SD = 9.89) and
touch (M = 74.18;SD = 11.66) modality (F(1,53) = 1.345,P = .251). A significant
difference was revealed for smartphone (M = 79.92;SD = 7.30), shopping (M =
74.89;SD = 9.21) and bank (M = 70.19;SD = 13.68) context at F(2,58) = 7.05,P =
.005. The posthoc test showed that the smartphone context resulted in significantly
higher vulnerability than the bank context (p =.004), indicating touch patterns are
slightly more secure to observation attacks. However, the nature of gaze input implies
that it is robust to observation attacks, indicating that in future work the observation
risk equation should be refined.

4.3.6 Memorability

Participants were asked to rate the memorability of the created patterns. Table 4.1
shows participants created similar patterns for both modalities. Analysis did not reveal
significant difference between gaze (M=3.62; SD=1.44) and touch (M = 3.98;SD =
1.15) modality (F(1,49) = 2.309,P = .135). Significant differences were found for
smartphone (M = 4.30;SD = 1.06), shopping (M = 3.77;SD = 1.22) and bank (M =
3.03;SD = 1.38), at F(2,58) = 9.05,P = .001. Posthoc tests showed, as expected,
that smartphone patterns are significantly more memorable than bank (P = .001).

4.3.7 Perceived Strength

There is almost no difference between the rated strength of the patterns between gaze
and touch (Table 4.1). There are minor differences for the 3 scenarios between gaze
(M = 3.14;SD= .990) and touch (M=3.30; SD=1.129) modality (F(1,49)= .635,P=
.429). A significant difference was found for smartphone (M = 2.77;SD = 1.01),
shopping (M = 3.20;SD = .89), and bank (M = 3.63;SD = 1.16) context (F(2,58) =
6.44,P = .002), showing that bank patterns were perceived significantly stronger than
smartphone patterns (P = .002).
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4.3.8 Start and End Position

The majority of users tend to start their patterns from the top left corner [361]. We
also analyzed start and end positions for our patterns. We found that the majority
of users (64%) also tend to start their patterns from the top left corner while using
gaze. However, for touch 32% of the patterns started from the top left corner and 28%
of the patterns started from the bottom left corner. For the end position in the gaze
condition, we found that the majority of users (32%) tend to end their patterns with
the right-down position. However, for the touch end position 26% of the users ended
their pattern with the right down position and 23% ended their patterns with the top
right point.

4.3.9 Additional Analysis: Gaze Calibration

Authentication and calibration are both secondary tasks, in the user’s way to achieve
their goal (e.g., writing a message). Calibration is a tedious task, and conducting the
calibration implicitly can improve usability [286]. We investigated whether the gaze
data collected during TouchLockPattern authentication can be used to calibrate the
eye tracker. The idea is that if the user’s TouchLockPattern matches their gaze points,
we could draw mappings between eye movements and positions on the screen, and
use this data to calibrate the eye tracker.

We plotted the gaze path while entering patterns (Figure 4.4a-f). Users tend to look
at the digits they are selecting when entering a TouchLockPattern. We calculated the
visual angle of the gaze path for each point on the UI grid (the distance between the
center of the UI element and the user’s gaze at the moment the finger enters the digit),
shown in Figure 4.1a. We found the gaze is close to the digit at the top left corner
digits 0, 1, 3 (M=1.45 ◦), and further away at bottom right corner digits 5, 7, 8 (M=3.1
◦).

We then analyzed the gaze path with respect to the digit position in the patterns (e.g.,
the distance between the gaze at the moment the finger enters the digit, and the center
digit position. As the pattern length increases, the gaze data becomes more accurate
from 3 to 2 ◦ (Figure 4.1b). A reason may be, as with longer patterns, difficulty
increases, and users visually carefully inspect their touch. Thus, longer patterns can
lead to more precise calibration data, which needs to be carefully designed as longer
patterns reduce memorability (a Pearson correlation indicated a negative correlation
between memorability and length of patterns (r =−.34,n = 284, p < .001)).
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4.3.10 Discussion

Overall we found no significant difference between gaze and touch modalities,
suggesting that findings from studies that investigated TouchLockPatterns are likely to
match those on GazeLockPatterns. Users tend to use similar strategies (e.g. length
and overlaps) while using the same interface with different modalities. We also found
that users’ eyes usually follow their hand movements and found that users’ gaze
while doing TouchLockPatterns in a 2 angles view opens a new design paradigm
for future calibration methods which will save users’; time and effort. In addition
to its known resistance to the common attack schemes, e.g., shoulder surfing [220],
smudge attacks [33], and thermal attacks [2], we find gaze has promising potential as
a secure and usable modality for entering lock patterns. Eye tracking is increasingly
becoming more available in off-the-shelf devices (e.g., many smartphones come with
front-facing depth cameras) [187], which makes this an even more promising time
to adopt gaze for authentication. In addition, we found that users’ gaze follows their
hand movements while entering the TouchLockPatterns which acts as the primary task.
We find this to be particularly interesting as it can be used to reflect users’ internal
state and maybe gives insights on the primary task which can be used for example, in
attentive user interfaces. Most importantly, it shows that analyzing users’ gaze while
performing a primary task gives more insights about the users.

4.4 Chapter Summary

In this chapter, we investigated the difference between how users created touch and
gaze patterns for authentication where we recorded gaze data for both conditions. We
conducted a between-subjects evaluation (N = 40) where we asked the participants to
create 3 patterns for 3 different scenarios. We found that as long as the interface is
the same, people tend to use the same strategies. We also found that gaze is similar to
touch while doing patterns, hence, it can be integrated into existing systems with no
additional changes to the interface. We also found that users’ gaze follows their touch
patterns. By this, we highlight the strength of using gaze for authentication technique.
In addition, we highlight that analyzing users’ gaze data while they are performing
a primary task can be used to reflect users’ internal state and might give insights on
users’ cognitive load according to Kosch et al. [216].
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Chapter5
Cognitive Load and Knowledge-based

Authentication

We discovered from the previous chapter that users’ primary task affects their gaze
behavior. Motivated by Kosch et al. [216], we indicate that analyzing users’ gaze
data while they are performing a primary task can be used to reflect users’ internal
state and might give insights into users’ cognitive load according. In this chapter, we
contribute an investigation of the relationship between perceived knowledge-based
password strength and cognitive load and how it affects pupil diameter.

This section is based on the following publication:
• Yasmeen Abdrabou, Yomna Abdelrahman, Mohamed Khamis, and Florian

Alt. 2021. Think Harder! Investigating the Effect of Password Strength on
Cognitive Load during Password Creation. In Extended Abstracts of the
2021 CHI Conference on Human Factors in Computing Systems (CHI EA
’21). Association for Computing Machinery.

After more than six decades, passwords remain a ubiquitous approach to authentication.
While their end has been repeatedly predicted and other forms of authentication, such
as fingerprint, facial recognition, and behavioral biometrics, have gained substantial
popularity, we are far from getting rid of passwords anytime soon [26]. The main
reason is that passwords currently present a Pareto equilibrium between usability,
security, and administrability [54], i.e. there are no other mechanisms providing
an equally good trade-off between the effort required for implementation, ease of
administration (e.g., reset / changing credentials), ease of use, and security. However,
passwords face different issues such as Weak or reused passwords. Bad password
usage behavior might lead to unauthorized access to an organization’s information
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assets. Thus, many organizations enforce frequent password changes to address
password leakage [40]. At the same time, research showed that strict password
policies decrease employees’ productivity [266] and can even result in less security as
employees work around rules to easily remember their passwords [365]. This suggests
that there is a relationship between cognitive load and password creation. However,
this relationship was not studied in depth before. Our work builds on prior research
on utilizing eye tracking for cognitive load state estimation and password strength.

There are three types of cognitive load measures introduced in literature: subjective,
physiological, and performance measures [273]. Subjective measures reflect the user‘s
subjective assessment of cognitive load. The NASA-TLX questionnaire [144] is a
frequently used assessment tool for the subjective cognitive load. However, such a
tool cannot account for rapid changes in the cognitive load that may be the result of
changes in the experiment. Physiological measures include pupil dilation, heart-rate
variability, and galvanic skin response [42, 159, 161]. Changes in these measures have
been shown to correlate with different levels of cognitive load [147, 367]. However,
physiological measures depend on many factors, including other aspects of the user‘s
cognitive state such as anxiety [71], arousal [180], the user‘s physical activity [311],
and environmental variables such as light [302]. Hence, researchers should draw
attention to the study conditions and user’s state. Finally, performance measures
capture how efficiently is the user performing a given task. The method is based on the
standardization of raw scores for mental effort and task performance to z scores, which
are displayed in a cross of axes [275]. In this chapter, we use the second measure
"physiologically" as it is captured without requiring participants to reflect on their
performance during password creation nor fill out a questionnaire.

In the last decades, researchers have investigated the pupillary response for different
types of tasks [73, 157, 74, 199]. Pupil dilation was found to be higher for more
challenging tasks [214, 104]. Not only task demands have been found to influence
the pupil diameter, but also factors like anxiety [71], stress [80], and fatigue [352].
A study done by Just and Carpenter [172], showcased that pupil responses can be
an indicator of the effort to understand and process information. They conducted an
experiment where participants were given two sentences of different complexities to
read while they would measure their pupil diameters. They found that the pupillary
dilation was larger while readers processed the sentence that was complicated and
more subtle while reading the simpler one. It was also shown that pupil size correlates
to the difficulty of a cognitive task [147]. Over the years, researchers have encountered
some challenges in pupillometry such as luminance. One way to improve validity is to
strictly control the luminance of the experimental stimuli, but this limits the potential
of pupillometry. While cognitive load can be affected by a large number of factors,
pupillometry offers a responsive signal that can potentially provide approximate
real-time feedback of the users’ arousal and potentially their cognitive load.

We expect that creating stronger passwords is more difficult and thus cognitively
demanding. This motivated us to study the relation between cognitive load and
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password creation. Hence, the need to study the relation between creating passwords
and cognitive load is a must. Therefore, in this chapter, we introduce using
pupillometry to detect users’ cognitive load while creating weak and strong passwords.

5.1 Concept and Methodology

In this section, we describe our concept and approach of evaluating cognitive load
from pupil diameter. Since the relation between pupil diameter and cognitive load has
already been proven. In this chapter, we look at how the users’ cognitive load changes
during weak and strong password creation (RQ). Bafna et al. [37] showed that there
is an increase in cognitive load when participants were asked to memorize and type
difficult vs easy sentences. Inspired by them, we hypothesize that creating strong
passwords will induce a higher cognitive load compared to creating weak passwords.

For this, we ran a lab study to answer our research question. In the following,
we highlight how we analyzed the collected data. First, we analyzed the collected
passwords’ strength against the zxcvbn password meter [386] to see if participants’
rating matches the system rating. Second, we extracted the pupil diameter variance
between weak and strong passwords and tested their statistical significance. Third,
we calculated the mean pupil diameter change (MPDC) as a mean to calculate the
cognitive load while creating passwords of different strengths.

5.1.1 Password Strength Meter

We analyzed and compared user-rated password strength against the zxcvbn password
strength meter [386] (details in Section 6.4.1). In addition, we statistically analyzed
the rated weak and strong passwords strength using repeated measures ANOVA and
the generated entropy for weak and strong passwords by the zxcvbn meter. Finally, we
further analyzed the post-study questions and reported their results. We used a cut-off
score of 2.5 for differentiating between weak and strong passwords where from 1 to
2.5 is considered a weak password and from more than 2.5 to 5 is considered a strong
password.

5.1.2 Mean Pupil Diameter Change Calculation

We analyze the average pupil diameter and the commonly used mean pupil diameter
change (MPDC) as a cognitive load metric [203, 16]. The MPDC calculation can
be found in Equation 5.1 where MPDp represents mean pupil diameter for a specific
password and MPDa represents mean pupil diameter for the participants while entering
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all passwords and N is the number of overall passwords in our case it is 12. The
overall mean is subtracted from the password mean in order to compare results between
subjects with different pupil sizes [277]. The MPDC has the advantage compared to
MPD as it corrects the fluctuations in the baseline pupil diameter, and compensates for
any structural temporal trends that might exist. Hence, the use of MPDC is appropriate
as compared to other types of measures such as dilation percentage, as pointed out by
Beatty et al. [42], “the pupillary dilation evoked by cognitive processing is independent
of baseline pupillary diameter over a wide range of baseline values”. On the other
hand, the MPDC allows us to determine whether the baseline itself differed as a
function of the password strength.

MPDC =
N

∑
i=0

MPDp −MPDa

N
(5.1)

5.2 Evaluation

We conducted a user study in which we recorded the participants‘ eye gaze data while
creating weak and strong passwords on laptops.

5.2.1 Study Design

We applied a repeated-measures design, where all participants did all conditions.
Overall, participants were asked to create 12 passwords (6 weak and 6 strong).
The order of which password they should enter was counterbalanced using a Latin
Square. Participants were advised not to reuse a password they already entered. We
collected the entered passwords, password ratings and gaze data including pupil size
as dependent variables. Password strength (weak vs strong) acted as an independent
variable and the screen brightness, as well as the room light, was kept the same
throughout the whole experiment.

5.2.2 Participants and Apparatus

We invited 15 participants (5 males) to our lab by the university mailing list. The age
varied from 22 to 31 (Mean = 24.27; SD = 2.91). Participants came from different
backgrounds (Computer science, Engineering, Landscape Design), and different
nationalities (Spain, China, Bangladesh, Pakistan, Egypt, and Germany). Participants
had from basic to average knowledge of eye-tracking and none of them had glasses
on.
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Figure 5.1: Experiment study setup
consisting of a laptop and a wearable
eye tracker Top Left: gaze monitoring
while creating passwords viewed from
Tobii pro glasses controller [5].

Figure 5.2: Password strength
comparison between participants‘ rating
and the zxcvbn password meter rating.
Showing similar ratings between the
zxcvbn meter and users ratings [5].

As shown in Figure 5.1, our experimental setup consisted of a Tobii Pro Glasses 25

with 120 fps running on Lenovo T440s6 along with the Tobii glasses controller7. We
implemented a simple web page interface where it shows the question and an empty
field to write the password in.

5.2.3 Procedure

After arriving in the lab, participants were asked to sign a consent form and received an
explanation of the purpose of the study. After that, we calibrated the eye tracker using
Tobii‘s one-point calibration8. We instructed the participants to change the keyboard
style to the one they are using and to change the language as well if needed. We gave
the participants the device and we asked them to create and enter a set of passwords (6
weak and 6 strong) one at a time in a randomized order. Participants were requested
to enter passwords of more than 8 characters but we did not give any hints on how to
create strong passwords nor requested any requirements. After each password, we
asked the participants to rate the password strength on a Likert scale from 1 to 5 (very
weak to very strong). At the end of the study, we asked the participants "What makes
a strong password?" to understand whether they know the basic password policies.

5 Tobii Pro Glasseshttps://www.tobiipro.com/product-listing/tobii-pro-glasses-2/
6 Lenovo T440shttps://www.lenovo.com/gb/en/laptops/thinkpad/t-series/t440s/
7 Tobii Glasses Controllerhttps://www.tobiipro.com/learn-and-support/learn/

steps-in-an-eye-tracking-study/setup/installing-tobii-glasses-controller/
8 One Point Calibration:

https://www.tobiipro.com/learn-and-support/learn/steps-in-an-eye-tracking-study/run/
running-a-monocular-calibration-with-the-Tobii-pro-spectrum/

https://www.tobiipro.com/product-listing/tobii-pro-glasses-2/
https://www.lenovo.com/gb/en/laptops/thinkpad/t-series/t440s/
https://www.tobiipro.com/learn-and-support/learn/steps-in-an-eye-tracking-study/setup/installing-tobii-glasses-controller/
https://www.tobiipro.com/learn-and-support/learn/steps-in-an-eye-tracking-study/setup/installing-tobii-glasses-controller/
https://www.tobiipro.com/learn-and-support/learn/steps-in-an-eye-tracking-study/run/running-a-monocular-calibration-with-the-Tobii-pro-spectrum/
https://www.tobiipro.com/learn-and-support/learn/steps-in-an-eye-tracking-study/run/running-a-monocular-calibration-with-the-Tobii-pro-spectrum/
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Overall the study lasted approximately 10 minutes and participants were rewarded
with 5 EUR.

5.3 Results

Figure 5.3: (Left) shows the MPD across the 13 participants. (Right) shows the
MPD per created password [5].

Data Cleaning and Reprocessing To start analyzing the collected pupil size,
we first removed the missing data. Then, we averaged both left and right eye pupil
size to one value. After that, we plotted the data to check for outliers. The data
of two participants were considered outliers due to excessive talking and asking
questions during the study which highly affects the cognitive load [350]. Therefore,
the following analysis is done only on 13 participants.

5.3.1 Rated Password Strength

To get a better idea of how our participants perceived their passwords‘ strength, we
compared their rated password strength to the zxcvbn meter password strength. Figure
5.2, shows the average rating for all the passwords entered per participant against the
results from the zxcvbn meter. As seen, there is a variance between the passwords
ratings, however, the difference between users’ rating and zxcvbn meter rating is
not statistically significant (χ2(1) = 3.769, P = .0521) as found by Friedman test.
We also compared the entropy of the weak and strong passwords calculated by the
zxcvbn meter and we found a significant difference between the entropy for the
weak (M = 14.45; SD = 3.59) and the strong passwords (M = 60.75; SD = 9.21),
(F1,14 = 268.760, P < .001) which assures that the entered passwords are valid to be
used for further analysis [112] and that participants‘ perception of weak and strong
passwords matches the password meter rating.
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Table 5.1: MPD difference between creating strong and weak passwords for all
participants [5].

Pupil Diameter/
Participant ID 1 2 3 4 5 6 7 8 9 10 11 12 13

Strong Passwords 3.24 3.13 2.96 3.46 3.3 3.68 3.58 3.88 4.09 3.63 3.95 3.56 4.41
Weak Passwords 3.04 3.09 2.8 3.25 3.27 3.5 3.54 3.83 3.96 3.58 3.61 3.39 4.19
Difference 0.2 0.04 0.16 0.2 0.03 0.17 0.04 0.05 0.13 0.05 0.34 0.17 0.22

5.3.2 Post Study Question Analysis

At the end of the study, we asked the participants what makes a strong password.
Special characters came in the first place (22%), then adding numbers (18%) and
upper/lower cases (18%), and finally, increasing the length (14%), adding numbers
(14%), and adding random characters (14%). While metrics like password length have
a stronger positive impact on security than special characters [207], the responses still
show that participants knew what makes passwords stronger.

Figure 5.4: (Left) shows the MPDC across the 13 participants. (Right) shows the
MPDC per created password [5].

5.3.3 Pupil Diameter and Password Strength

Figure 5.3 left, shows the MPD across the 13 participants. As seen in the figure,
the MPD dilates when creating strong passwords than weak passwords except for
participants 7 and 11. Repeated measures ANOVA showed a statistically significant
difference between the MPD for weak (M = 3.47, SD = .4) and strong passwords
(M = 3.60, SD = .41), (F1,12 = 29.497, P < .001). This means that password strength
has a statistically significant effect on the MPD. Furthermore, We also looked into
the MPD difference while creating strong and weak passwords for all participants(see
Table 5.1) and we found that the mean difference is (M = .14, SD = .09) and the
smallest difference is M = 0.03mm. This means that even when we cannot draw a
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threshold due to different pupil size responses across participants, the difference still
exists indicating that strong passwords induce higher cognitive load.

Looking at the MPD per created password, we can see in Figure 5.3 right, that for all
6 passwords participants had wider pupil diameter which can indicate higher cognitive
load while creating strong passwords than weak passwords. That was also highlighted
by repeated-measures ANOVA which showed a statistically significant effect of the
password strength, weak (M = 3.42, SD = .03) and strong (M = 3.56, SD = .01) on
the MPD throughout all repetitions (F1,5 = 76.407, P < .001).

Since we did not have a baseline and each user has a different pupil size, we used
the MPDC as another metric for reflecting on the cognitive load. The MPDC has the
advantage of compensating for any structural temporal trends that might exist during
the user task. Hence, the use of MPDC will give more insights into our case. Figure
5.3 left, shows the MPDC across all participants. The figure highlights the change rate
of the mean pupil diameter while creating weak and strong passwords. From the figure,
we can see that in most cases creating strong passwords leads to pupil dilation while
creating weak passwords leads to contracting the pupil or far less dilation than when
creating strong passwords. This was also highlighted statistically when using repeated
measures ANOVA where it showed a statistically significant difference between the
MPDC while creating weak (M =−.07, SD = .05) and strong (M = .07, SD = .05)
passwords, (F1,12 = 28.245, P < .001).

Figure 5.4 (right) shows the change in MPDC across repetitions. The figure also shows
that the trend of dilating the pupil while creating strong passwords and contracting
the pupil while creating weak passwords is still valid across repetitions. This was
also statistically highlighted as Repeated measures ANOVA showed a statistically
significant difference between the MPDC while creating weak (M =−.06, SD = .04)
and strong (M = .08, SD = .06) passwords across repetitions, (F1,5 = 139.283, P <
.001).

5.4 Discussion

Our results suggest that there is a difference in the MPD when creating strong vs
weak passwords. Even when we could not draw a threshold due to different pupil size
responses across participants, we found that the difference in pupil size still exists
indicating that strong passwords induce higher cognitive load. For MPDC We noticed
that after the third strong password, the pupil diameter started decreasing (see Figure
5.4 right). This might be due to participants finding a password strategy after their
third trial and hence the cognitive load started decreasing. This answers our RQ where
it is clear now with using different pupil diameter evaluation metrics across different
repetitions, that creating stronger passwords leads to pupil dilation which is a sign of
higher cognitive load than when creating weak passwords.
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5.5 Chapter Summary

In this chapter, we described our approach to infer users’ cognitive load based on pupil
diameter while creating knowledge-based passwords with different strengths. We
hypothesized that creating strong and weak passwords will lead to a change in pupil
diameter reflecting the change in cognitive load. We found that creating passwords
with different strength leads to changes in pupil diameter, hence, a change in cognitive
load. We found that creating strong passwords leads to pupil dilation while creating
weak passwords leads to pupil contraction. This means that creating strong passwords
induces more cognitive load than creating weak passwords. We believe that our
findings will be a great addition to cognitive-aware systems to better optimize users’
productivity and performance.

In summary, our findings from both chapters illustrate the strength of employing eye
gaze to reflect on user behavior and internal state. Furthermore, we revealed that
constructing passwords in general imposes a cognitive load on users, particularly when
creating strong passwords since users must comply with various password heuristics.
This answers RQ2: What is the influence of knowledge-based passwords on users’
gaze behavior?. The next step is to see if this behavior is consistent among users and
if it can be modeled and utilized to improve users’ security and encourage them to
create better passwords.



62 5 Cognitive Load and Knowledge-based Authentication



III
ENHANCING EXISTING

AUTHENTICATION SYSTEMS





Outline

Upon identifying where users look during login and how cognitively demanding
knowledge-based password creation is, How can we apply this knowledge to enhance
existing authentication systems? This thesis part answers RQ3 How can users’ gaze
behavior during authentication be modeled?. To be able to answer this research
question, we identified the two main weak points in password usage: weak and reuse
passwords.
This part of the thesis takes a closer look at these two issues in depth:

• Chapter 6 - Detecting Password Strength from Gaze Behavior. As we
discovered that creating strong passwords causes cognitive load on users. In
this chapter, we study if this behavior is constant across different participants
and whether it can be predicted by using different machine learning classifiers.

• Chapter 7 - Detecting Password Reuse from Gaze Behavior. This chapter
studies how to utilize several machine learning classifiers to predict password
reuse by modeling user gaze behavior.
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Chapter6
Detecting Password Strength from

Gaze Behavior

From the last thesis part, we know that password creation induces cognitive load,
which varies depending on the strength of the password. In this chapter, we compare
several machine learning classifiers to see how we can utilize this information to
model users’ behavior.

This section is based on the following publication:
• Yasmeen Abdrabou, Ahmed Shams, Mohamed Omar Mantawy, Anam

Ahmad Khan, Mohamed Khamis, Florian Alt, and Yomna Abdelrahman.
2021. GazeMeter: Exploring the Usage of Gaze Behavior to Enhance
Password Assessments. In ACM Symposium on Eye Tracking Research
and Applications (ETRA ’21 Full Papers). Association for Computing
Machinery.

Our work draws from research on password strength meters and gaze behavior in the
context of passwords.

As we discussed earlier, the literature showed that security mechanisms can benefit
from eye gaze [181]. For example, eye gaze has been used for continuous verification
[11, 67, 397] and implicit identification [371, 66, 41]. In 2018, Katsini et al. [184],
investigated users’ visual behavior and how it affects the strength of the created
picture passwords. They used cognitive style theories to interpret their results. They
found that users with different cognitive styles followed different patterns of visual
behavior, which affected the strength of the created passwords. Furthermore, The
authors introduced and studied adaptive characteristics of authentication mechanisms,
aiming to assist user groups following different cognitive styles to create more secure
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passwords. The results confirmed that adaptive mechanisms based on different
cognitive and visual behavior enable new ways of improving password strength
in graphical user authentication.

Other work by Katsini et al. [185], studied the feasibility of estimating the strength of
user-created graphical passwords based on gaze behavior during password composition.
The authors used unique fixations on each area of interest (AOI) and the total fixation
duration per AOI. The authors also investigate whether gaze-based entropy is a
credible predictor of password strength. Their results revealed a strong positive
correlation between password strength and gaze-based entropy. This suggests that the
proposed gaze-based metric enables the strength of the password to be predicted in an
unobtrusive manner and, thus, help users create stronger passwords. We adopted a
similar strategy for detecting password strength from users’ gaze. In contrast to prior
work we focus on text-based passwords (instead of graphical ones) and we assess
password strength as perceived by users (as opposed to password strength as assessed
by a system).

As discussed, throughout the years, password meters and heuristics have biased users’
choice of passwords and forced them to adopt similar strategies for password creation.
This yields a major security risk as most of the users create similar passwords which
makes them more vulnerable to attacks. With the ubiquity of eye trackers and by
proving that eye gaze behavior can act as a picture password strength meter, we
propose adopting the same idea of using eye gaze behavior to estimate text-based
passwords’ strength. We hypothesize that users’ behavior (reflected in the gaze data)
while creating a strong password is different than while creating weak passwords and
it can be used as a new behavioral aspect.

6.1 Eye Tracking for Password Strength
Classification

Previous work showed that security mechanisms can generally strongly benefit from
the use of eye gaze data. As previously mentioned, this becomes possible through eye
trackers being increasingly available in situations in which security-related tasks (such
as authentication) is performed. Hereby, a particular strength of eye tracking is that
assistance during security-critical tasks can be provided in an unobtrusive, implicit
manner, i.e. a system can make use of gaze data without the need for action from the
user.

We investigate a novel application area of using gaze data in security-critical contexts,
that is the implicit assessment of password strength as perceived by users. We focus
on the distinction between weak and strong passwords with the ultimate goal of
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supporting the design of future mechanisms using this knowledge for interventions
making users choose stronger passwords.

6.1.1 Password Strength

Password strength can be assessed in different ways. Traditionally the theoretical
password space was used to determine password strength, that is the overall number
of possible passwords. However, it is today well understood that passwords are not
uniformly distributed over the password space, as certain passwords are more likely
to be chosen than others (for example, ‘password’ or ‘123456’. Hence, researchers
today rather consider the practical password space, that is the number of actually used
passwords. This password space is generally assessed through empirical studies.

Password strength estimators, such as zxcvbn are considering this fact. Strength is
determined through the average number of guesses required to identify a password (a
so-called guessing attack). The mentioned password estimator, which today serves as
a standard way of estimating password strength, classifies passwords into 5 categories:
(1) too guessable passwords can be identified through less than 103 guesses. (2)
very guessable passwords, which protect from throttled online attacks, require about
106 guesses. (3) somewhat guessable passwords prevent unthrottled online attacks,
requiring on average 108 guesses. (4) Safely unguessable passwords provide moderate
protection from offline slow-hash attack scenarios (1010 guesses). (5) Finally, very
unguessable passwords provide strong protection by requiring more than 1010 guesses.

We consider weak passwords any password that requires on average below 107 guesses,
according to zxcvbn. Strong passwords require on average more than 107 guesses.

6.1.2 Perceived Password Strength

As laid out in the motivation of our work, a major challenge in usable security research
is the mismatch between the password strength as determined by a strength estimator
(we refer to this as the actual password strength and the strength as perceived by
users perceived password strength). Figure 6.1 demonstrates this mismatch and its
implications.

Optimally, the way users perceive the strength of their passwords would match the
actual password strength (i.e., both strong – upper left, both weak – lower right). This
would allow them to make a reasonable decision, whether or not their password is
appropriate for the type of data they seek to protect. What is now interesting are
cases in which the actual and perceived password strength do not match. In the case
where the actual password is strong, but perceived as weak by users, no harm would
be caused, but it might be worthwhile to explain to users their misconception. More
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Table 6.1: Differences between actual password strength and perceived password
strength and potential use cases [10].

ACTUAL
STRENGTH/PERCEIVED
STRENGTH

STRONG WEAK

STRONG No action is required Need to clarify
misconceptions/motivate
users to choose a stronger
password

WEAK Opportunity to explain
misconception to users

Opportunity to make users
consider whether password
strength is appropriate

problematic is the other case in which the password is perceived as strong by users but
is actually weak. In this case, it might be useful to both explain this misconception
(and the reasons for it) to the user but additionally support or even require creating
stronger passwords.

Our work is meant to particularly identify cases where actual password strength and
perceived password strength are at odds. In this way, we enable researchers to come
up with interventions that address the respective cases.

6.2 Study

To demonstrate that it is possible to infer perceived password strength from gaze
data, we conducted a proof of concept user study. We recorded participants’ eye gaze
data while creating weak and strong passwords on two input modalities: laptops and
touchscreen smartphones. We chose to include different input devices to understand the
influence on gaze movements, in particular, or eye movements between the keyboard
and the screen.

6.2.1 Design

We applied a repeated-measures design, where all participants experienced all
conditions. Participants were asked to enter 24 passwords (6 weak and 6 strong)
on both laptop and smartphone. The order of the devices and the password they should
create were counterbalanced using a Latin Square. Participants were advised to neither
reuse passwords they were already using beforehand nor to reuse passwords they came
up with for the study.
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6.2.2 Apparatus

The experimental setup consisted of Lenovo T4809 and Yotaphone10 as input devices.
For the eye tracker, we used the Tobii Pro Glasses11, connected to a Lenovo T440s12

using with the Tobii glasses controller13. We decided on a wearable eye tracker in
order to use the same hardware across all conditions. Also, this allowed us to assess
participants’ pupil diameter. Deployed systems may rely on integrated cameras such
as front facing depth cameras in smartphones [187]. We implemented a simple web
page interface showing the task and login interface.

6.2.3 Recruiting and Procedure

We recruited 15 participants (5 males) via University mailing lists. The age varied
from 22 to 31 (Mean = 24.27; SD = 2.91). Participants had different backgrounds (CS,
engineering, landscape design) and different nationalities (Spain, China, Bangladesh,
Pakistan, Egypt, Germany). They had basic to average eye-tracking experience.
Nobody wore glasses.

After arriving at the lab, participants signed a consent form. Then we explained the
purpose of the study. After that, we calibrated the eye tracker using Tobii’s one-point
calibration. We then asked them to begin creating passwords. After each password, we
asked the participants to rate the password’s strength on a Likert scale (1=very weak;
5=very strong). After creating passwords on both devices, we interviewed them about
what they thought characterizes a strong password. The study lasted approximately 20
minutes. Participants were compensated with 5 EUR.

6.2.4 Limitations

In our study, people did not create passwords to protect real data. Yet, prior research
showed that people in such studies still create realistic passwords. We specifically
focused on cases where people created new passwords. In reality, password reuse is a
common strategy to cope with the issue of having to memorize too many passwords.
The effect of this strategy on perceived password strength estimation could be subject
to future work. We acknowledge that the sample for our proof-of-concept study was

9 Lenovo T480:
https://www.lenovo.com/us/en/laptops/thinkpad/thinkpad-t-series/ThinkPad-T480/p/22TP2TT4800

10 Yotaphone: https://www.cect-shop.com/de/yota-yotaphone-3-plus.html
11 Tobii Pro Glasseshttps://www.tobiipro.com/product-listing/tobii-pro-glasses-2/
12 Lenovo T440s: https://www.lenovo.com/gb/en/laptops/thinkpad/t-series/t440s/
13 Tobii Glasses Controller: https://www.tobiipro.com/learn-and-support/learn/

steps-in-an-eye-tracking-study/setup/installing-tobii-glasses-controller/

https://www.lenovo.com/us/en/laptops/thinkpad/thinkpad-t-series/ThinkPad-T480/p/22TP2TT4800
https://www.cect-shop.com/de/yota-yotaphone-3-plus.html
https://www.tobiipro.com/product-listing/tobii-pro-glasses-2/
https://www.lenovo.com/gb/en/laptops/thinkpad/t-series/t440s/
https://www.tobiipro.com/learn-and-support/learn/steps-in-an-eye-tracking-study/setup/installing-tobii-glasses-controller/
https://www.tobiipro.com/learn-and-support/learn/steps-in-an-eye-tracking-study/setup/installing-tobii-glasses-controller/
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rather small. At the same time, it is in line with prior studies including password
creation tasks [121, 271, 309]. Also, asking people to create multiple passwords
still allowed us to collect a data set appropriate for the employed machine learning
techniques (cf. the confusion matrix in Figure 6.3).

6.3 Methodology

In this section, we describe the step-by-step process to derive perceived password
strength from eye gaze.

6.3.1 Statistical Analysis and Password Strength
Estimation

To validate the collected passwords, we analyzed and compared passwords entropy
and user-rated password strength against the zxcvbn password strength estimator [386]
(details can be found in Section 6.4.1 and 6.4.1). We normalized the zxcvbn password
strength estimator score to the range of 1 to 5 and used it to classify passwords into
weak and strong. We used a cut-off score of 2.5 for differentiating between weak
and strong passwords, i.e. passwords with a score of 1 to 2.5 are considered weak,
whereas passwords with a score of 2.5 to 5 are considered strong (cf. section 3).

We also investigated the effect of the input modality on password strength and gaze
behavior. We used a repeated-measures ANOVA (with Greenhouse-Geisser correction
if sphericity was violated). This was followed by post-hoc pairwise comparisons using
Bonferroni-corrected t-tests. Finally, we analyzed the post-study questions.

6.3.2 Feature Extraction

To train the classifiers, we derived a set of seven features that best describe gaze
behavior while entering passwords and are commonly used in literature [167, 298]. For
extracting the features, we pre-processed the gaze data. First, we removed irrelevant
data. As we used a wearable eye tracker, we also collected gaze data focusing on areas
beyond the device screen and keyboard. We only considered gaze data inside the AOI
(e.g., screen and keyboard) and removed the rest. We then identified fixations using
the Dispersion-Threshold Identification algorithm [320]. It produces accurate results
in real-time using only two parameters, which are dispersion and duration threshold
(set to 25 and 100, respectively). We then extracted seven low-level gaze features from
the defined two areas of interest (AOI), keyboard and screen.
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Selected main features used for classification are: 1) avg fixation duration, 2) fixation
duration, 3) avg saccadic duration, 4) avg left pupil diameter, 5) avg right pupil
diameter, 6) screen fixations count, 7) keyboard fixations count.

In addition to those seven main features, we considered the duration spent while typing
the password as well as the ratio between the fixations count on the screen and the
fixation count on the keyboard. We used thresholding to split the gaze data points
between the screen and the keyboard. Differences between AOI are not statistically
significant. Hence, we did not take them into further consideration.

6.3.3 Classification Approach

The goal of our classifier is to map a feature vector computed from a window
of data to one of the classes corresponding to the password strength (weak vs
strong). We implemented two classifiers: a user-independent, modality-dependent
classifier, trained on the data from different users but using the same input modality,
and a user-dependent, modality-dependent classifier, again using the same input
modality. As different classification models generate different levels of performance,
we compared three classifiers with a leave-one-out classification approach: support
vector machines (SVM), decision trees, and random forest.

User-independent, Modality-dependent Classifier

We created a user-independent, modality-dependent classifier by training the models
on all users for both modalities available (laptop and smartphone). To ensure that the
classifiers are performing well on all distributions of data, we split the data into 3 sets:
testing, validation, and training. The test set consists of a participant who was not
included in the training. The validation set was used for tuning the hyper-parameters
of the employed machine learning model. It included data from one randomly selected
participant with a specified seed for a participant who has been already included in the
training set. The password used in the validation set is also not included in the training
set. Finally, the training set included the data of all remaining participants. We used a
“leave one participant out“ cross-validation. For this purpose, we trained and evaluated
the classifier for each modality 15 times and each time for a specific participant.

User-dependent, Modality-dependent Classifier

The goal of building user-dependent and modality-dependent classifiers was to
determine if better accuracy could be achieved using a personalized model. The
classifier was created once for each participant for each input modality. Again,
we separated the data into the three sets mentioned above and we used “leave one
observation out“ cross-validation. For this, we trained and evaluated the classifier 15
times each, using all features, for each participant.
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Table 6.2: Passwords’ characteristics for weak and strong (laptop and smartphone).
We compare the password length in characters, number of upper/lower case
characters, number of digits, symbols, or special characters, and whether the
password starts with an upper case letter or ends with a lower case letter. Finally,
we show the zxcvbn strength estimator entropy score [10].

Password
Length

Number of
upper case
characters

Number of
lower case
characters

Number of
digits in

the password

Passwords count
that start with

upper case
characters

Password count
that ends
with digit

Number of
symbols in

the password

zxcvbn
Entropy

score

Mean 7.25 0.41 5.02 1.74 0.21 0.39 0.07 14.61Weak SD 3.87 0.92 4.05 2.47 0.41 0.49 0.33 3.59
Mean 15.32 2.25 7.4 3.45 0.49 0.37 1.96 60.76Strong SD 6.67 2.22 5.47 2.69 0.5 0.49 2.67 9.20
Mean 11.17 1.13 6.18 2.93 0.27 0.44 0.82 36.88Laptop SD 6.63 1.77 4.59 2.65 0.45 0.5 1.87 7.01
Mean 11.01 1.44 6.12 2.19 0.4 0.33 1.11 35.75Phone SD 6.76 2 5.17 2.74 0.49 0.47 2.26 8.45

6.4 Results

6.4.1 Weak vs Strong Passwords

We collected 366 passwords from all participants in all conditions. In this section,
we analyze the passwords collected and report the effect of the different passwords
strength on the following:

Passwords Entropy

Table 6.2 shows the characteristics of the weak and strong passwords used for the
comparison, as suggested by [112]. We found that passwords perceived as strong
by participants were indeed characterized by a high entropy, i.e. they were indeed
considered as actually strong by the password strength estimator.

This was also reflected in the statistical tests. An ANOVA reveals a statistically
significant difference between the entropy of the weak (M = 14.45; SD = 3.59) and
the strong passwords (M = 60.75; SD = 9.21), (F1,14 = 268.760, P < .001). An
ANOVA did not show a statistically significant effect for the input device laptop
(M = 35.75; SD = 8.45) and smartphone (M = 36.89; SD = 7.02) on the password
entropy generated by the zxcvbn password strength estimator, P > 0.05. This suggests
that the input modality did not affect the generated passwords’ actual strength.

Rated Password Strength

To understand how participants perceive their passwords’ strength, we compared the
users’ rated password strength to the strength as indicated by the zxcvbn strength
estimator. Figure 6.1 and 6.2 compares the average rating for all the passwords
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Figure 6.1: Laptop (left) and smartphone (right) strength comparison between
participants’ rating and the zxcvbn rating. User and zxcvbn meter ratings were
similar [10].

Figure 6.2: Weak (Left) and strong (Right) password strength comparison
between participants’ rating and the zxcvbn password meter rating. Showing
similar ratings between the zxcvbn meter and users’ ratings [10].

entered per participant against the results from the zxcvbn password meter. While
there is a variance between passwords ratings, the difference between both ratings
is not statistically significant – neither for laptop (χ2(1) = 3.769, = .0521) nor for
smartphone (χ2(1) = 1.66, P = .197), as found by a Friedman test.

The Friedman test also did not reveal a significant effect of the modality on the strength
of the weak (χ2(1) = 3.6, P = .058) and strong (χ2(1) = 3.267, P = .071) passwords.
This suggests there might be no difference between perceived and actual password
strength. It also shows that the input modality did not affect the strength of the entered
password.

In summary, we found that the input modality did not affect the strength or the entropy
of the password. This means that participants entered similar passwords on both
input modalities. Additionally, we found a statistically significant difference between
weak and strong passwords’ entropy and strength which means participants were able
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to create a password that was rated as weak and strong by the password strength
estimator.

6.4.2 Post Study Questions Analysis

At the end of the study, we asked participants what characteristics make a strong
password. Participants named special characters (22%), added numbers (18%)
upper/lower case characters (18%), and, finally, increased the length (14%), adding
numbers (14%) and adding random characters (14%).

6.4.3 Gaze behavior Statistical Analysis

To assess the relationship between password strength and gaze behavior, we conducted
repeated-measures ANOVA.

Effect of Modality on Gaze behavior

We tested the effect of the input modality (laptop vs smartphone) on the gaze
features (see Table 6.3). We found that for strong passwords, the input modality
has a statistically significant effect on the average fixation duration, fixation duration,
average saccadic duration, and keyboard as well as screen fixation count. This means
that entering strong passwords on laptops induces shorter fixations, longer saccades,
and more fixations on the keyboard as well as fewer fixations on the screen, compared
to smartphone. Participants enter longer passwords on laptops than smartphones. In
contrast, for weak passwords, the input modality did not have a strong impact on
most gaze data, except for the left pupil diameter14, screen and keyboard fixation
count. This means that entering weak passwords on laptops induces less fixation on
the screen and more fixations on the keyboard and also smaller pupil dilation than on
smartphones.

Effect of Password Strength on Gaze behavior for Input Modalities

To understand the influence of password strength on the gaze features, we ran a
repeated-measures ANOVA on the gaze features for both laptops and smartphones.
We found that for laptops, entering passwords of different strengths has a significant
effect on the average fixation duration, fixation duration, average saccadic duration,
average left pupil diameter, screen and keyboard fixation count. In particular, entering
weak passwords on laptops induces longer fixation duration, shorter saccadic length,
smaller left pupil diameter, fewer fixations on the screen, and more fixations of the

14 Possibly due to the dominant eye effect. We were not able to verify this as we did not assess the participants’ dominant eye.
We leave this for future work.
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Table 6.3: ANOVA results for eye movements, comparing weak and strong
passwords across modalities. (significant in bold) [10].

Eye gaze Feature Strong Passwords Pairwise Comp. (Bon.Corr.)
(Mean; SD) Weak Passwords Pairwise Comp. (Bon.Corr.)

(Mean; SD)
ANOVA (((FFF(((111,,,111444))); P) Laptop Smartphone ANOVA (((FFF(((111,,,111444))); P) Laptop Smartphone

Avg fixation dur. F = 31.012; PPP <<< ...000000111 .94± .017 .96± .015 F = .330; P > .05 .95± .015 .95± .023
Fixation dur. F = 31.012; PPP <<< ...000000111 112.70±2.09 114.61±1.75 F = .290; P > .05 113.56±1.80 113.81±2.78
Avg saccadic dur. F = 31.012; PPP <<< ...000000111 .061± .017 .045± .015 F = .290; P > .05 .053± .015 .052± .023
Avg L pupil diameter F = 4.039; P > .05 3.49± .38 3.72± .54 F = 12.071; PPP === ...000000444 3.39± .38 3.69± .55
Avg R pupil diameter F = .095; P > .05 3.35± .59 3.38± .89 F = .625; P > .05 3.25± .64 3.35± .89
Screen fixation count F = 6.377; PPP === ...000222444 65.87±22.31 87.27±19.54 F = 9.246; PPP === ...000000999 55.37±22.16 84.14±27.67
Keyboard fixation count F = 6.377; PPP === ...000222444 54.12±22.31 32.72±19.54 F = 9.246; PPP === ...000000999 64.63±27.16 35.85±27.67
Password duration F = 2.14; P = 165 13.5±8.8 11.02±4.3 F = .056; P = .817 6.5±2.9 6.7±2.8

Table 6.4: ANOVA results for eye movements, comparing laptop and smartphone
during creating weak and strong passwords [10].

Eye gaze Feature Laptop Pairwise Comp. (Bon.Corr.)
(Mean; SD) Smartphone Pairwise Comp. (Bon.Corr.)

(Mean; SD)
ANOVA (((FFF(((111,,,111444))); P) Strong Weak ANOVA (((FFF(((111,,,111444))); P) Strong Weak

Avg fixation dur. F = 8.339; PPP === ...000111222 .94± .017 .94± .015 F = 3.182; P > .05 .96± .015 .95± .23
Fixation dur. F = 8.401; PPP === ...000111222 112.68±2.09 113.57±1.80 F = 3.182; P > .05 114.61±1.75 113.82±2.78
Avg saccadic dur. F = 8.401; PPP === ...000111222 .060± .017 .053± .015 F = 3.182; P > .05 .045± .015 .051± .023
Avg L pupil diameter F = 4.984; PPP === ...000444222 3.50± .38 3.39± .37 F = .756; P > .05 3.72± .54 3.69± .55
Avg R pupil diameter F = 1.497; P > .05 3.33± .59 3.25± .69 F = 1.970; P > .05 3.38± .89 3.35± .89
Screen fixation count F = 6.453; PPP === ...000222444 65.87±22.31 55.37±22.16 F = .847; P > .05 87.28±19.54 84.14±27.68
Keyboard fixation count F = 6.453; PPP === ...000222444 54.13±22.32 64.63±22.16 F = .847; P > .05 32.72±19.54 35.86±27.68
Password duration F = 12.77; PPP === ...000000333 13.5±8.8 6.5±2.9 F = 25.28; PPP <<< ...000000111 11.02±4.3 6.7±2.8

keyboard. We repeated the same analysis for the smartphone. We did not find a
statistically significant effect of the password strength on the gaze behavior (see Table
6.4). A reason for this might be that for smartphones gaze is more strongly affected
by the area around the device, which might have had an influence on gaze behavior.

6.4.4 Classifiers Performance

To measure classifier performance, we computed the Area Under the Curve (AUC),
as proposed by Abdelrahman et al.[3]. It aggregates precision and recall into one
metric. We also investigated the effect of using user-dependent and user-independent
classifiers on the classification of passwords’ strength for both modalities.

We first compared the performance of the classifiers on 3 models: decision trees,
random forests, and SVMs. Each classifier was tuned with its relative hyper-parameters
to achieve the best results.

As shown in Table 6.5, the three classifiers resulted in similar AUC, with SVM
performing best in most cases. Hence, for the remainder of our analysis, we focus
on the SVM results. We found that it is possible to differentiate between strong and
weak passwords from users’ gaze, independent of the user. The accuracy is 78% for
laptops and 76% for smartphones. The user-dependent classifiers outperformed the
user-independent for each modality. They achieve an accuracy of 86% on smartphone
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Smartphone Laptop

Figure 6.3: Confusion matrix for the user-independent, modality-dependent
classifier for mobile (Left) and laptop (Right) [10].

Table 6.5: The AUC of the three Classifiers (Decision trees, Random Forests, and
SVMs) for smartphone and laptop. The three classifiers have similar accuracy but
SVM performs better in most of the results. The best results are highlighted in
bold [10].

SVM Random Forest Decision Tree
Phone Laptop Phone Laptop Phone Laptop

User-indep., Modality-dep. ...777666±±± ...111999 .78± .16 .76± .2 ...777999±±± ...111555 .70± .17 .71± .14
User-dep., Modality-dep. ...888666±±± ...222333 ...888000±±± ...222999 .80± .25 .71± .29 .76± .28 .64± .29

and 80% on laptops. We report the true positive and true negative rates using the
normalized confusion matrix over all participants for each of the user-independent
classifier for both modalities in Figure 6.3.

Feature Importance

We used the SHAP [243] algorithm to investigate the importance of features on the
performance of the model for classifying weak and strong passwords. The SHAP
algorithm explains the output of any machine learning model by computing the
contribution of each feature to its prediction. The feature importance graph for the
SVM model is shown in Figure 6.4. We observed that for the smartphone modality
the fixation count and fixation duration on the smartphone screen and the keyboard are
significant in deciding the strength of the password entered by the user. Followed by
this, the duration spent while typing the password plays a significant role in the model
prediction. For laptops, we observed that the duration has the highest contribution on
differentiating between weak and strong passwords followed by the pupil diameter
and the fixation count on the screen and keyboard.
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Figure 6.4: Features importance for the user-independent, modality-dependent
classifier for smartphone (Left) and laptop (Right) [10].
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Figure 6.5: Gaze Plots, highlighting behavior while creating weak and strong
passwords divided by the areas of interest (1) Screen and (2) Keyboard for both
laptops (Left) and smartphones (Right) [10].

Scan Path

Figure 6.5 shows the different gaze plots for one Participant while creating weak
and strong password on both modalities. For laptops strong passwords, participants
had more fixations on the screen and keyboard compared to during creating weak
passwords. For smartphones, participants had more fixations on the keyboard (area
2) in case of strong passwords compared to weak passwords where they had more
fixations on the screen (area 1).

6.5 Discussion

Prior work showed that it is possible to assess graphical password strength based on
eye gaze. We applied this idea to detect the strength of text-based passwords from
users’ gaze behavior and provided an in-depth investigation. Here, we summaries and
discuss the results grouped by different observations.
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6.5.1 Classification Performance

Our results show that password strength classification is feasible, achieving an accuracy
of up to 86% when using user-dependent, modality-dependent classifiers. This result
is promising as it paves the way for integrating gaze behavior in authentication where
perceived password strength plays an important role, e.g., password strength meters.

When comparing the performance with a user-dependent classifier, we observed
a decrease in the accuracy to 76% for smartphones and 74% for laptops. This
performance might be sufficient for some applications and is substantially better
than guessing. Yet, if high accuracy is crucial future systems might want to employ
user-dependent classifiers.

Our results show that it is possible to distinguish the strength of text-based passwords
by using gaze features and duration spent while typing the password for user-dependent
classification. User-independent results were still strong, suggesting that by training
the classifier on one specific task, the classification generalizes well to unseen users.
This is also confirmed by the statistical analysis of the effect of the input modality and
password strength on the gaze features.

It is important to highlight that password characteristics are likely to have an influence
on gaze metrics. For example, passwords that include many upper and lower case
characters are likely to influence features such as the fixation ratio between keyboard
and screen. We only tested with a limited number of users and passwords, so it is
likely that such cases are under-represented in our sample.

6.5.2 Features Performance

The feature importance graph for the SVM classifier shows that the fixation count
substantially contributes to the classification accuracy. This is more pronounced for
the laptop condition. One explanation for this is that people generally entered longer
passwords on the laptop, resulting in this being a more suitable feature. We ran a
Pearson correlation between the gaze features and password perceived strength. This,
however, did not reveal any statistically significant effect of the password perceived
length on any of the gaze features. We might simply not have had enough data to
reveal such a correlation. Apart from this, for both laptops and smartphones pupil
dilation is a strong feature. This can be explained through the increased cognitive
load while creating strong passwords. In the literature, it has been proven that higher
cognitive load leads to an increase in pupil dilation [104].
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6.5.3 Input Modality Effect

According to our analysis, it was more difficult to estimate password strength from
users’ gaze behavior while entering passwords on smartphones compared to laptops.
This can be due to the small screen size, as a result of which gaze movements might
be more subtle. Also, the way each user holds the phone is different. Some users
prefer to have the phone closer to their face than other. Besides, some participants
held the phone in one hand and others held it with two hands. These factors can
have affected classification accuracy. On laptops, the distance between the screen and
keyboard is larger and, hence, gaze movements are easier to observe. Additionally, we
found that participants generate significantly stronger passwords on laptops than on
smartphones. This can be due to the different behaviors and reasons behind the use
of input modalities. For example, participants might be more used to PINs and lock
patterns on smartphones [378, 143]. In contrast, on laptops users are more likely to
authenticate using text-based passwords [118].

6.5.4 Influence on Security

Finally, the question arises to which degree the presented approach has an influence on
security in general. While our approach is primarily meant to be used by researchers
and practitioners to design novel approaches that ultimately lead to stronger passwords,
knowledge on password strength in the hand of an attacker might have an adverse
effect. For example, if an attacker gets access to an eye tracker, they might find out
which users employ weaker passwords of for which accounts they employ weaker
passwords, making those a more likely target of an attack.

6.6 Chapter Summary

In this chapter, we introduced a novel approach of using gaze behavior as an additional
metric to assess password strength. Our approach assesses users’ gaze behavior
while creating passwords. We hypothesized that the way in which users create strong
and weak passwords is reflected in their gaze behavior. Our results confirmed our
hypothesis and showed that it is possible to differentiate between weak and strong
passwords with an accuracy of 86% for personalized classifiers on smartphone and
80% on laptops. Our findings pave the way for using gaze behavior in security
interfaces, in particular interfaces that make people use stronger passwords. Our
findings solve one core pitfall of password usage as an authentication technique, but
what about password reuse, does the user’s behavior also reflects whether they are
reusing passwords or creating new one?. This will be discussed in the next chapter.
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Chapter7
Detecting Password Reuse from Gaze

Behavior

Due to the exponential increase of users’ online accounts, users have to remember too
many and too complex passwords. This caused users to develop coping strategies of
which many compromise security. A particularly problematic strategy is the reuse of
passwords. One reason is that if a reused password is leaked, attackers can easily gain
access to other accounts of the user for which the same password is being used [139].

Having recognized this issue, both researchers and practitioners worked towards
solutions. One popular approach is password managers. However, a substantial
number of users are hesitant to use such password managers: a recent survey15 ran
by PasswordManager.com and YouGov among 1280 US American citizens showed
that almost two thirds of participants do not trust password managers. Furthermore,
prior work also showed that password managers not necessarily solve the issue, as a
substantial number of password manager users still reuse passwords [281].

Preventing people from reusing passwords is a challenging task for several reasons:
First, it requires knowledge about whether or not a user is reusing a password. One
approach is comparing the just created password to a database of known, breached
passwords. Yet, this does not prevent cases in which users are reusing a password that
has, so far, not been leaked. Another approach is comparing all passwords in use by
a person – this becomes possible as people are using a service to centrally manage
their passwords (e.g., the aforementioned browser-based or standalone password
managers). Such analyses are offered, as part of Google’s password checkup16 or as
features of common password managers, such as LastPass’s Security Challenge17.

15 Password Manager Survey: https://www.passwordmanager.com/password-manager-trust-survey/
16 Google Security Checkup: https://passwords.google.com/
17 LastPass Security Challenge:

http://blog.lastpass.com/2016/06/protecting-lastpass-users-from-password-reuse/

https://www.passwordmanager.com/password-manager-trust-survey/
https://passwords.google.com/
http://blog.lastpass.com/2016/06/protecting-lastpass-users-from-password-reuse/
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The drawback, again, is that a substantial number of people are not using password
managers and post-hoc alerts on password breaches are often ignored by many users
[355]. Furthermore, convincing people to post-hoc change their password is not easy.
Prior work showed that even in cases where their passwords were verifiably breached,
only 13% of users changed their passwords in the three months following the breach
[46].

To overcome the aforementioned issues, we explore a novel approach to detect
password reuse based on sensing physiological user information. In particular, we
assess users’ gaze to infer the reuse of passwords (a) independent of people’s password
history, (b) without access to the actual password, and (c) already during the password
creation process. Our approach is based on the assumption that cognition and behavior
are different when reusing or creating a new password. For instance, users might
"think harder" about a new password (which would affect fixations) and be required to
direct their gaze to the input device more often, due to not having developed a motor
memory of the password as a result of frequent use (which would affect the gaze path).

This section is partially based on the following publication:
• Y. Abdrabou, J. Schütte, A. Shams, K. Pfeuffer, D. Buschek, M. Khamis,

and F. Alt. ”your eyes tell you have used this password before”: Identifying
password reuse from gaze and keystroke dynamics. In Proceedings of the
2022 CHI Conference on Human Factors in Computing Systems, CHI 2022,
New York, NY, USA, 2022. Association for Computing Machinery

Our work draws from prior work on users’ password habits and work on typing and
gaze behavior in security contexts. Prior research looked into how knowledge of users’
behavior can serve to enhance security mechanisms. We will particularly review work
on typing and gaze behavior.

Much of prior work on typing behavior was motivated by the endeavor of building
new authentication mechanisms based on behavioral biometrics. An early example is
the work of Monrose et al. [260]. The authors showed that the way people type on
a keyboard can be used to identify them. In particular, the authors identified latency
between keystrokes, keystroke pressing duration, finger position on the keyboard, and
applied pressure on the keys as suitable features to build a classifier, based on which a
user can be predicted. Buch et al. [60] looked at how users can be authenticated while
writing longer texts, comparing copying text and entering free text. Similarly, Tappert
et al. [354] built an authentication system based on free text entry, comparing different
lengths entered on both laptop and desktop computers. The results suggest that the
keyboard affects the classification accuracy. Hereby, typing on desktop keyboards led
to a higher accuracy compared to laptops. Also the keyboard layout was shown to
have a strong impact on typing behavior. Researchers compared different keyboards
and languages [24, 137, 255, 25].
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From prior work we learn that password reuse is still a major challenge in usable
security research. There are several reasons for this. Firstly, detecting password reuse
is difficult. If a system has access to users’ passwords, reused passwords can be
detected by comparing them to corpus of leaked passwords or to other passwords of
the user. Secondly, when designing concepts for password reuse mitigation, the time
of the intervention plays an important role as, when being asked at a later point in
time, people are rather unwilling to change their password [139]. We conclude, that
being able to know as early as possible that users are about to reuse a password can be
valuable when designing mitigation concepts.

Of particular interest is prior research that tried to infer password reuse from keystroke
dynamics [168], achieving an accuracy of up to 81.71%. At the same time, prior
work showed that the keyboard layout has a considerable influence on accuracy,
suggesting that using other modalities might further increase the accuracy and the time
at which a reasonable prediction can be made as well as enable novel opportunities for
interventions. In addition, prior work has shown that gaze behavior differs between
weak and strong graphical and text-based passwords. This led us to assume that
reusing passwords might equally be reflected in users’ gaze behavior.

Next, we will lay out the concept for using gaze as a means to detect reuse of
knoweldge-based passwords and discuss study design considerations. We then present
a proof-of-concept implementation and evaluation. To compare our work to prior
research, we included detection password reuse from keystroke dynamics as a baseline.

7.1 Focus Group

We conducted a focus group to explore how users’ behavior may change depending
on the password created, which data to gather, which scenarios to execute, where to
conduct the study, and how to design the study interfaces. The focus group output
highlighted our study considerations which we will discuss later. The focus group
lasted for 90 minutes and it was conducted in the meeting room for the usable security
and privacy team in the university of the bundeswehr. We provided colored sticky
notes to document the ideas and feedback. The structure of the focus group consisted
of an introduction followed by open discussion on the previously mentioned points.
We conducted our focus group with 6 expert usable security researchers, we had 2
male and 4 female researchers (Meanage = 29.3;SD = 6.08). The focus group was
recorded for further analysis and we got the researchers’ consent before the recordings.

The focus group outcomes highlight a set of behavioral aspects that reflects users’
behavior while creating different passwords (see Figure 7.1), such as cognitive load,
entry time, keystroke count, etc. In addition, the focus group highlight that users’
behavior might change according to the sensitivity of the protected data on the
accounts, suggesting to study users’ behavior on both. Furthermore, Last but not least,
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Figure 7.1: Example of the Focus Group Responses When Asked About the
Scenarios.

the researchers highlighted the mimicking existing interfaces will increase the validity
of the collected data and will induce natural user behavior. Finally, the researchers
agreed that approaching users in their environments is better in terms of the induced
behavior and quality of the collected passwords compared to lab studies where the
controlled setup and the new environment might affect their password choice.

7.2 Concept and Research Questions

In this work, we explore the concept of identifying the reuse of text-based passwords
from gaze and typing behavior. The objective of our work is (1) to improve
state-of-the-art by showing that the use of gaze can enhance the prediction accuracy,
(2) to investigate how the prediction accuracy changes across different phases of the
password creation process, and (3) to understand how the sensitivity of the data being
protected by the passwords influences the approach.

We first provide background information on eye gaze analysis. Then we explain the
different steps of the password creation process. Finally, we present the main research
questions driving our work.
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Figure 7.2: Phases of password
registration: People first get familiar with
the registration interface, then provide
their ID and enter the password, and
finally confirm their password. In
parallel, they reflect on the password [9].

Figure 7.3: Study Setup:
Participants were asked
to register for two web
services on a laptop.
We logged keystroke
dynamics and gaze using
an eye tracker [9].

7.2.1 Gaze Behavior Analysis

Eye tracking research showed that from gaze, information can be derived on the user’s
state, intentions, and behavior. We explain how, based on different metrics, password
reuse might be inferred.

Eye tracking provides information on where the user looks in the form of gaze points
(fixations) and the transition between these (saccades). Fixations might provide
valuable hints as to whether or not people are reusing passwords. The reason is
that when reusing passwords, people can likely draw from motor memory (i.e. they
know without looking how to enter the password). As a result, one can expect that
people reusing a password fixate less on the input device (keyboard fixation count).
Furthermore, the need to think about a new password is likely to result in a longer
average fixation duration (fixation duration / average fixation duration) similar to
literature where Katsini et al. found that users fixate longer while creating strong
passwords [184]. Closely related is the distribution of fixations. We expect that users
might while trying to come up with a new password, differently distribute their gaze
on the screen, resulting in longer/shorter saccades (saccadic length / average saccadic
length) and in more/less time spent on transitioning between fixations (saccadic
duration / average saccadic duration). In addition, we define two areas of interest (AOI):
the screen with the authentication interface and the input device (here a keyboard).

7.2.2 Phases of Password Creation

One important aspect of our work is when a system could predict password reuse based
on gaze data. To investigate this, we decompose the password registration process:
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Orientation Phase (O Phase) The authentication process begins with a phase of
orientation, where the user is exposed to the authentication interface. During
this phase, the user not only gets familiar with the interface, but might already
start to think about the password they will use. This phase begins when the
authentication interface is displayed, and ends when the user begins to enter
their ID.

Identification Phase (ID Phase) In the second phase, the user enters their user ID,
which can be a user name or email address. Users might still continue to
think about their password while they are already entering their identification
information. The phase begins with the first keystroke of the user, as they start
entering their ID and ends as the cursor is moved to the password field.

Password Phase (P Phase) In this phase, the user enters the password they thought
about. It begins as the cursor is moved into the password field and ends as the
user moves the cursor to the password confirmation field.

Confirmation Phase (C Phase) In the final phase, the user re-enters the password.
This phase begins as the cursor is moved to the password confirmation field and
ends as the user moves the cursor to the register button.

Figure 7.2 depicts the process. Note that users might have different strategies of when
they think about the password they want to use. Whereas some users might think
about the password already during the orientation phase, others might do so only after
they entered their ID. Also, this reflection might span across multiple phases and it
could be that users even during the identification phase think about the password.

7.2.3 Research Questions

Previous work utilized keystroke dynamics to detect if a password entered is new or
reused [168]. We hypothesize that physiological signals can give a better indication of
password reuse. Hence, the first driving research question is: How well can we predict
the reuse passwords from gaze behavior, keystroke dynamics, or both (RQ1)? To do
so, we investigate the best gaze and typing features reflecting password reuse.

Second, we expect the sensitivity of data users want to protect to play a role, resulting
in the second driving question: Is password reuse behavior different as passwords
protect data with a different degree of sensitivity (RQ2)? Therefore, we compare
behavior while creating a password for 1) a webmail client and 2) a customer account
for a news website.
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7.3 Evaluation and Data Collection

We conducted a data collection study in which we recorded users’ gaze and typing
behavior while creating passwords for two fictitious accounts, protecting data of
different sensitivity. In this chapter, we want to investigate how well can we predict the
reuse passwords from gaze behavior, keystroke dynamics, or both ? amd if password
reuse behavior different as passwords protect data with a different degree of sensitivity.

7.3.1 Study Design Considerations

Our study design was driven by a number of considerations derived from our focus
group, most importantly how to observe natural user behavior, how to preserve privacy
by not storing users’ passwords, and how to minimize influences from the hardware.

Observing Natural User Behavior Haque et al. [140] showed the sensitivity of the
data being protected by a password to have an influence on password choice.
Participants create shorter and less secure password when registering a password
for a website protecting less sensitive data. As a result, we followed common
practice from the literature [5, 10], investigating both cases where users were
to chose passwords protecting a web mail account (more sensitive data) and a
news website account (less sensitive data).

Password Privacy Our study had two objectives regarding password use: (a)
ensuring users chose reasonable passwords they could remember and (b)
not storing the actual passwords (which would be necessary for password
verification). To address this we only store password characteristics. For
example, as users chose A!3, we would store the following information <upper
case letter><special character><digit>. We used this information later to verify
whether the re-entered password matched those characteristics. The trade-off
is that we could not exactly verify the password. However, as this was not the
purpose of this approach, we prioritized privacy.

Influence of Hardware Prior work on keystroke dynamics showed that the keyboard
hardware has an influence on user behavior [321]. Hence, we decided to collect
data from all participants using the same hardware and setup.

7.3.2 Study Design and Apparatus

We designed a within-subjects study with one independent variable (authentication
interface), resulting in two conditions: 1) Webmail Client – a web-based authentication
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Confirm New Password
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New Password

Confirm New Password

Registration

Register

   I have read and agree to the terms of use and the information on the right of 
withdrawal and data protection.

Figure 7.4: Registration interfaces: We rebuilt the webmail registration interface
of the local University (left) and of a regional news website (right) to investigate
differences in user behavior when creating passwords for accounts with more and
less sensitive data [9].

interface, meant to protect sensitive, personal email data. The interface resembled
the webmail client of our University. 2) News Website – a web-based authentication
interface, protecting less sensitive data. The interface resembled the authentication
interface of a popular regional news website (see Figure 7.4).

All participants experienced both conditions in a counter-balanced order. We measured
8 dependent variables: duration for the password registration process, gaze metrics,
keyboard metrics, time spent on each form field, password characteristics, and
perceived password memorability. We did not store the raw password, but instead
its length and the characteristics of each character, i.e., whether it was lowercase,
uppercase, a number, or a symbol). For the apparatus we used a Lenovo Yoga
900s 12ISK laptop with a 12,5" screen (3200 × 1800 pixels) and off-the-shelf Tobii
4C eye tracker with a framerate of 90 Hz. We also implemented a demographics
questionnaire at the end of the study. The questionnaire had questions about, age,
gender, background, profession, experience with eye tracking and experience with IT
security.

7.3.3 Study Setting, Procedure and Recruiting

We setup a booth in a quiet area of one of our local university’s cafeteria (Figure 7.3).
We approached people on campus and asked them to participate in the study. When
participants agreed, we went with them to the cafeteria and asked them to sit at the
booth. Participants were facing the booth wall to eliminate the influence of people in
the vicinity.

We first asked participants to fill in a brief demographic questionnaire and a consent
form. They were then told that we conducted a usability test of a slightly updated
version of the University‘s web mail‘s password registration interface. Hereby, we
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specifically told them that the interface was not connected to the actual web mail
system of the University. Furthermore, we explained that we compared it to the
password registration interface of a regional news website. We also told them that
we recorded gaze data to identify issues with the interface. After that, the eye tracker
was calibrated using Tobii‘s 5 point calibration. Participants were asked to register an
account for both websites. Participants were told that we did not store their passwords
but that they had to remember them as they would be asked to later sign on with
them. Participants were then shown the first registration page with three fields – one
each for ID, password and password confirmation – and a register button (Figure 7.4).
After participants had filled in the ID and passwords, they clicked the register button
and were directed to the second interface, following the same procedure. Afterwards,
participants were asked for each of the passwords how memorable they thought it was
(5-Point Likert scale; 1=not memorable at all; 5=very memorable). Then, they were
asked to log into both interfaces again in the order of registration. Finally, we wanted
to know from participants whether they reused a password or created a new one. At
the end of the study, we explained participants the true objective of the study and
asked them to explain their strategy behind creating the passwords. On this occasion
we were also able to clarify what password reuse means, if needed.

The experiment took around 10 minutes and participants were compensated with
chocolates/treats. The study complied with our university’s ethics requirements.

7.3.4 Limitations

We acknowledge the following limitation. Firstly, we cannot verify whether
participants truthfully answered the questions regarding password reuse. Participants
might have lied about non-compliant, insecure behavior. We tried to minimize any
such influence by running the study in a completely anonymized way where no
personal information was collected so as to establish trust. Furthermore, the percentage
of reused passwords aligns with the literature, suggesting that participants mostly
answered in a truthful way. Secondly, while the number of participants is in line with
much similar prior work, we acknowledge the rather small size of our sample.

7.4 Feature Extraction and Classification

We describe our step-by-step process to evaluate eye gaze and keystroke dynamics for
password reuse detection. First, we analyzed the collected passwords’ characteristics
and evaluated the effect of password type on password characteristics. Second, we
extracted keystroke and gaze features required for classification and tested their
statistical significance for the two types of passwords. Third, we built and tested
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different classifiers based on these features. We distinguish two categories: new and
reused passwords. All features below were extracted for both categories.

7.4.1 Feature Extraction

We extracted a feature set describing keystroke dynamics and gaze behavior from
the collected data in addition to password characteristics. We also analyze perceived
password memorability.

Password Characteristics

We extracted the following password characteristics: password length, number of
upper-case letters, number of lower-case letters, number of digits, and number of
symbols. We also tracked the study duration, i.e. time in seconds from when the UI
was shown until the ‘Register’ button was pressed.

Gaze Features

From the collected raw gaze data (X and Y positions on the screen), we derived the
following characteristic eye movement features [167, 298] shown in table 7.1. All
features are computed and analyzed for each password phase, as well as for overall
phases.

Keystroke Dynamics Features

We collected 5 keystroke dynamics, informed by the literature [263, 168, 126] shown
in Table 7.2.

Table 7.1: Gaze Features

Gaze Feature Description
Fixations Count Number of fixations performed during the task.
Fixation Duration Time for which users dwelled with their eyes on the laptop

screen as well as on the keyboard.
Saccadic Length Euclidian distance between two consecutive fixations

with the eyes, determined in pixel.
Saccadic Duration Duration between consecutive fixations.
Screen Fixation Count Number of fixations on screen.
Keyboard Fixation Count Number of fixations on keyboard.
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Table 7.2: Keystroke Features

Keystroke Dynamics Description
Total Duration Duration for typing email and password in

milliseconds (not considering password confirmation).
Password Typing Duration Time taken by the participant to enter the password in

milliseconds.
Password Keystrokes Count Number of keystrokes needed to type the passwords

(including insertion, deletion).
Flight Time Average latency between key presses in ms.
Pre-input Time Time from the moment the interface was shown until

the first key was pressed in milliseconds.

7.4.2 Classification Approach

The goal of our classifier is to map a feature vector computed from a time window of
data to one of the classes corresponding to the password type (new vs reused). We first
built an interface-dependent classifier, accounting for data sensitivity (webmail client
vs news website). The classifier is trained on the data from different users but on the
same interface. We then built an interface-independent classifier, not accounting for
data sensitivity.

We used 3 feature sets: 1) keystroke features + password characteristics, 2) gaze
features, and 3) both features combined. Keyboard and gaze data were saved and
synchronized using the timestamp.

We compared the performance of three classifiers: Support Vector Machines (SVM),
decision trees, and random forest, as done by Abdrabou et al. when detecting password
strength [10]. To optimize performance, hyper parameters for each classifier were
empirically optimized on a small set of values.

Interface-Dependent Classifier: Webmail Client vs. News Website

To understand how generalizable our approach is across different interfaces, we created
interface-dependent classifiers by training the models on all users’ data for each of the
two interfaces separately. For each of the previously mentioned phases, we created
one classifier. We implemented a two-fold cross validation. Figure 7.5 shows the
steps for creating the classifier. We start with cleaning the data by removing the data
outside our areas of interest (i.e., the screen and keyboard). During the pre-processing
we assign the label ‘new’ or ‘reused’ to each sample, according to the participants’
responses. After that we calculate the features for both gaze and keystroke dynamics.
The collected data is synchronized using the timestamp for the analysis. This is
followed by assigning the data to the 2 folds and running the classification. These
steps are repeated for each phase. At the end, we report the AUC (Area Under the
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Figure 7.5: ML Classification Steps from data preparation until sending the data
to the classifier [9].

Curve) score which measures the ability of a classifier to distinguish between the two
classes (‘new’ and ‘reused’) and is used as a summary of the ROC curve18.

Interface-Independent Classifier: Both Interfaces

To understand whether a classifier working for interfaces protecting data of different
sensitivity could be built, we created models that were independent of the data to be
protected – in our case the web mail and the news page data. To do so, the classifier
is trained on the data of all users and both interfaces. We split the data similar to the
interface-dependent classifier into a training set and a test set.

7.5 Results

In this section, we present and analyze the collected data.

7.5.1 Participants

A total of 52 participants (10 females) were recruited. The study ran over two
weeks. Participants’ age varied between 17 and 54 years (M = 25.27; SD = 6.76).
30 participants were students, 10 academic staff and the remaining 12 administrative
staff. Most participants stated to be rather inexperienced with IT security (5-Point
Likert scale; 1=no experience at all; 5=strong experience; M = 2.23; SD = .35). 23
participants wore glasses.

18 AUC: https://www.analyticsvidhya.com/blog/2020/06/auc-roc-curve-machine-learning/

https://www.analyticsvidhya.com/blog/2020/06/auc-roc-curve-machine-learning/
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Table 7.3: Number of new and reused passwords and task completion time [9].
Webmail Client News Website

New
Passwords

Reused
Passwords

New
Passwords

Reused
Passwords

Number of Passwords 35 14 31 18
Task Completion Time 52.28 37.89 42.07 25.99

7.5.2 Data Pre-Processing and Overview

We removed data from 2 participants due to poor calibration quality. We lost data
from one participant due to technical issues while saving. Overall we collected 98
passwords, half of which were created on the news website interface and the other
half on the webmail interface. Table 7.3 shows the number of the newly created
and reused password for each interface. As can be seen, participants reuse more
passwords for the news website than for the webmail client. Participants needed on
average 52 seconds to create a new password for the webmail interface and 42 seconds
for the news website. In contrast, for the reused passwords, participants needed on
average 38 seconds for the webmail interface and 25 seconds for the news website. A
Wilcoxon test, revealed statistically significant differences between the study duration
for reused and new passwords for the news website (Z =−2.85,P = .004) but not for
the webmail client (P > .05). For both gaze and keystroke data, we sampled data at
90 Hz from the eye tracker and from key input events. This led to an average of 3149
samples per password, resulting in overall 340K samples for all participants for both
interfaces.

7.5.3 New vs. Reused Passwords

We analyzed and compared cases where password were newly created or re-used.

Regarding password memorability, we found a statistically significant difference
between reused (M = 4.8;SD = .6) and new passwords’ memorability (M = 3.9;SD =
1.1) for the webmail client, (Z =−2.226,P = .026). This show that reused passwords
(at least those protecting sensitive data), are more memorable than newly generated
ones. Table 7.4 presents characteristics of passwords obtained during the study, and
their distribution over conditions.

No statistically significant differences were found between the two interfaces regarding
password characteristics (password length, number of digits / special characters /
upper-case letters).

Table 7.5 summarizes findings regarding keystroke features. Our results indicate that
participants took more time to think about and type new passwords compared to when
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Table 7.4: Wilcoxon signed-rank tests for both new and reuse password features
on both interfaces. The results show that there is no statistically significant
differences for the password characteristics between new and reuse passwords [9].

Password
Characteristics
Feature

Email Interface News Interface Both Interfaces
New
Mean

Reuse
Mean Wilcoxon

New
Mean

Reuse
Mean Wilcoxon

New
Rank

Reuse
Rank Wilcoxon

Password Length 9.5 10.6 Z=-1.517, P>.05 9.5 10.3 Z=-.573, P>.05 10.4 10.3 Z=-1.154, P>.05
Upper-case Letters 1 1.1 Z=-.583, P>.05 .6 .6 Z=-.372, P>.05 0.8 0.8 Z=-.655, P>.05
Digits 3.3 3.2 Z=-.394, P>.05 2 3.3 Z=-1.800, P>.05 3.2 2.7 Z=-.892, P>.05
Symbols .29 .71 Z=-1.403, P>.05 .3 .1 Z=-1.134, P>.05 0.4 0.3 Z=-.573, P>.05

Table 7.5: Wilcoxon signed-rank tests for keystroke features. For Webmail there
is a significant effect of password type on the password typing duration. For the
news website the password type had significant effects on flight time and thinking
time [9].

Keystroke Feature Webmail Client News Website Both Interfaces
New
Mean

Reused
Mean Wilcoxon

New
Mean

Reused
Mean Wilcoxon

New
Mean

Reused
Mean Wilcoxon

Typing Duration 33.7 25.2 Z=-1.664, P >.05 27.5 16.9 Z=-1.764, P >.05 30.8 20.5 Z=-2.711, P=.007
Password Keystroke Count 16.5 13 Z=-.345, P >.05 13.6 12.3 Z=-.980, P >.05 15.1 12.6 Z=-.841, P >.05
Password Typing Duration 23 13.7 Z=-2.103, P=.035 15.8 10.2 Z=-1.851, P >.05 19.6 11.8 Z=-3.048, P=.002
Flight Time 1.7 1.1 Z=-1.852, P >.05 1.3 .9 Z=-2.025, P=.043 1.5 1 Z=-3.160, P=.002
Thinking Time 14.6 8.5 Z=-1.782, P >.05 7.4 4.2 Z=-3.027, P=.002 11.3 6 Z=-3.586, P<.001

reusing passwords. This includes shorter times when reusing passwords for pre-input
time, typing duration and flight time.

Regarding eye movement features, we found several statistically significant differences
between new and reused passwords (Table 7.6). The password type has a significant
effect on several features for both interfaces. Furthermore, it shows that when
considering both interfaces, for the reused passwords, users gaze was characterized by
significantly shorter fixation times, shorter saccadic duration, less fixations, shorter
saccades and less fixations on both the screen and keyboard. Overall, the many
significant differences suggest eye movement features to be well suitable to accurately
identify password reuse. We discuss practical implications in Section 8.

Table 7.6: Wilcoxon signed-rank tests for the gaze features. The results show
that for both Webmail and the News Website, the password type had a significant
effect on serveral gaze features [9].

Gaze Feature Webmail Client News Website Both Interfaces
New
Mean

Reused
Mean Wilcoxon

New
Mean

Reused
Mean Wilcoxon

New
Mean

Reused
Mean Wilcoxon

Fixation Duration 28041.9 15728.1 Z=-2.542, P =.011 20143.4 13631.6 Z=-2.330, P =.020 24497.3 14548.7953 Z=-3.964, P <.001
Avg. Fixation Duration 222.8 203.1 Z=-1.66, P >.05 210.9 208.8 Z=-.152, P >.05 219.9 206.2945 Z=-2.375, P =.018
Saccadic Duration 20850.4 18704.9 Z=-.471, P >.05 18896.4 10490.1 Z=-2.199, P =.028 19988.7 14084.1108 Z=-2.001, P =.045
Avg Saccadic Duration 174.6 257 Z=-2.982, P =.003 196.6 171.1 Z=-.370, P >.05 186.2 207.3771 Z=-2.618, P =.009
Fixation Count 2595.8 1458 Z=-2.542, P =.011 1862.1 1265.7 Z=-2.330, P =.020 2266.4 1349.7500 Z=-3.927, P <.001
Avg. Fixation Count .6 .5 Z=-2.982, P =.003 .6 .6 Z=-1.067, P >.05 .6 .5327 Z=-3.385, P =.001
Saccadic Length 1677.9 1539 Z=-.282, P >.05 1436 960.3 Z=-2.199, P =.028 1574.5 1213.2813 Z=-2.094, P =.036
Avg. Saccadic Length .4 .5 Z=-2.982, P =.003 .4 .4 Z=-1.067, P>.05 .4 .4673 Z=-3.385, P =.001
Screen Fixation Count 2149.5 1193.9 Z=-2.668, P =.008 1690.7 1122.7 Z=-2.461, P =.014 1947.7 1153.8437 Z=-3.843, P <.001
Keyboard Fixation Count 446.3 264 Z=-1.915, P >.05 173.2 142.9 Z=-1.918, P >.05 318.8 195.9063 Z=-2.786, P =.005
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Figure 7.6: Visualization of selected users’ gaze paths, both for the webmail (left)
and news website (right) interface: In both cases, fixations are primarily focused
on the input fields in the middle of the screen. Yet, for cases in which participants
created new passwords, more transitions between screen and keyboard occur and
more fixations are located in the keyboard area [9].

7.5.4 Gaze Path

As a complementary analysis, we visually inspected the eye movements in the form of
the gaze path. Figure 7.6 shows some selected examples. We found that participants
fixate more often on the screen (area 1) and keyboard (area 2) while creating new
passwords, compared to when entering a reused password. This was independent of
the interface on which passwords were created.

7.5.5 Classifier Performance

We compared the performance of three different models: SVM, random forest, and
decision trees. We conducted two classifications: phase-based classification (i.e. per
phase of the password registration) and multiple phases classification.
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Table 7.7: Interface-dependent Classifier: Classification Performance per Phase
for the Different Features (best AUC bold) [9].

Email Web-client
Orientation

Phase (O Phase)
Identification

Phase (ID Phase)
Password

Phase (P Phase)
Confirmation

Phase (C Phase)
All

Phases
AUC Accuracy AUC Accuracy AUC Accuracy AUC Accuracy AUC Accuracy

Gaze
Features

SVM 64.79 ± 9.50% 55.63 ± 1.51% 74.35 ± 2.12% 62.77 ± 9.46% 70.22 ± 4.78% 48.61 ± 1.39% 80.81 ± 0.67% 61.46 ± 5.21% 87.73 ± 0.23% 77.08 ± 14.58%
Random Forest 72.18 ± 0.76% 55.87 ± 1.75% 67.62 ± 0.03% 56.94 ± 6.94% 81.67 ± 8.14% 61.29 ± 10.93% 81.92 ± 0.44% 55.90 ± 0.35% 83.44 ± 0.35% 61.46 ± 5.21%
Decision Tree 49.05 ± 0.95% 61.54 ± 10.36% 60.33 ± 0.78% 58.33 ± 8.33% 55.56 ± 5.56% 65.75 ± 17.59% 56.83 ± 0.58% 60.33 ± 0.78% 75.84 ± 1.94% 72.22 ± 2.78%

Keystroke
Features

SVM - - 53.40 ± 2.48% 52.78 ± 2.78% 66.23 ± 1.42% 49.14 ± 7.48% 54.89 ± 0.26% 50.00 ± 0.00% 63.58 ± 4.02% 68.06 ± 6.94%
Random Forest - - 61.04 ± 7.34% 50.27 ± 3.04% 69.23 ± 2.10% 66.24 ± 0.43% 75.54 ± 2.40% 50.18 ± 0.18% 75.83 ± 0.10% 68.75 ± 6.25%
Decision Tree - - 47.64 ± 0.89% 42.91 ± 4.31% 69.23 ± 2.10% 70.75 ± 1.31% 61.83 ± 6.69% 50.90 ± 6.45% 72.16 ± 5.62% 63.11 ± 3.55%

Both
Features

SVM - - 76.85 ± 1.85% 62.77 ± 9.46% 71.51 ± 5.34% 48.61 ± 1.39% 81.37 ± 1.96% 61.46 ± 5.21% 87.73 ± 0.23% 78.47 ± 15.97%
Random Forest - - 70.11 ± 0.26% 67.97 ± 4.08% 80.47 ± 8.42% 56.70 ± 9.48% 75.83 ± 0.10% 67.36 ± 4.86% 88.75 ± 0.14% 62.77 ± 9.46%
Decision Tree - - 55.82 ± 2.51% 58.60 ± 5.29% 56.93 ± 3.25% 57.39 ± 3.72% 54.51 ± 1.74% 57.29 ± 1.04% 74.92 ± 2.86% 72.22 ± 2.78%

News Website
Orientation

Phase (O Phase)
Identification

Phase (ID Phase)
Password

Phase
Confirmation

Phase (C Phase)
All

Phases
AUC Accuracy AUC Accuracy AUC Accuracy AUC Accuracy AUC Accuracy

Gaze
Features

SVM 67.35 ± 1.97% 37.36 ± 9.80% 84.56 ± 2.74% 74.56 ± 0.44% 77.82 ± 3.69% 67.85 ± 7.36% 60.37 ± 2.33% 51.98 ± 1.98% 77.49 ± 2.67% 60.32 ± 10.32%
Random Forest 48.00 ± 3.13% 52.56 ± 2.56% 78.82 ± 0.15% 63.28 ± 4.18% 75.23 ± 0.40% 60.54 ± 4.59% 63.28 ± 4.55% 61.09 ± 2.00% 73.94 ± 0.53% 55.16 ± 5.16%
Decision Tree 43.07 ± 0.12% 44.99 ± 1.81% 60.85 ± 1.06% 60.05 ± 0.26% 62.99 ± 6.34% 69.53 ± 6.94% 48.77 ± 9.96% 49.14 ± 4.03% 63.19 ± 0.10% 55.16 ± 5.16%

Keystroke
Features

SVM - - 73.85 ± 3.92% 73.92 ± 5.04% 54.36 ± 19.07% 76.35 ± 10.62% 72.94 ± 4.68% 56.24 ± 4.25% 74.65 ± 4.72% 66.16 ± 5.67%
Random Forest - - 73.22 ± 0.21% 64.16 ± 0.52% 67.53 ± 0.30% 71.14 ± 9.95% 72.87 ± 0.14% 59.61 ± 5.07% 80.97 ± 3.99% 62.77 ± 0.87%
Decision Tree - - 70.22 ± 3.55% 63.51 ± 6.77% 60.92 ± 0.43% 59.59 ± 1.60% 58.91 ± 0.18% 65.81 ± 6.02% 62.68 ± 2.36% 57.28 ± 2.51%

Both
Features

SVM - - 84.56 ± 2.74% 74.56 ± 0.44% 77.82 ± 3.69% 66.38 ± 5.89% 61.61 ± 4.47% 51.98 ± 1.98% 76.70 ± 1.87% 60.32 ± 10.32%
Random Forest - - 80.77 ± 1.40% 67.82 ± 0.36% 76.73 ± 2.26% 65.75 ± 5.26% 78.21 ± 2.34% 65.55 ± 1.91% 77.96 ± 1.76% 72.19 ± 4.00%
Decision Tree - - 64.32 ± 3.14% 61.44 ± 1.65% 63.71 ± 2.37% 68.83 ± 7.64% 73.18 ± 3.74% 58.91 ± 0.18% 63.19 ± 0.10% 55.16 ± 5.16%

Phase-based Classification

We use data from the different registration phases (cf. Figure 7.2) to build the model.
The phase-based model helped us understand how each phase contributes to the model.
To understand which features are best for our classification task, we ran the classifier
on gaze features only, keystroke features only, and both. Random forest and SVM
classifiers resulted in a similar AUC (Area Under the Curve) score. However, SVM
resulted in a better AUC score in most cases. Hence, the remainder of our analysis
will focus on and report the SVM results.

For the interface-dependent classifier, Table 7.7 shows the overall performance of
classification for each interface for all classifiers across the different phases. For
webmail, the AUC is best when combining all phases. The highest AUC is 87.73%
for gaze features and 88.75% for the combination of gaze and keystroke features.
This means that users‘ behavior is more reflected in their gaze behavior features than
in their typing behavior. Also, gaze features better reflect users‘ password behavior
across the different phases. For the news website, similar to the webmail client, the
best AUC is achieved when considering gaze features and the combination of gaze and
keystroke features. The accuracy here is highest in the “identification phase” (84.56%).
Our interpretation of this is that the password choice is primarily made during this
phase. The keystroke features allow for an equally good prediction, but only when
considering all phases. This means that for interfaces protecting sensitive content,
password reuse is more accurately detected using gaze or both gaze/keystroke features
during the identification phase.

For the interface-independent classifier, Table 7.8 shows the overall performance of
the classifiers for all interfaces across the features. The highest AUC is achieved for
gaze features and both features when combining all phases (71.87%).
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Table 7.8: Interface-independent Classifier: Classification Performance Per Phase
for the Different Features (best AUC bold) [9].

Orientation Phase
(O Phase)

Identification Phase
(ID Phase)

Password Phase
(P Phase)

Confirmation Phase
(C Phase) All Phases

AUC Accuracy AUC Accuracy AUC Accuracy AUC Accuracy AUC Accuracy

Gaze
Features

SVM 66.27 ± 0.95% 46.91 ± 1.91% 58.12 ± 2.58% 49.59 ± 1.51% 59.28 ± 5.78% 63.95 ± 3.62% 65.64 ± 3.56% 51.19 ± 4.69% 71.87 ± 2.82% 51.84 ± 1.84%
Random Forest 62.40 ± 1.00% 48.65 ± 2.42% 56.81 ± 0.07% 61.28 ± 1.49% 76.91 ± 1.77% 63.42 ± 15.34% 68.37 ± 1.18% 56.94 ± 0.12% 68.22 ± 0.06% 58.50 ± 0.07%
Decision Tree 52.22 ± 1.04% 52.15 ± 1.27% 52.79 ± 5.73% 56.26 ± 2.25% 59.81 ± 2.58% 56.00 ± 6.09% 52.61 ± 0.42% 53.74 ± 7.62% 61.21 ± 1.53% 57.20 ± 2.48%

Keystroke
Features

SVM - - 56.70 ± 0.85% 53.49 ± 3.49% 54.05 ± 0.69% 52.78 ± 2.78% 64.43 ± 1.90% 52.16 ± 1.98% 60.34 ± 0.43% 53.40 ± 3.40%
Random Forest - - 62.66 ± 1.63% 57.40 ± 2.16% 57.68 ± 1.29% 61.10 ± 2.76% 59.91 ± 1.82% 49.94 ± 0.06% 69.22 ± 0.49% 61.88 ± 4.35%
Decision Tree - - 61.77 ± 3.87% 54.23 ± 13.79% 55.75 ± 2.25% 56.06 ± 4.40% 55.90 ± 4.19% 61.93 ± 4.99% 66.28 ± 1.47% 57.80 ± 2.34%

Both
Features

SVM - - 58.30 ± 2.41% 51.10 ± 3.02% 59.74 ± 6.27% 63.95 ± 3.62% 65.96 ± 2.84% 51.19 ± 4.69% 71.87 ± 2.82% 51.10 ± 1.10%
Random Forest - - 61.15 ± 0.94% 59.88 ± 7.25% 66.89 ± 1.65% 58.77 ± 3.40% 69.13 ± 0.26% 57.46 ± 3.52% 70.73 ± 0.08% 64.03 ± 3.54%
Decision Tree - - 57.99 ± 4.67% 56.37 ± 4.28% 52.39 ± 1.89% 59.01 ± 5.54% 60.51 ± 5.02% 56.65 ± 8.88% 62.41 ± 3.63% 57.20 ± 2.48%

Multiple-Phase Classification

This model accumulates all information available on users‘ behavior, from the
beginning of the registration process to a particular phase. The aim of this model is
to understand which features are best for classification. We ran the classifier on gaze
features only, keystroke features only, and both. Random forest and SVM classifiers
resulted in a similar AUC score. However, SVM resulted in a better AUC score in
most cases. Hence, in the following we will focus on and report the SVM results.

For the interface-dependent classifier, Table 7.9 shows the overall performance for the
classification for each interface across all classifiers for the accumulated phases. For
webmail, the AUC is best, when all phases are combined. The highest AUC is 87.73%
for gaze features. However, the model shows a decrease of only 2% for considering
only the O + ID phase as well as when the O + ID + P phases are considered. This
means that our model can predict password reuse in the identification phase before
the user start typing the actual password reasonably well. For the keystroke features,
the best AUC is still the same as the phase-based classification. However, looking at
the accuracy after each phases along the registration process, we found a difference in
accuracy of 6% across the grouped phases. This means that by using the keystroke
features only, the best accuracy is achieved when the user has clicked ‘register’.
Finally, for both features combined, the picture was diverse. For webmail, accuracy
continuously increased. Yet, for the news website, the highest accuracy was achieved
in the identification phase. In subsequent phases, accuracy differed minimally.

For the interface-independent classifier, combining the phases did not yield a better
accuracy compared to phase-based classification. This indicates that for the interface
independent classifier any model will lead to a similar accuracy.

True Positive and True Negative Values

As multiple phase classification did not affect the true positive and true negative rate,
we only report values for the phase-based classification for the gaze features models.
The data set was unbalanced. The guessing baseline (i.e. trivial classifier always
guessing majority class) is 71% for webmail and 63% for the news website. Our
classifiers outperform the baseline (81.6% for webmail, 74.6% for news website).
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Table 7.9: Classification performance for the interface-dependent classifier
(multiple phases): Phases represented by O (orientation), ID (identification),
and P (password entry). Best AUC in bold [9].

Email Web-client
O Phase O + ID Phases O + ID + P

Phases All Phases

AUC Accuracy AUC Accuracy AUC Accuracy AUC Accuracy

Gaze
Features

SVM 64.79 ± 9.50% 52.06 ± 2.06% 77.11 ± 3.04% 73.61 ± 1.39% 85.04 ± 5.41% 54.17 ± 4.17% 87.73 ± 0.23% 71.53 ± 9.03%
Random Forest 72.18 ± 0.76% 55.87 ± 1.75% 85.68 ± 5.13% 61.81 ± 0.69% 85.16 ± 2.81% 65.97 ± 3.47% 83.44 ± 0.35% 63.46 ± 2.35%
Decision Tree 49.05 ± 0.95% 50.00 ± 0.00% 65.22 ± 0.52% 49.92 ± 2.86% 66.07 ± 6.15% 66.07 ± 6.15% 75.84 ± 1.94% 70.32 ± 7.46%

Keystroke
Features

SVM - - 53.40 ± 2.48% 45.85 ± 1.37% 67.35 ± 1.17% 63.11 ± 3.55% 63.58 ± 4.02% 48.53 ± 1.47%
Random Forest - - 61.04 ± 7.34% 52.78 ± 2.78% 65.36 ± 0.08% 54.17 ± 4.17% 75.83 ± 0.10% 61.81 ± 0.69%
Decision Tree - - 47.64 ± 0.89% 40.30 ± 4.19% 69.96 ± 7.82% 68.85 ± 8.93% 72.16 ± 5.62% 72.16 ± 5.62%

Both
Features

SVM - - 77.60 ± 4.81% 70.85 ± 1.37% 85.04 ± 5.41% 54.17 ± 4.17% 87.73 ± 0.23% 71.53 ± 9.03%
Random Forest - - 77.40 ± 0.54% 61.38 ± 8.07% 84.50 ± 0.68% 65.62 ± 9.38% 88.75 ± 0.14% 63.11 ± 3.55%
Decision Tree - - 65.22 ± 0.52% 49.92 ± 2.86% 66.07 ± 6.15% 66.07 ± 6.15% 74.92 ± 2.86% 70.32 ± 7.46%

News Website
O Phase O + ID Phases O + ID + P

Phases All Phases

AUC Accuracy AUC Accuracy AUC Accuracy AUC Accuracy

Gaze
Features

SVM 67.35 ± 1.97% 46.45 ± 0.99% 83.62 ± 0.29% 72.98 ± 4.80% 81.43 ± 0.31% 69.76 ± 0.88% 77.49 ± 2.67% 67.30 ± 6.11%
Random Forest 48.00 ± 3.13% 52.88 ± 2.88% 76.20 ± 2.77% 68.33 ± 4.69% 77.61 ± 1.42% 75.05 ± 2.33% 73.94 ± 0.53% 61.80 ± 7.25%
Decision Tree 43.07 ± 0.12% 43.07 ± 0.12% 60.05 ± 0.26% 60.05 ± 0.26% 70.46 ± 0.18% 70.46 ± 0.18% 63.19 ± 0.10% 56.55 ± 6.55%

Keystroke
Features

SVM - - 73.85 ± 3.92% 56.15 ± 6.15% 71.12 ± 1.89% 60.51 ± 4.57% 74.65 ± 4.72% 66.07 ± 10.12%
Random Forest - - 73.22 ± 0.21% 59.61 ± 5.07% 75.11 ± 0.29% 63.28 ± 4.18% 80.97 ± 3.99% 67.14 ± 3.50%
Decision Tree - - 70.22 ± 3.55% 67.48 ± 2.80% 68.69 ± 1.55% 65.36 ± 4.87% 62.68 ± 2.36% 62.68 ± 2.36%

Both
Features

SVM - - 84.42 ± 0.50% 73.68 ± 4.10% 81.43 ± 0.31% 72.73 ± 2.10% 76.70 ± 1.87% 61.11 ± 11.11%
Random Forest - - 77.00 ± 0.78% 63.28 ± 4.18% 76.21 ± 0.02% 62.39 ± 7.85% 77.96 ± 1.76% 58.82 ± 4.27%
Decision Tree - - 58.91 ± 0.18% 58.91 ± 0.18% 71.65 ± 1.37% 71.65 ± 1.37% 63.19 ± 0.10% 56.55 ± 6.55%

Table 7.10: Comparison of eye movements for the webmail client/news website
(only factors with statistically significant effects) [9].

Gaze Features Saccadic Duration Avg. Fixation Duration Saccadic Length Keyboard Fixations
Email
Rank

News
Rank Wilcoxon

Webmail
Rank

News
Rank Wilcoxon

Webmail
Rank

News
Rank Wilcoxon

Webmail
Rank

News
Rank Wilcoxon

Reuse Passwords 4.25 8.80 Z=-2.22, P=.026 5.25 8.40 Z=-1.97, P=.048 4.75 8.60 Z=-2.10, P=.035 7.50 7.50 Z=-2.35, P=.019

For webmail we found that 32 out of 35 new passwords were correctly classified
as new. For the reused passwords, 8 out of the 14 reuse passwords were correctly
classified. For the news website we found that out of the 31 newly generated passwords,
21 passwords were correctly classified as new. Out of the 18 reused passwords, 15
were correctly classified as reused. For the interface independent classifier, out of
the 66 newly generated passwords, 56 were correctly classified as new. Out of the 32
reuse passwords, 12 were correctly classified as reuse. We reflect on these results in
the discussion.

Feature Importance

We investigated which features mostly contribute to the accuracy of the classifiers.
We found only small differences between both interfaces and here show the features
for webmail only. We used SHAP [243], a tool that explain the output of a machine
learning model by computing the contribution of each feature to its prediction. Figure
7.7 shows the feature importance.

We observed that for the gaze features, the fixation and registration duration are mostly
contributing (.23 and .14 respectively). For the keystroke features, we observed that
the overall registration duration and flight time contributed most to prediction of the
password category (.09 and .06 respectively). For both features, we found that the
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Table 7.11: Comparison of keystroke dynamics for the webmail client/news
website (only factors with statistical significance) [9].

Keystroke Features Typing Duration Keystrokes Count Thinking Time
Email
Rank

News
Rank Wilcoxon

Email
Rank

News
Rank Wilcoxon

Email
Rank

News
Rank Wilcoxon

Reuse Passwords 4.50 8.70 Z=2.17, P=.03 6.67 7.73 Z=-2.04, P=.041 4 7.90 Z=-2.34, P=.019

gaze features have a stronger influence on the model‘s accuracy than the keystroke
features.

Prediction Over Time

Figure 7.8 visualizes the AUC over time for the investigated conditions. Between
interfaces, we can see that gaze leads to a higher accuracy much faster for webmail, i.e.
when passwords are created to protect more sensitive data. The prediction accuracy
for keystrokes is plateauing in the identification phase (i.e. after about 13 seconds for
the news website and 22 seconds for webmail). Gaze enables predictions are possible
from the beginning of the identification phase, providing a time advantage.

7.5.6 Effect of Data Sensitivity on User Behavior

To study the effect of content sensitivity on user behavior, we ran a Wilcoxon
signed-rank test on users’ gaze features and keystroke features. We didn’t find a
statistically significant effect of data sensitivity, neither on gaze behavior nor on
keystroke dynamics. However, for reused passwords, we found significant effects of
data sensitivity on behavior.

Table 7.10 and 7.11 show the statistical significant features. For users’ gaze behavior,
we found significant differences for the saccadic duration, average fixation duration,
saccadic length, and number of keyboard fixations between the webmail client (more
sensitive) and the news website (less sensitive). For users’ keystroke dynamics, we
found statistical differences for users’ typing duration, keystrokes count, and thinking
time. The results show differences in users’ behavior between interfaces protecting
data with different sensitivity, but only when registering reused passwords.

7.6 Discussion

We presented an investigation of eye movement behavior and keystroke dynamics to
identify whether people reuse passwords, specifically during the password registration
phase. I
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Figure 7.7: Results of the feature importance analysis across the tested feature
groups for the email client [9].
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Figure 7.8: AUC comparison for multiple phases classifier between gaze and
keystroke features for new and reuse passwords across interfaces. It shows that
our addition of using gaze outperformed using keystrokes [9].

7.6.1 Gaze is More Informative than Typing

We found that a classifier based on gaze-related features (88% AUC for the
interface-dependent classifier) outperforms a classifiers based on typing behavior
only (80% AUC). Note that the results for typing behavior are in line with prior work
[168]. Furthermore, the accuracy can be improved by combining typing and gaze
features in some cases. Prediction accuracy for keystroke features is higher only at a
later stage – namely after users have typed the password. These findings answer our
raised questions earlier (section 7.3). More specifically they show that it is not only
possible to detect password reuse from these features but to also obtain rich additional
information.

7.6.2 Data Sensitivity Influences Accuracy of Password
Reuse Prediction

We found that the sensitivity of the protected data affects the characteristics of the
chosen password and whether it is a new one or a reused one is reflected in the user’s
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gaze data. More participants reused passwords for the news website than for the
webmail client. This suggests that the more sensitive the protected information is, the
more effort people put into their password and the less often they reuse passwords.
This also leads to users’ behavior getting more distinguishable. This is revealed by
the statistical analysis where, for the webmail client, most features (gaze and typing)
were significantly different between reused and new passwords. In contrast for the
news website we could not find significant difference in our collected data.

7.6.3 Dissecting Password Registration Process Enriches
Modeling and Prediction

Contributing to the literature, we dissected the observation of password creation
behavior into multiple phases.

For the webmail client, we found that considering users’ behavior during the whole
password generation (all phases combined) to detect password reuse leads to the best
accuracy. In contrast, for the news website, we found that the identification phase better
reflects users’ behavior to detect password reuse. This suggests that people think about
passwords during different phases of the registration process and that this thinking
takes longer when protecting more sensitive data. We ran a Wilcoxon test to see
whether the duration of the identification phase differed for new (MeanRank = 10.27)
and reused passwords (MeanRank = 8.29) for the news website. We did not find
statistically significant differences (Z = −1.98, p > .05). This motivates a future
study, striving to obtain a deeper understanding of when and how much people ‘think
ahead’ when creating passwords.

7.7 Practical Implications for the Design of
Password Systems

Being able to identify password reuse before the end of the registration process, we
envision interfaces to implement interventions ultimately leading to better passwords.
We reflect on the role of eye tracking, the design of interventions, the implications of
user and interface characteristics on modeling, and on privacy implications.

7.7.1 Ubiquitous Eye Tracking

We believe the vision sketched in this work to be timely as eye tracking is about to
become ubiquitously available and to, in particular, gain relevance in usable security
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[181]. Access to gaze data is possible today in different ways. Firstly, there is laptop
and desktop computers being equipped with dedicated eye tracking hardware. The
fact that Apple bought SMI, one of the world’s leading manufacturers of eye tracking
hardware suggests, that one of the next generations of Macbooks might come with
integrated eye tracking. Secondly, advances in computer vision made it possible to
perform appearance-based gaze estimation simply by means of analyzing the video
feed of a web cam or smartphone cam [187]. Thirdly, eye wear (such as augmented
reality glasses and head-worn devices) are envisioned to use gaze as a communication
medium for everyday interactions [284], and thus could open doors for security use
cases.

Our approach could be implemented in various forms. Providers wishing to support
users in choosing better passwords could integrate the approach with their password
registration interface (e.g., by accessing the webcam on a PC, by a smartphone app
accessing the front-facing camera, or the built-in eye tracker of head-worn devices). A
provider-independent solution would be a browser plugin that accesses the camera
and assesses users’ gaze data as they enter a website requiring the registration of a
password. Finally, the approach could run as a service in eye wear, that activates when
users are about to register a password and then assesses their physiological data.

7.7.2 Modeling

Different factors can influence the classification modeling.

Ground Truth: Determining Password Reuse

The first step to building predictive models is to collect behavioral data during the
authentication process. The challenge during this data collection is to obtain a ground
truth, i.e. whether or not users are creating new password or reusing an existing ones.
Several alternatives exist. Firstly, users could be asked to provide this information.
Yet, this creates an overhead for the user. Secondly, the created password could be
compared to (the hashes of) passwords other users created for the data or service the
mechanism is protecting. Third, the created password could be compared to databases
of leaked passwords. Afterwards, a model can be trained based on the labeled set of
behavioral data, following the approach outlined in this wsork.

Influence of Typing Proficiency

In our study, we sampled among a University population where people were likely
to have a rather high typing proficiency. However, this might be different for other
samples. Typing behavior is mainly a result of how long people type daily. In addition,
typing and keystroke dynamics are influenced by cognition, which differs when
typing routine words (i.e. password reuse) as opposed to non-routine words (i.e. new
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passwords) [168]. Dhakal et al. [100] analyzed typing behavior in an online survey and
they clustered typists into eight groups based on their typing performance, accuracy,
rollover, and hand usage. Given all this, we learn that user’s typing proficiency plays
a role to affect keystroke behavior and, hence, the accuracy of a classifier predicting
password reuse. A user-dependent model is more suitable to capture individual
characteristics and can enhance accuracy.

Influence of Screen Properties

Users might access the same password registration interface on devices with different
screen properties (e.g., a laptop vs. a large external monitor). While we maintained
the same screen in our study for data consistency, other display types might be worth
considering. In our analysis, we inspected the degree of influence the features have on
prediction accuracy. Fixation and registration durations are among the most prominent
features. We expect the influence of the screen properties on such relative features to
be low. However, to further enhance the classification accuracy and take into account
device-dependent features such as saccadic duration and path, it might be useful to
consider screen-optimised classifiers.

Influence of Layout

Ideally, a model would make highly accurate predictions independent of the password
registration interface layout. In our study, we investigated two examples from the real
world that we believe are representative for many of the layouts in use. However, other
registration interfaces might look different and ask the user, for example, to provide
information beyond credentials on the same page, such as an address or payment
information. One might speculate whether users already display behavior related to
password composition before working on the respective part of the form. If so, this
would be interesting, as it gives a system employing our concept more time for an
intervention and also more typing and gaze data. At the same time this would require
a new model to be trained.

Future work could investigate, how exactly the registration interface, in particular, the
requested information and the layout (e.g., at which part of the registration interface
the password is composed) influence prediction accuracy.

Influence of Interaction Modality

We hypothesize that different interaction modalities will likely affect the typing
behavior, because input devices vary across systems (e.g., using a mechanical vs. a
touch-sensitive keyboard). The same is potentially true for gaze as different forms
of eye trackers might be employed with different systems and typing behavior might
influence gaze behavior in a different way. At the same time, it is plausible that
the implicit nature of eye movements could represent a more constant predictor of
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password reuse across systems. This interesting question should be pursued by future
research.

7.7.3 User Privacy

Note that it is important to consider the potential privacy implications of using gaze
data. There is an ongoing discussion on the need to use gaze data carefully. From
gaze, information beyond password reuse can be inferred, including but not limited to
the users’ interest, attention, fatigue, or sexual orientation (see Steil et al. [342] for
an in-depth assessment of this topic). One could assume that users might be willing
to share gaze data if it was to their benefit, in particular, in a security context. Yet,
consent to collect and assess gaze data should not only be obtained by the provider of
a password reuse identification system but be limited to this authentication procedure.

7.8 Chapter Summary

We presented a novel approach for predicting password reuse. We separated password
registration into different phases, namely the 1) orientation phase, 2) identification
phase, 3) password typing phase, and 4) confirmation phase. We then looked at
how well password reuse can be detected in the different phases (separately and
accumulated) based on gaze, keystroke dynamics, and both. In addition, we compared
two interfaces, meant to protect more and less sensitive data. Beyond showing that
our approach improves the accuracy of prior work, we additionally demonstrated that
prediction becomes now feasible throughout the entire password registration process.

In addition to the preceding chapter, the findings from this work provide significant
contributions to the usable security community by introducing a new dimension of
assessing passwords. Our approach strengthens passwords by adding a behavioral
layer to password assessment tools or creating new tools that are independent of the
interface and do not require access to the passwords. Findings from both chapters
answer our RQ3: How can users’ behavior during authentication be modeled?.
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Outline

So far, we’ve demonstrated how tracking and analyzing users’ gaze movements may be
utilized to improve existing authentication systems. In this thesis part, we synthesize
our findings into a framework for employing eye gaze behavior in security systems.
We also discuss how existing interfaces can benefit from our findings and whether
our novel idea of employing gaze monitoring to improve existing systems be utilized
for purposes other than authentication. We also reflect on the thesis findings, provide
implications and recommendations for deploying behavioral gaze systems, and finally,
conclude with some future directions. This thesis part answers our RQ4: What are the
considerations for employing gaze behavior in security systems?

This part of the thesis takes a closer look at the following aspect:

• Chapter 8 - Synthesis. This chapter combines the findings from all the user
studies presented in the earlier chapters. We synthesize our findings into a
framework for behavioral eye-based security systems.

• Chapter 9 - Discussion. This chapter reflects on the main findings of the thesis,
how can our findings be used beyond authentication, and reflects on users’
privacy.

• Chapter 10 - Conclusion. This chapter concludes the thesis by reflecting on the
different research contributions presented, and providing a set of future work
directions.
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Chapter8
Framework

In this chapter, we combine the findings from all the publications and the user studies
presented in the earlier chapters. We synthesize the findings from the conducted data
collection studies, interviews, and surveys into a framework for conducting behavioral
eye-tracking studies. We highlight three main stages for employing gaze behavior
in security systems, 1) understanding, 2) modeling, and 3) feedback. We also reflect
on methodological, technical, empirical, and ethical considerations for each stage.
Table 8.1 shows the overview of the framework. This chapter answers RQ4: What are
the considerations for employing gaze behavior in security systems?

8.1 Understanding User Behavior

The first step in employing eye gaze behavior in security systems is to understand
users’ behavior in this context. To do that, there are a set of considerations to be
tackled on different levels.

Table 8.1: Framework for Employing Eye Gaze Behavior in Security Systems

Considerations Understanding
User Behavior

Modeling
User Behavior Feedback

E
th

ic
al Methodological

Study Setup
Study Type
Study Design
Measures

Classifiers
Areas of Interest
Features

Nudging
Interventions

Technical Eye Tracker
Storage

Data Cleaning
Processing

Feedback Channel
Feedback Timing

Empirical Recruitment
and Participants Amount of Data

Communicating
data collection
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8.1.1 Methodological Considerations

The first one is the methodological considerations. There are different aspects for the
methodological consideration, 1) study setup, type, design, and measurements. Below
we discuss each of them.

Study Setup

With new advancements in eye-tracking manufacturing, eye-tracking data collection
can be conducted in different setups. Such as in a remote eye-tracking setup, in the
lab, in the wild, and in virtual reality (VR) environments. All setups are valid and
could be used to collect behavioral eye gaze data, however, it depends on the nature of
the task and the data needed.

For example, remote setups enable the collection of more ecologically valid data. This
is due to environment familiarity where participants are in their comfort zone removing
the effect of unfamiliar environments which can add cognitive load on participants
affecting data collection. However, such uncontrolled environments can induce noise
to the data due to interruptions which study designers should tackle ways to detect
and deal with interruptions. Also, experimenters can offer help remotely if needed, or
such studies could be conducted using any video conferencing tool if needed. Such
studies are not conducted very often in the eye-tracking community due to several
aspects that could affect users’ gaze. On the other side, data collection in lab setup is
the most common way in the literature. Although, data collection in the lab enables
more control on the user position, and interruption, it might not induce natural user
behavior due to being in an unfamiliar environment where the experimenter can be in
the same room noticing their behavior.

Conducting in-the-wild studies is critical, although it provides ecologically valid data
from users’ day-to-day life, it also introduces a lot of uncertainty about the reasons
behind the change in behavior. hence, it is challenging to analyze and draw conclusions
from. Such studies are very scarce in the literature as we showed in chapter 3. Finally,
with new head-mounted displays integrating eye trackers, it opened a new environment
for collecting eye gaze data. Using VR as a research method enables studying users’
behavior in scenarios that are hard to study in the real world such as studying shoulder
surfing [8] and to have more control over the environment and stimuli [292].

Study Type

Another aspect when collecting behavioral eye gaze data is the study type, is it
a deception study or not? Most behavioral eye gaze data studies tend to conduct
deception studies to eliminate priming users with the study aim. However, in such
cases, experimenters should debrief the participants at the end of the study and retake
their consent to analyze the data with the new aim revealed and enable opting out to
preserve users’ privacy.
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Study Design

We reflect on different study design aspects affecting the accuracy of the data
collection.

Study Task The study task affects users’ perception, which affects their gaze
behavior. This includes task duration, which can cause eye fatigue and boredom. For
example, we attempted to recruit a large number of participants, each undertaking
a single task that took 5 minutes, and recruiting a smaller number of participants
with more repetitions that took 45 minutes. Each serves a distinct goal of feeding
user-dependent or independent classifiers, but the shorter the task and the fewer the
repetitions, the more inclined users are to participate in the study, especially if the
task requires high mental effort. It is also worth mentioning that in most behavioral
eye-tracking studies, gaze monitoring is conducted in the background while users are
performing a primary task. Hence, the primary task is important to either elicit the
unique behavior to be studied or worst case scenario not affect the actual aim of the
study.

Interface Design and Layout Another major aspect of the study design is the
interface design and layout. The interface components, such as the implicit and
explicit cues included in the interface, influence users’ gaze behavior. For example, if
the interfaces contain moving or animated advertisements/objects, users’ gaze tends
to follow movement [370], which influences their overall behavior, especially if the
movement is dynamic. Furthermore, the information density and location of areas
of interest (AOI) influence user gaze behavior. Hence, rigorous research should be
conducted to identify the positions and density of the AOI to elicit users’ unique gaze
behavior. As our gaze guides our perception of the surroundings, it indicates that the
interface design can guide or influence users to look at certain AOI. Following this,
the size of interface elements influences user perception, which in turn influences
user gaze behavior. Adding vertical or horizontal lines, for example, directs users’
perception, influencing their gaze behavior.

Adaptive Interfaces Gaze data might contain inattentive users’ behavior, which
could be considered noise in different scenarios. As a result, gaze-based interfaces
should account for such noise. The interfaces should be adaptable to identify and
eliminate these motions without impacting the data obtained from the task. Such
interruptions include, and are not limited to, Internet connection failure, pets, such
as a cat, moving in close proximity to the users, on-screen notifications, phone rings,
door knocks, etc.Furthermore, changing light conditions affect users’ gaze’ thus, user
interfaces should keep track of the light conditions in the user’s environment and issue
warnings if direct light sources or insufficient light are detected, as this affects the
quality of data collection and the precision of eye tracking. This can be addressed
by, for example, inverting the screen colors to account for varied lighting conditions,
disabling on-screen notifications if necessary, suspending the interface if no direct
gaze is detected, etc.
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Interaction Modality and Screen Properties In chapter 6, we found that the
different interaction modalities affect users’ behavior. This means that the device and
screen size have an impact on users’ behavior, for example, larger displays might
contain more AOIs. Moreover, various devices are utilized for different use cases,
such as employing the device on the move, e.g. tablet or smartphone, or in a static
setup, such as a desktop computer, therefore the environment setting can also have
an influence on users’ gaze behavior. As a result, the various devices have distinct
interaction modalities, such as on-screen interactions like on a smartphone or extended
interactions like utilizing an external keyboard and mouse, for example, in desktop
contexts, or devices that can be used either way, like tablets. These various modalities
influence users’ gaze behavior as they are influenced by the shift between the screen
and the input modality. In addition, it affects the display configuration, for example, in
the case of smartphones, the interface shifts up to create room for the touch keyboard.
This is quite different in the case of head-mounted displays, as the interactions are
frequently in the air or haptic.

Measures
Finally, the last aspect of the methodological considerations for understanding user
behavior is measurements. Which reflects the different aspects that are intended to
be investigated. These could be cognitive, physiological, and behavioral measures.
Below we discuss some aspects that could be detected from users’ eyes and help
understand their behavioral data.

Mental Effort According to Kirschner et al. [202], mental effort refers to how hard
a person works to actively process the information that is offered. The mental effort,
which is more commonly referred to as a cognitive load, is made up of three separate
factors: cognitive, perceptual, and volitional [201]. Eye tracking has demonstrated
significant promise for identifying mental effort. For instance, Chen et al. [75]
demonstrated that three classes of eye features are capable of differentiating between
various levels of mental effort. Similar to this, task-evoked pupillary responses (TEPR),
blink frequency, and gaze speed were employed by Mosaly et al. [262] to identify
various task difficulty levels. Moreover, earlier research indicated that Heart Period
Variability (HPV) might be used as a gauge of genuine mental exertion [165].

Mental Stress Mental stress affects users’ thinking and impairs
decision-making [276, 261]. This affects their ability to take security decisions such
as accepting cookies or clicking on a phishing link. On the other side, such attacks put
users under the stress of taking quick decisions, e.g. expiring links in 24 hours, or
accepting cookies to continue, etc. Therefore, we believe that stress can be a good
indicator of being under attack or we can use it to prevent users from taking decisions
while they are stressed, e.g. delay sending a response to a phishing email in the
morning. From psychological response, stress can be detected using heart rate [351],
eye tracking [173, 382, 379], facial expressions [21], mouse movements [38, 379],
and keystroke dynamics [372].
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Personality Traits Personality traits and profiles affect users’ on their tendiness
to be hacked. To identify underlying elements that increase susceptibility to scams,
a few research explored the relationship between personality traits and scams. For
example, Agreeableness, characterized by warmth and friendliness, was shown to be a
significant predictor of phishing susceptibility such that those high in agreeableness
were more susceptible [23]. Similarly, Extraversion, or level of outgoingness, was
a significant predictor of phishing susceptibility such that more extraverted users
were more susceptible [23, 225]. Ss personality traits could be detected from users’
gaze [72, 44], and mouse and keystroke dynamics [198], we believe that it can be used
to better understand users’ behavior.

Emotions There is an emotional component incorporated in each of the
measurements discussed earlier. Users’ actions and attitudes are primarily motivated
by their emotions [279, 240]. As demonstrated by Alseadoon et al. [23] and Halevi
et al. [138], emotional stability, for instance, was a highly significant predictor of
phishing vulnerability. The inability to manage one’s emotions is another reason why
individuals continue to fall for phishing. Researchers at the University of Exeter [226]
discovered that scam victims claimed to be unable to resist giving in to persuasion
and being random in their responses. Similarly, Hirschberg et al. [148] observed
that individuals with high levels of neuroticism had a considerably smaller chance
of spotting lies, maybe because they are more likely to become upset when told a
lie and prefer to believe that people are generally honest (to avoid emotional pain).
There are various examples relating users’ emotions to their security profiles and
attack propensity. We believe that since emotions are detectable and quantifiable in
a wide range of ways, including facial expressions [215], heart rate [297], wearable
devices [223], and eye tracking [299] similar to personality traits, it could be used to
understand and reflect on users’ behavior.

8.1.2 Technical Considerations

The second aspect of the understanding phase is the technical considerations. Below
we discuss the eye tracker choice and data storage.

Eye Tracker Choice

Advances in computer vision algorithms have improved the accuracy and reliability
of gaze estimate approaches, paving the way for conducting eye tracking studies in
different setups such as remote, in the lab, semi-controlled studies, etc. Each method
can be conducted using different hardware and each hardware will have a different
impact on the collected gaze data.

For example, smartphone cameras and webcams can now act as eye trackers and
be used in-the-wild studies [187]. Simultaneously, eye trackers are becoming more
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affordable and ubiquitous, and can be purchased for less than 200 euros. In addition,
some laptops and smartphones are now equipped with eye trackers and soon enough
Macbook devices will be equipped with integrated eye trackers. Additionally, the
addition of eye trackers to the newest versions of Augmented Reality (AR) glasses and
the expectation that AR glasses will become a common part of our daily life expand
the range of devices that can be used.

The various types of eye-tracking technology, however, can impact data collection
and quality. In addition, the use case influences the hardware to be used, which
affects data analysis. A wearable eye tracker, for example, provides very accurate
gaze data at a high framerate, allowing for more precise data processing. However,
because it is obtrusive, others can see it, which influences users’ natural behavior.
Furthermore, if individuals are not used to wearing glasses, this may affect their gaze
data. Furthermore, the changing nature of the environment makes data processing
difficult. When it comes to gaze-behavior analysis, we are usually interested in specific
regions of interest in the environments that were identified to trigger users’ unique
behavior. With users’ continuous movements, annotating dynamic areas of interest
is becoming more challenging and should be carefully considered when choosing
eye-tracking hardware.

Our recent work [8] demonstrated the feasibility of employing head-mounted displays
in Virtual Reality (VR) environments as a testbed for eye-tracking investigations,
allowing for high-quality data collecting as well as manipulating and annotating the
environment, making data processing much easier. Our approach of analyzing users’
gaze behavior to nudge them to make better security decisions is implemented in
various forms. It can be used by service providers, for example, email clients to help
users not to fall for phishing, or social media websites to automatically label and
flag fake news, etc. This can be done by accessing the webcams on the PCs or front
cameras on the smartphones. It can also be used provider independently for example
as a chrome plug-in or on eyewear like AR glasses or VR headsets especially since VR
headset shipments increase 241.6% after the announcement of the metaverse leading
to spending longer duration in VR environments in the near future.

In summary, the choice of eye tracker has a huge influence on users’ perception,
consequently their gaze behavior. On one side wearable eye trackers can be more
obtrusive and might not be socially accepted as others can notice it which can
affect users’ behavior, however, on the other side, they provide high accuracy with
high framerate. We show a comparison between different eye trackers in figure 8.1
highlighting front camera position. Contrary to wearable eye trackers, using webcams
enable remote studies and collecting ecologically valid data with the cost of low
accuracy and frame rate which make data analysis less accurate as it loses a lot of data.
We show a comparison between different APIs for using webcams as eye trackers
in table 8.2 and we reflect on their pros, cons, calibration, license, and data retrieval.
Another issue is the eye tracking accuracy which is affected by the calibration step.
Some eye trackers have one-point calibrations like Tobii Glasses 2 and some have
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Tobii Pro 3 Pupil Labs AdHawk

Front Camera Front Camera Front Camera

Figure 8.1: Comparison between three eye tracking glasses with AdHawk
MindLink being the most comfortable and unobtrusive. At the time of the study,
a face mask was required to enter public transport.

Table 8.2: A comparison between the most common Webcam-based eye tracking
Software programs.

Software Programming
Language Output Data Calibration Pros Cons License

Required

TurkerGazer [388] C#, Javascript
(x, y) coordinates,

Timestamps Self-calibrating
Real-time tracking’

Easy setup Non-commercial use only No

XLabs [387] Javscript, C++
None

(user can not obtain the data) Mouse-click calibration Real-time tracking
No data analysis’

No stimulus presentation Yes (ID token)

WebGazer [135] JavaScript8
(x, y) coordinates,

Timestamps
Self-calibration from clicks

and cursor movements

Real-time gaze prediction’
Swappable components

for eye detection’
Gaze prediction models’

The prediction of gaze
data is based on the
interaction between

the user and
the web page

No

PyGaze [87] Python Pupil diameters Self-calibration

Acts as a wrapper around
several existing packages
e.g., PyGame, Tobii SDK’

compatible with
different eye trackers’

Only pupil data obtained No

OpenGazer [268] C++, Python (x, y) coordinates Self-calibrating
Heat map’

shows looking direction’

The user has to keep
his/her head very still

during the whole procedure}
No

Haytham tracker [251] C#
Pupil center (x, y),

pupil diameters,
timestamps

Self-calibrating
Eye-based head

gestures supported Single eye recorded No

GazeRecorder [125] JavaScript
(X, Y) coordinates,

timestamps Self-calibrating
Easy setup

real time tracking Long calibration process Yes

3 stages calibrations like GazeRecorder. The calibration step is crucial for tracking
accuracy as we described in section 2.1.2, however, in most cases, it affects the
usability of the prototype. Hence, designers should take care of the tradeoff between
accuracy and usability.

Data Storage

Data storage is a critical consideration when gathering behavioral data. In our work,
we investigated both storing and not storing the acquired task data - passwords in this
case. We noticed that when the collected data was not saved but rather processed on the
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run, users demonstrated more unique behaviors. This allowed users to behave naturally
while also establishing trust between the researcher and the users, allowing for more
distinctive behavior elicitation, and improving the quality of the collected gaze data.
Another aspect is where to store the collected gaze data, client-side, provider-side, or
on the cloud. This concern is more on the privacy and ethical consideration level as
depending on where the gaze data is stored, it can have an impact on users’ behavior
and consent for data collection. Different research is being conducted to have a
benchmark for collecting, storing, and processing gaze data in a privacy-preserving
way.

8.1.3 Empirical Considerations

Finally, to complete the cycle of understanding users’ behavior, we must discuss
aspects affecting empirical evaluations. Here, we reflect on recruitment, participants,
and screening.

There are different channels to recruit participants/users for the data collection such
as online platforms like Amazon MTurk19, and Prolific20. Although such platforms
include a wide pool of participants with different backgrounds, experiences, etc.,
however, from our experiences, the collected data contains a lot of noise due to several
interruptions, and most of the time they fail attention checks that we add throughout
the study. This led to discarding their data and recruiting more participants which
waste a lot of time and money. Other ways such as using university mailing lists,
social media, or word of mouth usually provide better results as participants are more
attentive however it can limit the pool of participants.

Another aspect affecting data collection is task proficiency. From our findings in
chapter 6, we show that individual differences such as task proficiency affect the
collected behavioral data. For example, if it is a typing task, then how frequently
users use a similar keyboard is a huge factor as it will affect for example their gaze
shift between the screen and keyboard affecting the overall model. Another example
is if it’s a reading task or email categorization, then how frequently users read on
screens and how many emails they send or receive each day are crucial aspects of the
participants’ demographics.

19 https://www.mturk.com/
20 https://www.prolific.co/

https://www.mturk.com/
https://www.prolific.co/
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8.2 Modeling User Behavior

The second step for employing gaze behavior in security systems is classification and
modeling. Below we reflect on the different methodological, technical, and empirical
considerations.

8.2.1 Methodological Considerations

There are different aspects to consider while modeling users’ behavioral gaze data
such as 1) classifiers, 2) areas of interest, and 3) feature set.

Classification Models
It is important to highlight that there is a wide spectrum of models that could be
used for classification. Throughout our work, we only used off-the-self machine
learning models however deep learning is also very promising when enough datasets
are collected. In our work, we did not follow one classifier but rather ran different
ones and picked up the best accuracy/AUC. An important aspect here is data labeling
and having a ground truth to compare to. We manually labeled the data for tasks
where were asked the participants about the passwords at a later stage as in chapter 7
and we had automatic labeling when participants were asked to create a weak or a
strong password as reported in chapter 6. It is also advised to create user-dependent
and user-independent models as with behavioral data, user-dependent models usually
result in better accuracy due to the individual differences as we discussed earlier in
section 8.1.3.

Areas of Interest (AOI)
Another important aspect of modeling users’ behavior is highlighting the areas
of interest. The AOIs differ from one aim to another according to what is being
investigated. Such areas of interest can be and are not limited to certain interface
areas, mobile phones, screens, users in a scene, etc. Mapping the areas of interest
is different from one setup to another and from hardware to another. For example,
collecting data in VR is easier to label the AOIs as you have control over every aspects
participant see in the virtual environment. On the other side, running in-the-wild
studies is the most complicated one as both the user and the environment are moving.
In such scenarios, one can highlight the AOI using computer vision algorithms for
object detection such as YOLO21. Running in the lab studies whether with stationary
or wearable eye trackers lays in the middle between the two earlier extremes, where
one can have AOI tagged in an interface or have QR codes to highlight the AOI in the
study room/lab.

21 https://github.com/jinfagang/yolov7_d2

https://github.com/jinfagang/yolov7_d2
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Feature Set

There are different ways to create feature sets. First, if deep learning or neural networks
were used, no need for the feature set it can be automatically generated and reported.
However, with ML we need to provide a feature vector for the model to be trained on.
One can get the most common features from literature where researchers report on
them at the end of each modeling section or start with the straightforward ones we
reported in the foundation chapter 2. In addition, one can also introduce new features
as they found appropriate for example ratio between fixations on the keyboard and
fixations on the screen which can reflect cognitive load and task proficiency. To have
a better understanding of which features might work better, it is advised to run some
statistical tests to highlight if there is an initial difference between your classes for
each feature. This can indicate the data collected is different which might be promising
to run classification on.

8.2.2 Technical Considerations

For the technical considerations, we highlight data cleaning and processing
requirements as the main considerations.

Data Cleaning

After collecting the data, highlighting the areas of interest, and creating gaze features,
some data cleaning have to be done before running the classifiers to not have bias. It
is best to first visualize the created scene to understand what happened in it and where
did the user look, etc. This can be done in different ways such as creating simple
scripts with python or using sophisticated tools such as Ocumen studio22. After that,
it will become better to understand where are the outliers and exclude them from the
datasets. Such outliers can be just a few gaze points from certain participants, it can
also be a few participants due to calibration errors/drafts or certain areas of the screen
due to calibration issues.

Processing Requirements

This also depends on the amount of data collected and the classification model. Data
processing also has an ethical aspect as where the processing is being done can have
different privacy implications as participants might not consent that their data is being
processed on e.g. a google virtual machine but rather on a university server.

22 https://developer.tobii.com/xr/solutions/tobii-ocumen/
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8.2.3 Empirical Considerations

For the empirical consideration, it is important to highlight that the amount of data
needed is critical for the classification model. Few data might lead to overfitting.
There is always this question of how much data is needed. We certainly do not have
an answer for it, but we can comment that the amount of data needed for ML models
is different than for deep learning and neural networks. It is also important that it
is a factor in the number of participants. One can have short studies with a huge
number of participants or the other way around with longer studies with a smaller
pool of participants. In our studies, we did both designs, each one has its pros and
cons. For example, having shorter studies attract more participants, however, it can
run for longer periods to get enough datasets and one cannot run a user-dependent
classifier with a such small mouth of data. On the other side, having longer studies
enable running user-dependent classifiers, however, it attracts fewer people.

8.3 Providing Feedback

Finally, after creating the models, and when deploying the models in everyday life or
for further research, we need to provide users with feedback. Here, we will reflect on
considerations while creating feedback mechanisms.

8.3.1 Methodological Considerations

There are different considerations when it comes to the methodology of providing
feedback, here we will highlight two of them, nudging and interventions.

Nudging

The term "nudging" was first used by Thaler and Sunstein [229]. hey argued that by
exploiting what we know about systemic biases in decision-making, we may encourage
people to make the best choices. Nudges are described as “any aspect of the choice
architecture that alters people’s behavior in a predictable way without forbidding
any option or significantly changing their economic incentive”. For instance, nudge
users to create strong passwords. Over the past 10 years, nudging has been applied in
several domains, including HCI and security [142, 228, 68]. For instance, Harbach et
al. [142] changed the permissions dialogue of the Google Play Store to nudge users to
understand the consequences of giving different permissions to apps.

On the other side, one must consider the tradeoff between "cost and benefit while
designing nudges [13]. Some organizations require their staff members to change their
passwords every 40 days. This costs the company a lot of money. On average, it takes
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users five minutes to create a new password, which leads to a significant financial loss
for the organization. Another factor is nudging fatigue. Users experience nudging
fatigue as a result of everyday exposure to numerous nudges, which makes them ignore
the majority of them. To prevent users from getting accustomed to them, a solution to
this is to design dynamic nudges [86], which alter their colors, positioning, and text
over time. Nudges can also use feat appeal or consequences to show the threat users
might face with wrong password choices. It’s important to emphasize the significant
influence of the nudging strategy on password choice. This was already stated in the
foundation chapter section 2.2.2, where we discussed the various visualizations of
password strength and their impact on password choice. Also, the use of fear appeal
for example can increase users’ cognitive load affecting their gaze behavior. Therefore,
the design of such a nudging technology might either work or backfire and result in
poor decisions that put users at risk.

Interventions
Last but not least. A system that incorporates the prediction model should give
different interventions based on the results of the classification models. The precision
of the developed model should be used to choose an intervention. Figure 8.2 shows
four different two-dimensional scenarios. The first dimension is the user’s actual
behavior, such as creating a weak password. The second dimension is the system’s
prediction, of whether the system suspects the user is entering a weak password.

True Negative There is no need for action because this is the best case, the users are
not at risk and their behavior reflects the same.

True Positive In this case, the system recommends an intervention that optimally
nudges the users to reconsider their decision.

False Positive The best use of nudging techniques is to encourage users to choose
better security measures without attempting to force them into it because this
negatively affects their user experience. Users should have the ability to activate
and disable interventions as they see appropriate, with the hope that by the time
they utilize the interventions, their learning curve will have increased and they
will be able to independently make better decisions.

False Negative A system would not react in this case. As a result, the user might be
at risk of reusing a password or responding to a phishing email. Intervention
creators should train better classifiers to limit this case.

8.3.2 Technical Considerations

For the technical considerations, there are two main aspects feedback channel and
feedback time.
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Figure 8.2: Interplay of Actual User Behavior and System Prediction.

Feedback Channel

For the feedback channel, nudges can take different forms, such as text, visual,
haptic, or auditory nudges. This separates nudging into interface-dependent and
interface-independent aspects. All of the methods previously described in section 8.3.1
and section 2.2.2 depend on the interface. However, one benefit of our strategy in this
thesis is that it can identify password reuse and strength without having access to the
user’s data and on an interface-independent level. This opens up new possibilities for
nudging approaches, such as sending nudges to users’ smartwatches or smart glasses.
We inspect that this will be the case for most of the behavioral eye-tracking models as
they6 are less dependent on the interface itself.

Feedback Timing

Last but not least, the timing of the feedback is crucial. Literature has shown that
users are less willing to change their decisions in a later stage [139], hence early-stage
feedback can save a lot of time and help users make better decisions. For example, in
this, we found that password reuse could be detected password reuse before users enter
their password. Similarly, in social engineering, nudges can postpone sending emails
or sharing fake news. For example, such nudge can be "We triggered that you have a
high cognitive workload at the moment, reflecting on your gaze and mouse movements
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we believe that the email you are responding to is phishing, hence, your response will
be delayed by 3 hours for your confirmation later on" or "Your behavioral analysis
reveal that this post might contain misinformation, we will report to the administration
for review and meanwhile it can’t be shared".

8.3.3 Empirical Considerations

Finally, during data collection, we need to communicate data collection to the
participants/users. This is mainly an ethical consideration, however, which way
the communication is being conducted can affect users’ gaze behavior. For example,
one can be an always-on feedback where users can see where they are looking or just
a small icon indicating that there is data being collected. This can come with the cost
of distraction as we mentioned earlier, it also might be enough to inform users at the
beginning of the study or with the consent for using the model, however, this needs
deeper investigation.

8.4 Ethical Considerations

As noticed, we added ethical considerations as a vertical aspect. As we are collecting
such sensitive behavioral measure that reflects different aspects of users [217], data
collection, storage, and processing need to be done in a privacy-preserving way to
protect users’ privacy and prevent misuse or leakage of such sensitive data. Not
only the users’ privacy but also bystanders if they are visible in the environment and
recorded with a wearable eye tracker world view. Due to not consenting as part of the
study, bystanders’ privacy should be considered, this can be done using face blurring
for example to anonymize their identities during data collection. Unfortunately, there
are very few works that look into bystanders’ privacy in such scenarios.

8.5 Chapter Summary

In this chapter, we presented a framework for employing eye gaze behavior in security
systems. We divided the process into 3 phases, understanding users’ behavior,
modeling users’ behavior, and providing feedback. We reflected on three main
considerations, methodological, technical, and empirical. Finally, we highlighted some
ethical considerations to be taken care of during data collection. The aspects presented
in this framework were derived through hands-on experience with conducting several
behavioral eye-tracking studies in various security domains during the thesis period.
This chapter answers RQ4: What are the considerations for employing gaze behavior
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in security systems?. We hope with this framework that we provided researchers
and practitioners with a guide on how behavioral eye gaze data could be collected,
modeled, and communicated for enhancing security systems.
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Chapter9
Discussion

In this chapter, we set out to compile and discuss the findings and implications
from all conducted user studies presented in this thesis. In particular, we provide a
comprehensive analysis of our conclusions.

9.1 Discussion of Findings

In the introduction chapter of this thesis, we presented four research questions that
this work aimed to explore during the course of the past four years (cf. Chapter 1,
Section 1.1). In this section, we aim to present a synthesis of findings gathered from
our evaluations of the research systems and probes, in light of these four questions.

RQ 1: How can security mechanisms benefit from users’ eye gaze?

In chapter 3, we laid out the foundation of eye gaze usage in security and privacy
applications. We grouped the work done in these areas into three main domains,
1) authentication, 2) privacy protection, and 3) improving security based on gaze
monitoring. Each area of them could be further divided into subdomains. For example,
work done in authentication was found to be in one of the directions, 1) explicit
authentication, 2) implicit authentication and 3) multimodel authentication. Similarly,
work done in privacy protection was also found to take two directions either 1) active
privacy protection or 2) raising users’ awareness. Finally, the last domain improving
security based on gaze monitoring was found to be the least explored with very few
works. From our findings, we can highlight two main challenges that are facing
eye gaze in security applications, 1) Accuracy and Speed Trade-off, and 2) Privacy
Implications of Eye Tracking.
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Challenge 1: Accuracy and Speed Trade-off Implicit gaze-based security
applications and gaze monitoring require highly accurate gaze estimates to be truly
implicit and work without the user’s intervention. To collect highly accurate gaze data,
calibration is necessary [249]. For a long time, eye trackers required users to be very
still and even required them to use chin rests [98]. While modern eye trackers afford
to allow users to move around to an extent, they often need to be recalibrated every
time the user’s or the setup’s state change significantly. But calibration introduces an
overhead to the interaction process, and it is perceived to be tedious, unnatural, and
time-consuming [370]. There is a lot of research directed at making calibration more
of an implicit rather than an explicit procedure by, for example, making it part of the
interaction process while reading text or watching videos [194, 286, 347].

Previous studies on implicit calibration addressed general use cases but not implicit
authentication. This leaves room for future work on how to calibrate in a way to
optimize the performance of implicit authentication and gaze monitoring applications.
This requires first understanding the trade-off between calibration time and accuracy
in implicit gaze-based authentication.

In contrast, some explicit gaze-based security applications do not require accurate gaze
data. For example, many explicit schemes employ calibration-free gaze input methods
like gestures [95, 192] and Pursuits [84, 196] which can perform accurately even when
using inaccurate gaze data. These techniques require no calibration, as a result of
which users can start the authentication process faster. However, calibration-free gaze
input techniques often require longer entry times compared to other modalities. For
example, in CueAuth [196], users spent 26.35 seconds authenticating using Pursuits,
while touch input required only 3.73 seconds.

Challenge 2: Privacy Implications of Eye Tracking As we mentioned earlier
in the implications 9.3 that using gaze behavior induces some ethical and privacy
concerns that eye-tracking technology itself can be a threat to privacy. For example,
a user’s mobile device with eye tracking enabled could track the eyes of bystanders
without their consent. This raises multiple questions. How can bystanders be made
aware that a particular user’s device can track their eyes? How can their consent be
retrieved? And how can their privacy be protected if they do not wish their eyes to
be tracked? Like many ubiquitous technologies [222], eye tracking can reveal many
private users attributes [235] such as emotional valence [278], mind wandering [366],
personality traits [155], and women’s hormonal cycles [221]. Another important
challenge is to securely store and process the gaze data without leaking it to third
parties. This becomes more problematic if the tracking device uploads eye images to
the cloud for processing rather than estimating gaze on the fly.

The privacy implications of pervasive eye tracking were discussed in recent work
[187], and a few solutions to address this was proposed. For example, PrivacEYE
[342] is a system that integrates a mechanical shutter into a wearable eye tracker. The
shutter is activated when a bystander’s face is in the camera’s view. This protects the
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privacy of bystanders and assures them that they are not being tracked. Another line
of work applied differential privacy to gaze data by introducing noise to gaze data to
prevent user identification without compromising the data’s utility. Steil et al. [341]
applied their differential privacy approach on gaze interfaces in virtual reality, while
Liu et al. [237] applied theirs on heatmaps.

RQ 2: What is the influence of knowledge-based authentication on users’ gaze
behavior?

In chapter 4 and 5, we started an understanding of users’ gaze behavior during
authentication. We reflected on two knowledge-based authentication techniques 1)
graphical passwords, and 2) text-based passwords. We found that during graphical
passwords, users’ gaze follows their hand movements which can reflect aspects of
their internal state, concentration level, and cognitive load. Similarly, we studied the
relation between cognitive load and password creation and found that creating strong
passwords induces cognitive load on users reflected in their pupil diameter.

Highlighting that password creation induces cognitive load can be a great addition
to workload-aware interfaces. It can be used to optimize users’ workloads for better
productivity. Moreover, it can be used to suggest alternative passwords to the user
based on their pupil diameter. In addition, it can also be used to suggest verbal, visual,
or spatial cues to help the user create unique memorable passwords [18]. On the other
side, it urges researchers to create better authentication techniques that do not consume
users’ cognitive load and cannot be easily faked with images, videos, or deep fakes.

RQ 3: How can users’ behavior during authentication be modeled?

We found in chapter 6 and 7 that users’ behavior while creating and typing passwords
is reflected in the gaze behavior and can be modeled to predict password strength
and password reuse. However, the prediction depends on different aspects such as
the input modality. As we compared users’ behavior while entering passwords on
a smartphone and on a laptop, the classifiers performed better on smartphone data.
Due to the unique way users hold the phone at different distances to the screen, one
hand or two hands, all of this affect their perception of the interface which is reflected
in their gaze behavior affecting the classification accuracy. Similarly, the sensitivity
of the protected data affects users’ password choice which is reflected in their gaze
behavior. This suggests that although generic classifiers such as user-independent,
modality-independent, and interface-independent classifiers will have acceptable
accuracies, personalized classifiers will better reflect individual user behavior which
will have higher accuracies as they are customized. However, the question is, how
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many classifiers are enough? Unfortunately, we do not have an answer for this,
however, as a start, modality-dependent classifiers might be a good starting point until
we achieve a fully independent classifier that can work across interfaces, modalities,
and users.

Although Aristotle said "The Whole is Greater than the Sum of its Parts", which is true
in most cases, however, in the development of our models, this was not true. We show
in this thesis that dissecting authentication into phases gave a better understanding
of what happens during authentication, how users behave, when do they chose their
passwords, and which aspects affect their behavior.

RQ 4: What are the considerations for employing gaze behavior in security systems?

From our work throughout the thesis, we draw a framework for deploying eye gaze
behavior in security systems in chapter 8. We divide the framework into 3 main
phases, understanding users’ gaze, modeling users’ gaze, and providing feedback.
We reflect on different considerations namely methodological, technical, empirical,
and ethical. Our framework shows that although employing behavioral gaze data to
security systems provides insightful findings and gives a better understating of the
task in hand, it comes with a list of implications to be taken care of, not to affect data
collection. We showed that different interface aspects and interruptions affect users’
gaze behavior consequently adding noise to the collected data and that interfaces
should be adaptive. We also showed that the choice of eye tracker can also affect
data collection as wearable eye trackers are perceived to be more obtrusive than
screen-based eye trackers. Finally, with the recent survey conducted by Kroger et
al. [217] reflecting on the different aspects that can be drawn from analyzing users’
gaze data, we reflect on users’ privacy and how the community needs to find ways to
preserve users’ privacy throughout collected gaze data. However, such approaches
usually have a trade-off between the amount of data collection and classification
accuracy. Here, it is important to highlight that the general population is not aware
of the risk of collecting, analyzing, and sharing their gaze data according to Steil et
al. [341]. This opens the door for different approaches to raise users’ awareness to be
able to choose which eye-tracking data to be collected and decline the rest having in
mind the trade-off mentioned earlier.

9.2 Gaze Behavior Beyond Authentication

How our methodology and approach can be used for purposes other than authentication
is a further topic for discussion. We believe that our approach can be extended in
similar contexts because we found that creating passwords induces cognitive load
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which could be modeled in our use case. Defending consumers from social engineering
attacks, particularly phishing emails, is one possible direction. Phishing emails
can take many various forms, but the most prevalent ones are emails with phishing
links [236]. In such emails, attackers frequently pressure users to act within a certain
time window. According to our hypothesis, the use of such approach will exert more
cognitive stress on users, which will be reflected in their gaze movements. However,
the issue is, how to track such activity in a natural environment without influencing
users’ gaze movements. Also, how users’ eye behavior affected by reading such emails
needs to be studied.

Eye gaze can also be useful in preventing users, particularly younger individuals, from
being deceived or exposed to online harassment. Statistics done by Squicciarini et
al. [337] shows that 61% of 13-17-year-old teenagers have a personal profile on social
networking sites and around 44% of teenagers with profiles have been contacted by a
stranger.In addition, MySpace removes 25k profiles each week for users under the age
of 14, and between 2007 and 2009, 90k accounts belonging to registered sex offenders
were deleted by the website. All of this emphasizes how essential user protection
is. Although deep learning on social media post analysis can reveal a lot about each
user [348], we believe that the use of behavioral aspects is a strong dimension. As
opposed to evaluating users’ or harassers’ behavior after the fact, we can do it while
they are conducting out the action. As a result, we can protect users from potential
risk at an early stage. The work by Buker et al. investigated into this on the level of
typing behavior. However, we believe that eye gaze behavior can reveal more about
the attacker, improving the classification accuracy [62, 61].

Moreover, users’ gaze behavior can reveal if they are struggling or having reading
difficulties [310]. This for example can be used in privacy cookies and consents to
show users simpler text, or provide more elaboration or even take the opportunity to
raise their awareness about this privacy concern.

9.3 Ethics and User Privacy

Data privacy is the most crucial aspect of utilizing behavioral gaze data. We discovered
from the literature that a different set of information, including the user’s age, gender,
and mental health, can be derived from gaze data [217]. Figure 9.1 shows the
information that may be extracted from users’ gaze data. Our work in this thesis
contributes a new branch which can be called Password Choices highlighted in green.
Under this branch and from this thesis we can add password strength and password
reuse. But these are not the only security indications that we can extract we believe
future work needs to investigate this direction in-depth and also investigate other
security aspects such as responding to phishing emails. Moreover, Steil et al. [342]
showed that users are ready to share their gaze data anonymously. However, they do
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not know what can be extracted from their gaze data. This highlights the need to better
communicate to the users the privacy risks from collecting and using eye gaze data
similar to other behavioral privacy aspects or website cookies.

From our work, we can highlight three privacy aspects of eye gaze data, 1) how the
data is saved, 2) where it is analyzed, and 3) user consent of what to be extracted from
it. Currently, gaze data is saved as x and y positions or feature vectors, however, if
this data is leaked then users might be at risk of identity theft for example. Hence,
how gaze data is saved is a huge aspect that needs to be investigated. For example,
we need to investigate the feasibility of gaze data hashing. In addition, recent work
showed promising different ways of applying differential privacy mechanisms to gaze
data [56, 237].

Another aspect is where the analysis is being carried out. Yet, most gaze-aware
applications carry the analysis either on the cloud or on the server side. However,
carrying the analysis on the users’ side might build trust relation and also make users
feel safer when using their gaze on the different interfaces. Finally, we need to raise
users’ awareness regarding their gaze data privacy and give them the possibility to
accept or reject collecting certain types of eye gaze data. For example, users might
accept collecting fixations only instead of the raw data. This can influence their
experience however more research is needed here to balance data collection with users’
experience.

9.4 Towards Gaze-based Behavioral Security
Systems

Recent work showed that users’ behavior is being heavily studied to better understand
and protect them from online threats [265]. Because we can better protect users if
we have a better understanding of their behavior, this underlines the importance of
the research presented in this thesis. This thesis has provided examples of how to
employ user gaze behavior to enhance knowledge-based passwords. Why, then, do we
not currently have gaze behavioral systems? The answer to this question is twofold,
1) privacy side and 2) technology side. From a privacy perspective, we discussed
in section 9.3 and 8.4 the different privacy implications of collecting, analyzing,
modeling, and communicating behavioral gaze data. We also showed that different
works are being held to create privacy-preserving gaze systems. Employing behavioral
eye gaze into systems, and specifically, security systems is not yet ready until these
problems are solved or until there is an ethical code that everyone must abide by.
Additionally, users must be comfortable with the technology and provide their consent
to data collection while being aware of the necessity, significance, and drawbacks of
doing so.
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Password
Choices

Figure 9.1: Password Choices branch addition to "What can be Extracted from
Gaze Data" reported by Kröger et al. [217].

On the technological side, data collection is still needed for the long term and
for multiple user profiles with different eye-tracking framerates and precision.
Additionally, we must devise various interventions based on the precision of the
prediction and find out how to take into account distractions and noise from the
observed gaze patterns. By accommodating these two main aspects, employing
behavioral eye gaze data in security systems can be achieved in the near future.

9.5 Chapter Summary

In this chapter, we discussed and reflected on the main findings of the thesis,
discussed how gaze behavior can be used to enhance other security domains other
than authentication, and finally, discussed different privacy implications of adopting
eye gaze behavior.
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Chapter10
Conclusion

This thesis explored the use of gaze behavior as a tool to enhance existing security
mechanisms with a focus on knowledge-based passwords. We utilized a user-centered
design approach and a set of developed research probes to understand users’ gaze
behavior and enhance existing security mechanisms. In this chapter, we summarize
our research contributions and provide a conclusion and future outlook for using gaze
behavior in security mechanisms.

10.1 Summary of Contributions

Overall, this thesis provides four main contributions. First, we a systematic literature
analysis of the use of eye gaze in security and privacy applications. Second, we
present two systems that helped us better understand users’ gaze behavior during
knowledge-based authentication. Third, we present two prototypes with their
respective machine-learning classifiers to predict password strength and reuse from
users’ gaze behavior. Finally, we present a set of implications reflecting on the study
method, design, and ethics that will help others carry out behavioral gaze-based data
collection studies.

10.1.1 Systematization Of Knowledge on the Usage of
Gaze in Security

We contributed a systematic literature review in chapter 3 reflecting on how eye gaze
has been used in the security field over the last 25 years. We analyzed more than 200
papers from top conferences and grouped the results into three main categories 1)
authentication, 2) privacy protection, and 3) gaze monitoring. The findings of this
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chapter motivate the rest of the work and why we focused on gaze monitoring to
enhance security mechanisms.

10.1.2 Understanding Users’ Gaze Behavior During
Knowledge-based Authentication9n

In chapter 4 and 5, we presented two systems for eye gaze data collection while
users are creating knowledge-based authentication. Each system is presented with
its technical implementation and empirical evaluation. We found from chapter 4
that users follow their hands while performing touch gestures which we found to be
promising to reflect on users’ cognitive load. In chapter 5, we studied the relationship
between cognitive load and password strength. Both systems with their conceptual,
technical, and empirical evaluations built an understanding of users’ gaze behavior
during authentication.

10.1.3 Eye Gaze Modeling to Enhance Knowledge-based
Authentication

We extended the previous findings by building two other systems that focused on
quantifying users’ gaze movements to predict password strength and reuse. Chapters 6
and 7 present these systems with their technical implementation, classification models,
and empirical evaluations. The results show that users’ gaze data can be modeled
to train classifiers that predict password strength and reuse. This finding contributes
to the user privacy domain where we show that users’ passwords choice could be
collected and modeled from their eye gaze data.

10.1.4 Framework for Employing Gaze Behavior in
Security Systems

Evaluating the developed research probes uncovered different implications of running
behavioral gaze-based studies. We highlighted a set of implications in a framework
reflecting on the different aspects namely, methodological, technical, empirical and
ethical for employing eye gaze behavior in security systems.
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10.2 Directions for Future Research

Throughout this thesis, we came across a variety of ideas that could serve as the
foundation for future research on the use of gaze in security systems.

10.2.1 Raising Users’ Awareness and Implement Privacy
Mitigation Techniques

A promising direction is looking into different nudging techniques that change
according to user behavior. In section 8.3.1, we discussed several considerations
to consider when creating nudging techniques. We believe that behavioral nudges that
adjust to user profiles, such as personality (e.g., being more persuasive), cognitive
load (e.g., delaying phishing email responses if a user is cognitively loaded), or heart
rate (e.g., when under attack), can be a significant improvement to current security
measures.

There are many approaches to increase users’ awareness, including user training and a
knowledge of the potential uses and ramifications of the data collected, in addition
to nudges. We discussed in section 9.3, that one of the implications that needs to be
addressed is user privacy and data collection. As a result, we propose another future
direction that can look into various strategies for increasing users’ awareness of their
collected gaze data and teaching them which metrics to enable collecting and which
not. Additionally, service providers should offer a variety of mitigation strategies,
such as letting users pick which data are collected and offering additional information
about how that data is used. For instance, gathering and maintaining raw eye gaze
data is more critical than collecting fixations alone since various aspects of the user
may be exposed from the raw gaze. As a result, service providers need to determine
how to provide users varying levels of their service depending on the amount of
data accessed to their services while also explaining to them how these levels would
influence their usability, security, and privacy.

10.2.2 Exploring Different Physiological, Behavioral, and
Cognitive Measurements

Human behavior is unique and reflects several aspects of an individual’s internal state.
Different physiological, behavioral, and cognitive measures, could be used to enhance
existing security mechanisms. As we showed in this thesis that knowledge-based
authentication induces cognitive load, and that was reflected in users’ gaze behavior,
we hypothesize that this could also be triggered by other behavioral and physiological
metrics. For example, users’ heart rate, body temperature, mouse movement, emotions,
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facial expressions, personality traits, and facial temperature. Such measures have been
found in the literature to be promising for accurately detecting users’ internal states.

For example, heart rate has been shown to reflect users’ anxiety [258, 385, 344],
cognitive workload [282, 55], emotions [297, 403]. Similarly, thermal imaging has
shown a promising direction of detecting users’ emotions [206], cognitive workload [4]
and multitasking [318]. Moreover, facial expressions were found to predict e.g.
users’ personality traits [124, 49], emotions [205, 164, 114], task performance [34,
326], cognitive profiles [115], cognitive load [156]. Last but not least, unconscious
mouse movements were found to reveal users’ cognitive load [133, 322], and stress
level [379]. All of these aspects can be used with off-the-shelf equipment. For
example, one can get a thermal camera for 250 Euros 23, and facial expressions and
user emotions can be detected from web cameras. Heart rate can be detected from
users’ smartwatches which are becoming ubiquitous over time. Hence, a promising
direction is to investigate leveraging the different physiological and cognitive measure
to enhnace different security systems.

10.2.3 Exploring Different Security Domains

Another promising research direction is exploring other security mechanisms or
security threats that could be enhanced using different behavioral aspects. Such
threats can be other types of authentication techniques such as biometrics. Although
fingerprints and FaceID are adopted by most users nowadays, they face different
threats such as unauthorized access due to false positives [169], deep fakes using
images and videos for FaceID [357], and unconscious authentication with fingerprints
especially if the user is asleep [252]. Hence, we find behavioral aspects can add
another level of security to such authentication techniques. Another direction is social
engineering, we briefly discussed this in section 9.2, we believe that this field can
benefit from behavioral data and not only eye gaze behavior but also typing and mouse
movements behavior in addition to heart rate for example. This can also be extended
beyond phishing emails to SMS phishing or vishing24. It can also be beneficial in
detecting deception and online harassment to protect young adults as we discussed in
section 9.2.

10.2.4 In-the-Wild Behavioral Gaze Data Collection

In all of our studies, we collected users’ behavior in the lab. In addition, users knew
they were in a study where their main aim was to create a password. However, in real
life, password creation is not the primary task, it is usually a secondary task where

23 Flir: https://amzn.eu/d/21oIOMA
24 Voice phishing

https://amzn.eu/d/21oIOMA
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users want to respond to an email however they have to change their password e.g.
it exceeded its validity window. Hence, studying users’ behavior at this stage might
reveal different insights that were not noticed in the lab studies and will also extend
the generalizability of our results when password creation is not the primary task.

10.3 Closing Remarks

This thesis investigates the use of eye gaze behavior to make password creation
more secure. It gives password meters a new behavioral dimension. As we found
that password creation induces cognitive load which changes users’ gaze behavior
reflecting different password aspects such as password strength and reuse. We also
presented a framework for the usage of eye gaze behavior in security systems. We
discussed how can eye gaze behavior be used to protect users beyond authentication
and some ethical considerations to be tackled. From this thesis, we learned 3 main
lessons, 1) Gaze behavior can be used to enhance security mechanisms, 2) Using
gaze behavior allows us to evaluate security systems without accessing the content
which is important for users’ privacy, 3) Gaze behavior adds a new dimension to
evaluate security systems and passwords in particular. We envision that with more eye
trackers being embedded into existing devices and smart glasses, this approach will be
a powerful tool for deploying aware-user interfaces (AWI).
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