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Abstract

In satellite communications (SATCOM) downlinks, physical layer security (PLS) is chal-
lenging to achieve due to their broadcasting nature and line-of-sight channel characteristics.
This work investigates the potentials and benefits of a multiple-reflector (MR) antenna
scheme in geostationary satellite systems for key-less PLS. Multiple antennas on a satellite
essentially unlock the space domain as a further physical resource besides time, frequency
and polarization. The exploitation of the spatial degree of freedom enables multiuser
multiple-input multiple-output (MU-MIMO) as a convenient signaling strategy for SAT-
COM providers. In an MU-MIMO system, the receivers do not need to be synchronized
and the interference is utilized for eavesdropping protection.

In this work, an overview and fundamentals on PLS and the most common secrecy
metrics is provided and their suitability for geostationary SATCOM is discussed. Two pre-
coding algorithms to secure the downlinks of multiple users against multiple eavesdroppers
are developed. Their optimization objective and constraints are chosen to perfectly fit the
scenario of a geostationary satellite providing secure fixed satellite service. Zero-forcing
precoding will be used as a performance reference and demonstrates how much capacity
must be sacrificed for security. The goal of the precoding algorithms for security is to
generate a channel condition such that the legitimate users receives the signal in higher
quality than all eavesdroppers and, thus, fulfilling the requirement of key-less PLS. The
utilization of artificial noise is included for improved security performance. Since both
precoding algorithms are complicated to solve in the direct form, a reformulation to a
convex form is provided to be solvable in polynomial time with off-the-shelf numerical
programs. Numerical simulations demonstrate the effectiveness of the precodings and that
a MR antenna design provides a significantly higher secrecy performance when compared
to a single-reflector design due to the additional degrees of freedom, exhibited by the

signal phases.






Kurzfassung

Im Downlink von Satellitenkommunikation ist physikalische Ubertragungssicherheit (PLS)
aufgrund grofsflachiger Ausstrahlung und direkter Sichtverbindung nur schwierig zu
gewdhrleisten. In dieser Arbeit werden die Moglichkeiten und Vorteile von mehreren
Reflektorantennen an einem geostationdren Satelliten fiir die verschliisselungsfreie PLS
untersucht. Im Wesentlichen eréffnen mehrere Satellitenantennen den Raum neben Zeit,
Frequenz und Polarisation als weitere physikalische Dimension. Die Ausnutzung der
dadurch zusétzlich gegebenen Freiheitsgrade ermdglicht den Anbietern von Satellitenkom-
munikationsdiensten die komfortable Ubertragungsart Multiple-Input Multiple-Output fiir
mehrere Nutzer (MU-MIMO). In einem solchen MU-MIMO System miissen die Empfénger
nicht synchronisiert werden und die auftretende Interferenz wird zum Schutz vor Abhérern
verwendet.

Diese Arbeit stellt eine Ubersicht und Grundlagen von PLS sowie gingige Metriken
der Informationssicherheit bereit und erortert deren Eignung fiir die geostationére Satelli-
tenkommunikation. Es werden zwei Algorithmen zur Signalformung entwickelt, um die
Inhaltsdaten von mehreren Nutzern gegen mehrere Abhdrer abzusichern. Die Zielsetzung
und Randbedingungen der Optimierungsalgorithmen wurden passgenau zum Szenario
eines geostationdren Satelliten mit sicherem ortsfesten Satellitenfunkdienst ausgewéhlt.
Als Referenz wird Zero-Forcing Signalformung herangezogen, die aufzeigt, auf wie viel
Leistung verzichet werden muss, um Sicherheit zu erreichen. Das Ziel der Signalformungs-
algorithmen zur Gewihrleistung von Sicherheit ist es, Ubertragungskanile zu schaffen,
sodass der rechtméfige Nutzer sein Signal in einer besseren Qualitdt empfangt als alle
Abhorer und somit die Bedingung fiir verschliisselungsfreie PLS erfiillt wird. Hinzufiigen
von kiinstlich erzeugtem Rauschen steigert die Leistungsfihigkeit in Bezug auf Sicherheit.
Da beide Algorithmen in der direkten Formulierung aufwindig zu berechnen sind, wurden
sie in eine konvexe Form gebracht, dessen Lésung mit géngigen numerischen Programmen
mit polynomiellem Zeitaufwand berechnet werden kann. Numerische Simulationen zeigen
die Wirksamkeit der Signalformungsalgorithmen und dass mehrere Satellitenantennen
einen deutlich Leistungsgewinn bei der Sicherheit gegeniiber Einzelantennen erreichen.

Ermoglicht wird das durch die zusétzlichen Freiheitsgrade in der Signalphase.
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1 Introduction

1.1 Fixed Satellite Service

Satellites in the Geostationary Earth orbit (GEO), which is about 36 000 km above the
Earth’s equator, can cover about 40 % of the Earth’s surface [MBS20]. Three GEO
satellites are sufficient to cover the whole world except the polar regions. Therefore, they
can bridge large ranges at reasonable costs without a need of terrestrial radio or cable
based infrastructure which is a big advantage of geostationary satellite communications
(SATCOM). Millions of households have mounted a small dish antenna on the roof
pointing towards the sky to receive broadband fixed satellite services (FSSs), e.g. television
broadcasting. Even though the traffic moves from broadcasting to unicast Internet access
(or any Internet Protocol based services), the advantages of GEO SATCOM persist.
Potential use cases for unicast SATCOM are traffic offloading to the network edges,
backhauling or direct broadband access to remote areas. Moreover, GEO high throughput
satellites (HT'Ss) can be combined with low Earth orbit (LEO) constellations in hybrid
architectures to offer wide coverage of 5G and Beyond-5G communications [LSR+20].
HTSs with a throughput of hundreds of Gb/s are already state of the art, e.g. Viasat-2.
Therefore, the design of contemporary HTSs consists of a high number of beams (cells)
employing a four-color frequency reuse (FR4) pattern where neighboring beams transmit
on different frequency or polarization [FTA+16]. A beam diameter is typically in the
range of hundreds of kilometers up to the whole hemisphere mainly depending on the
carrier frequency. Fig. 1.1a exemplarily shows the FR4 pattern where four beams
are illuminated by a combination of the two carrier frequencies as well as right-hand
circular polarization (RHCP) and left-hand circular polarization (LHCP). Hence, the
communication via satellites provides ubiquitous services to millions of users that might
be hundreds of kilometers apart. On the other hand, the signals are prone to be overheard
by unauthorized users. The broadcast property of the wireless channel is contradicting the
goal of secret transmission of messages to a legitimate receiver. An eavesdropper within
each beam can potentially overhear all messages transmitted to users in the respective

beam.
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Figure 1.1: Satellite beams on Earth with (a) four-color frequency reuse scheme and (b) full
frequency reuse scheme

1.2 Wireless Communications Security

Without protective measures, it is impossible to guarantee the confidentiality of infor-
mation in wireless channels in general. The common approach is to apply encryption
algorithms on higher layers to prevent the interception of user data on the way to their
destination. Cryptographic methods are based on mathematical operations like factoriza-
tion of prime factors [RSA78|. They are said to be computationally secure because the
effort for an attacker to decrypt the information exceeds the computational performance
of present systems. However, with the advent of new computing power, especially future
quantum computers, such algorithms will not be secure anymore [Sho97].

In contrast to key-based cryptographic security, physical layer security (PLS) can
achieve information-theoretic security which is now commonly accepted as the strictest
form of security [BDO6]. The concept of key-less PLS is based on the fact that the
adversary receives the message over a degraded version of the channel outputs compared
to the legitimate user [Wyn75|. Moreover, cryptography and PLS can work hand in hand
to increase the difficulty of the attack on cryptographic systems or make it altogether
impossible [HM09].

The early theoretical frameworks on PLS [Wyn75; LH78| were not directly applicable
to practical systems. With the development of enabling techniques like, for example,
channel coding, channel-based adaption and injection of artificial signals, the research on
PLS in terrestrial wireless systems intensified [HFA19|. PLS is a promising technology
for the security needs of Beyond-5G networks [WKX+18] which includes mmWave and
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multiple-input multiple-output (MIMO) communications with a huge number of antennas,
i.e. massive MIMO. The survey [WBZH19| provides a comprehensive overview on the
optimization and design of PLS systems. However, most publications for terrestrial PLS
exploit the randomness of the wireless channel response between a base station and its
users or eavesdroppers.

The SATCOM channel is not comparable to a terrestrial link especially due to its
dimension and the use of directional antennas. The propagation conditions for the
electromagnetic waves differ substantially. In general, PLS in SATCOM is difficult, since
neither multipath components nor interference exist in almost all scenarios, and the

line-of-sight (LOS) signal component is the dominant propagation mechanism.

1.3 Security in FSS Satellite Communications

In this thesis, PLS in FSSs with GEO satellites is addressed. The key literature on the
state of the art in this particular application is, therefore, summarized in Table 1.1. The
multibeam approaches assume a full frequency reuse (FFR) pattern where all beams share
the same (full) frequency band and a common polarization. An exemplary FFR beam
scheme is shown in Fig.1.1b with right-hand circularly polarized signals on a single carrier
frequency. The resulting interference is one of the prerequisites to achieve PLS. Different
secrecy metrics are applied to measure the PLS performance, e.g. the secrecy capacity
which is the difference of the user capacity and the eavesdropper capacity. The secrecy
metrics are explained in detail in Section 2.2.

The only paper utilizing spatial modulation to increase the bit-error rate (BER) at the
eavesdroppers is [WSKK18]. In spatial modulation, the data symbols are transmitted in
different beams whereas the beam index contains some of the information. In contrast
to the user, the eavesdropper is unable to decide in which beam the data symbol has
been transmitted and, thus, cannot recover the full information. All remaining works
perform precoding to obtain secrecy. Precoding is the process of modifying the phase
and amplitude of a data signal for each antenna element of an array in order to generate
constructive and destructive interference in the wavefront. In general, a data signal is
mapped onto an antenna array such that the multiple radiated signal interfere with each
other in a beneficial way. A basic example of precoding is conducted in the next section.
In [ALYZ18|, the secrecy outage probability and average secrecy capacity are analyzed
in a single beam scenario with a single user and a single eavesdropper, each equipped
with multiple receive antennas. Furthermore, the sum secrecy capacity under a total

transmit power constraint is optimized in [LAL19| where each user is wiretapped by a
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Table 1.1: Comparison between existing PLS works for Fixed Satellite Service Downlinks

Work Beam ME Channel Degree of Security Metric
Scheme Model Freedom

[WSKK18]  Multibeam v LOS Amplitude Bit Error Rate
Single User

[ALYZ18] Single beam — Shadowed Rician  Amplitude Secrecy Outage Prob.

Average Secrecy Capacity

[LAL19] Multibeam  part LOS with rain Amplitude Sum Secrecy Capacity
Multiuser fading

[LLO+19] Multibeam - LOS with rain Amplitude Min. Secrecy Capacity
Multiuser fading

[LYO-+19] Multibeam v LOS with rain Amplitude Secrecy Energy Efficiency
Single user fading with SNR requirement

[GAZ+20] Single beam - Shadowed Rician  Amplitude Secrecy Outage Prob.

Average Secrecy Capacity

[LHVH11] Multibeam - LOS Amplitude Secrecy Rate Constraint
Multiuser

[ZAO12] Multibeam v LOS Amplitude, Secrecy Rate Constraint
Multiuser Artificial noise

This Thesis Multibeam v LOS MIMO Ampl., Phase, Min. Secrecy Capacity
Multiuser Artificial noise  Security Gap

corresponding eavesdropper. In [LLO-+19|, the maximization of the minimum secrecy
capacity between multiple users and a single eavesdropper under the total transmit power
constraint is studied. The authors of [LYO+19] maximize the secrecy energy efficiency to
serve a single earth station with a predefined signal-to-noise ratio (SNR) under secrecy
constraints set for the eavesdroppers. A threshold-based scheduling scheme to provide
PLS in single beam SATCOM is proposed in [GAZ+20]. A joint power control and
precoding algorithm, i.e. zero-forcing (ZF) precoding with eavesdropper nulling, in a
multiuser scenario with a single eavesdropper is studied in [LHVH11|. In [ZAO12], an
algorithm to minimize the total transmit power while maintaining an individual secrecy
constraint for each user surrounded by multiple eavesdroppers is developed. Moreover,
artificial noise (AN) is considered as an additional technique to increase PLS, as in some
cases precoding alone has shown to be insufficient to achieve perfect secrecy. The idea is
to enhance the secrecy capacity by limiting the effect of the added AN on the intended
user’s SNR while significantly degrading that of the eavesdropper.

The identified security gains of the previous works are derived with a LOS channel

described by the plane wave model shown in Fig. 1.2a. The plane wave model is common
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Figure 1.2: Modeling the satellite LOS channel: (a) the plane wave model for a SR satellite and
(b) the spherical wave model for a satellite with MR antenna design

for multi-antenna communications when the receivers are far away from the transmitter
with narrow antenna spacings. It is assumed that there is no relevant phase difference
between the impinging waves of two beams at a receiver, i.e. di; =~ dyo for example in
Fig. 1.2a. The plane wave model is sufficient for satellites comprising single-reflector (SR)
antenna designs. However, only different amplitudes and powers are available as degree
of freedom for precoding. The use of the spherical wave modeling approach illustrated
in Fig. 1.2b is necessary to correctly capture all relevant physical effects for MIMO in
LOS channels [BOO09], especially for multiple-reflector (MR) antenna designs on the
satellite. Dependent on the receiver position on Earth, the signal phase per beam differs
due to variable radio path lengths, e.g. do1 # dos in Fig. 1.2b. This offers another degree
of freedom for precoding. A short introduction to LOS MIMO in SATCOM is provided

in the next section.

1.4 MIMO Satellite Communications

The contemporary HTS Viasat KA-SAT, for example, employs multiple antennas on
the satellite [FTA+16]. Moreover, as spectrum is a scarce resource, future generations
may adopt the FFR scheme to achieve even higher throughputs [PVS+19|. Essentially,
a satellite provider is allowed to transmit in a certain frequency band and compared to
the FR4 pattern where two signals per polarization share the bandwidth, only a single
signal utilizing the full bandwidth is transmitted in the FFR scheme. Multiple antennas
on a satellite and the application of the FFR scheme unlock the space domain as a
further physical resource besides time, frequency and polarization. The space domain is

accessible because of the position-dependent signal phases as illustrated with the spherical
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wave model in Fig. 1.2b. When certain antenna arrangements are fulfilled, the signal
phases at the receivers form orthogonal channels and LOS MIMO SATCOM becomes
possible [Sch19]. With satellite reflectors separated only a few meters on the spacecraft in
an orbit at about 36 000 km altitude, the receivers must be located tens or even hundreds
of kilometers apart on Earth to obtain unique channel vectors [Sch19]. Synchronizing
two receiver over such a large distance to perform MIMO signal processing is a huge
challenge. Multiuser MIMO (MU-MIMO) combines MIMO transmission with signal
precoding strategies in order to shift the joint processing to one link end (typically the
transmitter) and, thus, avoid the synchronization burden on the other link end [SDSK19).
The gains provided by the spatial domain can now be accessed while the receiver terminals
(users) can stay unsynchronized. However, the receivers must provide feedback of their
channel state information to the transmitter. The testbed and field trial of a MU-MIMO
SATCOM downlink scenario in [SSK20] demonstrate the successful transmission of two

independent video signals.

Example: 2 x 2 MIMO Processing

An ideal LOS MIMO channel applying the spherical wave model shown in Fig. 1.2b is
assumed for a basic (multiuser) MIMO processing example. The radio path lengths dj1,
di2, and do; from the reflectors to the receiver nodes are each an integer multiple of the
carrier wavelength A, i.e. di1 = di2 = do1 = nA, n € Ny for example. However, path
dao is slightly longer such that dog = da1 + (i + 0.5))., ¢ € Ny. For convenience, the
attenuations of all channels are equal. Deterministically calculating the phases of the pure
LOS paths with lengths dy1 to dso leads to a vector of channel propagation coefficients,
i.e. the channel state information (CSI), of [1 1] for node 1 and [1 —1] for node 2 due
to fact that there is a half wavelength difference! in the LOS path dgo. Details on the
LOS SATCOM channel for FSSs are provided in Section 3.2. The nomenclature for the
example is the following: s is a signal containing data, xj is the uplink to the satellite
and the signal radiated by the kth satellite antenna, and ¥, is the signal received at the
kth node on Earth. Two kinds of MIMO spatial multiplexing techniques to transmit
independent data signals at the same time in the same frequency band and the necessary

processing are compared:

Receive Equalization The gateway uplinks the two data signals directly to the satellite,
i.e. z1 = s1 and x9 = s9. Due to the assumed LOS MIMO downlink channel, the

LA radio path of a half wavelength induces a phase shift of 7 and &/™ = —1.
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two nodes on Earth receive the signals

T2

x1
y2:[1 —1}[ ]:xl—l’Q:Sl—SQ

Z2

r1
YL = [1 1} ! ]=x1+x2=81+52,

which are a mixture of both data signals. To recover the data signals s; and so, the

two nodes must share the received signals and perform the equalization

0.5y1 + 0.5y2 = 0.5(s1 + s2) + 0.5(s1 — s2) = s1,
O.5y1 - 05y2 = 0.5(81 + 82) - 0.5(81 — 32) = $9.

The advantage is that the gateway does not need to know the current channel
conditions, but the main drawback are receivers which must be synchronized over

hundreds of kilometers.

Transmit Precoding The gateway knows the CSI by feedback of the nodes and can

modify (precode) its uplink signals accordingly, i.e. uplinks the two signals

x1 = 0.5s51 + 0.5s9,
To = 0.5s7 — 0.5s9

to the satellite. The two nodes receive now

x1
Yy = [1 1} [ ] — (0.551 + 0.582) + (0551 — 0.5s0) = 51,

which are already the desired data signals. The advantage of precoding are inde-
pendent (and unsynchronized) receivers with the small drawback of required CSI

feedback.

This basic example demonstrates the possibilities of a MR satellite system with MIMO
processing. Additionally, a system with transmit precoding can be a MU-MIMO system
as a consequence of the fact that the two nodes can be independent users. The receive
equalization and transmit precoding are the inverse of the channel in this basic example.

Common processing methods to remove the distortions due to the MIMO channel are
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presented in [JUNO5|. In general, the optimal precoding strategy is strongly dependent
on the objective and constraints of the system. In this thesis, the goal is the physical
layer security in a MU-MIMO SATCOM system in the geostationary orbit.

1.5 Contributions of this Thesis to Satellite

Communications Security

1.5.1 Summary

Modern system concepts such as HT'Ss with MR multibeam antennas and the use of FFR
between the beams offer new possibilities for SNR-based PLS in SATCOM which are not
achievable with conventional satellite systems. The exploitation of the spatial degree of
freedom for eavesdropping protection in MIMO SATCOM links has first been proposed
in [KSL13|. However, the necessity to synchronize the two receiving earth stations is a
high burden for practical implementations as proposed in this early concept. A more
convenient signaling strategy for SATCOM providers is nowadays the MU-MIMO concept.
The MU-MIMO approach based on the fundamentals of MR, SATCOM to improve PLS
proposed in this thesis elegantly overcomes the drawbacks of missing channel randomness
and complicated receiver synchronization and provides significant secrecy gains. A very
recent survey paper on PLS in SATCOM [AAE23| acknowledges the uniqueness of the
attempt to leverage the MU-MIMO SATCOM for PLS conducted in [SSK21| which is an
excerpt of the results of this thesis.

The rest of the thesis starts with an overview and fundamentals on PLS and the most
common secrecy metrics in Chapter 2. The suitability of the secrecy metrics for FSS
SATCOM is discussed and two fitting metrics are chosen for optimization and numerical
simulation. Moreover, a summary of literature on channel coding for PLS is provided.

The system and channel model for a MR geostationary SATCOM system is described
in Chapter 3. Moreover, the scenario considered for the numerical simulations performed
in this thesis is included. Multiple users and multiple eavesdroppers are located in the
beam coverage of the exemplary scenario. Besides, the estimation of the CSI and basic
ZF MU-MIMO precoding are introduced. ZF precoding will be a performance reference
in the numerical simulations and demonstrates how much capacity must be sacrificed for
security.

The minimum secrecy capacity precoding proposed in Chapter 4 is the first suitable
metric for PLS in SATCOM. The goal is to generate a channel condition such that the

legitimate users receive the signals in higher quality than all eavesdroppers and, thus,
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fulfilling the requirement of key-less PLS. Since the minimum secrecy capacity (MSC)
precoding algorithm is complicated to solve in the direct form, a reformulation to a convex
form is provided to be solvable in polynomial time with off-the-shelf numerical programs.
Numerical simulations proof the effectiveness of the algorithm and illustrate the security
gains compared to the SR antenna design.

A second precoding for the more practically relevant security gap secrecy metric is
proposed in Chapter 5. The security gap (SG) precoding leads to a specific gap between
the received signal quality of the users and the eavesdroppers to, again, fulfilling the
requirement of key-less PLS. After the reformulation of the nonconvex problem to a
convex form, an iterative algorithm selects the best user signal quality achievable for the
given positions of users and eavesdroppers. The effectiveness of achieving security and

minimal losses in user signal quality are illustrated by numerical simulations.

1.5.2 Publications with Excerpts of this Thesis
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e M. G. Schraml and A. Knopp, “Precoding for Security Gap Physical Layer Se-
curity in Multiuser MIMO Satellite Systems”, in MILCOM 2022 - 2022 IEEE
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munications Conference (MILCOM), 2019, pp. 17-22. Do1: 10.1109/MILCOM47813.
2019.9020847.

1.5.3 Publications Supporting this Thesis

e T. Delamotte, M. G. Schraml, R. T. Schwarz, K.-U. Storek, and A. Knopp, “Multi-
Antenna-Enabled 6G Satellite Systems: Roadmap, Challenges and Opportunities”,
in WSA 2021; 25th International ITG Workshop on Smart Antennas, 2021, pp. 1-6.
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2 Physical Layer Security

This chapter starts with a differentiation of wireless physical layer security schemes. Phys-
ical layer security is commonly divided into key-less and key-based approaches [HFA19].
The key-based approach generates randomness based on the physical layer channel to
encrypt the data before the transmission and is therefore called physical layer key genera-
tion (PLKG). The key-less approach is based on a higher channel quality, i.e. a higher
SNR, from the transmitter to the intended receiver than to the eavesdropper. Nothing
more than a wireless physical channel is necessary to achieve perfect secrecy [WynT5].
In the following, PLS connotes the key-less approach and not the holistic concept of
achieving security via physical layer features. The fundamentals of PLS are summarized
in Section 2.1.3. Moreover, the authentication of a data transmission based on physical
layer features is called physical layer authentication (PLA).

Fig. 2.1 shows the connection of this thesis to the big picture of physical layer security.
PLS can be enabled by techniques like channel coding, the adaption of the channel, or the
insertion of artificial signals in the time, frequency, or space domain [HFA19]. Moreover,
an evaluation of the security performance of the algorithms is necessary. Secrecy metrics
and their suitability for SATCOM are presented in Section 2.2. In this thesis, the goal is
to construct channels which are suitable for key-less PLS, whereas the respective channel
coding is not covered. The focus is on MU-MIMO precoding algorithms to achieve a high
secrecy capacity in Chapter 4 and a high security gap in Chapter 5.

2.1 Differentiation: Wireless Security Schemes

To describe the wireless security scenarios, it makes sense to use the fictional characters
which are common in cryptological literature. The pair of legitimate transmitter Alice
and receiver Bob want to exchange secure messages or keys. They were first mentioned
in [RSAT8] to describe their public-key cryptosystem Rivest-Shamir-Adleman (RSA). The
passive adversary Eve who knows everything about the transmission scheme used by Alice

and Bob, i.e. is aware, tries to listen to the communication between Alice and Bob. The
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Figure 2.1: The big picture of Physical Layer Security and the connection to the precoding
utilized in this thesis

malicious attacker Mallory can, additionally to Eve, also transmit messages for example

to impersonate as Alice or replay messages from Alice to spoof Bob.

2.1.1 Physical Layer Authentication

One core concept of secure communications is to guarantee that the message actually
comes from the legitimate source, namely Alice. This includes data integrity, data origin
authentication, and sometimes also uniqueness and timeliness. A common method to
provide these guarantees is multiplexing a message authentication code (MAC) to the
message [MvOV97, Ch. 9 and 10|. Otherwise, Mallory can attack the communications
system by modifying messages or transmit malicious messages. Even with MACs or
encryption, Mallory can replay valid messages to spoof the receiver Bob. Timestamps,
sequence numbers, or challenge-response protocols are some ways to fight replay attacks.
Moreover, the MACs may leak information about the secret keys allowing for more

advanced message forgery after Mallory has been able to recover the secret keys.
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However, the multiplexed MACs need computational power for the cryptographic-based
algorithms, reduce the data throughput, or increase the latency which might not be
applicable in, for example, internet of things (IoT) devices or unmanned aerial vehicles
(UAVs). PLA approaches are suitable candidates to overcome these drawbacks. Machine
learning based algorithms for radio frequency fingerprinting, i.e. using physical layer
features like carrier frequency offsets (CFOs), inphase-quadrature distortions, or channel
impulse responses, can identify and authenticate different IoT devices [FWH19; MWM19|.
Admittedly, these features are noisy and time-varying, so they can only assist in reliable
authentication to prevent replay attacks. Superimposing a low power authentication
signal, generated with a pre-shared key, with the message signal is a secure and bandwidth-
efficient solution for message authentication [YVS15]. Additionally, this PLA scheme
increases the key equivocation at Eve or Mallory, i.e. the protection of the secret keys.

The lack of authentication in global navigation satellite system (GNSS) signals allows
for spoofing attacks to mislead the user with wrong positioning or timing informa-
tion [WZY+20]. In contrast to jamming, i.e. denial-of-service attacks, it is difficult for
the victims to detect the spoofing attacks and, thus, they are more harmful. Different
strategies based on the physical layer characteristics of the GNSS signals are proposed in
literature [WZY-+20]. The propagation paths of the authentic GNSS signals are different
for each satellite, whereas Mallory generally has to mimic signals of multiple satellites with
a single transmitter. These differences can be used to detect fake GNSS signals [HBJL1S;
LW16]. Moreover, spoofing signals will interfere with the authentic signals and lead to
significant distortions or high signal power at the receiver and enables the detection of
spoofing and jamming attacks [WGHE1S].

GNSS and [oT receivers typically use omnidirectional antennas which allow for easy
spoofing with a transmitter located nearby on Earth. Contrarily, SATCOM systems have
highly directional antennas, e.g. dish or phased array antennas, and potential spoofers must
use UAVs or other satellites to transmit within the beam of the receiver. Thus, spoofing
a SATCOM system is tremendously complicated and measures like Doppler frequency
shift [FFWL21| or received signal strength (RSS) can be sufficient to authenticate the

transmitter.

2.1.2 Physical Layer Key Generation

In many scenarios, Alice and Bob initially do not know each other and need to establish
secure communications on the fly. Symmetric encryption schemes like advanced encryption
standard (AES) [DBN+01] are usually employed for data protection thanks to their

efficiency in data encryption. However, Alice and Bob need to share a common secret key
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beforehand over an insecure channel which is commonly done with asymmetric encryption
schemes, also known as public key cryptography. The Diffie-Hellman key exchange

protocol [DH76| and its derivatives are widely used for Internet services today.

Public key cryptography is based on public and private key pairs where Alice encrypts
a message with Bob’s public key and Bob can decrypt the ciphertext with his private key.
The security depends on the computational hardness of the inversion of some mathematical
problems, for example the factorization of large numbers in RSA encryption [RSAT78|. This
computational security is fragile due to the rapid development of computer technology
and future quantum computers [Sho97]. Additionally, it requires a key distribution
infrastructure for the public keys which must be secured as well.

An alternative way to share a secret key between Alice and Bob is to exploit the
uniqueness of wireless channels. This is called PLKG, in which the transceivers measure
wireless channel characteristics and use them as shared random sources to generate
a shared key [Zenl5; ZDMW16|. The PLKG mechanisms relies on the physical laws
of the wireless channels and are not dependent on the computational hardness of a
mathematical problem. Therefore, the generated keys can achieve information-theoretic
security which makes them candidates for quantum-proof key distribution schemes. The
main communication between Alice and Bob is then performed with symmetric encryption
schemes like AES which is quantum computing resistant, although larger key sizes are
necessary |[CJL+16].

Many PLKG mechanisms are based on, for example, RSS or CSI measures in non-
line-of-sight time-division duplexing (TDD) systems [PDW19; FHA21]. In TDD systems
where both the uplink and downlink are in the same carrier frequency band, the channel
responses obtained by Alice and Bob are reciprocal. Practically, these measures are
typically error-prone (with low probability) due to the noise and the fact that Alice
and Bob cannot measure the channel at the same time in half-duplex communications.
Moreover, Eve may have partial information about the common randomness. Hence,
the measures cannot be used as a key for encryption directly. The authors of [Mau93|
and [AC93] have shown that public discussion between Alice and Bob can still lead to
secure keys. The process of PLKG is composed of the following steps: channel probing,
randomness extraction, quantization, information reconciliation (correcting the errors),

and privacy amplification (eliminating Eve’s partial information) [Zen15].

For LOS SATCOM or spacecraft communications, Doppler frequency shift can be
utilized to generate secret keys [TKY21|. If Alice and Bob are close together, the GNSS
satellite-to-Earth channel is a source of common randomness for key generation [ZWZ-+21].

However, in frequency-division duplexing (FDD) systems with different uplink and down-
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link frequencies, Alice and Bob may experience different channel responses. The PLKG
in FDD systems is still an open question with only few publications [ZLZ-+22|. When
uplink and downlink frequencies are close to each other, the reciprocity holds for direction

of arrival measures [HN21].

2.1.3 Physical Layer Security

Shannon was the first to consider the problem of confidentially transferring information
between the source and the sink [Sha49|. The main goal is to deliver a message U reliably
from a sender (Alice) to a legitimate recipient (Bob), while keeping it a secret from
an eavesdropper (Eve) receiving the same signal as Bob. U is therefore mapped to a
codeword X" using a stochastic encoder where n denotes the number of channel uses.
Then, X™ is transmitted and Y and Y’ are received at Bob and Eve, respectively. A
message U is transmitted with perfect secrecy if it is statistically independent of the
signal Y received by Eve, i.e. the mutual information I(U;Y}) = 0. Unfortunately, the
transmission of a secret message requires sharing a secret key between the sender and
the receiver whose length is at least equal to the length of the message itself. One-time
pad cryptography is a well-known example of such a perfect secure system. This, in turn,
severely limits the practical usefulness of such a perfect cryptographic system. In the
wireless medium, however, the signal captured by Bob and Eve follows different paths and
experience various distortions. Wyner showed that confidential communication in discrete
memoryless wiretap channels (DMWCs) between legitimate users is possible without
sharing a secret key if Eve’s channel is a degraded version of Bob’s channel [Wyn75].
Moreover, he gave an upper bound of the reliable transmission rates with secrecy: the
secrecy capacity Cg. This marks the starting point of the research on PLS. Csiszar and
Korner proposed a broadcast channel with confidential messages where Alice transmits a
common message to Bob and Eve and a secret message intended for Bob only. The result

is the generalized secrecy capacity

Cs = max (I(X"™; V) — [(X™5 V)

> max [(X™; V) — max [(X™; Yg),
px(z) px(z)

where px(z) is the probability mass function of the discrete variable X [CK78|. This
indicates that the secrecy capacity is, in general, at least equal or higher than the
difference of the user capacity and the eavesdropper capacity. The secrecy capacity is

still positive as long as the main channel is less noisy than the eavesdropper’s channel.
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Figure 2.2: Generalized wiretap channel

The generalized wiretap channel by considering noisy communication channels is shown
in Fig. 2.2. In [LH78| the special case of a wiretap channel with additive white Gaussian
noise (AWGN), i.e. the Gaussian wiretap channel, is described. More recently, the secrecy
capacity of other wireless channels is analyzed. The secrecy capacity in fading channels
is characterized in [BD06] and [GLEO8]. The extensions to multiple antennas and the
MIMO channel are contributed by [OHO8| and [KW10b|, whereas the multiple-input
single-output (MISO) channel is analyzed in [KW10a].

Besides the literature on PLS for F'SS which has been presented in Section 1.5, the
survey papers [AAE23| and [LFZZ20] provide insight into the topics of, for example,
satellite-terrestrial integrated networks, satellite-terrestrial relay networks, and free space
optical links. Moreover the LEO SATCOM is especially covered by [YAZ+22].

2.2 Secrecy Metrics and their Suitability for SATCOM

In the following, different secrecy metrics are provided. In order to evaluate and quantify
the performance of a security scheme or algorithm, a suitable metric must be chosen
which reflects how much secrecy can be provided by the proposed scheme. Especially, the
suitability of the secrecy metrics for the MU-MIMO GEO SATCOM scenario is discussed.

2.2.1 Secrecy Capacity

In general, the capacity Cyy is defined as the maximum data rate which can be transmitted
quasi-error-free over the channel [Sha48|. Since algorithms for complex baseband signal
processing are not bandwidth dependent, the signal bandwidth W can be normalized
without loss of generality. The spectral efficiency C, measured in b/s/Hz, is the bandwidth-
normalized channel capacity. Both metrics are used in the same manner for the rest of
this thesis.
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The secrecy capacity for wiretap channels with AWGN, i.e. Gaussian wiretap channels,

is relevant for the GEO SATCOM scenario in this thesis. The secrecy capacity is given by

Cs=Cg—Cg (2)
= logy(1 +B) — logy(1 + k),

where vg and ~g are the SNR value of the legitimate user and the eavesdropper, re-
spectively [LH78]!. The secrecy capacity is the upper bound of the data rate for secure
communication Rg, i.e. Rg < C's. Therefore, sometimes the secrecy capacity is defined
to be nonnegative, i.e. Cg = [Cp — Cg|", where [-]T = max(-,0). This is due to the
fact, that any secrecy capacity C's < 0 indicates that there is no possibility for secure
transmission. In this thesis, negative secrecy capacities are allowed to demonstrate the
capabilities of the eavesdroppers.

Hence, a high secrecy capacity should be the primary goal in the design process of a
PLS communications systems to achieve a high data rate for secure communication. In
literature on PLS for SATCOM, the secrecy capacity is one of the most important design
criterions [LFZZ20]|. Although channel codes to achieve (or approach) secrecy capacity for
DMWCs can be practically implemented, e.g. [MV11; BHT15], it is difficult to construct
such codes for Gaussian wiretap channels [LLBS14; DKA+21]. Recently, deep learning
methods are applied to tackle the problem [FSW19; BLJJ20]. Moreover, a combination of
classical low density parity check (LDPC) channel coding and hash functions is proposed

in [VH19] to provide secrecy for finite-length transmissions in Gaussian wiretap channels.

Sum Secrecy Capacity versus Minimum Secrecy Capacity

The goal of a secure communications system is to guarantee secrecy for all its users. The
metric of choice to measure the maximal data rate of information theoretically secure
communications is the secrecy capacity. For multiuser systems, there are two common
optimization objectives: the sum secrecy capacity, e.g. in [LAL19]|, and the minimum
secrecy capacity, e.g. in [LLO+19]. However, from the user perspective, the sum secrecy
capacity is not satisfactory since the solution is highly unfair. Considering two small

examples with two users and a single eavesdropper in each case reveals that drawback:

1. First user’s secrecy capacity 7.0 b/s/Hz + second user’s secrecy capacity 0.0b/s/Hz
= sum secrecy capacity 7.0b/s/Hz

n [LHT78]|, the factor 1/2 of the channel capacities is due to the real-valued AWGN channel. For
complex-valued AWGN channels, this factor can be omitted [TV05].
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Figure 2.3: Multi-stage coding approach to secure communications.

2. First user’s secrecy capacity 3.0b/s/Hz + second user’s secrecy capacity 3.0b/s/Hz
= sum secrecy capacity 6.0b/s/Hz

The sum secrecy capacity objective will optimize for the first example since the sum
secrecy capacity is higher. However, the second user is not able to transmit data securely
due to a secrecy capacity of 0.0b/s/Hz. Therefore, the objective of the system should
be to achieve the highest secure data rate for all users, hence maximizing the minimum
secrecy capacity. This is given in the second example where both users achieve a secrecy
capacity of 3.0b/s/Hz. For this reason, the minimum secrecy capacity is chosen as an

optimization objective in this thesis.

2.2.2 Security Gap

For Gaussian wiretap channels, the BER over message bits is a more practical security
metric [KHM+11; BBC12|. Recently, multi-stage approaches are proposed to achieve
information-theoretic security over Gaussian wiretap channels [HFGV19; TMV+21]. With
application of an inner error correction code (ECC) (reliability code), the transmissions
between Alice and Bob as well as Alice and Eve see discrete memoryless channels.
Moreover, the code achieves the reliability threshold at Bob, i.e. the channel is assumed
to be quasi-noiseless. A state-of-the-art secrecy code, e.g. a Polar or LDPC code, is the
outer code to guarantee information-theoretic security [MV11; BHT15|. The concept of
the multi-stage approach is shown in Fig. 2.3.

With use of the inner ECC, Alice wants to reliably transmit a message to Bob which
implies that the average BER p2 must be smaller than a predefined reliability threshold
peB,maX. If the average BER of Eve p is close to 0.5 with i.i.d. errors, Eve is not able
to extract useful information from the received messages. Hence, pY should be higher
than the security threshold pgmin. For a specific ECC, these BER thresholds translate to
certain SNR values at the receivers. SNR values above the reliability threshold g min
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Figure 2.4: The BER over SNR performance curve of an ECC showing the security gap as well
as the security and reliability regions.

lead to sufficiently low BERSs, i.e. the condition p2 < p}émax holds. Moreover, the security
threshold g max is the highest SNR value for which pg > pgmm holds. SNR values below
the security threshold are defined as security region and the ECC fails to decode almost
every time. The outer channel is now highly degraded at Eve and secrecy codes can be
applied.

The ratio Yg¢ = YB,min/VE,max i called security gap which is shown in Fig. 2.4. For PLS,
ECCs which exhibit only a small security gap of a few decibel, i.e. with a steep waterfall
region, are desired, for example punctured LDPC codes [KHM+11; PF22]|. Moreover,
bit-interleaved coded modulation can further reduce the security gap [MOS22|. Alice
must shape the transmission signal into the direction of Bob to achieve a SNR difference
between Bob and Eve. The performance of Eve’s receiver is expected to be comparable
to (or even better than) Bob’s receiver performance. For a high probability that Eve’s
channel is inferior to the security threshold, the security gap should be as small as possible.
Moreover, for system operators, the absolute value of v min is also important to select
an adaptive coding and modulation (ACM) scheme to achieve the requested reliability.
With feedback of Bob, the transmit power of Alice can be controlled to be close to the
threshold not wasting signal power towards the eavesdroppers.

The DVB-S2X standard for SATCOM defines multiple ACM schemes, also called
MODCODs. To achieve a low BER at the users, a reliability threshold g min must be
achieved [DVBS2X, Ch. 6|. This is similar to the inner ECC of the multi-stage coding
approach for PLS and, hence, the security gap metric fits well for SATCOM. This is why

the security gap is also analyzed as a metric for optimization in this thesis.
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2.2.3 Secrecy Energy Efficiency

The secrecy energy efficiency (SEE) is defined as the number of securely delivered bits
per joule [NLS12|. The maximal achievable number of secure bits is given by the secrecy
capacity in (2.2). Moreover, the power Pp which is necessary for transmission includes the
signal power and the power consumption of all device electronics averaged over multiple
timeslots or symbols. Hence, the SEE is given by nsgg = Cs/Pr.

In times of climate protection and due to the limited power resources on a satellite,
the SEE seems to be a promising metric. The authors of [LYO+19] maximize the SEE
to serve a single earth station with a predefined SNR under secrecy constraints set for
the eavesdroppers. However, SEE precoding under SNR, constraints is similar to a power

minimization. Hence, this metric is not considered in the thesis.

2.2.4 Secrecy Outage Probability

Alice knows the instantaneous CSI of Bob and, hence, the secrecy capacity of the channel.
Both can agree on a code with the secrecy rate Rg. If the instantaneous secrecy capacity
Cy is above that rate, the communication is secure. Due to a fading event of the channel,
the instantaneous secrecy capacity C's may drop below a target value Rg and the security
of the system is compromised which is called secrecy outage [BD06|. The probability of
such an event, the secrecy outage probability (SOP), is defined by

Prout(Rs) = Pr(Cs < Rg) (2.3)

The SOP metric is useful in situations where the instantaneous CSI of Eve is unknown
but the fading characteristics of the channel are known at the transmitter. However, the
SOP does not tell anything about the amount of information leakage to the eavesdroppers
when outage occurs [HFA19|. Since the assumed SATCOM channel in the scenario of
this thesis is AWGN without fading, the SOP metric is not further analyzed.

2.2.5 Secrecy Region

The secrecy region is defined as the geometrical area in which the secrecy capacity is above
a certain threshold [MBHO09]. The vulnerability region (VR), respectively, is the area
where eavesdropping is possible, i.e. the secrecy capacity vanishes. If the eavesdropper
locations are unknown, a system with a smaller VR can be seen as more secure. Instead
of the SOP as a metric for short-time fading effects, the VR measures the security

performance from the perspective of a large scale channel. As described in Chapter 3, the
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channel for GEO SATCOM is approximately static. Hence, the secrecy region, and in
the same way the VR, are in general well suited for GEO SATCOM. However, in this
thesis, due to the large antennas which are necessary for eavesdropping, the eavesdropper
location is assumed to be known. Therefore, the VR is not analyzed directly, but is part
of Section 4.2.3 and Section 5.2.2 to demonstrate the effectiveness against new (potentially

unknown) eavesdroppers.
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3 Multiuser MIMQO Satellite System and
Channel Model

In this chapter, the basics of a MU-MIMO satellite link is thoroughly described. First, an
overview of the system architecture is provided which includes the investigated scenario. A
thorough description of the MU-MIMO downlink channel is presented which also includes
the CSI estimation. Finally, the basics of MU-MIMO precoding are introduced with the

example of ZF precoding.

3.1 Multiuser MIMO Satellite System Model

3.1.1 System Architecture

The forward link of a multiuser satellite system is considered in which a gateway station
distributes K different sensitive data streams that are intended for K single-antenna user
terminals (UTs). The GEO satellite employs a single feed per beam (SFPB) antenna
architecture with Ly reflectors generating L user beams on Earth. The feeder link
is considered to be ideal compared to the user downlink, i.e. noise contributions and
distortions in the uplink can be neglected because the link budget is clearly limited by
the downlink. Additionally, the uplink noise is a natural barrier for the achievable SNR
which may prevent the assumption of highly advantaged eavesdroppers. An FFR scheme
is assumed in the downlink. Hence, all beams use the same spectrum and polarization
such that a MU-MIMO channel is formed between the L feeds and K users, where
L > K. Moreover, there are M non-colluding eavesdroppers distributed in the coverage
of all beams and try to intercept the sensitive data. It is assumed that the burden of
receiver synchronization over hundreds of kilometers is also too high for the eavesdroppers.
In Fig. 3.1, the multibeam SATCOM design with multiple users and eavesdroppers is
illustrated. For clarity, only two out of Ly reflectors and the corresponding LLOS paths to

the kth user and mth eavesdropper are shown. The channel coefficients of the users hg g,
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Satellite with Lr antennas
illuminating L beams

Figure 3.1: System model showing two users and two eavesdroppers in a multibeam SATCOM
setup

and eavesdroppers hg ,,;, respectively, are described in detail in Section 3.2.

The satellite can employ, in general, any transparent or digital amplify-and-forward
payload. An exemplary payload is shown in Fig. 3.2. The uplink to the satellite is
exemplarily performed in a frequency-division multiple access (FDMA) scheme, but a
MIMO feeder link is also possible [Dell9]. Input multiplexer bandpass filters select each
downlink beam signal which is converted to the same downlink carrier frequency. The
high power amplifiers (HPAs) amplify the signals and bandpass filters remove out-of-
band components generated due to the nonlinearity of the HPA [MBS20]. The satellite
illuminates in total L beams with Ly reflectors based on an SFPB architecture, so that on
average L/Lgr beams are illuminated by the same reflector. The distance of the reflectors
and the distance of the users on Earth must match the design rules in [Sch19] such that
a MU-MIMO channel is formed. A multiple-reflector approach is already applied in a
state-of-the-art satellite designs to improve the signal quality [FTA+16].

3.1.2 Scenario under Investigation

The scenario of a forward link of a single-satellite MU-MIMO HTS system is considered

in this thesis. For reasons of readability of the results in the figures of this thesis, a 4 x 2
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Figure 3.2: Block diagram of a transparent payload design for MU-MIMO downlinks

MU-MIMO setup is discussed as an example. However, this does not mean a restriction
of the proposed algorithms to this particular antenna setup. The algorithms and the

results can be easily scaled to support the general L x K MU-MIMO case.

The satellite illuminates L. = 4 beams in Central Europe ranging from Poland to France
in the east-west direction and from Denmark to Italy in north-south direction. The —3dB
relative gain contour lines on Earth are shown in Fig. 3.3. An FFR scheme is applied
where all beams share the same carrier frequency and a common polarization. In general,
neighboring or overlapping beams are illuminated by spatially separated reflectors and,
thus, Lr = 4 in this MR scenario, i.e. each beam is illuminated by a separate reflector
indicated by the numbers 1 to 4 in Fig. 3.3. The reflectors are geometrically arranged as
a uniform circular array with a diameter Dg of 12m. M = 8 eavesdroppers are shown
in Fig. 3.3, whereas not all are active at the same time depending on the considered
scenario. In case of M = 2, only E; and Ey are actively eavesdropping and if M = 4,
only E; up to E4 are intercepting, respectively. It is assumed that all UTs are equal in
performance and each eavesdropper receiver has a 6 dB higher gain-to-noise-temperature
(G/T) than the receivers of the UTs.! It is assumed that an area with a radius of 3km
around each eavesdropper is free of users. Since eavesdroppers with such large antennas
like those considered in this thesis are operated in, for example, large military facilities,
this assumption seems reasonable. Moreover, the CSI of nearby receivers is approximately
equal (cf. Section 3.3.3) and, hence, it would be impossible to differentiate between users

and eavesdroppers. The eavesdroppers E; up to E4 are located nearby the beam boresight

!This G/T advantage can be achieved, for example, with an eavesdropper antenna that is double the
size of the UT antenna.
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3 Multiuser MIMO Satellite System and Channel Model

resulting in the highest antenna power gain (cf. Section 3.2.2.1). In other words, the
intended receivers are clearly disadvantaged with respect to the eavesdroppers in terms of
receiver SNR in this thesis. This is in contrast to [ZAO12] where the eavesdroppers are
at least 15 % of the beam diameter away from the beam center and their receiver G/T is
equal to the receiver G/T of the UTs. K total users are randomly distributed within the
dashed area in Fig. 3.3. They are divided into K¢ groups of K = 2 users in each group,
whereas, in general, K < L to serve the users simultaneously [SDSK19|. The number
of users per group is limited to K = 2 such that all users can be served simultaneously
and a spatial degree of freedom is left for security optimizations. For the numerical
simulations in Chapter 4 and Chapter 5, K1 = 500 total users with random locations
are generated and divided into K¢ = 250 groups of K = 2 users in each group. The
groups are composed by applying the multiple antenna downlink orthogonal clustering
(MADOC) user grouping algorithm presented in Section 3.5. In general, for MU-MIMO
communications every group size of K > 2 is eligible.? The system parameters that have

been assumed throughout the thesis are summarized in Table 3.1.

For comparison, a SR variant of this scenario is considered where all beams are
illuminated by the first reflector, i.e. Ly = 1. This simulates the LOS channel without
MIMO capabilities which is the common channel model in literature for PLS in FSS
SATCOM. All the other system parameters from Table 3.1 are kept strictly equal to
demonstrate the advantage of multiple reflectors on the satellite. However, the SR antenna
design scenario is always explicitly stated in the caption of a figure, whereas otherwise
the MR antenna design is the default.

Table 3.1: System Parameters

Parameter Value

Orbit Position 9°E

Carrier Frequency 11.0 GHz

Beam EIRP 59dBW

Noise Bandwidth 500 MHz

UT Gain 44dB (=~ 2.4m dish diameter)
UT Noise Temperature 280K

UT G/T 19.5dB/K

Eavesdropper G/T 25.5dB/K

2The system is just a MISO system in case of K = 1.
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Figure 3.3: Scenario under investigation: The coverage zone in Central Europe is illuminated
by L = 4 spot beams over Ly = 4 reflectors. M = 8 eavesdroppers are distributed
in the coverage zone and many users are randomly located within the dashed area.

3.1.3 Transmission Chain

The signals, channel coefficients and precoding vectors in this system model are time
dependent. The discrete time representation of a signal with the sample period Ts and
the time index n € Z,—oco < n < oo is z(t = nTs) = z[n] = z. For a more compact
notation, the time index is omitted.

The data signal sent to the user is denoted by s, which is a zero mean complex random
variable with unit variance (Jgk = 1) generated by a capacity-achieving ACM scheme. This
can be, for example, the common satellite transmission standard DVB-S2X [DVBS2X] or
an ACM scheme with channel coding for PLS (cf. Chapter 2 and the reference therein).
The data signals are mapped onto the antenna array with the precoding vectors t;, € CE*1
at the gateway station before transmission. This leads to the uplink signal to the Ith feed
of the satellite

K
T = [ZtkSk] , (3.1)
k=1 l

whereas [ -], denotes the Ith element of the given vector. The vector x = [z1, ..., 21"

comprises all uplink signals. Since the feeder link is considered to be ideal, the uplink
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3 Multiuser MIMO Satellite System and Channel Model

signal to the satellite is equal to the signal transmitted by the satellite.

All channel propagation coefficients between the L feeds and the kth user receive antenna
are defined by the column vector hg j = [hB k1, - - - , hB,kL]H. The vector hgj, € CLx1 g
also called CSI of the kth user. The ray tracing of the spherical wave model is important
to determine the channel propagation coefficients hp j; which are defined in the Section 3.2.

The received signal yp j for user k is given by

yBe = hp pX + wp
K (3.2)
= hgktksk + Z hg,ktisz‘ + wB k,
i=1,ik

with wg j being the AWGN, which is complex circular symmetric with zero mean and

2
wR,

treated as noise. To indicate the involved interference to the reader, yp is called signal-to-

variance oy, . In multiuser systems, the interference caused by other users is typically

interference-plus-noise ratio (SINR) value of the user k and is given by

i} b
VBE = A (3.3)
ik Bt o2,
Similar to the definition of the user channel vector, the vector hg ,, = [REm1, - -, hEm L]H

defines the channel vector of the mth eavesdropper containing the channel coefficients
between the L feeds and the position of the mth eavesdropper receive antenna. The
received signal yg .1 at the mth eavesdropper intending to intercept the kth user data

stream is given by

K
YE,mk = hg,mtksk -+ Z hI]:jlymtiSi + WE,m, (34)
i=1,itk

2

where the noise wg,m, is complex circular symmetric with zero mean and variance oy, .

Since it is assumed that every eavesdropper is theoretically capable of wiretapping every
user, i.e. synchronizing, demodulating and decoding the corresponding data stream of
each user, K SINR values are defined for each eavesdropper. The mth eavesdropper can
receive the kth user signal with the SINR

‘hg,mtk ‘2

Zi#k‘hg,mti ‘2 + 0121)E,m ‘
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In practice, only the highest SINR value per eavesdropper is relevant. If one can decode
the first user signal, successive interference cancellation (SIC) can be applied to improve
the SINR to wiretap the other users.

Moreover, AN is helpful to increase the security of a system [GN08]. The artificial noise
a is a zero mean complex circular symmetric Gaussian random variable with unit variance.

The AN signal is mapped onto the antenna array with the precoding vector t, € CL*!

respectively. The simple method is to lay the AN in the null space of the user signal to
avoid interference, which, however, limits the degrees of freedom during the optimization
process. Therefore, the general case is considered where interference between the user
signal and AN is allowed but may deteriorate the user SINR. The received signal at the

kth UT is given by

K
YB,k = hPBIJ{:tkSk + Z hgktisi + hgktaa + wB,k, (3.6)
i=1,i%k

This leads to the respective SINR of the kth user with AN:

|hg,ktk|2

Z#k‘hg,ktif + }hg,ktaf + o2

WB,k

N _
S

)

B (3.7)

The AN is received by the eavesdroppers as well and deteriorates their SINRs which are

in that case given by

2

AN |hE mt’f}
VEmk = : . (3.8)
By b ]+ [t 4 02

WE,m

3.2 Multiuser MIMO Satellite Channel Model

The channel propagation coefficients contain the whole link-budget of the transmission.

Therefore, three main components of the coefficients are considered:

1. the feeder link, the power amplifiers and the frequency converters which are only

dependent on the beam index I,
2. the satellite transmit antenna gain and the free space propagation (FSP) which

are influenced by the beam index [ and the position of the user and eavesdropper

terminals,
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3 Multiuser MIMO Satellite System and Channel Model

3. the gain and phase of the receiver earth stations for users and eavesdroppers,

respectively, which are independent of the MU-MIMO setup.

Although the channel model is presented for the user channel coefficient hg j; in the
following, it can be derived equivalently for the eavesdropper channel coefficient hg ,,; by

replacing the respective indices.

3.2.1 Uplink to the Satellite and the Transponders

The feeder link and satellite transponder of the [th downlink beam is a single-input
single-output (SISO) channel due to the FDMA scheme. The gain glUL € C models the
uplink channel of the {th beam:

gt =af et (3.9)

The power gain a}JL € R comprises the gateway equivalent isotropically radiated power,
the uplink FSP loss, the satellite receive antenna gain, the depointing losses, as well as the
gains and losses of the satellite payload, e.g. the low noise amplifier, HPA and bandpass
filters. The phase o~ € [—m,7[ is influenced by the gateway local oscillator (LO), the
varying path length towards the satellite and the phase shift in the payload components.
From the downlink perspective, glUL, 1 <1 < L, affects all users and eavesdroppers in

the same way. The power alUL =qUL

can be assumed to be constant due to the fact that
satellite operators measure the output backoff of the HPAs and are able to adjust the
output power to be equal for all beams [SK17a]. This can be done by adjusting the uplink
power accordingly. However, the chL in (3.9) must be considered to achieve effective

precoding.

3.2.2 Downlink Propagation
3.2.2.1 Antenna Radiation Pattern

It has been shown in [SDSK19] and the references therein that, for frequencies above
10 GHz and in case of directional antennas, it is sufficient to take only the LOS FSP as
well as the multibeam antenna pattern into account to model the channel propagation
coefficients. The antenna boresight is the direction of the antenna’s main lobe for which
the power is maximum and points towards the beam center position on Earth. Hence, the
transmit antenna gain depends on the pattern of the multibeam antenna and the position
of the user or eavesdropper within the illuminated beam. In the following, \. = co/ fe.

denotes the carrier wavelength with cp and f. being the speed of light and the carrier
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frequency, respectively. The angle 0y; denotes the off-axis angle of the kth Earth terminal
with respect to the Ith beam’s boresight direction based on the position of the utilized
reflector r;,. Parameter a}?‘max denotes the maximal power gain of the satellite transmit
reflector with diameter D;; used to illuminate the /th beam. The satellite antenna gain
al € R is modeled by [ST12]:

R = gk <‘]1(“) +36 JB(“)) : (3.10)

max 2u u3

where w = 7Dy, /A - sin(fy;), and Ji(-), J3( ) are Bessel functions of the first kind and

order one and three, respectively.

3.2.2.2 Free Space Path Loss

The radio radio path length between the kth user and the [th satellite feed is denoted by
dg; = ||r; — ri||. Moreover, the radio path length between the [th feed and the reflector
Ir is static and equal for all users and eavesdroppers. Hence, it can be omitted which
reduces the relevant radio path length to the distance between the satellite reflector g

and the UT antenna. The FSP gain g,ljlsp between the beam [ and user k is then given by

A _j2m
= e (3.11)

Besides the FSP loss, the atmospheric distortions must be considered. For SATCOM
and frequencies above 10 GHz, the troposphere (from ground up to 20 km altitude) is most
significant [All11]. An antenna separation of a few meters on the satellite and a maximum
altitude of severe weather influences at 20 km, result in a horizontal separation of the
LOS paths of only a few centimeters [Sch19|. Hence, it is reasonable to assume identical
amplitude and phase disturbances in the troposphere for all paths from different satellite
antennas to the same UT. To investigate potential phase fluctuations between different
LOS radio paths due to atmospheric perturbations, various interferometric measurements
in radio astronomy and SATCOM have been conducted (see [SHK15a| and references
therein). The measurement results have shown that the root mean square differences of
the radio path length due to atmospheric influences is below 190 pm (2.8° at 12.5 GHz
carrier frequency) in 99% of all observations [SHK15b]|. It is, therefore, sufficient to
consider the deterministically calculated phase of the pure LOS path via ray tracing
in a spherical wave model. The phase fluctuations that are potentially induced by the

atmosphere can be neglected in this model.
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3.2.3 Modeling the Receiver Terminals

The model of the receiver terminal also includes the remaining severe weather influences
in the troposphere, for example, the rain attenuation. This is due to the fact that they
affect each UT separately. The kth UT consists of an antenna and a down converter.

Their total gain g,gT is modeled by
gV = T elei" (3.12)

An active antenna steering is considered to mitigate the depointing loss for all terminals,
users and eavesdroppers, as this is a standard feature of large parabolic reflector anten-
nas [MBS20]. If a user or eavesdropper uses a different receiver, e.g. a larger antenna or a
down converter of better quality, or is affected by position dependent rain attenuation, its
gain agT varies. Since an eavesdropper is negatively affected by rain attenuation, clear sky
conditions as the worst case are assumed throughout this thesis. The gpgT includes, for
example, the LO of the down converter in the UT and the phase shift due to atmospheric

perturbations which affects all radio paths equally.

3.2.4 Summary

The channel propagation coefficients hp j; combining all introduced effects are finally
given by

UL o™ qft . gESP . qUT b (313

hp g = a A+ Gk

The UT phase @ET is constant for all beams. It is recovered by the receiver and, thus,

could be removed without loss of generality.

3.3 Channel State Information

3.3.1 User CSI with Feedback

The estimation of the CSI is crucial to perform the precoding. An UT can estimate its
channel propagation coefficients at the same time with cross correlation of orthogonal
training sequences transmitted in each beam. Possible sequences are based on constant am-
plitude zero autocorrelation waveform [HSSK16| or Walsh-Hadamard codewords [DVBS2X,
Annex E|. The CSI of the users is known at the transmitter or gateway based on a
feedback of the channel coefficients via a separate return channel. The update rate of the

coefficients can be low (in the order of multiple seconds) due to the fact that the channel
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is only slowly varying. In a testbed and field trial of a MU-MIMO SATCOM downlink
scenario, the CSI update period of 5s has shown to be sufficient to achieve the throughput
predicted by theory [SSK20]. Since the testbed considered a MU-MIMO SATCOM setup
with two collocated satellites, the CFOs due to the motion of the satellites have been
tracked and compensated at the transmitting gateway additionally. For the single-satellite
scenario considered in this thesis, the necessity of a CFO compensation depends on the
uplink. A large uplink carrier frequency difference due to the considered FDMA scheme,

e.g. using different frequency bands, possibly requires a CFO compensation.

3.3.2 CSI Estimation for Eavesdroppers

The eavesdroppers, however, do not feed back their channel propagation coefficients. With
the assumption of an approximately known position of the mth eavesdropper r;, the
derivation of the CSI starts. The position can be approximated by, for example, detection

on satellite images or other intelligence services.

To estimate the antenna radiation pattern gain (3.10) and FSP gain (3.11) parts of the
channel propagation coefficients, the position of the satellite feeds r; are necessary. The
stabilization of the yaw, roll and pitch axes of a satellite is done with high precision [MBS20].
Hence, there is a constant offset between all feed positions r; and the center of mass of
the satellite and the beam boresight positions are kept constant. The satellite position

can be estimated with time difference of arrival measurements of four UTs [HX04]. Ray

R

o and

tracing algorithms can now compute the downlink propagation channel gains a

g}jﬁ’P for each position on Earth.

The uplink (p}JL for each beam cannot be estimated directly. However, the difference of

the arguments of the coefficient measurement and the FSP gain result in
o+ = arg(hpp) — arg (g )- (3.14)
Moreover, the phase of the UT can be eliminated by
(et + o) = (@Y T = o et (3.15)

which reveals the phase difference between the first and [th beam. The uplink phase
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vector with the unknown offset @FL is given by

0
UL UL
Yo — P
et = : +or" (3.16)
Pl — UL

The phase offset is not crucial for the CSI estimation, can be interpreted as a shifted UT
LO phase as well, and will be recovered by the receivers anyway. If a single user is not
able to receive the signals of all beams, multiple users with overlapping beam coverage
are necessary to construct the vector chL.

A defensive estimation of |hg ;| can be done by assuming a best-in-class receiver and
the parabolic reflector size on the pictures of the eavesdropper’s position. In conclusion,
the CSI of the eavesdropper hg ,, can be estimated with knowledge of the position r,,

and multiple (at least four) reference users.

3.3.3 CSI Estimation Error

To demonstrate the channel propagation coefficient estimation error in dependency of a
position error, it is assumed that the position error of the eavesdropper is in the order
of a few kilometers. Hence, the amplitude variation of the channel coefficients can be
neglected since the weather and the satellite antenna radiation gain can be assumed to
be equal in such an area. Thus, the crucial part of the channel vector is the phase which
is given by

P1 0

arg(hgm) = | 1 | = ; + 1. (3.17)

PL YL —¥1

Again, the constant offset ¢ is irrelevant for the CSI since it can be recovered by the

receiver. In case of a position error, this phases will be affected by errors:

arg (hEm> = : + (o1 + A1)
oL+ Apr — (g1 + D)
[ 0

= : + (1 + Apr).
oL — 1+ (Apr — Apr)|

: (3.18)
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Figure 3.4: Standard deviation of the phase error in the CSI in dependency of the distance to
the true position

The error of the first beam is randomly distributed, i.e. Ap; € [—m, 7[. However, the
relevant error terms are (Ag; — Ayy) with their standard deviation oay,. A simulation
with 1000 000 equally distributed positions in a radius of 30 km around the true position
with random altitudes between 0 m and 1000 m is performed. The average over all beams
of the standard deviation of the phase error in dependency of the position error for
different antenna spacings Dg on the satellite are shown in Fig. 3.4. The results are
in line with the theory in [Sch19| that a larger spacing of the antennas on the satellite
Dg leads to orthogonal channels when the antennas are closer together on Earth. A
distance of a few meters in space still requires multiple kilometers of antenna spacing
on Earth. With the larger spacing of Dg = 12m, the CSI variance of eavesdroppers
and users close to each other is higher than the CSI variance with Dg = 6 m. This is
an advantage for secure MU-MIMO SATCOM precoding, but a drawback for the CSI
estimation. However, for Dg = 12m, the CSI error due to position uncertainty of up to
3km is in the order of the phase uncertainty after CFO compensation in [SSK20|. This
error is sufficiently small such that MU-MIMO precoding becomes possible. Since the
location of the eavesdroppers will be known more precisely than 3 km due to the precision
of contemporary satellite imagery, it is assumed throughout this thesis to know the CSI

of the eavesdroppers exactly.

In case of the SR variant, the eavesdroppers are not affected by the channel phase

variations of the FSP loss in (3.11) dependent on the reflector position and terminal
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position on Earth. The multibeam antenna pattern in (3.10) is the only degree of freedom

and, hence, the CSI of the eavesdroppers is also perfectly known.

3.4 Introduction to Multiuser MIMO Precoding

3.4.1 Zero-Forcing Precoding

One of the common precoding algorithms for (multiuser) MIMO is ZF precoding [SSHO04;
YG06; WES08|. The precoding algorithm cancels out the co-channel interference (CCI)
part for the other users in (3.19c¢), forces the interference to zero (hence the name). Two

different objectives for optimization of each users signal power Pj are possible:

e Fairness: f(Py) = mzin Py
e Throughput: f(Py) = Zlog(l + P).
k

While designing the ZF precoding vectors, for SATCOM an important practical aspect
has to be considered: Every satellite feed has a dedicated power amplifier which prohibits
an instantaneous power sharing between the L feeds, i.e. the per-antenna power constraint
(PAPC) (3.19d) has to be considered. Since the channel vectors hg, including the
channel propagation coefficients defined in (3.13), already include the physical signal
power, the PAPC is bounded to 1. Moreover, the precoding algorithm must consider
all users equally to mitigate CCI and, hence, the set of precoding vectors (t1,...,tx)
must be optimized in a single step. The complete ZF precoding algorithm subject to the
zero-interference constraint and the PAPC for SATCOM is given by:

max P, 3.19a
W f(Py) ( )
subject to  [hfl " = Py, VE, (3.19b)
Il 6P =0, Wik, (3.19¢)

K
[Ztktgl <1, Vi (3.19d)
k=1

1l

The ZF precoding is used as a reference for performance in the latter of this work.
Comparing the user capacity or SINR achieved by ZF with the respective values of the
precodings for security, the performance scarified for security is revealed. A common
method to reformulate the optimization problem to apply an computationally efficient

numerical solving algorithm is introduced in the following Section 3.4.2.
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3.4.2 Solving the Optimization Problem

The optimization problem (3.19) can be reformulated to be convex and, thus, efficiently
solved with off-the-shelf numerical optimization methods. To be more precise, the opti-
mization problem must follow the disciplined convex programming (DCP) rules [GBY06;
BV04|. Exemplarily, CVX is a package for specifying and solving convex programs [GB0S;
GB20]. The ZF precoding with fairness objective can be reformulated to a second order
cone program [WESO08|. The throughput objective is more difficult and a more gen-
eral convex reformulation, the semidefinite relaxation (SDR), is necessary [WES08|. In
the following, the throughput objective is shown because of the necessity of the SDR

reformulation for the secure precoding algorithms in Chapter 4 and Chapter 5.

In a first step, the quadratic terms must be linearized. The absolute square can
be expressed by ‘hgktk‘Q = hg7ktktgh37k. Moreover, a matrix Ty = tktg € CLxL g
defined. Due to the construction, this matrix is positive semidefinite, i.e. Ty = 0, and

rank(Ty) = 1. The reformulation of (3.19) is given by:

max log(1 + P, 3.20a
(T Zk: g(1+ Pr) (3.20a)
subject to  hj , Tyhgy, = P, Vk, (3.20D)
hy, Tishpe =0,  Vi#k, (3.20¢)
K

YT <1, W, (3.20d)

k=1 1l
T = 0, vk, (3.20¢)
rank(Tg) = 1, VEk. (3.20f)

However, this rank-one constraint (3.20f) is the only non-convex constraint in (3.20)
and must be removed for efficient numerical optimization. The constraint on the positive
semidefinite matrix is relaxed and, therefore, the procedure is called SDR [LMS-+10].

The problem formulation which now follows the DCP rules is expressed as an instance of
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semidefinite programming (SDP):

max : Zlog(l—l—hg’kahB’k)
k

(Ty,....,Tk
subject to  hy ;, Tihgy, =0, Vi # k,
K (3.21)
ZTk < 17 VZ,
k=1 1l
T, =0, V.

In particular, the original problem (3.19) with the throughput objective belongs to the
class of NP-hard problem. The SDP problem (3.21) can be solved with interior-point

algorithms in polynomial time with a worst-case complexity of

O(JE(NCOHSN\%M + Ngons + N{/uar) log(l/ﬁ)) (322)

given a solution accuracy € > 0 [JKL+20]. Ny, denotes the number of optimization
variables, Ncons the number of constraints and w the complexity of a matrix inversion
which is currently w = 2.373 [JKL+20].

Numerically solving (3.21) results in the globally optimal matrices T} [LMS+10].
However, turning the NP-hard problem into a polynomial-time solvable problem, there is
a fundamental issue of turning back the T}, into a feasible solution t;. The corresponding
precoding vector t; can be easily recovered by an eigendecomposition or singular value
decomposition (SVD) if the optimal matrices are rank-one3. The eigenvector corresponding
to the only nonzero eigenvalue is the optimal precoding vector t;. For the ZF precoding

optimization problem, the SDR solution is always rank-one [WESO08].

In general, it depends on the number of constraints if there is always a rank-one
solution [HP10|. If these matrices T}, are a high rank optimal solution, there are many
reasonable heuristics to determine an approximate solution t?. In general, the result
is not optimal. Otherwise, an NP-hard problem would have been solved in polynomial
time [LMS+10]. In this work, the Gaussian randomization procedure is applied which is
described in Fig. 3.5. The diagonal elements of T}, represent the optimal power of the
user signal transmitted via the respective beam and, thus, the random vector is scaled

accordingly.

3Numerically determining the rank of a matrix is done by an SVD and counting the singular values
above a certain threshold € > 0. The resulting rank of the matrix is called e-numerical rank.
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Data: High rank optimal T,

Number of randomization iterations I ax
Result: Suboptimal precoding vector tk®
fori=1,..., [hax do

Generate 51(;) ~ CN(0,1r)

, 12
Scale 5,(;) such that ’{,(;) = diag(T})

end
Determine i® which solves the original problem (3.19) the best

@
Output t¥ = ;; ) as the approximate SDR solution

Figure 3.5: Gaussian randomization procedure to recover tk®.

3.5 User Selection for Precoding

Since the total number of potential users on Earth Kt is typically larger than the number
of transmit antennas (beams) on the satellite, user scheduling is necessary. In order to
serve every UT, all Kt UTs are divided into Kg groups, whereas the K UTs in the same
group are served simultaneously with space division multiple access. Moreover, different
groups can be served sequentially in different time slots in a time-division multiple access
manner.

The algorithm proposed in [CQ19] iteratively adds new users to the group and tests
the sum rate after precoding. Only users which contribute positively to the sum rate stay
in the group. In [LZT+22|, a genetic algorithm is presented where many populations
of randomly grouped users are generated. After computing the precoding, the most
powerful populations, i.e. the ones with the highest average data rate, are selected as
parents. Randomly exchanging users of different groups forms the new generation. After
a maximum number of generation, the algorithm terminates.

However, the computation of the precoding during the user grouping process might
be feasible for ZF precoding but not for more complex ones like the security precoding
algorithm proposed in Chapter 4. Therefore, the MADOC user grouping algorithm

proposed in [SK17c| with the cosine similarity metric

’h}BI,ihBJ ‘

cos(£(bsi, b)) = o S
K »J

(3.23)
is considered for the remainder of this thesis. The channel vectors hg ; and hp ; are orthog-

onal when cos(Z(hp ;, hg ;)) = 0 which implies that user ¢ and user j do not influence each

other. Hence, a new user is added to the group when its cosine similarity (3.23) towards
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all previous members of the group is smaller than a certain threshold eg. In [SK17¢|, the
design parameter €g is evaluated to be optimal in the range of 0.3 < eg < 0.4, depending
on the SINR of the users. Since in this thesis UTs with high G/T, i.e. high SINR values,
are considered, the threshold is set to eg = 0.4.
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In this chapter, the MSC precoding algorithm is described and evaluated with numerical
simulations taking the presented system architecture into account. This includes the
problem formulation and the reasoning for the minimum secrecy capacity as a metric of
choice, the convex reformulation with an iterative approximation, and the application of
AN to improve the secrecy. The numerical analysis validates the effectiveness of the MSC
precoding to generate MU-MIMO SATCOM channels suitable for key-less PLS with a

certain secrecy capacity.

4.1 Computation of the Precoding Vectors

4.1.1 Problem Formulation

An example of an algorithm to maximize the minimum secrecy capacity is presented
in [LLO-+19] with the drawback of a total power constraint. The HTS considered in this
thesis employs a single HPA per feed and, thus, a PAPC must be taken into account. Since
the minimum secrecy capacity is dependent on all user signals in the same way, the set of
precoding vectors (t1,...,tx) must be optimized in a single step. By introducing the
system-wide minimum secrecy capacity Cg min Which will be defined in the next section,

the final MSC precoding optimization problem is

max CS,min

(t1,. t)
K
ZtktE] <1, Vi
k=1 1l

(4.1)
subject to

4.1.2 Defining the Minimum Secrecy Capacity

The secrecy capacity definition of (2.2) must be extended to solve the MSC precoding
problem. The capacity of the kth user is given by [Sha48|

Cpx = loga(1 4+ vB.k), (4.2)
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using the user’s SINR ~p  from (3.3). Moreover, the capacity of the mth eavesdropper
intercepting and decoding the kth user signal is given by

C1E,mk = 10g2(1 + rYE,mk)v (43)

using the eavesdropper’s SINR g, from (3.5). The interference of the other users is
treated as noise. The secrecy capacity Cg i of the kth user towards the mth eavesdropper
is defined by the difference of the user capacity Cp j and the mth eavesdropper capacity
towards the kth user Cg mi:

Csmk = OBk — Ckmk- (4.4)

However, after being able to decode one user signal, an eavesdropper could apply SIC to
improve the SINR of other user signals. Hence, the security of the whole system against
eavesdropping is limited by the security of the weakest user. Moreover, even the most
capable eavesdropper should not be able to intercept any user signal and, therefore, the

system-wide minimum secrecy capacity Cs min is given by

Csmin = k:I{linK (Ck — Cumk)- (4.5)
m=1.. .M

4.1.3 Convex Reformulation

In order to solve (4.1) in a computational efficient way, the problem must be reformulated.
An auxiliary variable cpin € R is introduced. If the secrecy capacities for all users
and eavesdroppers are greater or equal cpiy, then cpi, is equal to the minimum secrecy

capacity Cgmin. Moreover, the user capacity Cp can be rewritten using (3.3)

[l b
Zi;«ék’hg,kti ’2 + 0o

K
(Zizl ‘hgvkti‘ + (7121113,’C )
= logy .

Zi#k‘hg,k‘ﬂ + 0o

Cpr =1logy (1 +pk) =logy | 1+
(4.6)
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Likewise, this can be done for the eavesdropper capacity Cg i using (3.5). The opti-

mization problem is now

max Cmin
(t1,0tK)
subject to  ¢min < (CBk — Cu.mk), vk, Vm,
S ’hg,kti| +or..
CB,]C = 10g2 hH 2 - ) Vk>
Zi¢k| B,kti‘ + Ouwg (4.7)
K
Zizl ‘hg,mti’ + O-%UE m
Cg,mk = logy q 5 : , Vk,Vm,
Zi;ﬁk‘hE,mti| + 0p
K
Ztkt}j] <1, Vi
k=1 1l

The optimization problem must follow the DCP rules [GBY06] like the ZF precoding
in Section 3.4.2. Therefore, the matrix T} = tk;tl,;I € CL*L is introduced and the

rank(Ty) = 1 constraint is skipped:

max Cmin (483)
(T1,...Tx)
subject to  cmin < (Ck — CEmk), (4.8b)
K H 2
> hy, T;hgr+o
Cp . = log, izt E’k M ZB’k , vk, (4.8¢)
> iz b Tihp gk + 05,
K H 2
> hy T,hg,, +0
Crmi = log, 21 g e ) g i, (4.8d)
ik M Tihgm + 05,
K
T <1, Vi, (4.8¢)
k=1 1l
Ty = 0, k. (4.8f)

For the next steps, let us define the numerator and denominator of (4.6) as the following

real-valued auxiliary variables for all k = 1,..., K users and m = 1, ..., M eavesdroppers,
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respectively:

K
Z BkTth+0ka>

z;ék

nk: ( thTth+0ka s

Sm = In ZhEmT hEm"’_UwEm)

(> b, Tihgm +op,
i£k

Nk

Moreover, replacing the capacity constraint (4.8b) by the auxiliary variables in (4.9) leads

ek esm
Cmin S 10%2 (enk ) - 10g2 (enmk ) ’

— logQ(eS’“ _ enk _ esm + enmk)’

to:

(4.10)

= (Sk — Nk — Sm + nmk) 10g2(6)7 Vk,Vm.

Due to the logarithm, the terms s; and n,,; are concave, whereas the negative terms
—ng and —s,, in (4.10) are convex [BV04|. Hence, as a sum of all these terms, the
minimum secrecy capacity auxiliary variable cpin is neither convex nor concave and,
thus, violates the DCP rules. The maximization problem in (4.8), however, needs a
concave objective function [BV04]. The convex-concave procedure (CCP) is a powerful
heuristic method to find local solutions to the so-called difference of convex programming
problems [LB16|. In a maximization problem, all convex terms are approximated by
a linear lower bound at an initial feasible point. The resulting local optimal solution
may depend on the selected initial point and it can be helpful to initialize the algorithm
with different starting points and choose the final solution with the highest objective

value [LB16].
(0)

Approximated lower bounds of n, and s, are necessary for the CCP. If T} are feasible

solutions for the problem (4.8), approximations for ny and s,, are

fip =Y i, Thg, + 02 |,
ik (4.11)

K
Sm = In (Z nf TOng, + aqu’m) .

=1
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Moreover, the first-order Taylor approximations of e”* and e at a feasible point T,(co)
are i i
et = ™ e (ny — Ny),
N ) ( ) (4.12)
e’m = e’ +e°™ (s, — Sm).
Applying the auxiliary variables (4.9) and (4.10) as well as the first-order Taylor
approximations (4.12) to the problem (4.8), the computational efficiently solvable problem

is given by:

Sk My D (4.13a)
(T1,...Tk)
subject to  cmin < (Sk — Nk — Sm + Tmk) logy(e), (4.13b)
K
> hg,Tihgy + oo, , > e™, Vk, (4.13c¢)
i=1
> hgTihpy + o5, =™ (ng —fp +1), VY, (4.13d)
i#k
Z hngihE,m + aﬁjE = ™ (80 — 3m + 1), Vm, (4.13¢)
i=1
Z hil,, Tihgm, + 0 > ek, Vk,Vm, (4.13f)
i#k
K
> Tkl <1, v, (4.13g)
k=1 1l
T, =0, V. (4.13h)

The inequalities (4.13c) and (4.13f) are necessary due to the DCP rules and hold with
equality for the final solution. If e®* and e"m* could be further increased, the value of the

objective cpin would be increased as well.
Solving (4.13) at an initial feasible point T,(CO), the resulting optimal Tf(l) can be used

as the starting point of the next iteration. The auxiliary variables are updated by:

=In[> hj kTO hg e +ooy, |
itk (4.14)

=In (Zh T®(J E,m +03,Em>.

The iterative process stops when a maximum number of iterations Jyax is reached or
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when the objective value ¢y, has not been improved by a value higher than a threshold
() (-1

in — Crin < €0. In case of a similar objective value, a local optimum has been

(0)

min

€0, l.e. ¢
found. The initial objective value is set to ¢, ; = —oo (or any large negative number) to
enforce at least a second iteration. The CCP algorithm to find a locally optimal solution
for the MSC precoding problem (4.1) is shown in Fig. 4.1. The convergence of the CCP is
proofed in [LB16|. However, the locally optimal solution may be dependent on the initial
feasible point. Different initial feasible points are evaluated in Section 4.2.1. The SDR
matrices T; must be turned back into precoding vectors (cf. Section 3.4.2). If there are
any matrices with rank (Tk®) > 1, the suboptimal result of the Gaussian randomization
process from Fig. 3.5 may lead to a smaller minimum secrecy capacity than the final
()

min”

objective value ¢

Data: Initial feasible precoding matrices T,go)

Maximum number of iterations Jyax
Threshold ¢g
Result: Locally optimal precoding vectors t%
j=0
repeat
Compute auxiliary variables ﬁ,(g ) and 5%) using (4.14)
Set T;f(] ™ 4o the solution of the optimization problem (4.13)
Update iteration j = j +1
until an)n — cg;) < €0 orj > Jmax
Compute tk® with eigendecomposition or Gaussian randomization

Figure 4.1: Convex-concave procedure algorithm to find a locally optimal solution for the
MSC precoding.

4.1.4 Adding Artificial Noise

The application of AN may improve the minimum secrecy capacity or even be necessary
to achieve secrecy at all [GNO8|. The derivation of the optimization problem is similar
to the precoding without AN. The capacities in (4.2) and (4.3) are redefined with the
SINR values of the users 'yé}g from (3.7) and the SINR values of the eavesdroppers 'yﬁ}jnk
from (3.8) instead. Additionally, the matrix T, = t,ti € CI*F is defined which has to

be positive semidefinite and the rank-one constraint is dropped to convexify the problem.
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4.2 Numerical Analysis

This leads to the problem formulation

max Cmin
Sk Nk ySmNmk
(T1,-.,Tk,Ta)

subject to  cmin < (Sk — Nk — Sm + Tumk) logy(e),

K
Z hg  Tihg . + hg , Tohg j, + UZ,B’,C > ek, Vk,
i=1
Z hgvaihBJg + h}B{kTahB,k + 0-1217B,k — ¢k (nk —ng + 1), Vk,
i#k
K ~
Z hg,mTZhE,m + hg,mTahE,m + UTQUE,m = e’ (sm — 8Sm + 1)> Vm,
i=1
H H 2 Nk
> hi, Tihg, + by, Tohgy + 0p, > e, vk, Vm,
i#k
K
Y Ti+Ta| <1, v,
k=1 1l
Ty = 0, Ty =0, Vk.
(4.15)

Null space AN beamforming is not considered. The additional constraints such that
‘hgktaf = 0 further restrict the optimization problem without any benefit. The AN is
already included in the user SINR terms. Furthermore, since the computational complexity
of an SDP in (3.22) also depends on the number of constraints, this would decrease the
execution speed. The optimization problem with artificial noise can be solved with the
algorithm shown in Fig. 4.2. A secure transmission is now possible with the resulting

precoding vectors.

4.2 Numerical Analysis

In this section, numerical simulations, i.e. Monte-Carlo simulations, are performed to
evaluate the MSC precoding algorithm. Taking the scenario from Section 3.1.2 into
account, different initialization strategies for the CCP, the secrecy performance with

multiple eavesdroppers and the secrecy region are investigated.

4.2.1 Initialization Strategies for the Convex-Concave Procedure

As stated in [LB16], the the final, locally optimal, solutions of the precoding vectors
H
tclf are influenced by the initial feasible solutions Tl(f) = t}({o)téo) provided to the CCP
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Data: Initial feasible precoding matrices T,(CO) and Tﬁf’)

Maximum number of iterations Jpnax
Threshold ¢p
Result: Locally optimal precoding vectors t% and t¥
j=0
repeat
Compute auxiliary variables ﬁgj ) and 3% using (4.14)

Set Tf(jﬂ) and Ta®(j+1) to the solution of the optimization problem (4.15)
Update iteration j = j + 1
G) _ (-1

until c; ;. { Coin . < €0 0T J 2 Jmax
Compute tf and t¥ with eigendecomposition or Gaussian randomization

Figure 4.2: Convex-concave procedure algorithm to find a locally optimal solution for the
MSC precoding with AN.

algorithm in Fig. 4.1. Therefore, three different strategies are evaluated:

1. ZF Precoding: The vectors t,(co) are initialized with the solutions of the ZF

precoding with the fairness objective given in (3.19).

2. Beam Gain: The kth user signal is fully transmitted in that beam [; where the
amplitude of the channel propagation coefficient is the highest. If that beam is
already occupied by another user, the second highest is chosen. The initial feasible

solution for user k is a vector of zeros with a 1 at the index [}

3. Random: The vectors t,(co) are set to random vectors &, ~ CN(0,11) which are

scaled such that |€,|> = 1/K, i.e. each user signal is transmitted in each beam with
power 1/K.

The relevant parameters of the CCP in Algorithm 4.1 are the number of iterations,
the final minimum secrecy capacity cpi, and the probability of rank-one solutions of T%‘)
and T? to avoid the suboptimal Gaussian randomization process. Table 4.1 summarizes
the relevant parameters of the MSC precoding algorithm for the different initialization
strategies. In the performed Monte-Carlo simulations, the following parameters were set
additionally: maximum number of iterations Jpax = 10 and threshold ep = 0.001 b/s/Hz.
Strategies with a smaller average number of iterations have an improved runtime perfor-
mance and may be favored. Since the ZF precoding is already an optimization problem
which must be solved, the number of iterations in Algorithm 4.1 for the ZF precoding
strategy should be increased by 1 for a fair comparison with the other two strategies.

Fig. 4.3 shows the distribution of the minimum secrecy capacities in dependency of the
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initialization strategies. The best-case and worst-case performances of all strategies are
approximately equal. However, the initialization with ZF precoding performs 0.1b/s/Hz
better on average. The overperformance gives an indication in how many Monte-Carlo
runs the strategy performs at least 5 % better than the others in terms of ¢pi,. Moreover,
the percentages of rank-one solutions T% is given in the last columns. The Gaussian
randomization procedure is suboptimal and more computationally expensive than the
eigendecomposition and, hence, many rank-one matrices are beneficial.

In conclusion, the ZF precoding initialization strategy takes the least number of iterations
and leads to the best performance with an approximately equal percentage of rank-one
solutions. Hence, it is the initialization strategy of choice and will be used in all MSC
precoding algorithm computations throughout this thesis. The rare cases when Beam

Gain or Random perform better can be neglected.

Table 4.1: Comparison of the Initialization Strategies for the CCP

Strategy Avg. Number of Overperformance Rank-one
Iterations Solutions
with AN with AN with AN
ZF Prec. 5.34 (+1) 3.57 (+1) 1% 9% 94 % 95 %
Beam Gain  7.28 4.65 1% 1% 94 % 97 %
Random 7.52 5.44 0% 1% 94 % 96 %

4.2.2 Secrecy Capacity Performance

The secrecy capacity performance of the MSC precoding without and with AN, respectively,
is investigated in the case of different numbers of eavesdroppers. In particular, the case
where the number of eavesdroppers exceeds the number of beams is analyzed. Therefore,
the exemplary scenario from Section 3.1.2 is simulated. Moreover, a comparison between
the MR antenna design and a single reflector is provided. In general, absolute capacity
values are only due to the chosen scenario and are not directly comparable. Because
of this, the ZF precoding user capacity is given as an approximate upper bound of the

minimum secrecy capacity which could be achieved only when no eavesdropper is present.

4.2.2.1 MSC Precoding without and with AN

In Fig. 4.4, the minimum secrecy capacity distribution for M = 2 and M = 8 eavesdroppers

is shown for MSC precoding without and with AN. Moreover, Table 4.2 summarizes the
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Figure 4.3: Minimum secrecy capacity distribution for different initialization strategies

average minimum secrecy capacity E[cpin] and the power usage for M = 2, M = 4, and
M = 8. In case of M = 2, the increase of minimum secrecy capacity by use of AN is
minimal. In general, when the MIMO degrees of freedom are sufficient, i.e. L > K + M,
AN does not provide a significant secrecy advantage. However, with more eavesdropper,
the impact of AN is obvious with an increase from 2.85b/s/Hz to 3.27b/s/Hz on average.
The utilization of AN is useful in cases where L. < K + M. Since a larger part of the
available power must be spent for the AN, the achievable minimum secrecy capacity is
decreased compared to the M = 2 case. However, the worst case with M = 8 resulting
in cpin = 0.45b/s/Hz is only due to the fact that one user and the 7th eavesdropper
are only 4km apart. The precoding with users and eavesdroppers close to each other
is difficult because of the similar CSI in LOS SATCOM. This can happen with fewer
eavesdroppers as well, but the chance that a user is close to an eavesdropper is higher
with more eavesdroppers.

To summarize the results, secrecy can always be achieved by means of AN but does
not provide significant secrecy gains in cases of L > K + M. Eavesdropper positions
close to users are most critical. However, that circumstance cannot be avoided either
by the system operator or the design of the precoding algorithm since it depends on the
underlying problem of similar channels. Technically, a higher distance of the antennas
in space, e.g. . with collocated satellites [Sch19], allow for smaller user / eavesdropper

spacings on Earth with an increased difficulty on CSI estimation.
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Table 4.2: Secrecy Capacity Performance and Power Usage with Multiple Eavesdroppers

Eves MSC MSC with AN ZF
Avg. Minimum Secrecy Capacity E[cmin] Avg. User Capacity E[C]
5.40b/s/Hz
M =2 4.00b/s/Hz 4.09b/s/Hz
M =4 3.68b/s/Hz 3.81b/s/Hz
M=8 285b/s/Hz 3.27b/s/Hz

Average Power Usage (% of total available power)

User User AN User

100%
M=2 99.9% 85.4% 11.5%
M =4 99.4% 84.4% 14.3%
M =38 99.4% 76.5% 20.9%

4.2.2.2 Comparison of MR Antenna Design and a Single Reflector

Fig. 4.5 includes a comparison of the minimum secrecy capacity distribution and ZF user
capacity applying the proposed MR antenna design or a single reflector on the satellite.
Even though the gain of AN is not high for M = 2, the MSC with AN performs better
for both antenna schemes. Keep in mind that due to the complementary cumulative
distribution function shown in Fig. 4.5, the worst case ZF user capacity is not directly
related to the worst case minimum secrecy capacity. In direct proportion, the MR antenna
design achieves a minimum secrecy capacity of 75.7 % of the ZF user capacity on average
with a range of 27.2% to 90.1%. By contrast, the average fraction applying the SR
scheme is only 41.8 % with a range of 0% to 121.2%. In other words, in the worst case
no secrecy can be achieved at all, whereas in the best case, the minimum secrecy capacity
of the MSC precoding with AN is higher than the respective ZF precoding for this user
group. In conclusion, the MR antenna design shows superior secrecy capacity performance
compared to the SR antenna design on a percentage basis as well as on absolute values.
The minimum secrecy capacity with MR antennas is often even higher than the ZF user

capacity with a SR antenna.

4.2.3 Secrecy Region

The secrecy region gives insight into the areas where the secrecy capacity Cg is above a

certain threshold, e.g. 2.00b/s/Hz, to guarantee secure data transmission for the users.
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Conversely, the vulnerability region is the aggregation of areas where an eavesdropper
unknown to the system provider potentially can intercept user signals. Referring to
Fig. 4.4, a minimum secrecy capacity above 2.00b/s/Hz is achieved in 97 % of the
user groups applying the MSC precoding with AN in case of M = 8 eavesdroppers.
Furthermore, a secure channel code achieving the secrecy capacity of 2.00b/s/Hz is
considered to exist. The areas in which the secrecy capacity cannot achieve the target
value, i.e. Cs < 2.00b/s/Hz, are exemplarily illustrated by blue and orange contour lines
in Fig. 4.6. Receivers in these areas can potentially decode the secure messages. This is
why the users are always located inside these areas. The VR plots are drawn assuming
the same powerful eavesdroppers like in the other simulations at any location. The areas
are randomly distributed and proportionally small compared to the diameter of the beams
in the given scenario. The two user positions are marked with B; and Bs and eight
eavesdropper positions with E; to Eg, respectively. Please note that the contour lines
are the result of the users’ and eavesdroppers’ locations of this particular example. They
will be different if the locations change. Inside the blue and orange contour lines, at least
one of the user data streams is interceptable with a secrecy capacity below 2.00b/s/Hz,
whereas the blue contour lines indicate the VR of user B; and the orange ones the VR
of user Bg, respectively. The users are inside of the contour areas of course so that
they are able to receive the data intended for them. However, all eight eavesdroppers
are located outside of the contour areas, i.e. secure communication to user B; and Bo
is achieved. Even if potential eavesdroppers install huge dish antennas to achieve an
enormous receiver G/T of 37.5 dB/K instead of the typically assumed 25.5dB/K, the VR
only slightly increases which is shown in comparison of Fig. 4.6 (a) and (b).

Since the minimum secrecy capacity performance of the SR scenario, i.e. Ly = 1, is lower
in general, the target secrecy capacity is reduced to 0.50 b/s/Hz and the areas in which
the secrecy capacity is below this target value, i.e. Cs < 0.50b/s/Hz, are exemplarily
illustrated by blue and orange contour lines in Fig. 4.6. The VR for each user data stream
is large and contiguous. This result has also been presented in [SKS19|. Moreover, with
an increased G/T of the eavesdroppers, this area increases noticeable. For potential new
eavesdroppers unknown to the system operator, it the therefore comparatively easy to

find a location for interception of the user signals.

4.2.4 Concept of Virtual Eavesdroppers

Considering the possibility that the secure data can be split into multiple consecutive
blocks such that it is necessary to receive and decode all blocks to recover the data, the

concept of virtual eavesdroppers is helpful to further reduce the VR. Since the MSC
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Figure 4.6: Vulnerability regions of the secrecy capacity with M = 8 eavesdroppers comprising
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4.3 Summary

optimization is a CCP with locally optimal solutions, the result of the procedure is also
strongly influenced by the eavesdropper CSI used for the optimization. Hence, it is
proposed to introduce virtual eavesdroppers, i.e. eavesdroppers which do not exist in real
with a solely purpose of enforcing varying precoding vectors. For that, random locations
are chosen which are many kilometers away from real eavesdroppers and the scheduled
users. Locations close to the users would harm the secrecy performance and the benefit
of virtual eavesdroppers close to real ones is minimal. The virtual eavesdroppers’ CSI
is estimated just like for the real ones in Section 3.3.2. Eventually, the MSC precoding
algorithm does not distinguish between real and virtual eavesdroppers. The beamforming
for each block is performed with the MSC precoding vectors resulting from the optimization
with different virtual eavesdroppers additionally to the real ones.

As an example, four sets of MSC precoding vectors with AN are computed considering
two users By and By, two real eavesdroppers E; and Es, and in each step one virtual
eavesdropper Ey. It is shown in Fig. 4.8 that a varying position of the virtual eavesdropper
Ev leads to altered areas where the secrecy capacity Cs < 2.00b/s/Hz. The minimum
secrecy capacity as the objective of the optimization is in (a) c¢pin = 4.91b/s/Hz, (b)
Cmin = 5.00b/s/Hz, (¢) ¢min = 4.72b/s/Hz, and (d) ¢min = 4.70b/s/Hz. The VR areas
without a virtual eavesdropper are similar to Fig. 4.8a and, hence, not shown separately.
Moreover, the comparison of (b), (¢), and (d) of Fig. 4.8 demonstrate that a small VR
is not necessarily related to a low ¢y and vice versa. To eavesdrop the complete user
data, in all of the four blocks a secrecy capacity below 2.00b/s/Hz is necessary. Hence,
the areas where this requirement is met are drawn in Fig. 4.9 to show the gain of the

concept of virtual eavesdroppers.

4.3 Summary

The optimization problem of maximizing the minimum secrecy capacity for multiple users
and multiple eavesdroppers under a PAPC is formulated. For a typical HT'S scenario with
a single amplifier per illuminated beam and users with equal throughput requirements,
this precoding algorithm solves the drawbacks of existing literature. The nonconvex
problem is reformulated with help of the SDR and the CCP such that the optimization
problem follows the DCP rules. Efficient off-the-shelf numerical optimization methods
can be used to solve the problem in polynomial time. The CCP algorithm finds a locally
optimal solution for the MSC precoding problem after some iterations. AN is added to
assist in generating interference at the eavesdroppers to achieve secure communications.

The numerical simulations emphasize the effectiveness of the MSC precoding algorithm
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random virtual eavesdropper for consecutive precoding computations
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in the considered HTS scenario. Due to the assumption of powerful eavesdroppers located
in the center of the beams, state-of-the-art SISO links can be overheard for sure. As an
initial feasible solution is necessary for the CCP, multiple strategies are proposed and
evaluated based on the average number of iterations and their secrecy performance. For
key-less PLS, the MR antenna design provides huge secrecy gains compared to the SR
antenna. The ZF user capacity as an upper bound helps to compare the secrecy capacity
performance. The spatial degree of freedom provided by a satellite system with multiple
reflector antennas can be exploited to increase the minimum secrecy capacity and decrease
the VRs. Moreover, by additionally considering AN signals, the MSC algorithm can
cover the case where the number of eavesdroppers exceeds the number of available beams
and still achieve PLS. This makes the algorithm suitable also to scenarios where the
unscheduled users can be considered as unauthorized users, i.e. confidentiality is ensured
also between different users. At the end, virtual eavesdroppers may be used to alter the

resulting precoding vectors from frame to frame and further reduce the VR.
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The SG precoding algorithms presented in this chapter include multiple strategies to
add AN. Besides that, the convex reformulation and the selection of appropriate ACM
schemes is given. The numerical analysis validates the effectiveness of the different SG

precodings to generate MU-MIMO SATCOM channels suitable for key-less PLS with a

certain security gap.

5.1 Computation of the Precoding Vectors

5.1.1 Problem Formulation

In terrestrial communications, the minimization of the total transmission power under the
user SINR constraint is performed [RTLIS|. The goal of this optimization is to reduce the
interference with other users or systems by minimizing the transmitted signal power while
maintaining a minimum quality of service (QoS) requirement for each user. The user
SINR given in (3.3) must be larger than a minimum SINR 4g j min (reliability threshold)
to ensure the QoS requirement of the link. The ACM scheme at the transmitter, i.e. the
modulation and channel coding rate, can be chosen according to the minimum SINR.
While designing the precoding for SATCOM, the PAPC aspect given in (5.1c) has to be
considered. The QoS precoding is given by

K
min tr tktH 5.1a
2
b it
2
Zi;ék‘hg,kti} +01203,k

K
[Z tktE] <1, Vi, (5.1c)
k=1

1l

subject to > YB,k,mins VK, (5.1b)

To enable the algorithm for PLS with security gap metric, the constraint (5.2d) is added
to limit the SINR at the eavesdroppers to the maximum g,k max (Security threshold).
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This ensures a security gap of at least va mk = VB k,min/VE,mk max- Thus, individual
security gap constraints can be defined to serve users with various security demands
simultaneously. For users without need of secure communications, the constraint (5.2d)

is dropped for this user.

K
min tr tktH 5.2a
(> 520

2

|5 b

2
Ei;ﬁk‘hg,kti{ + 0

K
[Z tktE] <1, Vi, (5.2¢)
k=1

1l

‘hg,mtk ‘2

Selbl il + 02,

subject to 2 VB,k,min> vk, (5.2b)

< YEmk,maxs VK, Vm. (5.2d)

5.1.2 Convex Reformulation

The optimization problem (5.2) is nonconvex and cannot be solved efficiently in this form.
A reformulation to an SDP problem like in Section 3.4.2 is performed to convexify it. First,
the positive semidefinite Ty, = tktllj € CE*L are introduced and the rank-one constraint is
dropped. Moreover, the division in the reliability and security threshold constraints violate
the DCP rules. Since the interference plus noise terms, e.g. (Z#k hngihBJ€ + O’?DB,k>,

are strictly positive, the multiplication does not inverse the inequality. The following

problem (5.3) can be solved efficiently with off-the-shelf numerical optimization methods:

K
min tr T
(T4,...,TK) <; k)

subject to hg’kath 2 YB,k,min Z hngihB,k + O'Z)B,k , vk,
it
K (5.3)
d T <1, v,
k=1 1l

hngkhE,m < YE,mk,max Z hngihE,m + 0'121;E’m ) Vk7 Vm,
i#£k
T, = 0, VE.
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5.1.3 Adding Artificial Noise

The application of AN can improve the possibility to achieve the requested security
gap or even be necessary to achieve enough interference for the low SINR values of the
eavesdroppers at all [GNO8|. The derivation of the optimization problem is similar to the
SG precoding without AN. Two different strategies to the application of AN are possible.

Considering the SINR values of the users 7{%}2 from (3.7) and the SINR values of the
eavesdroppers nyA%k, from (3.8) instead and replacing the SINR values in (5.2) is the
first strategy. The total transmission power is minimized to result in an energy efficient
solution. A similar strategy has been proposed in [LCMC11]. This leads to the SG with

AN precoding problem formulation

K
min : tr (Z tth + tatgl> (5.4a)

(t1,..tK ta

k=1
2
: [ b
subject to : > VB,k,min; vk, (5.4b)
H 2 H 2 9 o
Ei;ﬁk‘hB,kti{ + b yta|” + Twp.x
K
[Z tptl + ot | <1, Vi, (5.4c)
k=1 1

‘hg,mtk ‘ ’

Zi;ﬁk‘hg,mtif + ‘hg,mtdﬁ + 0

< YEmkmax: VK, Vm. (5.4d)

The second strategy called SG with Full Power AN precoding ignores the existence of
AN at the eavesdroppers, i.e. using the yg ; in (5.5d). This is a worst case approximation,
since 'Yé,lim < YE,mk- Moreover, the optimization problem uses all power which is not
utilized for user signals for the transmission of AN, i.e. the PAPC in (5.5¢) is forced to

use all available power. The problem formulation is given by:

K
min : tr(Ztﬁ}j) (5.5a)
k=1

(t1,...,t K ta
. |hij ktk‘Q
subject to m 5 q 5 > VBk,min, VK, (5.5b)
ik Bgiti]” + b ta]” + 02,
K
[Z tpti + t tl| =1, Vi, (5.5¢)
k=1 Ll
2
hil ¢
[ | < VE mk.max; VE, V. (5.5d)

Ei;«ék‘hg,mti‘Z + O
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The convex reformulation is equivalent to the normal SG precoding in Section 5.1.2.
The matrix T, = tatg € CE*L is defined which has to be positive semidefinite and the
rank-one constraint is dropped to convexify the problem. The different strategies are

evaluated in Section 5.2.1.

5.1.4 Selection of an Adaptive Coding and Modulation Scheme

A remaining problem is to find appropriate values for g i min and Ygmkmax for the
optimization process. It is not guaranteed that the optimization problem (5.3) is feasible
for all SINR values due to the power limitation. In the DVB-S2X standard for SATCOM,
an SINR value is given for each ACM scheme, such that a reliable BER performance
is achieved [DVBS2X, Ch. 6|. Since secure channel coding schemes are derived from
non-secure mother codes [KHM+11], it is possible to build a set of secure ACM schemes
with associated SINR values for reliability 7g acm and minimum security gap values
va,acm- In the following, fairness between all users is assumed, i.e. the data rate and
security needs of all users are equal. However, in general, the SG precoding algorithm
allows for different ACM schemes per user.

The algorithm to find a feasible ACM scheme for maximum secure data rate is shown
in Fig. 5.1. In a nutshell, the ACM schemes are tested in decreasing order until a feasible
one is found. The user’s SINR value with ZF precoding is a good guess where to start
the search. Moreover, due to CSI uncertainties, a reliability margin Avyg, e.g. 1dB, and a
security margin A~g, e.g. 2dB, may improve the robustness. If there are any matrices
with rank(T}) > 1, the suboptimal result of the Gaussian randomization process from
Fig. 3.5 may lead to a reduced security gap. Hence, the process must test the achieved
SINR values after a Gaussian randomization and continue with a lower ACM scheme in
case of failure. Data encoded and modulated with the selected ACM scheme can now
be transmitted securely with the resulting precoding vectors. For application of AN, the
convex reformulation of (5.4) or (5.5) rather than (5.3) is used in the Algorithm 5.1.

5.2 Numerical Analysis

In this section, Monte-Carlo simulations are performed to evaluate the performance of
the SG precoding algorithm. This includes the security gap performance with multiple
eavesdroppers, different AN strategies and the secrecy region considering the scenario
from Section 3.1.2. In general, a security gap ygmin = 5.00dB is assumed for the
simulations. Such a channel is enabled for secure communications with state-of-the-art

channel codes [MOS22| including a small reliability and security margin. In contrast to
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Data: ACM schemes (sorted by increasing SINR values)
Result: Precoding vectors t},
Compute ZF precoding with fairness objective (3.19)
Find index izp of ACM schemes which SINR, value is nearest to the SINR result of
the ZF precoding
repeat
Get yg,acm and yg,acm from the nth ACM scheme
Set VB k,min = VB,ACM AYB
B, ACM
Ya,AcM AYE
Compute optimization problem (5.3)
if (5.3) is solvable then
Set T}, to the solution of the optimization problem (5.3)
Compute t}, with eigendecomposition or Gaussian randomization
if t; achieve necessary SINR values then
Optimization is solved

Set VE,mk,max =

end
end
1=17—1

until ¢ < 1 or optimization is solved

Figure 5.1: ACM selection for the SG precoding.
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Figure 5.2: SG Precoding Performance: User SINR distribution for multiple user groups in case
of M = 2 eavesdroppers

the numerical analysis on the MSC precoding in Chapter 4, the results of the SR antenna
design are not shown in this section. This is due to the fact that powerful eavesdroppers
are considered and, thus, the SG precoding is only feasible for about half of the user

groups and provides poor performance for those.

5.2.1 Security Gap Performance

Before the security gap performance is analyzed, the achievable user SINR, defines the
ACM scheme for the transmission of data worth protecting. ACM schemes from 20 dB
SINR down to 5dB in steps of 1dB are simulated applying the algorithm from Fig. 5.1.
The ZF is expected to be an upper bound of the achievable SINR values for the QoS and
the three variants of SG precoding. Even though the ZF precoding in Fig. 5.2 indicates
higher SINR values, the ACM scheme which can be applied is in majority equal to the
other evaluated precoding algorithms. In general, the user SINR is similar for all evaluated
precoding algorithms with M = 2 eavesdroppers, with a minor diminution for the SG
precoding variants. The single Monte-Carlo run (MCR) with a user SINR of 10 dB shown
in Fig. 5.2 is due to a mischance of positioning of the users and eavesdroppers. The SG
optimization problem is infeasible for higher SINR values. Separate these two users in
the user grouping process may already resolve this issue.

The security gap performance of the SG precoding without and with both AN strategies
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Figure 5.3: SG Precoding Performance: Security gap distribution for multiple user groups in
case of M = 2 eavesdroppers

assuming M = 2 eavesdroppers is shown in Fig. 5.3. In all MCRs the three variants of
SG precoding achieve the goal of yg min = 5.00dB. The security gap levels of SG without
AN and SG with AN from (5.4) are exactly equal and, thus, when the MIMO degrees of
freedom are sufficient, i.e. L > K 4+ M, this AN strategy does not provide any security
gain. However, spending all unused power for AN, i.e. the SG with Full Power AN strategy,
the security gap is improved for all user groups. If the security gap vg > 5.00dB, the SG
precoding and SG precoding with AN are identical to the QoS precoding for these user
groups. In these particular cases, even the QoS precoding algorithm from (5.1) allows
secret transmission. Although this happens in 62 % of the MCRs, this is just luck due to
the small number of eavesdroppers.

The user SINR distribution in Fig. 5.4 for ZF and QoS is the same in case of M =8
eavesdroppers as it is for M = 2 eavesdroppers. This is not a surprise, since the algorithms
are unaware of eavesdroppers. The user SINR values of the SG precoding algorithms,
however, are decreased. For 2.4 % of the MCRs the SG precoding without AN and for a
single user group the SG with AN variants, the optimization is infeasible, i.e. not able
to achieve v = 5.00dB. This single user group where the SG precoding with AN is
infeasible is the same as the worst case of the MSC precoding in Section 4.2.2, i.e. one

user and the 7th eavesdropper are only 4 km apart.

Evaluating the security gap performance in Fig. 5.5, the SG with Full Power AN is
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Figure 5.4: SG Precoding Performance: User SINR distribution for multiple user groups in case
of M = 8 eavesdroppers

still leading. The SG without and with AN perform roughly equivalent, despite the fact
that without AN the precoding fails in 2.4 % and otherwise only in a single MCR, and
achieve exactly vg = 5.00dB in about 80 % of the user groups. The non-secure ZF and
QoS precoding cannot compete anymore in terms of security gap performance. For 30 %
of the user groups, the eavesdropper intercepts the user signals with a higher SINR than

the users.

Table 5.1 summarizes the average security gap E[yg], the average user SINR performance
E[yg] (or E[’yﬁN], respectively), as well as the average power usage of the simulations in
dependency of the number of eavesdroppers. For the SG with Full Power AN, 96 % of
the positive semidefinite matrices are rank-one. The SG with AN precoding is a special
case where the AN precoding matrices are often high rank. However, if the AN precoding
matrices are high rank, their trace, i.e. the power utilized for AN, is always close to zero
and AN is unnecessary to solve the problem. For example, AN is not necessary for M = 2
eavesdroppers. Thus, in Table 5.1 the average AN power is only computed when the
AN is necessary with an additional percentage for the probability of that condition. In
general, the conversion to the precoding vector of a high rank SDP solution with the
Gaussian randomization process is suboptimal. However, the number of constraints with

many eavesdroppers in consideration prevents the guarantee of rank-one solutions.

In conclusion, the SG with Full Power AN brings the best security performance with a
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Figure 5.5: SG Precoding Performance: Security gap distribution for multiple user groups in
case of M = 8 eavesdroppers

minor loss in user SINR in general. If L > K + M, the SG without AN is also sufficient
and more energy efficient. The SG with AN precoding algorithm, however, is a middle

course between energy-efficiency and performance when L < K + M.

5.2.2 Secrecy Region

The secrecy region gives insight into the areas where the security gap g is above the
predefined 5.00dB threshold to guarantee secure data transmission for the users. The
principle is equivalent to the secrecy region of the MSC precoding in Section 4.2.3. The
areas in which this target value is not achieved, i.e. v¢ < 5.00dB, by applying the
SG with Full Power AN are illustrated by blue color for the user B; and by orange
color for By in Fig. 5.6. Every receiver inside these areas can potentially decode the
secure messages of the respective user. Keep in mind that the VR plots assume powerful
eavesdroppers equipped with a receiver with +6dB/K G/T relative to the UTs. Even if
potential eavesdroppers install huge dish antennas to achieve an enormous receiver G/T
of 37.5dB/K instead of the typically assumed 25.5dB/K, the VR only slightly increases
which is shown in comparison of Fig. 4.6 (a) and (b). The eight eavesdropper locations
are indicated by E; to Eg which are all outside the colored areas in both eavesdropper
G/T configurations. Hence, the eavesdroppers are not able to intercept the user signals

with an SINR higher than PyQN — v¢ whereas for this particular user group in Fig. 5.6 the
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Table 5.1: SG Precoding Performance and Power Usage with Multiple Eavesdroppers

Eves SG SG with AN SG with QoS ZF
Full Power AN
Average Security Gap E[yc]

M=2 7.73dB 7.73dB 10.26 dB
M =4 6.38dB 6.38dB 8.61dB
M =8 5.36dB 5.36dB 7.30dB
Average User SINR E[vyg]
15.68dB  16.15dB
M =2 15.62dB 15.62dB 15.62dB
M =4 15.58dB 15.59dB 15.59dB
M =8 15.34dB 15.38dB 15.38dB
Average Power Usage (% of total available power)
User User AN User AN User User
83.5% 100 %
M=2 83.5% 83.5% 0.0% (0%) 84.1% 15.9%
M=4 83.1% 83.1% 21% (4%) 83.9% 16.1%
M=28 80.2% 80.9% 18.0% (15%) 82.5% 17.5%

4N = 14.00dB.

5.3 Summary

In this chapter, a precoding algorithm for the security gap metric is investigated. Since
channel coding for PLS in Gaussian wiretap channels is still a challenging problem,
the security gap is a high potential metric for practical implementations. Therefore,
the optimization problem to maintain a certain security gap is derived from a QoS
precoding constrained by a per-antenna power limit necessary for the considered HTS
scenario. The SINR values for users and eavesdroppers are nonconvex and, thus, the
problem is reformulated. To utilize efficient off-the-shelf numerical optimization methods,
the common SDR technique is applied. Leveraging AN improves the security with the
drawback of a higher power consumption at the transmitter, whereas two different AN
strategies are presented. An iterative algorithm selects an ACM scheme for which the SG
precoding optimization is feasible. Data encoded and modulated with the selected ACM

scheme can be transmitted securely with the resulting precoding vectors.
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Figure 5.6: Vulnerability regions of the security gap with M = 8 eavesdroppers comprising a
receiver with (a) +6dB/K and (b) +18dB/K relative to the default UTs

The numerical analysis is provided for the MR antenna design assuming state-of-the-art
channel codes for key-less PLS. The optimization problem is feasible only for about half
of the user groups if the single reflector is considered. In combination with the outcomes
of the simulations with an MR antenna design, this again demonstrates the advantages of
multiple reflector antennas on the satellite. The user SINR performance is approximately
equal to the non-secure ZF and QoS precoding schemes. If the sum of the number of
eavesdroppers and number of user is higher than the number of beams, i.e. the spatial
degrees of freedom are not sufficient to achieve the requested security gap, the application
of AN is helpful. The most critical aspect is the distance of receiver terminals. Since
the LOS MIMO channels are very similar for users and eavesdroppers close together, it
is delicate to distinguish them and, hence, the SG precoding may fail due to a reduced
security gap. The VRs are small areas randomly distributed and mainly depending on
the user positions. Hence, it is impossible for an eavesdropper to find a single position

which allows the interception of all user groups.
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6 Conclusion

6.1 All the Way to Implementations

Each year a few new GEO HTSs are launched with continuously increasing throughput
or dimensions. For example, the FUTELSAT KONNECT VHTS launched in September
2022 is the largest GEO communications satellite with the highest throughput ever built
in Europe [Tha22|. Moreover, some new HTSs, e.g. the Avanti HYLAS-4 [Ava22|, offer
a few steerable beams, i.e. the beam center position can be modified by the operator
after the launch of the satellite. The FR4 pattern is still commonly applied to minimizes
the interference between neighboring beams. Although most of them employ an MR
antenna design, based on the photographs of the satellites, the details on the design of
the transponders and feeds are usually company confidential. It depends on the payload
of the satellite if it is possible to illuminate a few neighboring beams in a FFR pattern.
Hence, none of the contemporary HTSs can be utilized directly for practical tests of the
secure precoding algorithms proposed in this thesis. Since transparent transponders in
the satellite payload are sufficient for secure precoding, a practical test with an active
HTS is possible if a satellite with MR antenna design and neighboring beams with FFR
is found. However, an active cooperation with an HTS operator will be necessary to
perform the tests.

Software-defined radios have become the industry standard in markets such as electronic
warfare, test and measurement, or spectrum monitoring. The advances in integrated
circuits for digital signal processing or analog-to-digital converters enable the implemen-
tation of SATCOM transceivers (transmitters and receivers) with use of software-defined
radios. Software-defined radios were utilized in the testbed and field trial presented
in [SSK20| to generate the precoded transmit signals and the estimation of the CSI at
the two receivers. A pure software implementation of the secure precoding algorithms
proposed in this thesis will suffice for a small scale field trial with a few beams, users,
and eavesdroppers. Besides the precoding algorithms, the channel coding for security,
e.g. punctured LDPC codes, and the modulation scheme can be implemented in software

as well. However, the signal bandwidth will be restricted to a few MHz. In general, an
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experimental setup implementing the gateway and UTs with software-defined radios is
possible and can be analogous to the setup in [SSK20)].

In advance of a practical test of the secure precoding algorithms, the estimation of the
CSI of the eavesdroppers based on their positions should be practically evaluated. Since no
satellite employing an MR antenna design and FFR is in the orbit, two neighboring beams
with RHCP and LHCP signals on the same carrier frequency illuminated by different
reflectors can be utilized, e.g. signals from the Viasat KA-SAT. Terminals with a linear
polarized feed can receive both signals interfering each other! and, thus, behave like a
receiver in the FFR scheme. Multiple UTs in the coverage area of those two beams measure
their CSI and act as reference. Applying the reference CSI to the simulation model of
the communications system results in an estimated CSI for a certain position. A CSI
measurement of another receiver terminal at the respective position and the comparison
with the estimated CSI validates the theory. Additionally, an automatic process to detect
the position of eavesdroppers simplifies the applicability of the proposed algorithms.
Machine learning algorithms can be trained to detect objects in satellite imagery [Vanl8;
KTOW?22|. Detecting satellite dish antennas of a critical size, e.g. approximately 4m in
the scenario of this thesis, could provide initial candidates of possible eavesdroppers.

In general, large-scale precoding for HT'S systems is an open research problem [PVS+19|.
Although there are fast interior-point algorithms available to solve SDP problems, e.g. the
one presented in [JKL+20], the computational costs are still challenging for HTS systems
with hundreds of beams. Moreover, splitting the uplink to the satellite over multiple
gateways® necessitates interconnection and causes latency due to the exchange of CSI

feedback and precoding vectors which may be computed centrally.

6.2 Conclusion

As SATCOM downlinks are broadcast channels by nature, it is rather easy for eaves-
droppers to intercept user signals. This work aimed to increase the key-less PLS in
geostationary satellite systems. In contrast to existing literature, the potentials and
benefits of an MR antenna scheme has been investigated. For key-less PLS in wiretap
channels, it is crucial that the legitimate users receive the signals in higher quality than
all eavesdroppers. In this thesis, two precoding algorithms for PLS for SATCOM based
on suitable secrecy metrics were proposed to generate such channel conditions to make

PLS in SATCOM possible. Since multiple antennas on a satellite unlock the space

'Receiving RHCP and LHCP signals with a linear feed results in a sum signal of both components
where the polarization mismatch impairs each circular signal by 3 dB.
2These gateways should be geographically separated to ensure high availability [Del19].
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domain as a further physical resource, huge secrecy gains have been achieved compared
to the achievable secrecy with an SR design. By additionally considering AN signals,
the precoding algorithms were able to cover the case where the number of eavesdroppers
exceeded the number of available beams and still achieved secrecy in the MR scenario. In
conclusion, the results of this thesis demonstrate that the MR antenna design and FFR

pattern provide a large step forward in making PLS for SATCOM practically achievable.
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List of Operators and Symbols

List of Operators and Notation

x a scalar

X a random variable, set, event, etc. taken in context
x € R™ a length-m vector of real numbers

A e Cmxn an m X n matrix of complex numbers

n € Ny n is a natural number (integer) including 0

A conjugate transpose of the matrix A

AT transpose of the matrix A

A>0 matrix A is positive semidefinite

diag( -) diagonal operator

tr(A) trace of the matrix A

rank(A) rank of the matrix A

lal absolute value of the scalar a

arg(a) argument (phase) of complex number a

I|A]l Euclidean norm of the matrix A

[al,, mth element of the vector a

(Al entry of the matrix A at row m and column n
exp(x exponential function e*

Ja(b) Bessel function of the first kind, order a and argument b
Pr(X) probability of an event X

px () probability mass function of the discrete random variable X
E[X] expectation of the random variable X

ox variance of the random variable X
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ox standard deviation of the random variable X

x ~CN(p, %) random vector x following a complex circular Gaussian dis-
tribution with mean p and covariance X

H(X) entropy of the random variable X

H(X]Y) conditional entropy of X given random variable Y, also called

the equivocation of X about Y
I(X;Y) mutual Information of X relative to Y’

List of Symbols

e Euler’s number
j=v-1 imaginary unit
Iy identity matrix of dimension M x M

co = 299792458 m/s  speed of light in vacuum

K, Kr,Kg number of users (per group), total number of users, number
of groups

Ly, L number of satellite reflectors and number of illuminated
beams

M number of eavesdroppers

B,k index and counting variable for users

E,m index and counting variable for eavesdroppers

Ir,l,n,7,7 counting variables

Jmax, Tmax maximum number of iterations

t,Ts time and symbol period

x; transmit signal of the {th beam

Sk modulated data signal of the kth user

tr precoding vector for the kth user data signal

hs ki, e mi channel coefficient in beam [ to user k and eavesdropper m

hg i, hg
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carrier wavelength, carrier frequency
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matrix for SDR reformulation of optimization problems
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reliability SINR threshold, security SINR threshold
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malicious active attacker
adaptive coding and modulation
advanced encryption standard
artificial noise

additive white Gaussian noise
bit-error rate

co-channel interference
convex-concave procedure
carrier frequency offset

channel state information
disciplined convex programming
discrete memoryless wiretap channel
error correction code
frequency-division duplexing
frequency-division multiple access
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message authentication code
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multiple-input multiple-output
multiple-input single-output
multiple-reflector

minimum secrecy capacity
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semidefinite programming
semidefinite relaxation
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security gap

successive interference cancellation
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