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ABSTRACT Both criminals and state actors are using the cyberspace to pursue their interests, including
obtaining information, sabotaging networks, and disseminating disinformation. Advanced Persistent Threats
(APTs) are state and non-state threat actors with high levels of expertise, target knowledge, and available
financial and material resources. To effectively counter APT campaigns, it is necessary to have a deep
understanding of the methods used by threat actors. Cyber Ranges provide a realistic training environment to
develop and train the skills needed to respond to future attacks. However, this requires the ability to simulate
APT attacks in a Cyber Range in an automated manner. This article presents an approach to implementing
APT scenarios in fully virtualized Cyber Ranges. To achieve this, we extended a theoretical model to enable
the formalized representation of APT attacks. Based on this model, we developed a concept for the technical
implementation resulting in a framework for an automated simulation of APT attacks in Cyber Ranges. We
successfully evaluated both by formalizing two different real-world APT scenarios and implementing an
abstract one.

INDEX TERMS Advance Persistent Threat, Cyber Range, Diamond Model, TTPs, information security,
security training.

I. INTRODUCTION
In cyberspace, the boundaries between state and non-state
conflicts become blurred, both spatially and temporally. At-
tacks can occur simultaneously in multiple locations. They
are repeatable and can be carried out with little resources and
prior knowledge. Due to appropriate anonymization precau-
tions, they are furthermore difficult to attribute. By 2020, cy-
bercrime had already caused $1000 billion in global damage,
which is about 1% of the world’s total economic output [1].

Advanced Persistent Threats (APTs) are using sophisti-
cated methodologies and highly advanced attack tools. They
use e.g. zero-day exploits to gain access to systems with pub-
licly unknown vulnerabilities [2]–[4]. APT attacks are char-
acterized by a large time frame of execution, often spanning
several months, during which target systems are repeatedly
attacked. After gaining initial access to the targeted system,
the attackers try to extend their access to other systems in
the network over a long period of time. To avoid detection,
they take technical measures to minimize their tracks. APT
measures are often only discovered several months after the
initial intrusion into the compromised network. For example,
in certain instances of the Shady RAT APT campaign [5], the

attacks were not discovered until two years after the initial
infection [6].
To effectively address the threats posed byAPT campaigns,

it is crucial to have a comprehensive understanding of their
operations and functions. Cyber Ranges can be used to build
and expand this understanding. They enable the implementa-
tion of exercise scenarios in a simulated environment in order
to train and learn how to deal with attacks.
To implement APTs in Cyber Ranges, it is necessary to be

able to formalize them in a technically detailed manner, such
as by using unstructured reports. Existing models, such as the
Cyber Kill Chain (CKC) from Lockheed Martin [7], or its
extensions [8]–[11], do not enable a formalized description of
APTs and cannot be used as a basis for technical implemen-
tations. The Diamond Model [12] enables the formalization
of APTs. In addition, hypotheses can be used to close logical
gaps in the attack process. However, the current version of the
model cannot be used as a basis for implementations in Cyber
Ranges due to the lack of possibility to describe technical
details. The MITRE ATT&CK® framework [13], can be
used for this purpose, but it does not provide a formalization
option.
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Taking these limitations into account, this paper makes the
following contributions:

• We introduce the Tactics, Techniques, Procedures Di-
amond Model (T2P-DM), which extends the existing
DiamondModel to integrate tactics, techniques, and pro-
cedures (TTPs) from the MITRE ATT&CK framework
which can be used to implement Cyber Range scenarios.

• With T2P-DM we enable the formalized description of
APT attacks while closing logical gaps.

• We developed a Framework for an Automated Simula-
tion of APT attacks in Cyber Ranges (FASAC).

• We evaluated T2P-DM and FASAC using concrete case
studies in order to verify the suitability of the model and
its implementation.

The remainder of the paper is organized as follows: In Sec-
tion II the necessary foundations are elaborated. Section III
presents the related work. Section IV describes our con-
cept, which comprises of a theoretical model and a technical
framework. Section V evaluates the concept using selected
scenarios. Finally, Section VI concludes the paper with a brief
summary and outlook.

II. FUNDAMENTALS
In this section, basic terms relevant for the concept to be
developed and its underlying technology are introduced.

A. ADVANCED PERSISTENT THREATS
In 2011, computer scientists at Lockheed Martin published
a white paper documenting a class of adversaries that attack
enterprise networks and named them Advanced Persistent
Threats (APTs). These groups are highly trained and edu-
cated in information and system security, with access to vast
resources, both financial and technological. [7]

Thus, both state and non-state cyber actors, that possess a
high level of expertise, knowledge about their target, and am-
ple financial and material resources are commonly referred
to as APTs [14]. APTs use sophisticated methodologies and
highly advanced attack tools, including zero-day exploits,
to gain access to systems [2]–[4]. Those APT attacks are
characterized by a large time horizon, often targeting systems
over a period of months. Once initial access is gained, at-
tackers attempt to expand their access to other systems in the
network over an extended period of time. The cyber actors use
technical measures to minimize their traces, making it more
difficult to detect them.

B. CYBER RANGES
The term Cyber Range refers to an interactive training envi-
ronment that educates and trains users in cybersecurity issues,
including recognizing anomalies and attacks in networks, ini-
tiating countermeasures, and handling IT security tools [15].
Cyber Ranges are also used to test the functionality and
effectiveness of IT security products, conduct business impact
simulations and review IT security concepts [15].

C. CYBER RANGE SCENARIOS
A Cyber Range scenario provides users of a Cyber Range
with a narrative that embeds the tasks to be performed and
the goals to be achieved. It defines the domain in which
the scenario is executed, such as security awareness or war
games in a military environment, and offers learning concepts
to train the users’ skills. Gamification elements are used to
increase motivation and thus learning success. Scenarios can
be designed as static or dynamic. Static scenarios follow a
single and fixed goal while dynamic ones evolve with each
action a user takes. [16]
To design a scenario the creation of attack trees is cru-

cial [17]. Attack trees simulate a hypothetical or real cyber
attack and thus show which attack path an attacker uses to
gain access to the IT systems of its victims.

III. RELATED WORK
This chapter reviews theoretical models for describing APT
attacks and examines existing technical implementations that
enable automated simulation of these attacks.

A. MODELS TO DESCRIBE APT ATTACKS
There are variousmodels that illustrate the lifecycle of a cyber
attack. These models divide APT attacks into phases that an
attacker must pass through in order to achieve its goal.

1) The Cyber Kill Chain by Lockheed Martin
In 2010, security researchers from Lockheed Martin inves-
tigated APTs [7]. As a result, they developed the Intrusion
Kill Chain, which is commonly referred to as the Cyber Kill
Chain (CKC). The researchers identified seven phases that
an APT must pass through to successfully execute a cyber
attack: reconnaissance, weaponization, delivery, exploitation,
installation, command and control (C2), and actions on ob-
jectives. The Lockheed Martin model focuses on malware,
which is a main criticism of the model. It does not address
alternative attack vectors, such as threats from internal attack-
ers or the exploitation of remote access. Although the initial
compromise of the target system requires only a part of the
attacker’s time and technical resources, the CKC describes
this process in six of the seven phases. The description of
the phase actions on objectives is too general and does not
adequately reflect the necessary technical measures and time
frame for the compromise of the target. Although the amount
of time spent in compromised target systems has decreased
steadily in recent years, cyber actors still remain undetected
for an average of almost a month [18]. During this period,
attackers gain further access to the target complex. In cyber
attacks, lateral movement techniques are used in almost 70%
of cases to gain access to relevant information and achieve
defined goals. [19].

2) Adaptations of the Cyber Kill Chain
In recent years, there have been various proposals to adapt
Lockheed Martin’s CKC to the evolving threat situation and
the tactical-operational approach of APTs. After analyzing
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22 APT campaigns, Ussath et al. [8] propose three relevant
phases for describing a cyber attack, consisting of initial
compromise, lateral movement, and C2. They assign gen-
eralizing techniques and methods of APTs to each of these
three stages without applying a high level of detail. Zhang et
al. [9] propose a four-stage model for the automated creation
of APT attack sequences based on log entries from intrusion
detection systems. They extend the aforementioned three-
stage model by adding an information collection phase. In a
comparative study of APT campaigns, Chen et al. present a
six-stage CKC [10]. In contrast to Lockheed Martin’s CKC,
they combine the steps of reconnaissance and weaponiza-
tion. A report published by the IT security service provider
Mandiant in 2013 [11], analyzed the activities of the cyber
actor known as APT1. The authors of the study developed
an attack lifecycle to describe the general approach of APTs
based on techniques used by the group. The phases of initial
compromise and establishing foothold summarize the first
six stages of Lockheed Martin’s CKC. The authors define
privilege escalation as a dedicated phase in which the attacker
gains higher-level access to the target system. During the in-
ternal reconnaissance phase, the attacker gathers information
about the network to enable lateral movement. The maintain
presence phase involves ensuring continued access to the tar-
get’s most important systems over an extended period of time.
This is followed by completing the mission, which is the final
stage of the APT attack. Similar to the previously presented
models, this phase involves the collection and exfiltration of
sensitive data and information. The phases escalating privi-
leges, internal recon, move laterally, and maintain presence
are iterative steps that an APT executes multiple times. The
role of the initial recon phase in this model is unclear. It is not
listed in the general description of the attack lifecycle of the
study and remains unmentioned in the text. It can be assumed
that the reconnaissance of the target should not be depicted as
a separate step.

The presented models primarily extend the original CKC
to include the necessary steps an attacker must take within
a target to achieve his mission objectives. The models differ
primarily in the granularity of the description of an APT
attack and in the names and sequences of the individual
phases. Their common goal is to describe cyber attacks in a
general and structured manner.

3) The MITRE ATT&CK® Framework
ATT&CK [13], which was initiated by the MITRE organiza-
tion, is a catalog with tactics used by attackers, each of which
is linked to the associated techniques and procedures (TTPs).
It is important to note that ATT&CK is not a sequential
model of a cyber attack that must be followed step-by-step.
Rather, it offers a detailed knowledge base that was created
through analyses of real APT attacks and is continuously up-
dated. Tactics represent the highest level of abstraction in the
ATT&CK framework. It describes the reasons behind a cyber
actor’s use of a specific technique in its attack. The techniques
form the core of the ATT&CK framework and represent the

lowest level of abstraction within the model. Each technique
is described in detail within the framework, often including
code examples and countermeasures. Additionally, the frame-
work links analyses of APT attacks. It focuses on aggregating
the techniques used in APT attacks. Therefore, it is suitable
not only for planning and implementing concepts to defend
against threats from APT attacks but also for creating Cyber
Range scenarios.

4) The Unified Kill Chain
In a paper from 2017, Paul Pols proposes the Unified Kill
Chain (UKC) [20] as an attempt to unify various lifecycle
models. Pols examines existing approaches in a literature
study and uses them to design an 18-stage model.
Compared to the ATT&CK framework, the UKC is more

comprehensive and includes social engineering and pivoting
as separate phases. The target manipulation phase covers a
wider range of attacker activities, including denial of service
or targeted file deletion. Additionally, the descriptions of each
phase are tailored to provide a comprehensive explanation
of the techniques used by attackers. The order of tactics
listed in the ATT&CK model is based on the phases of the
lifecycle of a cyber attack. However, the framework itself
does not specify a defined order. The UKC defines the phases
sequentially. In a white paper published by Pols, the 18 phases
are assigned to three overarching intermediate objectives of
an attack: initial foothold, network propagation, and actions
on objectives [21]. The number and order of the phases can
differ depending on the type of attack. Pols provides a tailored
UKC for different attack paths in his work [20].

5) The Diamond Model
In 2013, Caltagirone et al. introduced the Diamond Model
to describe cyber attacks [12]. The goal was to identify the
fundamental components of such attacks and to develop a
formalmethod for analyzing them. Compared to other models
for explaining APT attacks, the Diamond Model offers the
most comprehensive description. It combines the approaches
of CKC models and provides a structure for mapping and
describing cyber measures in detail for individual attack
events. It assists in analyzing cyber attacks and provides a
technical description as a template for simulating scenarios
in a virtualized environment. The model consists of several
components, which are described in the following.

Diamond Event: The Diamond Event is the central compo-
nent of themodel, consisting of both core andmeta properties.
According to Caltagirone et al., any offensive cyber measure
involves one or more attackers who utilize their capabilities
against the victim through an infrastructure to achieve the
intended goal. This results in the core elements of a Diamond
Event: adversary, capability, infrastructure, and victim. Ad-
ditionally, meta properties such as timestamp, phase, result,
direction, methodology, and resources are introduced to fur-
ther characterize the event. Fig. 1 shows the core properties
of the model as nodes whose relationships to each other are
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FIGURE 1. Core and meta properties of a Diamond Event [12]

represented by edges.

Core Properties: The authors assign core characteristics to
an attack event. These are adversary, capabilities, infrastruc-
ture, and victim.

Adversaries are insiders, outsiders, individuals, groups,
and organizations that attempt to compromise computer sys-
tems. According to Caltagirone et al., the adversary is usually
unknown at the time of discovery, so the property often
remains empty.

Capabilities describe the technical tools and methods used
by the adversary in an event. Capacity as a capability is
recorded as a sub-property. It describes all possible weak-
nesses and vulnerabilities that can be exploited by the adver-
sary’s capabilities.

Infrastructure describes the physical and logical commu-
nication structures that enable the adversary to use its capa-
bilities against the victim. After the initial penetration of a
computer system or network, the adversary uses C2 structures
to apply its capabilities in a controlled and persistent manner.

The victim is the target of the adversary. Vulnerabilities
are exploited by the adversary’s capabilities through an in-
frastructure against the victim. Caltagirone et al. propose
to distinguish between a victim as a person, called victim
personae, and the victim in the form of an asset, called victim
asset. Typically, individuals and organizations are captured as
victim personae. When analyzing an APT attack, a victim as-
set within a Diamond Event is to be understood as a technical
feature or component.

The authors postulate that each system, and thus each vic-
tim asset, has vulnerabilities and weaknesses. Vulnerabilities
and weaknesses are described as a sub-property of the core
property victim, regardless of whether it is a victim personae
or a victim asset.

Meta Properties: In addition to the core properties, a Dia-
mond Event is further specified by additional meta properties.
The meta properties of an attack event can be freely chosen

and designed. The authors suggest six predefined proper-
ties: phase, timestamp, result, direction, methodology, and
resources.
The phases are executed in sequence to achieve the de-

sired result for the attacker. Caltagirone et al. state that any
malicious action must consist of at least two phases to be
successful. One phase is the selection of the target. The other
is the deployment of a capability by the adversary against
the victim. The authors formalize the phases P as tuples with
n elements, where n describes the number of defined attack
phases:

P = ⟨p1, p2, . . . pn⟩ (1)

The following applies:
• p is a phase in a series of actions by the adversary.
• n ≥ 2, which means that each attack consists of at least

two executed attack phases.
• p1 is the first phase of an attack.
• Phase pn+1 is performed in the following of phase pn.

In principle, the attack sequence models presented in Sec-
tion III-A can be considered when choosing an appropriate
phase division. Only one phase can be assigned to each
Diamond Event. As the phases of an attackmust be performed
sequentially, a fine-grained division of the phases can provide
valuable insights into the analysis process of a cyber measure.
Comparing different APT attacks is only possible if the phase
partitioning allows the variance in the collected data required
for the analysis. For example, a kill chainmodel with the three
phases initial compromise, lateral movement, andC2 can only
provide three data points for phase analysis.
Timestamp documentation allows to record the start and

end of a Diamond Event. This makes it possible to examine
how long it takes an adversary to execute individual events.
By grouping related events according to their associated
phases, it is possible to determine which individual phases are
the most time-consuming from the adversary’s perspective.
The cyber actor then does not go through the corresponding
phases, or only with a delay.
TheDiamond Event has an additionalmeta property known

as the result. The authors note that it is not always possible
to determine the result. The property can be classified as
success, failure, or unknown.Another suggestion is to classify
the property based on its impact on the three IT protection
goals confidentiality, integrity and availability: confidential-
ity compromised, integrity compromised, and availability
compromised.
A direction is a meta property of an event within

an APT attack. The property takes on seven possi-
ble values: adversary-to-infrastructure, infrastructure-to-
adversary, victim-to-infrastructure, infrastructure-to-victim,
infrastructure-to-infrastructure, bi-directional, and unknown.
The meta property methodology allows an attack event

to be categorized based on a typified view of the technical
method used. Caltagirone et al. propose to record the method-
ology directly as a meta property of an event.
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The meta property resource is used to capture all types of
tangible and intangible resources and states that an adversary
needs to successfully execute an event.

Activity Threads: Caltagirone et al. define activity threads
as a directed graph AT ordered by phases, in which Diamond
Events are represented as nodes. Their relationship to each
other is described by directed edges. The authors formally
define an activity thread as AT = (V ,A), whereby:

• AT is a finite graph.
• |V | ≥ 1, there is at least one event in the thread.
• V is the set of all events partitioned into subsets such that

they have the same adversary-victim pair. Each subset is
divided into phases P = ⟨p1, p2, ...pn⟩, where each event
is assigned to a phase p.

• A is a set of directed edges. A directed edge (x, y) is
defined if the adversary could successfully execute an
event y only because the event x directly preceded the
event y.

• Several directed edges can lead to one event.
• Only one path can exist between two events.
• Three additional descriptive values are added to each

edge:

-- The analytical confidence denotes the analytical
certainty with which a connection between two
events exists.

-- Each edge can exist actually or hypothetically. Hy-
pothetical connections are represented by dashed
edges.

-- The label AND/OR is intended to make clear
whether an edge was necessary for a subsequent
event (AND) or whether the event could also have
occurred through another potential path (OR).

The authors of the Diamond Model use Lockheed Martin’s
CKC as a phase classification. A thread aligned with the
phases of a cyber attack in this way represents the totality
of all actions performed by the adversaries against a given
victim. At this point, a distinction must be made between the
concept of a victim as a core property of a Diamond Event and
a victim in the context of an activity thread.When considering
an activity thread, the term victim is typically understood as
a victim personae and is intended to describe the overarching
attack target of the cyber measure. The frame of reference for
the core property victim is the individual Diamond Event. In
addition to victim personae, technical systems and features
are also assigned to the victim concept.

Diamond Events and their connections to each other are
described as actual or hypothetical events. At the beginning
of the analysis of a cyber attack, the derivation of hypothetical
events and their integration into an activity thread can help
to improve the knowledge about the course of an attack.
They allow the analysis process to search for information and
indications to confirm or refute the existence of such an event.

Individual activity threads can be horizontally connected.

This is always the case when the adversary uses its capa-
bilities and infrastructures against a new victim, using the
results and resources of the Diamond Events from the original
activity thread. Fig. 2 visualizes the activity threads for a
hypothetical cyber attack. Hypothetical Diamond Events are
marked as dashed nodes.

6) Summary of the described models
Section III-A1 describes the CKC, which serves as an initial
procedural model for describing APTs and provides the foun-
dation upon which other models are built. The CKC provides
an initial breakdown of the phases of an APT and enables
a basic understanding of its progress. Subsequent models,
such as the one developed by Mandiant and discussed in
Section III-A2, extend the CKC by introducing a lifecycle
perspective. This allows for iterations and, equally impor-
tant, a more detailed representation of the effects of lateral
movement within an attack. In contrast, theMITREATT&CK
framework described in Section III-A3 does not serve as a
procedural model, but rather provides a way to explicitly
map the actions performed on a system to the higher-level
attack phases. The UKC model presented in Section III-A4
consolidates the various procedural models and provides a
phase classification that is both universally applicable and
granular. This granularity enables a comprehensive technical
implementation of the APT attack steps. However, the UKC
model is purely sequential and cannot incorporate repetitive
processes. The Diamond Model, described in Section III-A5,
increases the granularity to the level required to describe the
technical implementation of virtualized infrastructures. This
is critical for accurately representing APTs in such environ-
ments. The model is characterized by its mapping of actions
and parallel execution of processes, as well as its handling of
repetitive steps. However, it faces challenges in representing
the temporal context of APTs and the required granularity of
detailed technical descriptions.
In summary, there is a need to integrate the strengths of

these models into a unified approach to adequately capture
the evolving nature of today’s APTs. This new model should
emphasize the link between high-level phases and the actions
they contain, as well as consider parallelism and repetition in
APT operations.

B. TECHNICAL IMPLEMENTATION OF APT SCENARIOS IN
VIRTUALIZED ENVIRONMENTS
There are a number of different technical platforms available
for simulating cyber attacks. These are not limited to Cyber
Ranges, but also include software frameworks that enable
the simulation of APT attacks. Due to the large number of
existing solutions, only those that can perform an automated
simulation of a cyber attack are considered.

1) CRATE
In [22], Gustafsson et al. give a technical insight into the
Cyber Range and Training Environment (CRATE) of the
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FIGURE 2. Activity threads for a hypothetical cyber attack [12]

Swedish Defence Research Institute. The architecture of
CRATE consists of threemain components: the virtualization,
the control plane, and the event plane. The control plane
contains all the components needed to set up and control the
environment and the scenarios running in the Cyber Range.
This includes a central API server, a VM repository, the
CRATE Exercise Control (CEC) for creating and managing
training scenarios, and the Scanning, Vulnerabilities, Exploit,
and Detection (SVED) tool for automating attacks. With
CRATE, it is possible to deploy cross-platform environments
with virtual and physical hardware.

CRATE can perform automated attacks and simulate user
behavior. It uses SVED, which consists of five core func-
tionalities. The Threat Intelligence module collects vulnera-
bilities from various public sources. The Designer is used to
create attack graphs via a graphical user interface, which the
Executer executes via the Attacker/Sensor Agents in the en-
vironments. The Logger module stores all log data generated
during the execution of the attack.

The source code of CRATE has not been released. There-
fore, it cannot be conclusively determined whether auto-
mated scenarios are implemented in an event-driven manner
or whether fixed temporal sequences of attack events are
implemented.

2) Splunk Attack Range v2.0

The Splunk Attack Range in version 2.0 [23] is a framework
for automatically creating and attacking virtual environments
using Ansible and Terraform. The architecture of the frame-
work does not allow centralized control of the environment.

The setup of the necessary components and the launch of
the attack scenarios are initiated and executed on the local
systems.
The Atomic Red Team (ART) function library [24] and the

open source tool PurpleSharp [25] are used to execute the
attacks. ART is a collection of function calls that map the
TTPs of the MITRE ATT&CK framework. It is not possible
to link individual techniques to simulate a complex APT
scenario.
To map more complex attack chains, the Splunk Attack

Range integrates the Prelude Operator [26]. To simulate APT
attacks, the Prelude Agent is installed on the system to be
tested. Pre-built chains [27] can be sent to the agent, which
then executes them sequentially on the test system. Since
Prelude Operator is not publicly available, no definitive state-
ment can be made about its capabilities.

3) Metta

Metta [28] follows a similar approach to ART. Virtual ma-
chines running any operating system can be started using
the Vagrant API. Using a YAML syntax, actions are created
based on predefined ATT&CK TTPs. Multiple actions can be
combined into a single scenario. Python and Redis are used to
create the virtual machines of the environment and to execute
the actions and scenarios. A visual editor for developing
scenarios is not available.
Metta also executes attack steps sequentially. User actions

cannot be simulated. The time factor in a cyber attack can
only be simulated to a limited extent. Individual actions can
be supplemented with sleep commands, but complex time
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patterns cannot be reproduced.

4) Infection Monkey
Infection Monkey [29] is an open-source framework that can
simulate a cyber attack on an existing infrastructure. Monkey
agents are installed on the systems in the network, which
communicate with the central Monkey server. The framework
does not provide an integrated solution for creating virtual
machines. The agent is available for Windows and the most
common Linux distributions. The server executes predefined
and customizable scenarios, and several TTPs of the MITRE
ATT&CK framework are mapped. The web interface com-
piles and executes scenario actions sequentially. However, the
web interface cannot create more complex scenarios that are
time- and event-controlled, and where the result of an action
can affect the subsequent action.

To determine which actions are carried out when Infection
Monkey has spread on a system, Post Breach Actions are
used. The network propagation module defines segmented
network areas and tests them for proper separation. The pro-
vided modules can be extended with Python code. However,
it is not possible to simulate user actions on the systems.

5) Summary of described technical implementations
Section III-B1 described CRATE, which demonstrates how
a technical control framework can represent automated at-
tack sequences in a Cyber Range. Physical hardware can
also be included to represent certain attack sequences. Sec-
tion III-B2 examines the Splunk Attack Range, which al-
lows the rapid creation and management of a virtualized
infrastructure through the use of automation tools such as
Ansible and Terraform. This also highlights the importance
of a centralized component for managing complex attack
chains.Metta, outlined in Section III-B3, meanwhile provides
an approach for a temporal mapping of MITRE ATT&CK’s
techniques. While the use of actions based on text editors
and a standardized syntax allows for easy implementation,
a more intuitive, graphical programming possibility of such
sequences is missing here. Section III-B4 described Infection
Monkey and their advantages of a centralized, web-based
management component based on the client-server principle.
The event-drivenmechanism for post-breach actions is partic-
ularly relevant for the representation of APTs. However, there
is still room for combining more complex temporal contexts.

The analysis of the technical implementations mentioned
above indicated that a control framework is necessary for a
technical representation model for APTs. Such a framework
should be able to perform all technical operations and do so
based on a temporal or event-driven context. Additionally,
a component to create and orchestrate virtualized infrastruc-
tures is essential for representing APTs in Cyber Range sce-
narios. Compared to existing solutions, it is crucial to develop
a method for representing complex temporal contexts and
user actions.

IV. CONCEPTION
Out of all the models studied, the Diamond Model offers the
most comprehensive description of APT attacks. It combines
approaches from CKC models and provides a structure that
can be used tomap actions at any level of detail into individual
attack events. The Diamond Model assists in analyzing an at-
tack while providing a technical description as a template for
implementing a scenario in a virtualized environment. How-
ever, the Diamond Model has limitations in capturing TTPs
and their temporal relationships. This makes it unsuitable for
simulating APT attacks in fully virtualized Cyber Ranges.
To address this issue, the Tactics, Techniques, Procedures
DiamondModel (T2P-DM) was developed as an extension of
the Diamond Model. T2P-DM is presented in Section IV-A.
The extended model is used to describe APT attack steps in a
way that enables the implementation as a scenario in a fully
virtualized Cyber Range.
None of the considered practical implementations for the

automated attack simulation of APT attacks enable the com-
bination of virtualized implementation and event-driven ex-
ecution of the attack. Dynamic reactions to external events
cannot be mapped, and in some cases, the simulation of user
actions is not possible. As a result, they are not able to sim-
ulate relevant TTPs realistically. The Cyber Range CRATE
is the only implementation capable to control the temporal
sequence of an attack in a fine-grained manner. However, it
cannot implement more complex temporal and event-driven
attack patterns. For this purpose, we introduce FASAC, a
Framework for an Automated Simulation of APT attacks in
Cyber Ranges in Section IV-B.

A. THEORETICAL MODEL
The Tactics, Techniques, Procedures Diamond Model (T2P-
DM) provides a structure for describing attacks and devel-
oping attack scenarios. It creates the structural conditions
for the technical Framework for an Automated Simulation
of APT attacks in Cyber Ranges (FASAC). The new model
extends the core and meta properties of the original Diamond
Model. Integrating the TTPs from the MITRE ATT&CK
framework [13] provides the T2P-DM with the necessary
technical details. Additionally, they allow the representation
of actual events and filling logical gaps through hypothetical
events.

1) Core Properties
The model’s extension modifies the notions of capabilities
and victim in relation to the core properties of the attack event.
The core properties that are not explicitly mentioned here are
used as intended by the original Diamond Model.

Capabilities: The MITRE ATT&CK framework offers a
comprehensive knowledge base of techniques used by APTs
to attack their victims in real-world scenarios. These tech-
niques are well-suited for implementing attack scenarios in
Cyber Ranges with a high degree of realism. Therefore, the
Diamond Model is extended to assign exactly one technique
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from the MITRE ATT&CK framework to each attacker ca-
pability in a Diamond Event. If the corresponding ATT&CK
technique is divided into sub-techniques, the relevant sub-
technique will be specified.

Victim: The Diamond Model proposes distinguishing be-
tween victim personae and victim asset to separate non-
technical and technical analyses regarding the term victim.
In the technical implementation of an APT attack in Cyber
Ranges, a victim personae needs to be considered in very
few cases. Consistently using the term victim asset instead
of victim also resolves the imprecision of using the term in
the context of activity threads.

2) Meta Properties
The meta properties are also adapted to be usable for the APT
scenario implementation. For this purpose, the phase property
is adapted and it is explainedwhy themethodology property is
not considered in the process execution. The remaining meta
properties are used as defined in the original model.

Phase: The original Diamond Model, as originally formu-
lated, uses Lockheed Martin’s CKC, which is inadequate
for differentiating and describing the phases of an attack.
In contrast, the UKC was developed by taking into account
existing models and evaluating real attacks. It provides a
comprehensive and widely applicable classification of attack
phases, which is finely grained and adapted to technolog-
ical advancements. The UKC allows a differentiated and
complete technical implementation of individual attack steps
when planning APT scenarios. It groups individual phases
into the higher-level intermediate objectives, including initial
foothold, network propagation, and action on objectives. To
use the UKC in T2P-DM, the phases P of the original model
are redefined as follows:

P = PIF ∪ PNP ∪ PAO (2)

with
pi ∈ P (3)

and
p := p1, . . . , pn, (4)

whereby:
• P is the union of the disjoint sets of the intermediate

phases initial foothold PIF , network propagation PNP,
and action on objectives PAO.

• PIF , PNP and PAO are linearly ordered.
• PIF , PNP and PAO consist of a set of phases p.
• p is a phase in a series of actions by the attacker.
• p1 is the first phase of an attack.
• Phase pn+1 is performed in the following of phase pn.
• Each attack consists of n ≥ 2 executed attack phases.

Shown in Fig. 3, the individual phases are mapped to the
intermediate objectives initial foothold, network propagation,
and action on objectives, which are defined by the UKC and

added to the graphical representation of activity threads.

Methodology: Mapping the techniques and sub-techniques
from the MITRE ATT&CK framework to a Diamond Event
enables the representation of the appropriate level of abstrac-
tion. Thus, further abstraction of the applied technique is
unnecessary. Because of this, the methodology meta property
is not further considered.

B. TECHNICAL FRAMEWORK
None of the implementations discussed in Section III-B en-
ables the creation of APT scenarios in its full complexity.
Accordingly, an implementation must be capable of simulat-
ing user behavior, realizing complex attack sequences, and
performing time and event-driven actions. With FASAC, a
framework is presented that provides the stated functionali-
ties and implements the APTs formalized with T2P-DM. It
automates the execution of attacks in a Cyber Range by using
different identified components and techniques.

1) Logic Engine
The T2P-DM describes APT scenarios as a sequence of re-
lated attack events. Diamond Events are represented as nodes
and their connections as edges in an activity thread. When
an attack is launched, the individual Diamond Events are
processed sequentially. Taking into account an event-driven
architecture, the attack steps to be simulated are created in
FASAC with a web-based graphical editor and are then avail-
able in an overview as predefined modules. The graphical
logic editor is based on the principle of flow-based program-
ming [30]. As shown in Fig. 4, individual modules are linked
together. It is possible to use modules multiple times.

2) Container Environment
All components of FASAC and the resources that need to
be simulated for the scenarios are executed exclusively in a
container environment, managed by an orchestrator. Prede-
fined templates for the necessary containers are provided by
FASAC. These templates are dynamically modified using a
template language and enriched with additional variables. For
realistic scenarios that require IT systems and associated ser-
vices that cannot be mapped in containers, the orchestration
platform supports the creation, management, and termination
of virtual machines (VMs). As a result, the processes required
for the operation of FASAC use the same technology stack.
This significantly reduces the implementation and adminis-
tration effort while increasing the reusability and maintain-
ability of program code.

C. LOGICAL STRUCTURE
The FASAC container environment is divided into a control
layer and one or more scenario layers. The control layer
contains all components necessary for the framework’s op-
eration. Each APT scenario that needs to be simulated is
assigned to its own scenario layer. The container orchestrator
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FIGURE 3. Activity Threads of the T2P-DM with the phase division and the intermediate targets of the UKC
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FIGURE 4. Adapted flow-based programming approach

enables logical separation between individual scenario layers,
preventing undesired communication between containers of
different scenarios.

1) Attack Simulation Procedure
The T2P-DM creates activity threads by analyzing APT at-
tacks. These threads are then used to simulate scenarios.
The Diamond Events contain all required information, docu-
mented in both the core andmeta properties of an event. These
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properties consist of the adversary’s capabilities and infras-
tructure, the victim asset, and the meta properties timestamp
and resources.

Each attack event is defined by at least one TTP that is
initiated and executed by the adversary. In a Diamond Event,
TTPs are captured in the core property capabilities. FASAC
ensures that any adversary action can be mapped as a TTP
through its components and implemented application logic.
If additional IT systems are required, the framework provides
and releases them as containers or virtual machines on an
event-driven basis. Time is an essential factor in APT attacks.
Therefore, each component of the framework ensures easy
and flexible implementation of the T2P-DM meta property
timestamp at any point in the logic.

Fig. 5 presents a schematic overview of the general se-
quence of an automated APT attack simulation according
to the T2P-DM. The diagram illustrates the processing of a
single Diamond Event. Checks are performed for each event,
first to determine the availability of the resources required to
execute TTPs, and then, to identify whether an attacker or
victim system is involved and if it already exists.

The following step verifies whether a container or VM is
required to execute the TTP and if it is already available. If
a container or VM is unavailable although required, it will
be instantiated. The system will then check if a time offset is
required. After the specified time has passed, the TTP will be
executed, and the results of the execution will be verified and
returned. Afterwards, the utilized resources are released, and
the system checks if any additional Diamond Events need to
be executed. If necessary, it will perform another run.

V. EVALUATION
To evaluate the T2P-DM, two real APT scenarios were ana-
lyzed and mapped to it. The first scenario is an attack by the
APT group Emissary Panda (APT27), described in [31]. The
analysis focuses on a specific attack to provide a fine-grained
and chronological description of the attack events. The second
scenario examines the APT group Earth Lusca [32] from
a more general perspective. Here, no individual case was
analyzed in detail, but rather it was examined whether the
T2P-DM is capable of depicting the basic technical procedure
of an actor. Based on a fictitious scenario, the evaluation of
FASAC verifies the technical capabilities of the framework.

A. EMISSARY PANDA (APT27)
HvS Consulting divides the APT attack into three phases.
The first phase, compromise and objectives, marks the start
of the cyber measure. There, the Microsoft Exchange vul-
nerability ProxyLogon [33] is exploited, lateral movement
in the network is conducted, and an initial collection of data
is performed. In the second phase, persistence and stealth,
Emissary Panda attempts to secure its access to the target
network through further lateral movement. In response to
being potentially detected, the APT group increases its efforts
to gain access to relevant IT systems and to exfiltrate sensitive
data during the third phase.

The individual actions are described, and the first attack
phase is visually represented. The TTPs are also described in
detail. On the basis of this information, Diamond Events are
created with their core and meta properties defined. These
attack events are then assembled into an Activity Thread.
Fig. 6 shows the initial two phases of the attack.
Exemplary, some Diamond Events are explained in more

detail below. Based on the report [31], the attacker group’s
first detected activity was a C2 communication from system
EX01 (MITRE TTP: T1071.001). It is not known if the sys-
tem was further exploited. Therefore, the previous Diamond
Events must be inserted hypothetically. In Fig. 6 the C2
communication corresponds to the Diamond Event T17. The
report suggests that the attacker group used the ProxyLogon
vulnerability in several cases. As the EX01 system was a
Microsoft Exchange server, it is likely that it was exploited
by using the aforementioned vulnerability [33] (T13). This
assumption based on TTPs used by the APT group and leads
to the events T11 (scan for vulnerable Exchange servers) and
T12 (selection or implementation of a suitable exploit). The
report also indicates the execution of the HyperBro malware
on Client01 (T110, MITRE TTP: T1047). This results in
the hypothetical event T14. Another observed event is the
establishment of persistence by installing a service (T116,
MITRE TTP: T1543.003), which leads to the event T15.

B. APT EARTH LUSCA
The authors of the study provide a list of technical measures
with their respective commands, but they do not associate
them with a specific attack process. As a result, it is unclear
which systems were targeted and to what extent the group
implemented these measures. Additional information, such as
timestamps and IP addresses, is only mentioned sporadically
and mostly out of structural context. To process the present
case study with the T2P-DM, we had to make necessary
assumptions and concretizations:

• The analysis assumes a fictitious attack history based
on the technical facts. Unless otherwise mentioned, the
individual attack events refer to one and the same IT
system.

• The Activity Thread of the fictitious cyber measure clas-
sifies attack events and their connections as actual, only
if the technical characteristics described in the analysis
can be assigned to this event. All other Diamond Events
and connections are marked as hypothetical.

• This study categorizes individual technical procedures
and assigns them to a specific attack phase. This catego-
rization is maintained in a Diamond Event presentation,
unless otherwise mentioned.

The study identifies three primary attack vectors used by
Earth Lusca. The group uses spear-phishing and watering-
hole attacks to gain access to end-user systems, mainly
Windows-based. Additionally, Earth Lusca uses servers that
are accessible via the internet as another means of penetrating
victims’ systems. The authors of the analysis note that, for this
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FIGURE 5. Processing of a Diamond Event with FASAC

purpose, the APT group compromises additional servers on
the internet, which are then used as proxies, C2 infrastructure,
and for target reconnaissance.

The previous study on Emissary Panda already focused on
attacks on Windows systems and evaluated its implementa-
tion with T2P-DM. This case study provided more detailed
information than the more general consideration of Earth
Lusca. Therefore, we have avoided a renewed discussion of
the execution of an attack against Windows systems. Instead,
we have focused on Earth Lusca’s actions regarding the initial
exploitation of vulnerabilities that are available on publicly
accessible servers.

To derive initial Diamond Events such as T13 (MITRE
TTP: T1190), we used confirmed TTPs and events from the
Earth Lusca report, similar to the formalization of Emissary
Panda with T2P-DM. An initial compromise was achieved by
exploiting a vulnerability in Oracle GlassFish v4.1 [34] (T13).
We filled logical gaps with hypothetical Diamond Events.
This is exemplarily described using:

• T11: Search for vulnerable Oracle GlassFish servers
with version 4.1 via Shodan (MITRE TTP: T1593.002)

• T12: Search for a publicly available exploit for Oracle
GlassFish v4.1 (MITRE TTP: T1588.005)

This consideration made it possible to show how the T2P-
DM represents and links the connection between two differ-
ent but interdependent cyber measures as separate activity
threads. Fig. 7 shows the Activity Thread graphically.

C. EVALUATION OF THE TACTICS, TECHNIQUES,
PROCEDURES DIAMOND MODEL
By analyzing twoAPT attacks using T2P-DM, it was possible
to achieve a clearer structure for the attack history in both use
cases and to provide more detailed information on the actions
taken. By consistently describing the core and meta proper-
ties, as well as the results of the attack event, the information
of the scenarios can be organized in a structured manner and
their informative value can be enhanced. Furthermore, the
adaptations made to the DiamondModel simplify its practical
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FIGURE 6. Activity thread of the first two attack phases of Emmissary
Panda

usage. By extending the core properties, the TTPs of the
MITRE ATT&CK framework described in the scenarios can
be directly integrated into Diamond Events. The UKC phase
classification selected for the T2P-DM allows a more detailed
classification of attack events than the CKC originally used.
Hypothetical Diamond Events can be used to fill in missing
information and to close gaps in the description of an attack.
The use of activity threads enables the connection of suc-
cessive Diamond Events in a directional graph, allowing for
their assignment to specific attack phases and creating a clear
temporal sequence of attack events.

Table 1 compares the approaches described in Sec-
tion III-A. The T2P-DM has all the necessary attributes to
enable a technical implementation.

D. EVALUATION OF FASAC
When evaluating FASAC, it is necessary to verify the tech-
nical capabilities of the framework. For this purpose, FASAC
was implemented in the Cyber Range of the Research Institute
CODE. The FASAC environment is based on a container
cluster consisting of two VMs with 40 CPUs each, 256 GB
RAM and 2 TB hard disk space. Furthermore, a DNS server
is available for name resolution in the local network. Another
VM is provided for orchestrating the container environment.
Kubernetes was used as the container environment, with
Rancher [35] and Harvester [36] being used for infrastructure

Hypothetical Diamond Event 

Hypothetical connection

Actual Diamond Event 

Actual connection 

Connection designation

Victim 1 Victim 2

Earth Lusca

Thread 1:Infrastructure server Thread 2:Public server

FIGURE 7. Activity thread of Earth Lusca

TABLE 1. Comparison of Different Approaches

Approach Represents
Attack
Sequence

Enables
Formalization
of Attack
Sequence

Enables
Closing
Logical
Gaps

Enables
Technical
Imple-
mentation

Lockheed
Martin [7]

✓

Ussath et al. [8] ✓

Zhang et al. [9] ✓

Chen et al. [10] ✓

Mandiant [11] ✓

MITRE [13] ✓ ✓

Pols [20] ✓

Pols [21] ✓

Caltagirone
et al. [12]

✓ ✓ ✓

T2P-DM ✓ ✓ ✓ ✓

✓= Attribute of Approach

administration, as shown in Fig. 8. The logic engine was
implemented using the graphical logic editor Node-RED [37]
in combination with Ansible [38] and the administration soft-
ware AWX [39]. The FASAC code repository is available on
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GitHub [40].

The framework was evaluated using a fictitious scenario
that demonstrates its capabilities and reflects common aspects
of APT attacks. The scenario is described in the following:

The APT group APT999 is interested in the research work
of the pharmaceutical company HealthForever AG. Through
a successful cyber campaign against a globally operating
logistics company, the group was able to capture thousands
of contact details. As a result, APT999 also obtains the
mail address of HealthForever AG’s dispatcher. In order to
obtain further information about the internal company and
personnel structure, the dispatcher is to be attacked with a
prepared spear phishing email. The group uses social media
information to create a profile of the dispatcher in order
to generate an email tailored to him. In the email, APT999
poses as the manufacturer of Detrack logistics software. A
Meterpreter payload is used as the Remote Access Trojan. For
camouflage purposes, it is placed as a free version of Detrack
in the attachment of the mail. To ensure that the appearance
of a valid business communication is maintained, the mail is
sent during typical office hours. The company’s dispatcher
opens the mail’s attachment on the same day, whereupon
the Meterpreter starts executing on the victim system and
connects to the attacker infrastructure of the APT999 group.
To remain as inconspicuous as possible, the group does not
interact with the attacked system until a day later. Using the

pentesting frameworkMetasploit® [41], the attackers collect
contact and delivery addresses of HealthForever AG. On the
same day, the company’s IT security department registers
the unusual data traffic from the dispatcher’s computer and
disconnects the infected system from the network.

The scenario was analyzed according to the T2P-DM spec-
ifications, which were organized into individual Diamond
Events. The analysis was then visualized in an Activity
Thread, as shown in Fig. 9. The scenario was transferred to
the technical environment using the modules developed for
FASAC.
The available modules made programming skills unneces-

sary by allowing to integrate them into the workspace through
a drag and drop functionality. The configuration was carried
out via the input masks provided for the individual modules,
which were then connected to each other. Depending on their
functionality, modules received incoming data, processed it,
and provided data for subsequent modules. Events can be
executed in parallel, time-controlled or only after the fulfill-
ment of predefined conditions. The use of FASAC enabled the
mapping of a fictional scenario to a Cyber Range training in a
fully virtualized environment. Table 2 provides a comparison
between FASAC and the technical implementations described
in Section III-B, demonstrating that FASAC is capable of
implementing APTs in fully virtualized Cyber Ranges.

VOLUME 11, 2023 13

This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2024.3402744

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/



T. Bierwirth et al.: Design and Evaluation of Advanced Persistent Threat Scenarios for Cyber Ranges

Hypothetical Diamond Event

Hypothetical connection

Actual Diamond Event

Actual connection

Connection designation

Victim: HealthForever AG

APT999

FIGURE 9. Activity thread of APT999

TABLE 2. Comparison of Different Implementations

Implementation Complex
Attack
Sequence

Time-
driven
Actions

Event-
driven
Actions

User
Simula-
tion

Supports
TTPs

CRATE [22] ✓ ? ? ✓ (✓)

Splunk Attack
Range [23]

? ? ? ? ✓

Metta [28] (✓) (✓) ✓

Infection
Monkey [29]

(✓) ✓

FASAC ✓ ✓ ✓ ✓ ✓

✓= Enables Implementation of Functionality

(✓) = Partially Enables Implementation of Functionality

? = No Information Available

E. ETHICAL CONSIDERATION
Because T2P-DM and FASAC enable the detection, analysis,
and replication of APTs, ethical considerations should not be
completely neglected.

The proposed model and framework can reduce barriers to
the replication and implementation of APTs. However, it is
still necessary to have a technical understanding of adversary
actions. Our model and framework are designed to investigate
the attack flow of an APT, not to ease automated attack
execution like the Metasploit® framework [41].
Implementing APTs in Cyber Ranges can enhance defen-

sive measures against sophisticated attacks. Detailed analysis
of attacks can be conducted and mitigation strategies can be
evaluated without risking operational systems. This approach
also enables teams to be trained on how to respond effectively
to real APT attacks.

VI. CONCLUSION
To enhance protection against cyber criminals and their at-
tacks, it is necessary to create a corresponding understanding
and to provide adequate training opportunities. The presented
model can be used to capture and analyze complex attacks in a
structured manner. At the same time it serves as a foundation
for replicating an APT attack using the FASAC framework.
With FASAC, a technical framework for the automated

simulation of APT attacks was presented. Compared to other
software solutions, it is completely based on a container
environment and thus offers greater flexibility. The modular
and event-driven approach allows realistic mapping of ad-
versary and victim actions. Complex APT scenarios can be
created using the integrated logic editor, without requiring
programming knowledge. Similarly, time-consuming script
parameterization is unnecessary as all required settings can
be made in the configuration mask of the respective module.
While FASAC provides a basis for developing APT scenar-

ios in Cyber Ranges, there are still open challenges that need
further research and integration. An important characteristic
of APTs is their temporal aspect, which typically spans sev-
eral month or longer. For example, FASAC can simulate time
periods using sleep functionalities. However, this approach
is not practicable for long time periods. Therefore, a key
question is how FASAC can simulate attacks that extend
over a long period of time while minimizing simulation
time. Another open question concerns the value of Cyber
Range training to improve the resilience of participating or-
ganizations across multiple sessions. To enable FASAC to
measure progress, a defined process is necessary to enable
a comparison of target performance comparison before and
after a training. For this purpose, appropriate measurement
capabilities need to be implemented in FASAC.
Due to the modular implementation of the framework, the

described enhancements can be easily integrated into FASAC
as soon as they are developed. A contribution to the develop-
ment of FASAC is always welcome [40].
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