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Abstract

While self-sovereign identities (SSI) have been gaining more traction, the topic of SSI security has yet to be addressed.
Especially regarding response procedures to security incidents, no prior work is available. However, incident response
processes are essential to systematically respond to a security incident in a timely manner. We first evaluate the cur-
rent state-of-the-art by conducting a literature survey and contacting organizations that offer SSI. The insights
underpin the subject’s relevance, highlighting that incident response capabilities are just starting to be developed.
Contributing to this development, we identify the challenges of building a security incident response process for SSI.
Mainly, the decentralized nature inhibits the utilization of known best practices, which all focus on building a central-
ized incident response capability. However, even in the case of SSI, some centralized entities may exist. Therefore, we

design two variants of SIR processes: one more centralized and one more decentralized. For the latter, the problem
size is reduced in the first step by identifying all the stakeholders within an SSI ecosystem and then analyzing pos-
sible proactive and reactive measures each participant can access. This procedure leads to the grouping of SSI system
participants into three distinct domains of incident response. For each domain, different capabilities for handling
incidents are introduced depending on the involved stakeholders, their infrastructure, and their goals. To demonstrate
the procedures, incident scenarios for each domain highlight the workflows during incident handling.

Keywords Self-sovereign identity, SSI, Identity management, Security incident response, SIR, Security

1 Introduction

With an increase in cyber attacks, the amount of data
exposed by adversaries increases. The exposure or com-
promise of data, such as India’s Aadhaar System, with
billions of records including names, email and physical
addresses, phone numbers, and photos [1, 2], does not
necessarily imply that they are utilized for fraudulent
purposes. However, criminals sell personal data online
that can be used for identity theft. One recent exam-
ple is the Genesis market, which was taken down in the
so-called Operation Cookie Monster [3]. The investi-
gation showed that 1.5 million information packages
were sold on the platform to be used for stealing social
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media profiles and emptying investment portfolios, bank
accounts, and crypto-wallets of victims.

In order to decrease the impact of data breaches, decen-
tralized approaches are being developed in the field of
identity management (IdM). These so-called self-sovereign
identities (SSI) typically utilize distributed ledger tech-
nologies (DLTs), such as blockchain. Other, more tradi-
tional forms of storage, trust, and protocols than those
applied by, for example, Hyperledger and Sovrin, might
be used in such a decentralized setting. One key element
is, however, the storage of identity-related data. By stor-
ing identity-related data (claims) in wallets, every user is
the ultimate owner of their data. Several aspects of SSI are
planned to be introduced to European electronic identity
(eID) with the new electronic Identification, Authentica-
tion and Trust Services (eIDAS) regulation [4]. The new
concept also has new potential for cyber threats targeting
these systems. As SSI is not yet widely deployed, little is

©The Author(s) 2025. Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which
permits use, sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit to the
original author(s) and the source, provide a link to the Creative Commons licence, and indicate if changes were made. The images or

other third party material in this article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line
to the material. If material is not included in the article’s Creative Commons licence and your intended use is not permitted by statutory
regulation or exceeds the permitted use, you will need to obtain permission directly from the copyright holder. To view a copy of this
licence, visit http://creativecommons.org/licenses/by/4.0/.


http://creativecommons.org/licenses/by/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1186/s13635-025-00195-6&domain=pdf

Ziegler et al. EURASIP Journal on Information Security (2025) 2025:12

known about its possible practical security implications.
First approaches try to analyze the threats to SSI based on
distributed ledger technology (DLT) [5-8]. However, when
security incidents appear, they have to be handled and mit-
igated systes more control and responsibility by exercising
self-sovereign control omatically and in a timely manner.
Compared to traditional IdM, the user receives more con-
trol and responsibility by exercising self-sovereign control
over the claims stored in the wallet. This newly gained con-
trol might mean contributing to security incident response
(SIR) processes, no matter which and how the underlying
technologies and protocols are chosen.

Hence, in this article, we provide an overview of pos-
sible security incidents based on existing literature. We
summarize a small-scale survey for SIR in the SSI con-
text. Next, we analyze the governance structures of SSI to
outline possible SIR processes that can handle the identi-
fied security incidents. This analyze is divided into a com-
plete decentralized structure and an architecture with a
centralized entity. The SIR processes can be applied inde-
pendently of the underlying technology. Thereby, the new
eIDAS regulation could facilitate the designed SIR pro-
cesses. As centralized processes, according to standards,
are already deployed and used in practice, we focus the
evaluation on decentralized processes. These are evalu-
ated based on the prototypically application of possible
security incidents.

Contribution: (1) survey on SIR processes for decen-
tralized settings with a specific focus on SSI, including
interviews with organizations operating self-sovereign
identity (SSI); (2) design of decentralized and centralized
SIR processes based on the governance structures and
architectures of SSI and the capabilities and responsibili-
ties of the entities involved; and (3) evaluation of the SIR
processes by prototypically playing security incidents.

The remainder of the paper is as follows: first, we outline
the background and related work in Section 2. Section 3
summarizes the survey conducted by analyzing related
work and interviewing organizations with existing SSI
solutions. The applied method for designing centralized
and decentralized SSI SIR is outlined in Section 4. We first
design a centralized SIR process with a trusted third party
(TTP) in Section 5. Then, we design decentralized pro-
cesses divided into the different responsibilities and roles
in Section 6. Next, Section 7 evaluates the decentralized
SIR processes by prototypically playing selected security
incidents. In Section 8, we discuss our approach before we
conclude the paper with a summary and an outlook.

2 Background and related work

This section provides the background and a summary of
related work. First, we outline traditional IdM (see Sec-
tion 2.1) to show the current state-of-the-art in practice.
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Next, we provide the background to SSI (see Section 2.2).
This is followed by an overview of security threats to SSI
(see Section 2.3) and SIR processes in general (see Sec-
tion 2.4). Both sections serve as a basis for the SIR pro-
cesses for SSI (see Section 2.5).

2.1 Traditional identity management protocols

According to Carblanc [9], an identity management sys-
tem (IdMS) is a set of processes and tools to establish the
identity of a user in a system and control their access to
resources based on the user’s permissions and restric-
tions. Consequently, IdMS have to provide identification,
verification, authentication, and authorization in central-
ized or cross-organizational contexts, i.e., centralized,
federated, and user-centric IdM [10].

Centralized identity management A centralized IdM
requires an IdMS, where the organization stores all
identity-related data. This IdMS is, for example, used
in organizations by utilizing directory services, such as
lightweight directory access protocol (LDAP) [11] imple-
mentations. One widely adopted solution is Microsoft’s
Entra ID, formerly called Active Directory (AD). Often,
single sign-on (SSO) is operated, allowing users to access
all services within the organization with only one login
per session.

Federated identity management In federated identity
management (FIM), users can access services within the
federation using the same digital identity. A federation is
a circle of trust consisting of several organizations, spe-
cifically home organizations (identity provider) and ser-
vices (service provider). This means, both entity types
(identity provider and service provider) have to operate
an implementation of the same protocol.

A typical protocol in research and education federa-
tions is security assertion markup language (SAML) [12].
These federations are operated by national research and
education networks (NRENs), which serve as TTPs. SIR
requirements and standards were introduced with the
name of Security incident response trust framework
for federated identity (Sirtfi), which is outlined in Sec-
tion 2.5. Another example of SAML application is the
current eID infrastructure.

Especially in web contexts, but also increasingly in for-
mer SAML federations, the protocols of Open Authori-
zation (OAuth) [13] and OpenID Connect (OIDC) [14]
are introduced. This is, for example, the case in eID by
the new eIDAS 2.0 regulation that initiates the use of
wallets and states the possible application of OAuth-
based protocols. OIDC is built on top of OAuth, allowing
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for authentication. Both protocols are utilized in OpenID
federation [15], a protocol draft allowing for the crea-
tion of federations in OAuth/OIDC settings. Other drafts
developed by the OpenID foundation [16-19] try to
establish interoperability between OAuth/OIDC and SSI,
which is described in the next section.

User-centric identity management In user-centric IdM,
the user becomes the central point within identity pro-
cesses. This design intends to increase users’ privacy by
involving them in various actions. One example is the
protocol of user-managed access (UMA) [20], which
allows users to share data, such as health data or a travel
calendar, with whom and under which conditions they
choose. However, user-centric IdM is still not widely
adopted. Based on the evolutionary identity models, SSI
would be the next step.

2.2 Self-sovereign identities
Allen [21] formulated ten principles for SSI. Further ele-
ments are needed to move from the principles to a func-
tional IdMS. In the following, we introduce the most
common elements and protocols, as shown in Fig. 1.
Decentralized identifiers (DIDs) [22] are persistent
identifiers, consisting of a uniform resource name (URN)
that defines the scheme, an universally unique identi-
fier (UUID) for the utilized DID method, and a names-
pace-specific identifier. A DID is part of a key-value pair
pointing to a DID document (DDO), which lists further
specifications. Claims are statements about the subject
(the user/holder), verified by an issuer. A credential con-
sists of several claims and metadata, such as an identifier,
the issuer’s name, or an expiration date. These credentials
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|
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and the corresponding metadata are cryptographically
signed and issued as verifiable credentials (VCs) [23].
Theoretically, also zero-knowledge proofs (ZKPs) [24] are
possible. ZKPs cryptographically prove a statement, such
as age, without disclosing the original data of the holder
to the verifier. These VCs and ZKPs with additional data
are stored in applications on devices called digital wal-
lets. Wallets can be software or hardware components,
though software components, such as an app on a smart-
phone, are more likely. While the user interacts with the
digital wallet, representation of the user is achieved by a
digital agent. Edge agents operate locally in close prox-
imity to the user, whereas cloud agents are hosted in
the cloud. The concept of hosting a wallet and an agent
can also be called an identity hub. To ensure that user
data can be exported and synchronized between multi-
ple hubs, multiple protocols are utilized, such as DID
authentication (DIDAuth) [25] and DID communication
(DIDComm) [26].

These elements are applied in workflows with the enti-
ties of holders, issuers, and verifiers. Issuers provide VCs
to the holders. The holder stores any issued credentials in
one or more digital wallets or identity hubs. The creden-
tials are again signed but with the holder’s DID. Hence,
any party can verify that the holder signed the credential.
Lastly, a verifier who is requesting proofs can receive a
verifiable presentation of issued claims. The verifier can
assert their origins since the holder and issuer sign the
claims.

When discussing the architecture of SSI, the lay-
ers described by the Hyperledger Aries project [27] are
often used (see Fig. 2). These are designed similarly to
the Open Systems Interconnection (OSI) model lay-
ers. The lower layers consist of decentralized storage

verifiable presentation
optional: zero-knowledge proof

DID

|

distributed ledger technology, such as blockchain

Fig. 1 Overview of the most important elements of self-sovereign identities
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Fig. 2 Self-sovereign identity stack based on the Hyperledger Aries project [28]

and communication protocols. Layer five defines the
processes for issuing, exchanging, and presenting VCs,
whereas the top layer comprises the governance struc-
ture, which is relevant for SIR. The most common imple-
mentation as of 2023 is based on the SSI protocol, initially
developed by Sovrin and continued as Hyperledger Indy
(implementation of a permissioned DLT on layer one)
and Aries (tools for generating and communicating VCs
on layers two to four) by the Linux Foundation [27]. This
SSI model also shows that the software and actual tech-
nology used in one layer can be changed.

As described in Section 2.1, new developments try to
establish interoperability between OAuth/OIDC and
SSI. Thereby, these protocols might be used to exchange
claims, making both federated and self-sovereign iden-
tities possible. Also, other types of (decentralized) stor-
age and trust, such as a public key infrastructure (PKI)
and OpenlD federation, might be applied. Consequently,
a variant with only the introduction of a wallet might
help provide the user with more control. Therefore, there
might be scenarios with a centralized entity and those
with a decentralized structure.

2.3 Threats to self-sovereign identities
Multiple approaches have been published focusing on
the blockchain component in general. Hedayati and
Hosseini [29] depict 34 attacks on blockchain networks,
with the Bitcoin network as a reference point. Ahmed
et al. [30] identify 12 network-based attacks specific to
38 academic SSI approaches. In relation to that, Guggen-
berger et al. [31] highlight the overrepresentation of
popular public blockchains in the field of blockchain
security analysis. Schlatt et al. [32] argue that since most
approaches build on the assumption that they apply fully
permissionless systems, scenarios in which at least a sub-
set of nodes is trusted are disregarded. Kim et al. [33]
group the technical components into five domains, which
expose seven attack surfaces to DID workflows.
Schardong and Custédio [34] have identified 21 prob-
lems concerning SSI addressed by the literature they

reviewed, of which only two are related to security,
namely risk assessment and threat analysis. Naik et al. [5]
address both, whereas Dingle et al. [35] examine the
inherent security properties of verifiable credentials for
a specific use case. Since then, a few more publications
have targeted the security of SSI. Naik et al. [6], Griiner
et al. [7], and Pohn et al. [8] try to model the threats to
SSI. Based on these publications and a literature review
by Pohn et al. [36], it becomes apparent that more threats
than those described probably exist.

Possible threats to SSI and their assets include a mali-
cious actor obtaining fake credentials, spoofing one
entity, amending/stealing credentials, and obtaining per-
sonal data [5]. In the case of a malicious actor obtaining
personal data (used in Section 7.1), the malicious actor
may gain unauthorized access to the user’s wallet by
receiving user credentials and accessing the wallet. This
attack could be done by using malware or a social engi-
neering attack (receiving user credentials) and stealing
the phone or gaining remote access to the wallet (access-
ing the wallet). The installed malware could grant remote
access. In this case, the user and the other entities may
start the SIR process. However, it might be required that
the users provide information. As described above, this
process is independent of the underlying technology. If
an issuer or a verifier is compromised, then the signing
keys have to be revoked as a minimum reaction (used
in Section 7.2). Similarly, if TTPs are compromised that
operate the network, then at least their signing keys have
to be revoked (used in Section 7.3).

2.4 Security incident response processes

An event is any observable occurrence in a system or
network, including a user connecting to a file share or a
firewall blocking a connection attempt. If this event has
negative consequences, such as system crashes, then it is
called an adverse event according to National Institute of
Standards and Technology (NIST) [37]. Following this,
a security incident is a violation or imminent threat of
violation of security policies, acceptable use policies, or
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standard security practices. These security incidents have
to be handled in a so-called security incident response.
NIST describes a benefit of having such an incident
response capability (e.g., in a team) as it supports
responding to incidents systematically so that appro-
priate actions are taken. According to NIST [37], the
incident response life cycle consists of the phases of (a)
preparation; (b) detection and analysis; (c) containment,
eradication, and recovery; (d) and post-incident activi-
ties. Furthermore, NIST emphasizes on the need of coor-
dination and information sharing, especially if several
entities are impacted. The type of coordination should
be defined prior to any incident, whereas the information
sharing might be ad hoc or partially automated during
the incident response life cycle.

Governmental agencies, researchers, and the private
sector have published a variety of standards, frameworks,
and guidelines for incident management, such as ISO/
IEC 27035 [38], NIST Special Publication 800-61 [39],
and ENISA Good Practice Guide for Incident Manage-
ment [40]. In research, SIR processes are analyzed and
improved. Schlette et al. [41] provide an overview of
incident response formats and playbooks to represent
procedures. Ioannou et al. [42] highlight difficulties in
communication and coordination based on a survey
with 25 participants, whereas Redmiles [43] analyzed
the cross-cultural aspects of end-users who recently had
experienced suspicious login incidents on their Facebook
(now: Meta) accounts.

2.5 Security incident response processes for self-sovereign
identities
The standards, frameworks, and guidelines for incident
management described above mainly concentrate on one
central entity, though they provide information on multi-
entity scenarios. In the context of FIM for the research
and education inter-federation eduGAIN, Sirtfi [44] was
developed by a dedicated Research and Education FED-
erationS (REFEDS) [45] working group. It describes the
requirements and processes for SIR in this specific feder-
ated setting (see Section 2.1 for the protocol involved).
Regarding SSI, incident response is not mentioned
in any publication; regarding decentralized SIR, litera-
ture is scarce. Graf and King [46] propose a blockchain-
based platform for automated incident classification and
management. Whereas automating workflows during
the assessment of security events implies timely reac-
tions, their work is only a theoretical consideration.
Adebayo et al. [47] design a blockchain network on top
of Bitcoin for anonymous sharing of incident data and
reaction strategies between affected organizations. The
assumption of creating anonymity by using the Bitcoin
network is questionable [48]. Similarly, [49-51] propose
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a blockchain-based trustworthy certification process for
composite services, which can be applied to share inci-
dent-related information. However, the exchange process
and power consumption of their chosen approach could
be more efficient. Michail [52] elaborates on sharing inci-
dent-related data before introducing an incident report-
ing decentralized application. Putz et al. [53] design a
blockchain security incident reporting system based
on human observations (BISCUIT) in a decentralized
finance (DeFi) network. The approach implies that a sub-
set of organizations has enough stake in the network to
invest in local reporting. In addition, it needs to be clari-
fied how every user can participate based on knowledge
and resources.

2.6 Summary

To conclude, several security threats exist and furthers
still have to be explored, which implies that more work
is required. In this article, we concentrate on the SIR pro-
cesses. We found very little literature on decentralized
SIR processes, but some on centralized SIR processes.
These might be adaptable for an SSI setting with or with-
outa TTP.

3 Survey on security incident response
for self-sovereign identities

This section provides an overview of the literature review
and the interviews conducted. We analyzed available
resources, such as documents and guidelines of existing
SSI implementations (see Section 3.1). Due to the lack
of literature on SIR for SSI, we conducted a small-scale
survey, interviewing organizations with existing SSI solu-
tions (see Section 3.2). Lastly, we summarize the results
of this section (see Section 3.3).

3.1 Literature review
Sovrin [54] was founded in 2016 as a non-profit organi-
zation. Since then, it has developed its own decentralized
identity test and productive network based on an open-
source framework managed by the Sovrin Foundation.
On a technical level, Sovrin utilizes an adapted instan-
tiation of Hyperledger Indy, which the Sovrin Founda-
tion administers on behalf of identity owners. Sovrin [27]
defines three roles within its infrastructure: transaction
authors, transaction endorsers, and stewards. The trans-
action author is an entity, such as the identity owner,
that initiates a transaction. The transaction endorser is
an organization authorized to authorize a transaction
by digitally signing it. The signature is required so that
the validator node accepts it. Unlike endorsers, trans-
action authors cannot change the ledger’s state to allow
for higher throughput. Hence, the transaction endorsers
write transactions to the ledger on behalf of transaction
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authors. Stewards are organizations that must meet the
qualifications and technical requirements defined by
Sovrin’s policies and that are approved by the Sovrin
Foundation to operate a node. The nodes (i.e., validator
nodes and observer nodes) are operated by stewards.

Some documents [55, 56] provide security guide-
lines and demands concerning SIR. The incident policy
requires endorsers to maintain and follow documented
SIR policies consistent with NIST guidelines, investi-
gate unauthorized transactions and have an appropriate
response plan, and notify and provide requested infor-
mation to the foundation in case of security incidents.
Thus, the policies are restricted to this role. However,
further incident scenarios can occur and no communi-
cation plan is provided. Apart from Sovrin, other solu-
tions include ShoCard [57] (evolving to PingOne Neo),
uPort [58] (evolved to Serto and Veramo), Bitcoin [59],
and Ethereum [60]. Regardless, we found no information
related to security or SIR.

3.2 Interviews

In order to draw a sound conclusion on the practical
relevance and state of deployment, we reached out to a
subset of organizations that either conduct business or
research in the field of SSI or decentralized governance.
Note that SSI is still a developing field and the number of
organizations being mature enough to answer the ques-
tions is low. The interview questions comprised questions
related to the organization itself, security challenges and
reactions to it, design decisions (such as the violations of
the basic principles of SSI), governance structure, and the
construction of incident response processes. The ques-
tions used as a guideline for the interview can be found
in Section 10.

We received answers from IDunion [61], a project ini-
tiated around secure digital identities in Germany, and
Netherlands TNO [62]. Both highlight the relevance of
SIR for SSI while indicating that research is planned on
the topic. According to the interview, IDunion is cur-
rently building an incident response plan (IRP) for its
productive network. Its primary focus is issuing mali-
cious code and General Data Protection Regulation
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(GDPR)-related data to the public readable ledger. The
requirements for this process are mainly of a legal and
business nature, while the technicalities are under discus-
sion. Based on these observations, no general rule set for
SIR exists.

3.3 Summary

To conclude, we found requirements for endorsers by
Sovrin that are consistent with NIST guidelines (see Sec-
tion 2.4). Apart from this role, we found neither docu-
mentation on security incidents nor information related
to SIR processes. Other solutions did not provide further
information. Based on the interviews, IRP is a relevant
topic, though no SIR process exists yet (as of beginning
of 2024).

4 Method for designing security incident response
processes for self-sovereign identities
As the SSI concept and existing technologies on the sub-
ject are still at an early stage, a lack of SSI security stand-
ards is present. So far, we have noticed that literature on
SIR for SSI is missing (see Section 2) and that organiza-
tions in the field are about to start working on that topic
(see Section 3). Therefore, our purpose is to design SIR
processes for SSI. We apply the following method, as
shown in Fig. 3: (1) selecting SSI scenarios (see Sec-
tion 4.1), (2) analyzing SSI architectures based on the
scenarios (see Section 4.2), (3) designing the correspond-
ing SIR processes (see Section 4.3), and (4) evaluating the
decentralized SIR processes (see Section 4.4).

4.1 Selecting self-sovereign identity scenarios

In this section, we describe the step of selecting the self-
sovereign identity scenarios based on the input of secu-
rity threats and possible scenarios.

Input 1: security threats: as outlined in Section 2.3,
few approaches [6—8] model the threats to SSI. P6hn
et al. [36] conducted a literature review on threats,
showing that the publications do not contain all threats.
For this analysis, we apply the threats outlined by Naik
et al. [5]. As not the security threats but the processes are
our focus, the preliminary status of the threat analysis is

) ) Y )
: Analyzing related .
Selecting SSI |::> work for the |::> Designing SIR for SSI |::> Ealuating the SIR
scenarios architectures or
Input: Input:
(1) Segunty threat's Input: (1) Capabilities Input:
(2) Architectures with (1) Related work (2) Responsibilities (1) Security threats
their requirements (3) Established

communication

Fig. 3 Method for designing security incident response processes for self-sovereign identities
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not an issue. Threats that will be identified in the future
should work with our processes.

Input 2: architectures: as outlined in Section 2.2,
although SSI is decentralized as introduced by Sovrin,
there might be variants that utilize current FIM settings
and, thus, be more centralized. In the case of the decen-
tralized setting, there might be trust requirements that a
consortium or similar body may define. However, the fur-
ther communication might be decentralized. The more
centralized setting can be seen as similar to a federation
with a TTP. Therefore, we regard two main scenarios: (1)
SSI with one or more TTPs and (2) SSI in a decentralized
setting.

Scenario 1: self-sovereign identities with trusted third
parties Imagine using an SSI wallet in a SAML federa-
tion or eID. Introducing the wallet gives the user self-
sovereign control within the trust boundaries. As the
federations typically use TTPs for governance and trust
establishment, these entities remain in SSI. In addition,
existing processes should be applicable. The underly-
ing technologies might be the same as beforehand or
with the addition of proxies or extensions as translators
between the protocols. Even with pure SSI technologies,
a TTP might be an appropriate place for governance.

Scenario 2: self-sovereign identities in a decentralized set-
ting Imagine a consortium that wants to introduce SSI
to establish cross-organizational IdM. They decide on
protocols and implementations and deploy them in their
infrastructures. In contrast to established federations
with a TTP, they might work as a consortium to provide
governance. Nonetheless, they must coordinate the fol-
lowing steps if a security incident occurs.

4.2 Analyzing related work for the selected scenarios
and architectures

Based on the related work, as outlined in Section 2, and
the architecture that is formed by the SSI scenarios,
described previously (output of Section 4.1), we analyze
the related work for the SIR processes fitting to the archi-
tectures and, hence, scenarios. We shortly summarize the
input of this phase.

Input 1: related work: literature mainly focuses on cen-
tralized SIR processes. These might be adaptable for sce-
nario 1, while taking the user into account. Concerning
scenario 2, we found almost no related approaches. Addi-
tionally, this seems to be a practical issue according to the
interviews, summarized in Section 3.2.

In the following, we outline our procedure depending
on the SSI scenario.
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Scenario 1: self-sovereign identities with trusted third par-
ties Related work mainly designs SIR with centralized
entities. For example, Sirtfi in FIM uses TTPs as coordi-
nators. These approaches could be applied to SSI. How-
ever, even in SSI with TTPs, the user gains more control
by the introduction of wallets.

Scenario 2: self-sovereign identities in a decentralized set-
ting 'The overall issue is designing SIR for decentralized
environments, while existing best practices are designed
to work with centralized entities. Following this, no exist-
ing guidelines can be followed. As in FIM, there is a dis-
tinction between local and global incidents. These are
further divided based on the SSI stack, shown in Fig. 2.

4.3 Designing security incident response processes

for self-sovereign identities
As the related work, described in Section 4.2, mainly
focuses on centralized structures, the capabilities,
responsibilities, and communications serve as addi-
tional input for designing the SIR processes.

Input 1/2: capabilities and responsibilities: the
responsibilities and capabilities within the related
architectures are important inputs for the SIR process.
If an entity, such as the holder, has responsibilities but
not the capability to handle a security incident, then
other entities may have to take over the responsibility.
Hence, if these cases can be identified before designing
the SIR processes, then they can be addressed accord-
ingly in advance.

Input 3: established communication: established
communication and communication means have to be
taken into account as, at least, variants of the proposed
solution. For example, if entities A and B know each
other and share a threat intelligence platform, then a
TTP does not have to coordinate the solving processes.

Scenario 1: self-sovereign identities with trusted third par-
ties The differences described above must be identi-
fied, and the processes have to be designed accordingly,
described in Section 5. The decoupling of issuer and veri-
fier, as well as the introduction of the holder with a wallet
or agent, provide challenges for the design phase.

Scenario 2: self-sovereign identities in a decentralized set-
ting In a decentralized setting, the challenges of Sce-
nario 1, trust, and coordination have to be addressed.
Depending on the asset and responsibility, each par-
ticipant has different goals for SIR. These processes are
designed in Section 6.



Ziegler et al. EURASIP Journal on Information Security (2025) 2025:12

4.4 Evaluating the security incident response processes
for self-sovereign identities

For the evaluation in Section 7, we focus on the decen-
tralized setting, as this scenario has the biggest difference
to the current IdM world (see output in Section 4.3). We
evaluate the designed SIR processes prototypically by
selecting security threats.

Input 1: security threats: we select one security threat
for each process. The security threats are based on those
identified in Section 4.1.

Scenario 2: self-sovereign identities in a decentralized set-
ting For the decentralized setting, security threats are
selected. Based on this input, the designed processes are
played step by step to evaluate the processes for missing
and unnecessary steps and information. A special focus
is set on coordination, as it was previously in Section 4.3
identified as a challenge.

5 Security incident response for self-sovereign
identities with a trusted third party

As outlined in Section 4, there might be scenarios in
which SSI, or at least elements of it, are applied in a more
centralized setting. For example, they could provide
governance or be used as trust anchors (such as PKI).
Thereby, SSI is also supervised by one or a few authori-
ties. This authority can subsequently act as a contact
point and incident response team (IRT). Hence, we first
outline Sirtfi, applied in FIM context, in Section 5.1,
before analyzing its adaptability to centralized SSI in
Section 5.2.

5.1 Sirtfiin federated context

Within FIM, Sirtfi [44] (see Section 2.5) was developed
to provide a framework for coordinated SIR in federated
settings with the underlying protocol of SAML (see Sec-
tion 2.1). It can be applied in a single federation or within
the inter-federation eduGAIN. These are established fed-
erations with federation operators acting as TTPs. Based
on Sirtfi, the federation operator (TTP) acts as a coordina-
tor within the federation case. If both affected entities (i.e.,
identity provider and service provider) have established
contact prior to the incident, they can operate in that
mode. However, they have to provide updates to the TTP.
In inter-federation cases, both corresponding TTPs act as
coordinators. Direct contact is possible in any case. The
involved entities are responsible for the communication
within the (internal) SIR process, but also the exchange of
information, informing the management in specific pre-
defined cases, and defining templates. A similar principle
is applied for external communication, for example, with
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stakeholders and informing the holders. In addition, pre-
vention (e.g., training, network and system security, and
risk management) is necessary.

5.2 Designing security incident response for self-sovereign
identities with a trusted third party

In this section, we analyze the roles and the architecture to

design SIR processes for SSI with TTPs.

Trusted third party as coordinator The main role within
Sirtfi has the TTP. Since TTPs are available in this sce-
nario, they could be used as coordinators. For example, a
TTP could be established similar to the federation opera-
tors. If no such organization exists, each entity could be
part of a coordinated SIR team coordinating the SIR pro-
cess. In this case, each entity has to provide staff, at least
in case of an incident (ad hoc team). A permanent team
could increase overall security. Similar to FIM, inter-
nal and external communication is needed within SIR
processes. The documentation, analysis, prioritization,
mitigation, recovery, and lessons learned can be done
similarly to FIM. Depending on the applied protocols, the
TTP may also be in control of the network (i.e., DLT).

Holder as involved entity The incident can be reported
by various roles, including the SSI entities, employees, a
help desk, the IT team, external news, and service provid-
ers, such as an Internet service provider. For resolution,
information has to be gathered. The resources needed
in this case depend on the actual infrastructure. In the
case of proxies, the log files provide further data related
to claims usage. With protocol extensions, this is differ-
ent. In contrast to traditional FIM, the user stores more
data by using the wallet. Hence, the coordinators or cor-
responding IRT team could guide the user into provid-
ing the necessary information. This could be utilized by
a suitable graphical user interface (GUI) provided by the
wallet. We also discuss this issue in Sections 6.3 and 8.

Summary In conclusion, the SIR for centralized SSI
applies the best practices of centralized organizations and
FIM. The issues of this scenario are the wallets being new
items introduced to the infrastructure for holders with less
knowledge about log files than entities. However, these
wallets store relevant data for resolving security incidents.

6 Security incident response for decentralized
self-sovereign identities

Based on Section 5, we know that the entities issuer

and verifier are involved and that the holder has addi-

tional information though not the capability to react in

a similar way as the professional entities. Furthermore,
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the network, such as a DLT, might be operated. Follow-
ing this, we design SIR for three more decentralized SSI
domains: the network SIR process (see Section 6.1), the
issuer and verifier SIR process (see Section 6.2), and the
holder SIR process (see Section 6.3). These are divided
into responsibilities and corresponding processes. Lastly,
we describe the communication strategy in Section 6.4.

6.1 Network security incident response process

Reflecting the SSI architecture, the single nodes and
agents concerning infrastructure assets, key management
and issuing data to the registry, and registry data con-
cerning data assets are essential assets. Following this,
the responsible parties for incident response are the node
operators hosting the trust registry and the governance
entity supplying the necessary frameworks and rule sets.
As public-permissioned blockchain is currently likely to
be applied in the context of SSI, we distinguish between
reading data and submitting transactions to the ledger.
Furthermore, we assume that a governance framework
exists.

6.1.1 Architecture and responsibilities
For a network-wide SIR capability, the participants have
to be specified.

Fully distributed security incident response In a fully
distributed SIR, the node operators at which the secu-
rity incident occurs would also take responsibility for an
appropriate response by coordinating the SIR process.
The response includes (1) estimating the impact of the
incident on the network, (2) identifying other affected
parties, (3) coordinating the formulation of an appro-
priate response and its implementation, and (4) writing
the final report, which is propagated throughout the net-
work. This way of organizing SIR suits infrastructures
with a few highly skilled participants.

Hub-and-spoke security incident response In a hub-and-
spoke model, a dedicated unit is established. This unit
could consist of either unit members or a specific unit
sponsored by the participants. Local security experts
report incidents to a committee of experts, who find an
appropriate response. One advantage is that communica-
tion with all network participants only takes place when
sharing the final report. Another is that this approach
scales better. Node operators are responsible for drafting
and communicating an initial report to the global IRT.
The global IRT could be a global non-profit organization,
such as Sovrin, a national cooperative, an active commu-
nity with its own set of governance structures, or a gov-
ernmental body enforcing network regulations by law.
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Governance body In either case, the network’s gov-
ernance body has to provide a technical and organi-
zational policy to node operators that at least outlines
the required security measures. In addition, local SIR
capabilities, time intervals for internal audits, training,
and further aspects may be specified. The policy may
be adapted from Sovrin with adaptations based on the
role and responsibilities. Node operators have to match
the capabilities required for the corresponding SIR pro-
cess that may be based on NIST Special Publication
800-61 [39].

6.1.2 Process of the network security incident response

The detection of a security event possibly qualifying as
a security incident starts the network SIR process. This
could be due to periodic system audits, breaches of secu-
rity controls, reachability issues, or internal monitoring
systems raising an alarm. For the global IRT, indicators
of compromise include uncommon network scans, non-
scheduled or prolonged downtimes of single nodes, non-
participation or disturbances in the consensus algorithm,
and concerns raised by external parties.

Network global SIRT Given a discovered security event
at the node operator, it is reported to the local IRT
team for an initial assessment in the context of the node
operator’s organization, as visualized in Fig. 4. The same
applies to the initial assessment by the global IRT. Once
an incident with a confirmed or suspected global impact
is discovered, the local incident coordinator submits a
report to the global IRT. For this, a template should be
provided by the global IRT or governance body of the
network. Based on [39, 44, 63], we compile a basic set of
information to be included in an initial report: data and
time of the security event; timeline of all actions carried
out; containment steps undertaken so far; contact infor-
mation of the responsible local incident coordinator; traf-
fic light protocol (TLP) classification [64]; and incident
details (i.e., physical location, cause and source, incident
description, description of affected resources, estimated
impact, details of compromised assets, and collected evi-
dence). While node operators may not have all the infor-
mation, the amount of detail influences their ability to
analyze and handle the incident accordingly.

Node operator Once the global IRT receives informa-
tion about a network security incident, it reviews the
information so far gathered and further completes it
to ensure that all potential threats and implications are



Ziegler et al. EURASIP Journal on Information Security ~ (2025) 2025:12

Page 10 of 17

Network Incident Response
-
o«
(77} Discoved Initial Incident Decide "
A N . Propagate Final
- Security " Analysis Priorisation Response
5 Event Assessment Discovered, Strategy Report
]
5 A
™ .
° .
g Communicate Draft Final
E Response Report
] @20 gy 0 rcceccccccceceeeny
=z
® h 4 ®
Discoved -
= Initial Incident ) Implement Report
2 SE&::? No Report ] [ Response Outcome
©
2
@
<3 .
o \lly Eradicated
(]
-]
2 Local SIR
Re-evaluation of Scope:

Fig. 4 Network level security incident response

included. The goal is to categorize the incident priorities
to focus on available capabilities. Three scopes can be
considered: functional impact, information impact, and
recoverability. When this is achieved, response strategies
can be formulated. This step aims to identify measures to
contain and eradicate the incident so recovery becomes
possible. Factors in choosing an appropriate strategy
include the need for evidence preservation, maintaining
service availability, available resources for implementa-
tion, and the effectiveness of the decided solution. As
blockchain operates with a high level of redundancy,
disconnecting a node should always be considered first.
In the event that a majority of nodes with write privi-
leges are compromised, non-validator nodes could be
temporarily promoted until recovery can be conducted.
Once a response strategy is decided, the teams’ inci-
dent coordinators communicate it to the affected node
operators. Next, the node operators have to implement
the proposed measures. After successfully handling the
incident, the node operator drafts a document detailing
the outcome of the response process. This initial report
sent to the global IRT can be used to compile the final
report. Based on [39, 44, 63], the report should contain
the following: the cause and classification of the incident;
actions taken by all incident handlers; other incidents
related to the incident; indicators related to the incident;
impact assessment; a list of evidence gathered during the
investigation; and comments from incident handlers. The
final report is archived by the IRT and propagated to rel-
evant parties.

6.2 Issuer and verifier security incident response
As the second SIR domain for SSI, the relevant actors
are issuers, verifiers, and the governance entity. The goal

of SIR in this domain is to ensure that incidents affect-
ing specific entities and the trust relationship between
these entities are effectively mitigated. Relevant assets are
issuer infrastructure (for example, agents, authentication
data, processes of issuing data, authentication of request-
ing parties, and key management) and verifier infrastruc-
ture (for example, agents and validation processes). A
compromise of a verifier potentially leads to privacy con-
cerns among the holders, whereas incidents affecting the
integrity of issuers potentially affect IdM services across
the entire network.

6.2.1 Responsibilities

Similarities and distinctions to network SIR ~ Like the net-
work SIR, the full responsibilities could be in the hands
of the entity or by a global IRT. In order to enable multi-
stakeholder coordination and provide a better outcome,
we opt for a combination of both approaches. At least,
coordination is outsourced to a dedicated hub, while inci-
dent handling remains the responsibility of the incident
owner. However, the dedicated hub can provide its exper-
tise to the incident owner if necessary. The main distinc-
tion between SIR in this domain and network SIR is the
extent of locally available incident response capabilities.
Whereas node operators are not required to invest in SIR
capabilities for managing the entire SIR lifecycle, issuers
must be able to conduct the entire handling for two rea-
sons: (1) legal liabilities in case of abuse, fraud, or other
misconduct and (2) existing resources, such as local IRT.

Entity’s responsibilities Issuers are responsible for
asserting that they have implemented an operational IRT
according to the best practices of the governance entity
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accrediting the issuer. Concerning the responsibilities of
the verifier taking on the role of a service provider from
a traditional IdM point of view, the same responsibilities
can be adopted. If ZKPs are applied, little personally iden-
tifiable information (PII) could get stolen from verifiers.
The responsibility of the global IRT is to provide a point of
contact for local incident coordinators. This ensures vis-
ibility of the incident’s impact on the SSI system, as issu-
ers cannot track a credential once it is issued to a holder.
In addition, if several issuers notice a security incident, it
may have a global impact. The coordinating team over-
sees appropriate measures from local entities to contain
incidents by supporting the analysis and response steps if
necessary and by providing report templates. Lastly, it is
responsible for drafting the final report.

6.2.2 Process of the entity security incident response

The process of the entity SIR is based on Sirtfi [44] and its
description by the German research network DEN [65].
It is applicable since the basic structure of roles and
responsibilities is similar. However, to fit the context of
SSI, the role of the coordinating team has shifted from
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inter-federation communication to evaluating the scope
of an incident in a more detached environment. The pro-
cess is outlined in Fig. 5.

Affected participant When a potential incident affect-
ing IdM-related services is discovered, a report is submit-
ted to the local IRT. The local IRT assesses the potential
incident to rule out false positives or confirm the inci-
dent. Initial means can originate from various sources,
including monitoring software, network and operating
system logs, and users experiencing problems. If the inci-
dent impacts other entities’ IdM-related services, a report
must be submitted to the coordinating team. Depending
on the available knowledge at that time, the report itself
can be minimalistic as long as it contains a brief sum-
mary of events and assessment steps. The format should
be based on a template, which includes the TLP classi-
fication. Once the global coordinating IRT is notified, it
offers assistance in analyzing and responding to the inci-
dent. For example, it reviews reports and checks final
reports for similar incidents. Multiple incoming reports
are evaluated for overlapping aspects. All communica-
tion taking place during coordination is documented in
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the final report. Next to providing support, the primary
responsibility is evaluating the extent of the incident to
identify other affected entities.

Incident coordinating team If the local IRT successfully
discovers an incident after initial assessment, the same
analysis, decision, and response steps are conducted as in
a network SIR. Additionally, the affected organization may
take further steps in compliance with internal incident man-
agement procedures. During these procedures, the affected
entity has to comply with their incident owner’s responsibil-
ity by answering inquiries and updating the global IRT. After
the incident is successfully eradicated, an outcome report is
submitted by all affected entities. For this purpose, a tem-
plate is provided by the global IRT. Based on these reports,
the global IRT drafts a final report detailing the scope of the
incident and distributes it to the affected entities. Based on
this report, the affected entities can revise existing internal
processes related to incident handling.

6.3 Holder security incident response

Lastly, we outline the holder SIR, the most significant dif-
ference from the current IdM, as the holder is in self-sov-
ereign control. Thereby, the holder has information about
the security incident. However, their response capabili-
ties are limited.

6.3.1 Responsibilities

Whereas a formal process was defined for both previ-
ously described domains, this is not feasible for the
holder’s domain. The distinction resides in the available
capabilities: holders, by default, are not involved in IRT
in the context of the model. No substantial knowledge
relating to incident handling can be expected from the
average holder. At this point, the extent of decentraliza-
tion becomes apparent. Due to the holder’s self-sover-
eignty, they are ultimately responsible for their data and,
hence, the appropriate reaction to events threatening
their security. However, existing approaches for SIR do
not consider single users to be in control of their data.
Hence, holders depend on the functionality provided to
them by wallet developers to control their setup. As a
corollary, wallet developers and holders are the two key
players within this domain. Both are responsible for the
holder’s infrastructure and the stored data, processes to
obtain the wallet, issue data, authenticate, wallet proof
control, key management, and selective disclosure.

6.3.2 Process of the holder security incident response

For our purpose, we define the SIR capabilities of hold-
ers by evaluating existing wallet control functionalities
as far as current state-of-the-art wallets allow. Given that
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identity wallet security specifications are recently start-
ing to be published (see [66, 67]) or still need to be final-
ized (see [68]), this task proves challenging. Furthermore,
wallet SIR capabilities are not defined in any of these
standards. We found no such functionality when testing
current SSI wallets available in the Google Play Store.
The main aspects of control a holder has are revocation
and recovery. The first ensures that in the event the wal-
let gets stolen and can be accessed by an attacker, it can-
not be used to access existing trust relationships. On the
other hand, recovery limits the impact of inaccessibility
so that digital identities are not permanently lost. The
wallet itself is only a data container that holds records.
Standards do not fully address both functionalities since
they require interactions with other architectural com-
ponents. Furthermore, the user mainly interacts with the
GUL Since these do not follow specific rules, the func-
tionality is either not fully implemented, is not conveni-
ent, or contradicts the decentralized aspect [69]. Based
on these observations, we see urgent future work in case
the holder is involved in SIR.

6.4 Communication strategy

For communication between the IRTs, a dedicated inci-
dent coordinator is appointed. As the trusted registry
already provides a means for organizations to publish a
DDO containing service endpoints, we publish the inci-
dent coordinator’s contact details or methods of contact
alongside other data. With this, encrypted email com-
munication is already possible. Other traditional means
of contact, such as phone numbers, would be published.
However, since we have DIDs, it is more appropriate to
leverage existing protocols for encrypted peer-to-peer
communication, i.e., DIDComm. This allows the entire
communication during incident response to occur within
the scope of the SSI ecosystem. Traditional means should
be maintained as a backup.

Further communication with SSI externals must be
carried out depending on the SSI system and the inci-
dent. For example, to comply with local institutions
and laws or to communicate with the media. Internet
service providers can be asked for aid to combat large-
scale network attacks. Similarly, software vendors or
the open-source community have to be kept in the loop
to provide patches and updates, among other things.
Finally, communication between different domains
might be necessary.

7 Evaluation of the security incident response
processes for self-sovereign identities

In order to apply the proposed SIR processes, we use the

incidents of credential fraud (see Section 7.1), compro-

mised issuer or verifier (see Section 7.2), and attacks on
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the trust registry (see Section 7.3), as outlined by Naik
et al. [5] (see Section 2.3) and introduced in Section 2.3.

7.1 Credential fraud

We assume a scenario in which a verifier becomes aware
of malicious activity concerning a credential issued to a
holder. This could be the consequence of an attacker steal-
ing a wallet. The attacker tries to utilize the wallet to per-
form identity transactions, but the verifier notices that the
wallet might have been compromised. Consequently, they
alert the incident coordinating team, which, in turn, iden-
tifies the credentials’ issuer and informs them about the
fraudulent activities. Since the issuer trusts the incident
coordinating team and after performing their own inves-
tigation, they update the tails file and publish a new accu-
mulated value on a revocation registry on the blockchain.
This tails file is used to revoke credentials without having
to utilize an explicit revocation list. As long as the holder
can show the verifier that they can use their factor from the
tails file, their credentials have not been revoked. When an
issuer removes the holder’s tails file entry and publishes
the new result, the holder cannot provide this proof any-
more. As a result, the attacker can no longer use the com-
promised wallet. Additionally, the issuer notifies as many
of the holder’s agents as possible. The notification can be
conducted directly since the latter has published points of
contact. However, the global IRT can step in and contact
agents since they have more capabilities. After containing
the issue, the issuer, verifier, and IRT can close the incident.

7.2 Compromised issuer or verifier
In this scenario, we assume that an issuer’s signing key
for credentials and verification key used for authenti-
cating the issuer’s DID have been compromised. Com-
promising both keys allows an attacker to perform two
attacks: creating fake credentials signed by a legitimate
signing key and spoofing the issuer by crafting a fake DID
with a DDO based on the stolen verification key.
Detection of issuer spoofing can originate from mul-
tiple sources, such as a verifier noticing a previously
unknown second instance of the same issuer. After the
issuer discovers the incident, they follow the outlined
SIR process. The local IRT starts an internal investiga-
tion and the coordination team is informed by submit-
ting an initial report. As a quick containment method,
the issuer’s stolen verification key is replaced and the
DDO is updated. As a corollary, the fake issuer cannot
perform writes to the ledger anymore. The global IRT
notifies all possible verifiers. Any verifier that wrongfully
validated a credential of that issuer is then mandated to
access the details of these occurrences while following
internal procedures to suspend any service being illegiti-
mately accessed. Next, verifiers inform all owners of fake
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credentials. Ideally, the affected issuer can identify the
source of the incident to eradicate it permanently. After-
ward, a full report is submitted to the global IRT.

Possible indicators of a fake credential being created
by a legitimate issuer could be a suspicious increase in
issuing credentials, other internal security controls being
offline, or external parties notifying the issuer. For initial
containment, the issuer’s signing key is replaced, invali-
dating all credentials signed with that key. When the
exact time of the key compromise becomes clear and the
steps that led to the compromise are known, all creden-
tials signed since then are revoked by the issuer. These
steps are communicated to the global IRT, which informs
the verifiers. Contrary to the first incident, the issuer can
inform the holders. The following steps are similar.

For verifiers, we focus on credential creep and back-
ground attacks on the verifier, which both target holders’
PIIs. Detection could be based on internal monitoring
systems, holder complaints, or a drop in user interactions.
The SIR process described in Section 6.2 is applied. All
affected holders are alerted that their data has been stolen.

7.3 Compromised trust registry

In contrast to the incidents described beforehand, these
incidents have been observed in other blockchain appli-
cations; see, for example, CVE-2022-31020 [70]. We
assume that the underlying trust registry has this vulner-
ability and that an attacker uses it to attempt to delete the
private keys of the node. For this to work, the authen-
tication to access the vulnerable request handlers and
the nodes’ setup must be improperly configured. The
attacker disables all affected nodes by deleting their pri-
vate keys. Consequently, the network monitoring of the
global IRT registers a sudden increase in latency and a
decrease in data throughput. This starts the SIR process
and an initial assessment is conducted. Further investiga-
tion reveals that half of the validator nodes are not par-
ticipating in the consensus algorithm or writing to the
ledger. If a local IRT submits an incident describing the
modification of the private key, then the global IRT links
both incidents and asks the local IRT for all recent logs
of network requests transmitted to the node. Thereby, the
global IRT should notice a malicious payload being sent
to the vulnerable handler. As a first measure, publicly
exposed nodes are isolated by a firewall. Next, a response
strategy is designed in which affected node operators are
urged to conduct further investigations and rebuild their
node with a new private key and a correctly implemented
isolation policy. Lastly, the global misconfiguration of
the affected request handlers is fixed to authenticate all
incoming requests properly. The steps are included in the
final report, which is propagated to all node operators in
the network.
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7.4 Evaluation results

We reconstructed three incidents to evaluate the
designed SIR processes. Exemplarily, we described
the processes with all involved entities and their roles
and responsibilities. Following this, we notice that all
designed SIR processes can be applied without any issues
or missing steps and, therefore, that they comprise all rel-
evant aspects.

8 Results and discussion

We built a decentralized SIR process for SSI by group-
ing all relevant actors into three domains according to
their goals concerning incident response. Concerning
the mediums of communication, we leveraged the com-
munication protocol DIDComm as the primary means to
transfer messages within the SSI ecosystem. In doing so,
we did recommend templates but did not specify those.
This is up for future work. One issue is that holders can-
not adequately respond to security incidents. They typi-
cally have neither the capabilities nor the tools available.
However, since holders typically use wallets to manage
their identity data, incident reporting could be intro-
duced to wallets, providing a GUI and pre-filled input.
Consequently, more research is required. Controversially,
the SIR processes utilize centralized parties, which partly
contradicts the core principle of SSI. However, we might
need to distinguish between community-driven SSI
and SSI for commercial or governmental purposes with
higher requirements concerning security. A specific use
case could be a centralized SIR process if existing infra-
structure is combined with proxies within federations.

The centralized and the decentralized SIR processes
have been designed with pre-defined assumptions and
conditions. These were stated as broadly as possible to
include different use cases and technologies. Nonethe-
less, they were designed with specific technologies in mind
since these were best documented when designing the SIR
processes. As SSI is designed with layers similarly to the
OSI model, the layers’ technology can be changed with-
out influencing the other layers. Therefore, the processes
described above apply regardless of the actual deployed
SSI technologies. However, as SSI is currently not oper-
ated in live operation, practical experiences, which include
security incidents and following SIR processes, are miss-
ing. Thereby, practically required changes may occur.

The SIR processes have to be evaluated in practice in
the future. Another issue is that SSI is not a mature IdM
model. Hossain et al. [71] compare SciTokens, VCs, and
smart contracts. The authors notice different approaches
for revocation, such as using a data registry or new smart
contracts. However, Freitag [72] showed that there is no
perfect revocation method, as they either have privacy
or scalability issues. Hence, the incident shown cannot
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be solved perfectly; however, with SIR processes, it can
at least be solved. Depending on the future development,
changes to the processes may be required. When SSI is
practically set up, then the processes can be evaluated in
practice.

9 Conclusion and outlook
Due to the new eIDAS regulation, elements of SSI are
planned to be introduced into today’s eID system. How-
ever, we found very little literature concerning security
or SIR processes for SSI. Consequently, we established
a decentralized SIR process for SSI. For this, we evalu-
ated existing approaches for their SIR processes, the
challenges they face, and the governance structure and
elements of SSI. Based on the analysis, we proposed
SIR processes for all three domains. To evaluate our
approach, we constructed at least one incident scenario
for each domain and applied the proposed SIR processes.
During our analysis, we also noticed that more work
is required to enable users to initiate SIR systematically
and transparently. Hence, we want to focus on wal-
let security and design concerning SIR in future work.
Additionally, we want to analyze the security threats of
SSI in general and specific architectures, such as with
OAuth and OIDC. Then, we will apply the results to
various use cases, such as the Internet of Things. Finally,
we want to evaluate the potential of cyber threat intel-
ligence for SSI.

10 Interview questions used as a guideline

« What is x and what kind of work do you do?

« In this transition from test to productive network,
are there any security challenges?

+ Are you familiar with any SSI or decentralized iden-
tity governance framework or policy concerned with
incident response? If not, would such a policy or
framework be useful from your perspective?

+ How are security incidents meant to be detected,
classified, or contained, and who is involved in the
decision-making process? Do you provide a frame-
work for incident handling to your members?

Abbreviations

ACApy Aries Cloud Agent - Python

AD Active Directory

API Application programming interface

BISCUIT Blockchain security incident reporting system based on human
observations

DDO DID document

DeFi Decentralized finance

DID Decentralized identifier

DIDAuth DID authentication

DIDComm  DID communication
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DLT Distributed ledger technology

eduGAIN EDUcation Global Authentication INfrastructure
elD electronic identity

elDAS electronic Identification, Authentication and Trust Services
FIM Federated identity management

GDPR General Data Protection Regulation

GUI Graphical user interface

IdM Identity management

IdMS Identity management system

IRP Incident response plan

IRT Incident response team

LDAP Lightweight directory access protocol

NIST National Institute of Standards and Technology
NREN National research and education network
OAuth Open Authorization

OIDC OpenlD Connect

oSl Open Systems Interconnection

] Personally identifiable information

PKI Public key infrastructure

REFEDS Research and Education FEDerationS

REST Representational state transfer

SAML Security assertion markup language

SIR Security incident response

Sirtfi Security incident response trust framework for federated identity
SSI Self-sovereign identity

SSO Single sign-on

TLP Traffic light protocol

TTP Trusted third party

UMA User-managed access

URN Uniform resource name

uuib Universally unique identifier

VC Verifiable credential

VON Verifiable Organizations Network

ZKP Zero-knowledge proof
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