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Figure 1: We explored the challenges users face with unused online accounts (zombie accounts) and their deletion. In particular, 
we investigated the number and types of zombie accounts users currently have through an initial online survey with 120 
participants. Participants selected online services they knew or had accounts with (past or present), and identified unused 
accounts from a predefined list. We then conducted a second online survey to explore related challenges. This included 
participants’ awareness of zombie accounts, their motivation for deleting them, suitable moments and triggers for account 
deletion, and how they wished to be supported in the process. We finally derived design recommendations for future zombie 
account deletion support tools from our results. 

Abstract 
Unused online accounts (“zombie accounts”) pose avoidable privacy 
and security risks by retaining personal data that may be exposed 
in breaches. Yet, little is known about when and how to effectively 
prompt users to delete them. This work investigates the challenges 
users encounter when attempting to delete zombie accounts. We 
conducted two online studies with U.S. participants via Prolific: 
the accounts study (N = 120) to identify common zombie account 
categories, and the challenges study (N = 100) to examine users’ 
motivations, perceived abilities, and preferred moments for dele-
tion. Participants reported high self-efficacy but underestimated 
the number of zombie accounts they had. We identify promising 
opportune moments — such as when updating account information 

or setting up a new device — and evaluate potential triggers, includ-
ing breach notifications and data sensitivity. This work contributes 
an empirical characterization of end-users’ diverse challenges re-
lated to zombie accounts and design recommendations for future 
deletion-support tools. 
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1 Introduction 
Data breaches are a common security issue affecting billions of users. 
For example, in June 2024, Ticketmaster1 , a vendor for event tickets, 
confirmed a database hack potentially affecting 560 million users. 
The attacker claimed “the stolen data includes names, addresses, 
phone numbers, and partial credit card details”2 . As Sood and Cor 
[55] highlight, at least 82% of Americans have been affected by a 
data breach at least once. 

The Global Password Health Score Report 20233 stated that the 
average internet user has over 227 online accounts that require a 
password. Each of these accounts stores potentially sensitive data, 
such as contact information, postal addresses, or even payment 
data, on servers accessible from the Internet. Therefore, users are 
at risk of identity theft, financial loss, and further invasions of their 
privacy if their login details are leaked [33, 34]. As users often reuse 
passwords, a single breached account can potentially put multiple 
others at risk of being taken over or leaked [4]. 

Users often keep online accounts they no longer need. Liu et al. 
[30] established the term “zombie accounts” to describe this type of 
account. These accounts can still hold potentially sensitive informa-
tion, which poses an avoidable threat. Therefore, zombie accounts 
should be deleted to reduce the risk of personal data being affected 
by a data breach. However, Liu et al. [30] found that users did 
not delete zombie accounts in mobile apps even though they were 
partially aware of the associated threat. 

Users face various challenges when dealing with zombie ac-
counts. On one hand, users may not be aware of all their zombie 
accounts. On the other hand, service providers discourage users 
from deleting zombie accounts by using deceptive design patterns 
due to commercial interests [28, 52]. While this power asymme-
try in the form of manipulation through deceptive design patterns 
and differences in the available knowledge between providers and 
users is already known [44], prior work has, to our knowledge, 
neither examined the challenges and motivations for deletion of 
zombie accounts in depth nor investigated opportune moments for 
supporting such deletion. 

To address this gap, we conducted two complementary online 
studies with U.S. participants via Prolific4 . In the accounts study (N 
= 120), we identified common categories of zombie accounts and 
compiled a set of exemplary services. In the challenges study (N = 
100), we examined users’ motivations, perceived abilities, and pre-
ferred moments for account deletion, as well as potential triggers 
and support mechanisms. Participants reported high self-efficacy 
and confidence, yet underestimated the number of zombie accounts 
they had. Moments such as updating account information or setting 
up a new device were rated as particularly suitable for interven-
tions, while triggers involving sensitive data or breach notifications 
increased willingness to delete. 

1Ticketmaster: https://www.ticketmaster.com/, last accessed February 5, 2026 
2Ticketmaster confirms hack which could affect 560m: https://www.bbc.com/news/ 
articles/cw99ql0239wo, last accessed February 5, 2026 
3A Global Look at Password Health Scores in 2023: https://www.dashlane.com/ 
resources/global-password-health-2023, last accessed February 5, 2026 
4Prolific: https://www.prolific.com/, last accessed February 5, 2026 

Contribution Statement. This paper makes two primary contri-
butions. (1) Our work offers the first empirical characterization of 
opportune moments for deleting unused online accounts (“zom-
bie accounts”), based on two online studies (N = 120, N = 100) 
detailing the prevalence and categories of such accounts, users’ 
self-reported motivations and abilities, and the triggers and con-
texts most conducive to deletion. (2) We provide actionable design 
recommendations for timing-aware, user-centered interventions 
that can translate awareness into everyday digital practices. 

2 Background and Related Work 
In this section, we review prior work on unused online accounts 
(“zombie accounts”), their legal and practical challenges, and related 
concepts such as opportune moments for security interventions. 

2.1 Zombie Accounts 
We build on Liu et al. [30]’s work regarding zombie accounts in 
mobile apps. They used the term “zombie accounts” to refer to 
unused mobile app accounts that still contain user data, whereas 
Deng et al. [15] used the term to refer to fake accounts created for 
fraudulent or manipulative purposes. 

For the purpose of the present article, we define a zombie account as 
a real account created by a user (as opposed to a fake or automated 
account) that may never have been used but is no longer in active use. 
Such an account still contains user data that has not been deleted or 
anonymized. Users may be aware of some of these accounts, while 
others may have been forgotten over time. 

Liu et al. [30] postulated a model for a mobile account deletion 
process and showed how diverse and often complicated account 
deletion is across different mobile apps. The researchers presented 
insights from both an online survey and an on-site experiment. 
Their findings suggested that participants had zombie accounts and 
wanted to delete them, but were unable to do so because they lacked 
an overview of these accounts and experienced issues with the 
deletion process. The authors suggested improving the situation by 
increasing the users’ consciousness and confidence on the topic and 
unifying the deletion process according to user needs. Although Liu 
et al. [30] incorporated users’ expectations regarding the deletion 
process into their research, they did not investigate opportune 
moments, motivation, or potential user support. 

Legal regulations like the General Data Protection Regulation 
(GDPR)5 or the California Consumer Privacy Act (CCPA)6 grant 
users the right to erasure (right to be forgotten), meaning that users 
can request the deletion of their data and the provider generally has 
to comply with this wish. However, it is often difficult for users to 
exercise their right to delete their data. Schaffner et al. [52] and Kelly 
and Rubin [28] identified several strategies and designs employed 
by service providers to motivate or manipulate users into keeping 
their accounts. Other researchers also reported and criticized the 
poor usability of deletion procedures [25, 30, 45]. 

5REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE 
COUNCIL of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing 
Directive 95/46/EC (General Data Protection Regulation): https://eur-lex.europa.eu/ 
legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679, last accessed February 5, 2026 
6California Consumer Privacy Act (CCPA): https://oag.ca.gov/privacy/ccpa, last ac-
cessed February 5, 2026 
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Habib et al. [26] investigated data protection settings and the 
deletion of data on websites utilizing a content analysis. They ar-
gued that the GDPR improved the situation, despite the deceptive 
patterns, as many websites now offer options to delete data and con-
figure privacy settings. Nevertheless, Habib et al. [25] demonstrated 
in a user study with several tasks, including deleting data online, 
that users were skeptical about whether the actions were actually 
carried out by the service provider. Along the same lines, Ramoka-
pane and Rashid [44] described a fundamental power asymmetry 
between service providers and users concerning data deletion, crit-
icizing a lack of transparency and explainability. They suggested 
that users require more support for effectively deleting their data 
and argued for explainable deletion. They also pointed out that 
users could not be certain that their data had been permanently 
deleted, as they lack access to the service provider’s relevant sys-
tems. Furthermore, it was often possible to restore presumably 
deleted data [44]. 

There are various motivations for deleting unused accounts. 
Schaffner et al. [52] showed that not using an account anymore is 
the most common reason for users to delete social media accounts. 
Murillo et al. [35] examined the mental models of the deletion 
process for e-mails and social media content. They demonstrated 
that the reasons for deleting content vary by user and scenario, 
and highlighted that there is no one-size-fits-all solution for de-
signing a deletion process. Considering the deletion of data in the 
cloud, Ramokapane et al. [45] also highlighted the crucial role of 
motivation and showed that, depending on the reasons users have 
for deleting files in cloud storage, users employ different coping 
strategies when unsuccessful. 

Aside from scientific research, advice about zombie accounts 
aimed at end users has been published in several news articles and 
blog entries7 . Databases like JustDeleteMe8 and AccountKiller9 

provide instructions on deleting specific accounts, while search 
engines such as WhatsMyName10 and Have I Been Pwned11 assist 
with finding accounts and data breaches, respectively. These tools 
already offer limited support to users trying to delete an account. 

2.2 Opportune Moments 
The concept of opportune moments is rooted in research on in-
terruptions. Parkin et al. [39] conceptualized opportune moments 
as a context in which a security intervention is well-timed, ex-
plicitly incorporating both the user’s motivation and ability to act. 
Other work on interruption timing [21, 27] emphasized cognitive 
load and task boundaries, but without explicitly considering these 
motivational and ability-related aspects. 

7Exemplary Blogs and Articles: How to Delete Online Accounts You No 
Longer Need: https://www.consumerreports.org/electronics-computers/privacy/how-
to-delete-online-accounts-you-no-longer-need-a1194263953/; Privacy Fix: How to 
Find Old Online Accounts: https://www.consumerreports.org/electronics/digital-
security/how-to-find-old-online-accounts-a1266305698/; Saying Goodbye: Tips for 
Closing Hard-to-Delete Online Accounts: https://www.consumerreports.org/digital-
security/tips-for-closing-hard-to-delete-online-accounts-a6499479986/; Delete Your 
Old Accounts (If You Can): https://www.nytimes.com/wirecutter/blog/delete-your-
old-accounts/; all last accessed February 5, 2026 
8JustDeleteMe: https://justdeleteme.xyz/, last accessed February 5, 2026 
9AccountKiller: https://www.accountkiller.com/en/home, last accessed February 5, 
2026 
10WhatsMyName Web: https://whatsmyname.app/, last accessed February 5, 2026 
11Have I Been Pwned: https://haveibeenpwned.com/, last accessed February 5, 2026 

For the purpose of the present article, we define an opportune mo-
ment as a point in time when a user is both motivated to change 
their security-related behavior and able to carry out the intended 
action, and when a suitable trigger is present to prompt that ac-
tion. While the ultimate goal is to achieve the desired action, its 
success is not part of the definition; rather, opportune moments 
can be evaluated through the likelihood that a given combination 
of motivation, ability, and trigger leads to successful execution. 

Motivation Motivation refers to the willingness or desire to 
perform the behavior in question [6]. In our context, it cap-
tures why a user would choose to delete a zombie account 
at a particular moment. It is here understood as the force 
that “drives all intentional behavior” [8], and can arise from 
various sources, such as perceived risk, personal values, or 
social influence. To capture the diversity of motivational 
processes that may influence opportune moments, we draw 
on established psychological theories. Following Chen et al. 
[11] who suggest to explore the influence of psychological 
needs and motivation factors rather than focusing on deter-
rence alone, we incorporated complementary perspectives 
on motivation by employing the Protection Motivation The-
ory (PMT) [47, 48] and the Organismic Integration Theory 
(OIT) [49] from the Self-Determination Theory (SDT) [12]. 
Appendix A provides details on these theories. 

Ability Ability describes the user’s capacity to execute the 
intended behavior at that moment. This includes both the 
necessary knowledge (e.g., knowing how to navigate dele-
tion menus) and the resources available (e.g., having creden-
tials or the time to complete the process). Without sufficient 
ability, even high motivation may not translate into action. 

Trigger A trigger is an event or cue that prompts the user to 
perform the intended behavior at the appropriate time. In 
the context of zombie accounts, examples include receiv-
ing a breach notification, updating account information, or 
encountering a relevant reminder while performing related 
tasks. Effective triggers are timely, contextually relevant, and 
aligned with users’ current mental workload. 

Addressing mental workload in combination with opportune 
moments, Iqbal and Bailey [27] conducted a study to methodically 
evaluate different interruption moments, including the perceived 
annoyance of the interruption and respect for the disrupted task. 
The authors highlighted that workload is an effective predictor of 
opportune moments. This implies breaks between tasks, as mo-
ments with reduced workload are especially promising. Fischer 
et al. [21] also provided insights into the correlation between men-
tal workload and opportune moments, implying that the context 
between the interrupted task and the wanted behavior should be as 
similar as possible. Furthermore, they found that the best moment 
for an interruption was after finishing a task, while the worst mo-
ment was when planning or initiating a new task, leaving a tight 
time frame for an opportune moment. 

Opportune moments appear to be a promising concept for re-
searchers of usable security, as Alt et al. [2] argued, proposing a 
new paradigm that utilizes more behavioral data in security. Never-
theless, research on the intersection remains rare. Murtezaj et al. 

https://www.consumerreports.org/electronics-computers/privacy/how-to-delete-online-accounts-you-no-longer-need-a1194263953/
https://www.consumerreports.org/electronics-computers/privacy/how-to-delete-online-accounts-you-no-longer-need-a1194263953/
https://www.consumerreports.org/electronics/digital-security/how-to-find-old-online-accounts-a1266305698/
https://www.consumerreports.org/electronics/digital-security/how-to-find-old-online-accounts-a1266305698/
https://www.consumerreports.org/digital-security/tips-for-closing-hard-to-delete-online-accounts-a6499479986/
https://www.consumerreports.org/digital-security/tips-for-closing-hard-to-delete-online-accounts-a6499479986/
https://www.nytimes.com/wirecutter/blog/delete-your-old-accounts/
https://www.nytimes.com/wirecutter/blog/delete-your-old-accounts/
https://justdeleteme.xyz/
https://www.accountkiller.com/en/home
https://whatsmyname.app/
https://haveibeenpwned.com/
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[36] mentioned opportune moments in their concept of public se-
curity user interfaces as part of their ideas. But, to our knowledge, 
only Parkin et al. [39] investigated security-related opportune mo-
ments so far. The authors examined purchasing a new technical 
device on-site as an opportune moment for cybersecurity interven-
tion, utilizing qualitative in-situ interviews. They demonstrated 
the potential of a device transition as a mediator for more secure 
behavior when interventions were provided in a timely manner by 
a trustworthy salesperson. 

2.3 Summary 
Zombie accounts are unused online accounts that retain personal 
data and pose avoidable privacy and security risks; prior work 
has focused on the specific domain of mobile apps [30]. Delet-
ing accounts is legally supported (e.g., GDPR) but often hindered 
by deceptive design patterns [28, 52] (previously also called dark 
patterns12), poor usability [25, 30, 45], and uncertainty about ac-
tual data removal [44]. Opportune moments—times when users 
are receptive to behavioral prompts—are influenced by cognitive 
load [27] and task context [21], but have rarely been studied in 
usable security, and not at all for account deletion. 

Against this backdrop, our work examines how users perceive 
zombie accounts, what motivates their deletion, and which mo-
ments and triggers are most suitable for supporting this process. 

3 Research Approach 
Little is known about users’ perspectives on zombie accounts, in-
cluding the number and types of such accounts they have, and 
their motivations and abilities to delete them. To date, no work has 
empirically identified contextually suitable moments and triggers 
that could prompt users to delete their zombie accounts. 

3.1 Research Questions 
We take an exploratory approach to address the following questions: 

RQ1 What types and categories of zombie accounts do users 
have, and how aware are they of them? 

RQ2 What intrinsic and extrinsic motivations influence users’ 
decisions to delete zombie accounts? 

RQ3 Which moments and triggers can enable or encourage 
account deletion? 

RQ4 What forms of support or resources can help users suc-
cessfully delete their zombie accounts? 

3.2 Methodology 
Figure 1 shows an overview of our methodology. We conducted 
two studies using online questionnaires. 

The accounts study (cf. Section 5) focused on identifying com-
mon zombie accounts. Here, we systematically derived a list of 
potential zombie accounts based on two distinct online sources 
(i.e., JustDeleteMe and Tranco [29], see Section 4) to estimate the 
amount and kind of services that are zombie accounts. 

12Words Matter: https://www.acm.org/diversity-inclusion/words-matter, last accessed 
February 5, 2026 

In the challenges study (cf. Section 6) we explored participants’ 
awareness of their zombie accounts, their motivation, suitable mo-
ments and triggers for account deletion, and how they wished to 
be supported in the process. 

4 Assembling the Initial Account List 
To identify and categorize common zombie accounts, we first needed 
an extensive list of online services that allow users to create ac-
counts. As no such list was available in existing research or public 
datasets, we assembled one ourselves by combining two comple-
mentary sources. The first source was JustDeleteMe, a community-
maintained directory of services with account deletion instructions. 
We retrieved all available entries on August 20, 2024, resulting in 
1,964 distinct services. The second source was the Tranco list [29]. 
The Tranco list aggregates multiple existing popularity rankings 
(e.g., from Alexa, Majestic, Cisco Umbrella) over a 30-day period 
and then scores domains using the Dowdall rule [23] to yield a 
stable, reproducible top-domains list for research. We used the list 
snapshot generated on October 23, 2024, and restricted it to the 
top 1,000 domains to complement the JustDeleteMe dataset. We did 
this to capture any popular or high-impact accounts that may not 
be included in JustDeleteMe. We focused on the top 1,000 entries 
as a tradeoff between page relevance and the burden we would 
put on participants in rating the items. That said, our approach 
does not incorporate low-ranking domains as potential candidates. 
Future research could therefore specifically target these accounts 
to determine the connection between the popularity of a service 
over time and its likelihood of becoming a zombie account. 

We then merged the two lists by standardizing the entries (by 
removing all text after the first dot in each domain name and capital-
izing the first letter) and dropping duplicates. In a second step, we 
manually reviewed the merged list to correct spelling inconsisten-
cies (e.g., Bankofamerica to Bank of America) and to merge entries 
referring to the same service under different names or domains 
(e.g., office and office365 into Microsoft Office 365). We also removed 
services where user accounts are not possible. To ensure the plausi-
bility of the merging and cleaning process, we randomly sampled 
5% of entries from the final merged list and 5% from the removed 
entries, checking each manually against the original sources. 

The final list comprised 2,559 entries: 207 appeared in both the 
JustDeleteMe dataset and the Tranco top 1,000. A further 1,604 
entries were present in JustDeleteMe and in lower-ranked positions 
in Tranco, 151 entries appeared only in JustDeleteMe, and 597 
entries appeared only in the Tranco top 1,000. This list served as 
the sampling frame for the accounts (Section 5) and the challenges 
study (Section 6) and can be found in the supplementary material. 

5 Accounts Study 
We conducted the accounts study to identify which services from 
the assembled account list (Section 4) most frequently appeared 
in participants’ self-reported zombie accounts. This step addresses 
RQ1 (What types and categories of zombie accounts do users have, 
and how aware are they of them?) and produces a refined set of 
services most commonly flagged as zombie accounts for use in the 
challenges study (Section 6). 

https://www.acm.org/diversity-inclusion/words-matter
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5.1 Questionnaire Design 
We divided the complete account list into 12 non-overlapping sub-
sets (each containing roughly 216 services13), as it was too large 
for one participant to review in a single session. Participants were 
randomly assigned to one of the 12 groups, each receiving a distinct 
subset of services but otherwise completing the same questionnaire. 
An overview of the questionnaire is shown in Figure 2, and the 
complete instrument and the subsets for the 12 groups are provided 
in the supplementary material. 

The questionnaire begins by providing the participant with in-
formation and verifying their age to ensure all participants are of 
legal age. After consenting to the data collection, the main task of 
the study is divided into 3 steps: As shown in Figure 3, in the first 
step, we ask participants to select all services that they know at 
least by name. Next, participants are asked to indicate whether they 
have ever had an account with these services. Finally, participants 
are asked which of those they would consider a zombie account. 
For this, an explanation is provided that describes a zombie account 
as one that has not been actively used for at least a year. 

We added two attention checks [37] to assess the data quality. 
For this, each participant saw the entries “Google” and “Prolific” as 
we assumed that all participants should be familiar with them. 

After the main task, participants were asked to rate their technol-
ogy affinity and security attitudes through the Affinity for Technol-
ogy Interaction Scale (ATI) [24] and SA-6 [20] scales. By including 
these standard scales, we aimed to assess how our sample’s tech-
nical affinity and security attitudes compare to the general US 
population, as these personal attributes can influence participants’ 
data-protection–related perceptions [3, 14, 17]. We used these par-
ticular scales because they are (1) widely adopted in usable security 
and privacy research (e.g., [10, 65] and [46, 53, 63]) and (2) are short, 
adding little workload for participants, especially since they are not 
directly related to our research questions. 

Demographic questions complemented the questionnaire. Fi-
nally, a text box for feedback allowed the participants to share their 
thoughts and impressions on the questionnaire. 

We conducted a pilot test [18, 54] to evaluate the questionnaire 
and assess the different display options for the account lists with 
11 pilot testers We compared three different format options (single-
column, 3-column, and 4-column) for the account list. Finally, the 
pilot testers had to select in an additional feedback question which 
option between 1 and 5 columns they preferred. As a result, the 4-
column design of the account list was chosen for the questionnaire. 
A mobile version with account lists in a single-column design was 
added to enable the questionnaire completion on a smartphone. 
The Ethics Committee of our University approved our study design 
and certified that it adheres to all relevant ethics guidelines. 

5.2 Recruitment 
We distributed the questionnaire to participants in the United States 
via Prolific in December 2024. Crowdworking platforms have been 
widely used in various areas of research [16, 40, 56, 59], as they offer 
a convenient method for recruiting a diverse sample of participants 
within a reasonable timeframe. In particular, we chose Prolific over 

13Pilot self-tests indicated that approximately 250 services could be reviewed without 
excessive fatigue 

other crowdworking platforms because it is designed specifically 
for research, providing unique features tailored to such studies [38]. 
We selected a Prolific standard sample and did not apply quotas. We 
recruited 120 participants, targeting 10 participants per group. We 
chose this group size inspired by typical sample sizes in formative 
HCI studies [9]. Note that we do not assume it to be sufficient 
to identify all possible zombie accounts. Instead, it is intended to 
capture a broad subset of common zombie accounts to inform the 
design of our challenge study. On average, participants needed 
10 minutes and 7 seconds (median = 8 minutes and 27 seconds, 
std = 6 minutes 12 seconds) to complete the study and received 
£1.70 as compensation. This is in line with local ethics guidelines, 
and exceeds U.S. minimum wage. We checked potential outliers 
manually for data quality and consistency. 

5.3 Analysis 
Demographics, ATI, and SA-6 are analyzed descriptively, following 
the specifications outlined in the respective publications. For the 
account list, we calculated the clicks for each service in the three 
categories (known by name, account at any point in time, and zom-
bie account) in absolute numbers as well as relative to the group 
size and in comparison to the selection in previous categories. Fur-
thermore, the number of accounts selected by each participant in 
each category was also determined. We also analyzed potential cor-
relations between these values and the demographic attributes of 
our participant sample, in order to present the trends in our dataset 
thoroughly and provide more context for interpreting our findings. 
In particular, we used the Spearman coefficient [64] to assess corre-
lations between the number of selected accounts and demographics. 
Inspired by Braun and Clarke [7], one researcher first familiarized 
themselves with the entire dataset and then inductively derived 
themes from the free-text answers by grouping similar statements. 
To ensure the integrity of our findings, all themes were discussed 
with a second researcher while revising the related participant 
quotes. Both researchers discussed potential ambiguities and differ-
ences in understanding during this meeting. 

To assess data quality, we calculated an agreement rate based 
on the proportion of accounts that all participants in each group 
rated identically. This yielded three values per group – one for 
each category (known account, account, zombie account). Looking 
at zombie accounts only, the participants reached an agreement 
rate of over 85%. We then summarized these values by computing 
their mean for each group. The resulting agreement rate for all 
groups exceeds 60%, with 8 groups even reaching over 70%. These 
high agreement rates indicate that, despite the small group sizes, 
comprising only 9 to 11 participants, the sample size was sufficient 
to yield meaningful results. 

5.4 Limitations 
Even though the initial account list was carefully compiled using 
two sources (JustDeleteMe and the Tranco list [29]) it may still omit 
some zombie accounts participants had. Moreover, our findings 
may not be replicable in the future due to the fluid nature of the 
digital landscape. Therefore, we view our results as a snapshot of 
the current state that helps estimate the scale of the underlying 
challenges, rather than as a comprehensive list of zombie accounts. 
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Age Verification Consent Account Selection ATI, SA-6 Demographic Data Feedback 

survey terminated survey finishedsurvey started 

Figure 2: Overview of the structure of the questionnaire for the account study. During account selection as the main task of the 
survey, the participants have to check for 216 services on up to 3 pages if they (1) know a service by name, (2) have/had an 
account there, and (3) currently have a zombie account there. 

Figure 3: Illustration of the main task of the account study: First, the selection of accounts known by name (left), second, the 
services one ever had an account at (top right), and third, the corresponding zombie accounts (bottom right). Only services 
selected in the previous step were presented in the next. 

Our results only include zombie accounts that participants re-
called when prompted. Completely forgotten accounts are not cap-
tured. Our sample size per group is also not sufficient to compre-
hensively capture all possible zombie accounts. Instead, our aim 
was to reduce the initial list of accounts to a manageable subset 
with a high probability of containing a large number of potential 
zombie accounts, in order to inform the design of the challenge 
study. Future research could complement our findings with objec-
tive measures (e.g., by analyzing email accounts) and larger sample 
sizes to better estimate the true number of zombie accounts. 

We recruited participants from the United States to minimize 
any cultural differences within the sample. Hence, other services 
might be more popular in other regions [30]. 

Finally, we used the ATI and SA-6 scales to assess technical 
affinity and overall security attitudes, to describe our participant 
sample and facilitate insights into its comparability with the overall 
U.S. population. We chose these two scales because they are short 
and frequently adopted in related research. We did not use further 
standard scales, such as the Internet Users’ Information Privacy 
Concerns [31] or the Security Behavior Intentions Scale [19]. This 
could have caused us to overlook the influence of additional factors 
on the topic. Future research could therefore assess whether these 
might provide additional or more detailed insights or correlations 
with participants’ zombie accounts. 

5.5 Sample 
The cleaned sample consists of 120 participants who contributed 
to this study’s results. All participants passed at least one of our 
attention checks and most (N = 94) passed both. When a participant 
had missed an attention check, we assumed that one possible reason 
might have been fatigue due to the extensive questionnaire. In this 
case, their data was checked for plausibility and quality in the 
other questions by examining patterns as well as the content of 
the feedback question if an answer was provided. The participant 
was included in the sample if these criteria were met. Moreover, six 
of the 12 groups consisted of 10 participants. Three groups had 9 
participants, and three had 11 participants. 

5.5.1 Demographics. The sample consists of 62 females, 57 males, 
and one participant indicating a different unspecified/non-binary 
option. Participants were aged between 19 and 75 years, with a 
mean of 37.15 years (median = 36, std = 12.87). The sample is highly 
educated, as 79 participants have a university degree. More than 
half of the sample (63 participants) is employed full-time. Multiple 
occupations were mostly selected by students who, in addition to 
their studies, work full or part-time. 

5.5.2 Technical Affinity and Security Attitudes. The ATI within the 
sample has a mean of 3.95, a standard deviation of 1.36, and a Cron-
bach’s Alpha of 0.85, indicating that the participants are rather 



Exploring Challenges and Motivations for (Not) Deleting Unused Online Accounts CHI ’26, April 13–17, 2026, Barcelona, Spain 

Table 1: Overview of categories and sub-categories of ac-
counts reported as zombie accounts by at least 20% of partici-
pants, with examples. Total of categorized accounts: 89 

Category Sub-Category Example Amount 

Communication AOL / Instant Messenger 10 
Social Media Instagram, MySpace 6 
Dating Tinder 2 

Entertainment iHeart, 1xBet 2 
Streaming Disney+, ESPN, Peacock 7 
Gaming Pokemon GO 2 
Adult Content PornHub, OnlyFans 2 

(Softw.) Product Adobe, Apple, LogoMaker 14 
Security Avast!, McAfee 4 
Search Engine Yahoo!, Bing 3 
Education Photomath, Quizlet 2 

Shopping Temu, Ticketmaster, McDon-
ald’s 

17 

Service/Product 
Offer 

Uber, eBay 5 

Recommendation/ 
Discount 

TripAdvisor, Quora, Groupon 
(Worldwide) 

6 

Finance Coinbase, Bank Of America 7 

technically inclined. The SA-6 has a mean of 3.72, a standard devia-
tion of 1.06, and a Cronbach’s Alpha of 0.88. With this SA-6 score, 
the sample is “close to the average score for the U.S. population” 
(3.57 < 𝑋 < 3.99) [20]. Furthermore, Cronbach’s Alpha between 
0.8 and 0.9 shows the good internal consistency of both scales14 . 

5.6 Results 
5.6.1 Common Zombie Accounts. For each service in the assigned 
subset of the initial account list, participants indicated whether they 
(a) knew the service by name, (b) had ever held an account there, 
and (c) currently held a zombie account there. Figure 4 shows the 
distribution of services across these three categories. The number 
of services considered decreases in each step because only services 
selected in the previous step were presented in the next. 

Half of all services in the initial list (1,304 of 2,559; 50.96%) were 
not known by name to any participant in their group (Figure 4a). 
In the zombie account category, 2,202 services were never selected 
(Figure 4c), confirming that a large proportion of the initial list 
was irrelevant to most users and justifying a reduction to the most 
relevant services. We retained 89 services with a zombie account 
click rate of at least 20% within their group for further investigation 
in the challenges study. Table 1 summarizes their categories and 
subcategories; shopping, (software) product access, and communi-
cation services were most common. 

The ten services most frequently reported as zombie accounts (in 
descending order of mentions) were Pinterest, Coinbase, Starbucks, 
Google Pay, eBay, Robinhood, Yahoo!, Hotmail, LinkedIn, and Roku. 
A complete list of the 89 services, with click rates and categories, is 
provided in Appendix B. 

5.6.2 Users’ Zombie Accounts. Out of 120 participants, 110 re-
ported at least one zombie account. Participants identified up to 27 
zombie accounts, with an average of 4.41 mentions (median = 3, std 
= 4.57) in their assigned subset, indicating that most users could 
recall at least some unused accounts. Extrapolating from group 
means to the full account list, a typical user would know appr. 341 

14https://datatab.net/tutorial/cronbachs-alpha, last accessed February 5, 2026 

services by name, have had an account on 134 of them, and hold 
about 53 zombie accounts – nearly 40% of all created accounts. 

Correlations between demographic and attitudinal variables 
revealed no significant relationships between the number of ac-
counts (in any category) and gender, age, or education. A moderate 
positive correlation was observed between ATI and SA-6 scores 
(𝑟 = .45, 𝑝 < .001). The ATI also correlated moderately with the 
number of accounts held (𝑟 = .31, 𝑝 < .001) and weakly with known 
services (𝑟 = .20, 𝑝 = .026) and zombie accounts (𝑟 = .21, 𝑝 = .022), 
suggesting that higher technology affinity is associated with greater 
exposure to, and accumulation of, online accounts. 

5.6.3 Participants’ Feedback. 50 participants used the feedback text 
box provided in the questionnaire to share their thoughts on the 
study. Five participants noted that they learned something from the 
questionnaire or had the chance to reflect on their online behavior. 
One participant stated: 
“I never really thought about zombie accounts, but thinking about it, 

I have quite a lot.” 
Three wondered about the presented services. Four participants 
suggested improvements to the questionnaire, such as displaying 
more services or including additional examples. Overall, the feed-
back was very positive, highlighting the clarity of the study and 
showing participants’ interest in the topic and its relevance. 

6 Challenges Study 
Building on the accounts study, we conducted the challenges study 
to gain insights into challenges users face when deleting zombie 
accounts, understanding their motivation and (self-assessed) skills, 
and identifying opportune moments for interventions. 

6.1 Questionnaire Design 
The questionnaire for the challenges study was developed to address 
the research questions (Section 3.1) and was refined through several 
iterations. It combined self-developed items with established scales 
from the literature to explore the topic from multiple perspectives. 
Whenever possible, items used a 5-point Likert scale ranging from 
“strongly disagree” to “strongly agree”; for questions not fitting this 
scale, response formats were adapted from Brown15 . An overview 
of the questionnaire flow is provided in Figure 5, and the complete 
instrument is included in the supplementary material. 

6.1.1 Introductory Section and Prior Experience. The questionnaire 
began with an age verification and consent form. Participants then 
answered questions about the approximate period in which they 
created their first online account, the devices they most frequently 
used to access online accounts, and their self-rated internet pro-
ficiency, following the approach of Liu et al. [30]. They were also 
asked to provide open-text descriptions of reasons for wanting to, 
or not wanting to, delete an account in the past. The frequency 
of wanting to delete and actually deleting accounts was assessed. 
Participants who reported to have deleted at least one account 
completed an additional page about their experiences, success rate, 
and challenges, including a mandatory open-text description of 
challenges they encountered. 
15Likert Scale Examples for Surveys: https://www.extension.iastate.edu/documents/ 
anr/likertscaleexamplesforsurveys.pdf, last accessed February 5, 2026 

https://datatab.net/tutorial/cronbachs-alpha
https://www.extension.iastate.edu/documents/anr/likertscaleexamplesforsurveys.pdf
https://www.extension.iastate.edu/documents/anr/likertscaleexamplesforsurveys.pdf
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(a) Known by name 
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(c) Zombie Account 

Figure 4: Distribution of services that participants in the questionnaire (a) knew by name, (b) have at any point in time had an 
account with (although it could be already deleted), and (c) have identified as zombie accounts. As visualized, many services are 
not known by name to any participant within the corresponding group and, therefore, are irrelevant for the search for zombie 
accounts that the participants can recall. 

Age Verification Consent Background/Experince 

Account SelectionUMI, PCSOpportune Moments 

Danger Perception ATI, SA-6 Demographic Data 

survey terminated 

survey finished 

survey started 

Figure 5: Overview of the structure of the questionnaire for 
the challenges study. During account selection, the partici-
pants have to check for 86 services if they (1) know a service 
by name, (2) have/had an account there, and (3) currently 
have a zombie account there. 

6.1.2 Initial Perceptions and Zombie Account Identification. Before 
being shown any account lists, and to avoid priming, participants 
were asked whether they believed they actively used all their cur-
rent accounts, whether they could recall all their zombie accounts, 
and to estimate the number of zombie accounts relative to their 
active accounts. They were then presented with a refined list of 
common zombie accounts identified in the accounts study (Sec-
tion 5.6.1). Three entries were removed from the list because of 
potentially sensitive content. For each remaining service, partici-
pants indicated whether they knew it by name, had ever had an 
account, and currently had a zombie account there. 

6.1.3 Motivation and Ability. To measure motivation and perceived 
competence in relation to zombie account deletion, the question-
naire included the User Motivation Inventory (UMI) [8] and the 
Perceived Competence Scale (PCS) [61, 62], both of which were 
adapted to the topic of deleting zombie accounts. The UMI measured 
types of motivation in line with the Organismic Integration The-
ory from the Self-Determination Theory, while the PCS captured 
participants’ self-reported ability to delete such accounts. 

6.1.4 Opportune Moments and Triggers. Participants evaluated po-
tential triggers for deletion, including the type of data stored in an 

account (financial, identity, health, business, or personal media), 
information about data breaches from various sources, and their 
trust in the service provider or in other individuals with whom the 
account might be shared. One question assessed participants’ con-
fidence in finding forgotten zombie accounts, whether they knew 
strategies for doing so, and whether they would require assistance. 
Participants were also shown potential strategies for locating such 
accounts, like searching saved login credentials or browsing regis-
tration e-mails, and indicated which ones they would use. To assess 
suitable moments for deletion, participants rated different times 
of day, online activities (e.g., browsing, shopping, banking), and 
account-related tasks (e.g., updating account information, setting 
up a new device). 

6.1.5 Aids, Threat Perception, and Final Measures. Participants then 
indicated whether they would like different types of information 
in a reminder to delete zombie accounts, such as a personalized 
list of accounts, and stated the maximum amount of time they 
were willing to spend on deleting a single account, as well as their 
preferred reminder interval. 

Threat perception was measured using severity ratings for possi-
ble negative consequences of having zombie accounts, such as hav-
ing accounts hacked or an identity stolen, adapted from Zou et al. 
[65]. We also incorporated Protection Motivation Theory-based 
items adapted from Prange et al. [43] with one item representing 
each construct of the theory16 . We fitted these to the topic of zombie 
accounts, and placed the items toward the end of the questionnaire 
to minimize priming effects. 

As in the accounts study (Section 5.1), the questionnaire con-
cluded with the ATI and SA-6 scales, demographic questions (age, 
gender, education, occupation), and an open-text feedback field. 
Two instructed attention checks [37] were placed approximately 
10 and 20 minutes into the survey. Because the PCS could not be 
adapted for smartphone display, participation was restricted to 
tablet, laptop, or desktop devices. 

16Namely, vulnerability, severity, maladaptive intrinsic and extrinsic rewards, response 
efficacy, self-efficacy, and response costs. 
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6.1.6 Pilot Testing and Ethical Approval. A pilot test conducted in 
April 2025 with 13 participants confirmed the clarity and usability 
of the questionnaire. The pilot test data was not included in further 
analysis. Minor wording adjustments were made to two items, and 
the pilot provided an estimate of completion time. The final design 
was approved by our university’s ethics committee. 

6.2 Recruitment 
Using Prolific once again, we recruited 100 participants from the 
United States in May 2025. Participants needed on average 28 min-
utes and 25 seconds (median = 24 minutes and 38 seconds, std = 11 
minutes 30 seconds) to complete the questionnaire and were com-
pensated with £4.18 (in line with our university’s ethics guidelines 
and higher than the US federal minimum wage). All participants 
passed two attention checks. Again, we checked potential outliers 
manually for data quality and consistency. 

6.3 Analysis 
The analysis of the challenges study utilizes the same tools as for 
the accounts study (cf. Section 5.3) and follows the same process 
regarding data cleaning. 

We used the account list presented to the participants to calcu-
late the number of services selected by each participant for each 
category as well as to calculate the number of participants who 
selected a specific service within the given category. The UMI and 
PCS, along with the ATI and SA-6, are analyzed according to the 
provided instructions by the respective authors. We used the Spear-
man coefficient [64] to calculate various correlations between the 
number of selected accounts per category, utilized scales, and de-
mographics (incl. SA-6 and ATI scores) for further insight. 

In line with Döring and Bortz [18] on the topic of quantitative 
analysis for explorative studies, first, visualizations of the results, 
mostly in the form of (stacked) bar plots, are built and analyzed. 
Furthermore, we conducted a Friedman test [41] on central items of 
the questionnaire to determine whether the difference between the 
items is statistically significant. Text responses on experience and 
challenges, as well as the feedback provided by participants, were 
exported and analyzed individually by question. The qualitative 
analysis approach applied here follows the same method inspired by 
Braun and Clarke [7] as specified for the accounts study. First, one 
researcher familiarized themselves with the data and inductively 
derived themes. All themes were then discussed with a second 
researcher while revising the related participant quotes. 

6.4 Limitations 
Our study relies on self-reported data, measuring intentions rather 
than actual user behavior [65]. Furthermore, self-reported data 
might be subject to self-report bias, social desirability bias, and avail-
ability bias. The applicability of our findings to non US-populations 
needs to be also investigated in the future, as we intentionally re-
stricted our sample to minimize cultural differences. Replicating 
the design of our accounts study, we again used the ATI and SA-6 
to describe the sample and enable comparability with the over-
all U.S. population. We envision future work examining potential 
correlations with other standard scales. 

6.5 Sample 
The challenges study received 106 clicks, and 100 participants com-
pleted interviews. The sample consists of 51 females, 48 males, 
and one non-binary participant. Participants were aged 20-75 years, 
with a mean age of 43.75 years (median = 43.5, std = 13.79). The sam-
ple is highly educated (82 participants have a university degree). 70 
participants are employed full-time. Five participants selected more 
than one occupation. Most were students or employed part-time. 

The ATI of the sample has a mean of 4.16, a standard deviation of 
1.48, and a Cronbach’s Alpha of 0.76. The SA-6 has a mean of 4.03, 
a standard deviation of 0.98, and a Cronbach’s Alpha of 0.89. The 
sample shows a score that is considerably higher than the average 
score for a U.S. population sample (𝑋 > 3.99) [20]. 

6.6 Results 
6.6.1 Experience. Most participants described themselves as fa-
miliar with being online (73 participants), while 23 identified as 
professional/developer and 4 as basic users. The time at which 
participants first created an online account spanned the last three 
decades, with a peak between 2010 and 2014. 

Many participants reported both wanting to delete and success-
fully deleting an account in the past, although actual deletion was 
less frequent than the desire to delete (Figure 6a). Fourteen partici-
pants had never deleted an account, leaving 86 to answer questions 
about their deletion experiences. 

Among those 86 participants, most had successfully deleted an 
account, but over half reported having failed in at least one at-
tempt or encountering challenges (Figure 6b). While the majority 
would rate their deletion experiences positive (median = agree), re-
ported challenges included complicated procedures (n=36), hidden 
or hard-to-find deletion settings (n=25), and service providers of-
fering only deactivation instead of deletion (n=4). Other difficulties 
were extensive verification requirements (n=10), lost credentials 
(n=8), problems recovering credentials (n=5), and the need to con-
tact customer support (n=17). Although some participants found 
support helpful, others preferred to avoid it. A lack of confirma-
tion of deletion (n=12) and uncertainty about whether data were 
truly removed also reduced motivation (n=8) and caused frustration 
(n=11). Data loss was reported rarely (4 participants). 

Participants cited multiple reasons for wanting to delete accounts, 
most often because the account was no longer used or needed (n=32). 
Other reasons included decluttering an online presence (n=12), loss 
of interest (n=9), switching to alternatives (n=6), privacy protection 
(n=22), security concerns (n=11), prevention of data leaks (n=5), 
accounts being hacked (n=8), avoidance of unwanted messages 
(n=10), and distrust or ethical objections to the provider (n=5). 
Personal motivations included removing embarrassing information 
or starting anew (n=8), and reducing distractions (n=6). 

Reasons for keeping accounts included no perceived need to delete 
(n=15), continued (n=13) or planned use (n=10), fear of data loss 
(n=8), maintaining access to stored information (n=6), and retain-
ing important or valuable data (n=9). Some participants avoided 
deletion due to cumbersome procedures (n=7), lack of motivation 
(n=2), or convenience (n=3). Emotional attachment was also cited, 
such as saved memories (n=6), staying connected with friends and 
family (n=12), and following news or organizations (n=4). 
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Figure 6: Participants’ previous experience with deleting online accounts. (a) Comparison between the frequency of wanting to 
delete an account and actually doing it, and (b) participants’ rating of different experiences related to account deletion. 

Table 2: Overview of services selected most by participants 
as zombie accounts with corresponding ratings of knowing 
the service and having an account there, and descriptives of 
the ratings for all 86 presented accounts. 

known account zombie account 

Skype 77 % 49 % 23 % 
Tinder 66 % 36 % 20 % 
Hotmail 63 % 35 % 19 % 
MySpace 44 % 26 % 18 % 
Yahoo! 80 % 58 % 18 % 
Facebook Messenger 81 % 64 % 16 % 
AOL / Instant Messenger 32 % 22 % 16 % 
Adobe 71 % 39 % 15 % 
Dropbox 49 % 25 % 14 % 
AT&T 59 % 31 % 14 % 
AliExpress 61 % 32 % 14 % 

mean 39.38 19.58 5.63 
median 36.50 17.50 3.00 
range 2-80 0-57 0-28
std 24.33 14.56 5.81

6.6.2 Zombie Accounts. Building on the account list gathered in 
the accounts study, the challenges study provides a more detailed 
picture of current zombie accounts. As presented in Table 2, the 
most common zombie account in the list is Skype, which was se-
lected 23 times by participants. Although the presented list resem-
bled the accounts selected most as zombie accounts in the accounts 
study, three services were not selected by a single participant as 
zombie accounts. One of these 3, Dashlane17 , a provider of a pass-
word manager and digital wallet, was the only service selected by 
zero participants to ever have an account there. 

From the 86 entries in the account list, the participants marked 
on average 5.63 as zombie accounts. Seven of the 100 participants 
marked no account as a zombie account, while 20 participants 
marked 10 or more accounts on the list as zombie accounts. A 
summary of the participants’ responses on all three categories 
queried is given in Table 2. 

We tested for correlation between the number of selected services 
per category, the participants’ age, their affinity for technology (ATI 
score), and their security attitude (SA-6 scale) using a Spearman test. 
No correlation was found between age and ATI with the number 
of selected services of the three categories. The number of services 
known by a participant correlated lightly negatively with their 
SA-6 (𝑟 = −.24, 𝑝 = .015) as well as the number of services selected 
as zombie accounts with the SA-6 (𝑟 = −.27, 𝑝 = .007), indicating 

17Dashlane: https://www.dashlane.com, last accessed February 5, 2026
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Figure 7: Participants’ agreement on statements regarding 
their zombie accounts: (a) Participants’ awareness and use of 
(zombie) accounts and (b) their assessment of the potential 
impact of threats from zombie accounts. 

that a higher security attitude correlates with a lower number of 
services known and less zombie accounts. Furthermore, we found a 
moderate correlation between the SA-6 and ATI (𝑟 = .47, 𝑝 < .001). 

As shown in Figure 7a, almost half of the participants reported 
using all of their accounts actively (median = undecided) and, there-
fore, having no zombie accounts. Note that this assessment was 
made before we confronted participants with potential zombie ac-
counts. Fewer participants believed that they could find all their 
zombie accounts (median = disagree). In line with these statements,
most participants believed they have either fewer zombie accounts 
than regularly used ones (median = little less).

Participants had zombie accounts mostly for shopping, com-
munication, and to access software products (Section 5.6.1). 
They were not aware of their number of zombie accounts 
and partially thought they would use all their accounts. 

Answering RQ1 – Categories and Awareness of Zombie 
Accounts 

With regard to the perception of danger around zombie accounts,
Figure 7b shows that a majority of participants thought that nearly 
all proposed threats would impact them seriously or extremely seri-
ously. Identity theft was being assessed as the most severe (median 
= extremely serious), followed by accounts getting hacked (median
= extremely serious), financial loss (median = extremely serious), and

https://www.dashlane.com
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Figure 8: Participants’ motivation to delete zombie accounts 
based on the Protection Motivation Theory (PMT) [47, 48] 

Table 3: Mean, standard deviation, and Cronbach’s alpha for 
each of the constructs within the User Motivation Inventory 
(UMI) [8] measured to capture participants’ motivation to 
delete zombie accounts. 

Construct mean std Cronbach’s alpha 

amotivation 3.36 1.88 0.80 
external regulation 2.16 1.39 0.88 
introjected regulation 2.47 1.57 0.83 
identified regulation 4.07 1.91 0.74 
integrated regulation 3.36 1.86 0.85 
intrinsic motivation 2.97 1.72 0.86 

having sold personal information to marketers (median = extremely
serious). Participants expected the least personal impact from receiv-
ing more spam e-mail (median = serious). A Friedman test shows
that the items are significantly different (𝑋 2 (4) = 54.787, 𝑝 < .001),
indicating that the participants’ perception of the danger from the 
presented threats varies severely. A Wilcoxon signed-rank test with 
a Bonferroni correction specifies that the participants ranked the 
threat of receiving more spam e-mail significantly lower than expe-
riencing financial loss (𝑧 = 312.50, 𝑝 < .001), personal information 
sold to marketers (𝑧 = 246.00, 𝑝 < .001), getting accounts hacked 
(𝑧 = 198.00, 𝑝 < .001) or identity theft (𝑧 = 201.5, 𝑝 < .001). 

6.6.3 Motivation. Regarding the users’ motivation to delete their 
zombie accounts, we asked participants to agree or disagree with 
different motivational beliefs. As shown in Figure 8, the theoretical 
constructs of the Protection Motivation Theory (PMT) [47, 48] 
have different impacts. The highest rate of agreement among the 
constructs of the PMT is achieved with the item on response efficacy 
(median = agree), followed by self-efficacy (median = agree). The
maladaptive intrinsic reward received the most disagreement from 
the participants (median = undecided). This suggests that intrinsic
rewards, such as saving time and energy, do not deter participants 
from deleting zombie accounts. 

The results from the User Motivation Inventory (UMI) [8] regard-
ing the motivation to delete zombie accounts are given in Table 3 
for each of the six motivation types. With all values between 2 
and 5 (values from 1 to 7 are possible due to the utilized scale), 
external regulation received the lowest mean, with a lower score 
indicating less motivation in this area. The identified regulation had 
the highest mean, the largest standard deviation, and the lowest 
Cronbach’s alpha, indicating significant variations. 
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(a) Participants’ perceived ability to find and delete zombie accounts
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Figure 9: Participants’ estimate of needing help to delete their 
zombie accounts, and their ability to find zombie accounts 
(a) as well as their strategies to do so (b). Participants could
select multiple strategies.

Regarding factors influencing users’ decision to delete zom-
bie accounts, we found little intrinsic motivation, but ex-
trinsic motivation and amotivation. Extrinsic motivation 
is mostly regulated by identification, meaning that users 
accept the worth of this task for themselves. For the Protec-
tion Motivation Theory, participants reported substantial 
response efficacy and self-efficacy. This indicates that the 
participants believe they have effective strategies for dealing 
with their zombie accounts and can implement them. 

Answering RQ2 – Influence of Intrinsic and Extrinsic 
Motivation 

6.6.4 Ability. Considering the perceived competence in identifying 
and deleting zombie accounts, the participants were overall rather 
confident. The Perceived Competence Scale (PCS) [61, 62] has a 
mean of 5.4, a standard deviation of 1.53, and a Cronbach’s alpha of 
0.89. Utilizing a Spearman test, we found no correlation between the 
number of selected accounts in either category or the participants’ 
age with the PCS. A moderate correlation was found between the 
ATI and PCS (𝑟 = .48, 𝑝 < .001) and between the SA-6 and PCS 
(𝑟 = .34, 𝑝 < .001). In line with this confidence were the participants’ 
ratings of statements about their perceived ability to find and delete 
zombie accounts (see Figure 9a). Participants did not feel they would 
need help deleting zombie accounts, nor were they unsure where to 
start (medians = disagree). A majority of participants indicated that
they could think of at least one strategy to find forgotten zombie 
accounts (median = agree), and were confident in their ability to
find all their zombie accounts (median = agree).

Regarding strategies to find forgotten zombie accounts, Figure 9b 
shows that most participants would look through their email client 
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(a) Likelihood of deletion based on saved information 
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Figure 10: Ratings of participants’ likelihood to delete zombie 
accounts based on (a) the specific type of information saved 
there, and (b) the notice on a data leak. Here we distinguish 
between a scenario where the notice was not connected to a 
certain zombie account (general) and where it was related to 
a specific account (corresponding). 

for registration emails (n=82), followed by checking saved login 
credentials (n=69). The features provided by antivirus software 
(n=7) and closely related paid account deletion services (n=14) were 
the least prominent options among the participants. 

6.6.5 Potential Triggers. To assess the impact of different types 
of information on the likelihood of deleting a zombie account, we 
asked participants whether certain types of information would 
make it more likely for them to delete a zombie account. As shown 
in Figure 10a, all types of information presented largely received 
agreement. While financial information is being agreed on by most 
participants (median = strongly agree) to increase the likelihood of
deleting an account, health data received the least agreement (me-
dian = agree). Performing a Friedman test shows that the options are
significantly different from each other (𝑋 2 (4) = 18.408, 𝑝 = .001).
A Wilcoxon signed-rank test in combination with a Bonferroni 
correction further indicates that health data’s impact as a trigger 
for the deletion of zombie accounts is significantly lower than that 
of personal identity information (𝑧 = 266.50, 𝑝 = .010) or financial 
information (𝑧 = 83.0, 𝑝 = .001). 

Participants stated that data breach notices might also trigger 
them to delete their zombie accounts. According to information 
from the news and their own experiences, both general notices 
were more likely to motivate users to delete their zombie accounts. 
As visualized in Figure 10b, only for the scenario where others 
tell the participants about a data leak on a zombie account, the 
corresponding notice is more likely to cause the deletion of a zombie 
account than a general one. 

As shown in Figure 11a, also, lacking trust in the service provider 
(median = agree) as well as in a person the zombie account is shared
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(a) Likelihood of deleting a zombie account based on trust in service 
providers and people who an account is shared with.
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(b) Likelihood of keeping a zombie account based on its perceived
usefulness in the past, present, or future. 

Figure 11: Participants’ agreement to the influence of (a) 
trust in different entities and (b) different kinds of perceived 
usefulness on their wish to keep or delete a zombie account 

with (median = disagree) increases the likelihood that the partici-
pants would delete that account. Sharing an account with a trusted 
person does not increase the likelihood that participants would 
delete a zombie account (median = strongly agree), highlighting the
relevance of trust in this context. 

6.6.6 Usefulness. Regarding the influence of perceived (potential) 
usefulness, the participants indicate that they would most likely 
want to keep an account they perceive as useful in the future (me-
dian = strongly agree). As shown in Figure 11b, past usefulness is
a strong reason to keep a zombie account (median = agree), even
though compared to the current (median = agree) and future use-
fulness, there is less agreement among the participants. 

6.6.7 Suitable Moments. Moving forward from potential triggers 
toward suitable moments, participants preferred a free day (median 
= agree) over all offered options on working days. On a working
day, as can be seen in Figure 12a, the time after work was preferred 
(median = agree) and deleting zombie accounts during work was
rated mostly unsuitable (median = disagree). Regarding the temporal
context, the participants slightly preferred setting up a new device 
(median = agree) and updating an online account (median = agree),
as shown in Figure 12b. Logging into an account and switching 
between tasks were least preferred (medians = undecided).

Utilizing a Friedman test, the difference between the options is 
shown to be significant (𝑋 2 (6) = 28.341, 𝑝 < .001). A Wilcoxon
signed-rank test in combination with a Bonferroni correction indi-
cates the participants’ agreement on switching tasks on a device 
is significantly lower than for setting up a new technical device 
(𝑧 = 182.00, 𝑝 < .001), updating an active account (𝑧 = 453.50, 𝑝 = 
.006), creating a new account (𝑧 = 328.00, 𝑝 = .043), and performing 
mentally low effort activities on the device (𝑧 = 355.50, 𝑝 = .002). 
The participants’ agreement on the setup of a new technical device 
as a suitable moment to delete zombie accounts is significantly 
higher than logging into an active account (𝑧 = 339.00, 𝑝 = .001), 
and deleting an active account (𝑧 = 399.00, 𝑝 = .029). 
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(c) Online tasks

Figure 12: Participants’ agreement to a) different parts of the day, b) different concrete moments, and c) different online tasks 
as suitable moments to delete a zombie account 

For online tasks, most participants agreed that browsing on-
line is preferable (median = agree) as a suitable moment to delete
their zombie accounts. Figure 12c shows that during streaming 
entertainment (median = undecided) or shopping online (median =
undecided), participants were less willing to deal with their zombie
accounts. The differences between the tasks are significant (Fried-
man test: 𝑋 2 (5) = 33.257, 𝑝 < .001). Utilizing a Wilcoxon signed-
rank test in combination with a Bonferroni correction shows that 
participants’ agreement on browsing online as suitable moment 
is significantly higher than all other presented online activities 
(using social media (𝑧 = 190.50, 𝑝 = .033), using online banking 
(𝑧 = 358.50, 𝑝 = 0.001), shopping online (𝑧 = 317.00, 𝑝 < .001), 
communicating online (𝑧 = 429.00, 𝑝 < .001) or streaming enter-
tainment (𝑧 = 279.50, 𝑝 < .001)). It also indicates that participants’ 
agreement on deleting zombie accounts during the use of social 
media is significantly higher than while communicating online 
(𝑧 = 331.00, 𝑝 = .034), and streaming (𝑧 = 273.00, 𝑝 = .014). 

According to the participants, setting up a new device, up-
dating an active account, or browsing online are suitable 
moments for deleting zombie accounts. Furthermore, they 
preferred a free day over a working day for this task. Partic-
ipants also stated that all queried information types would 
trigger them to delete the respective zombie account. Infor-
mation on data breaches in the news, as well as personal 
experience, could also encourage the deletion of zombie ac-
counts, while past, current, and especially future usefulness 
influenced the users’ wish to keep them. 

Answering RQ3 – Moments and Triggers to Encourage 
Deletion 

6.6.8 Feedback Preferences. To inform the design of a potential 
reminder, we asked participants to rate different options for such 
a message, including general and specific deletion instructions as 
well as information on the potential danger, a personalized list 
of zombie accounts to review, and one specific online account to 
consider deleting with concrete instructions. Figure 13 shows large 
agreement (median = agree for all options) with all proposed mes-
sages. Using a Friedman test, we found no significant difference 
between options (𝑋 2 (4) = 7.353, 𝑝 = .118).
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Figure 13: Participants’ ratings regarding the potential con-
tents of a reminder to delete zombie accounts 

6.6.9 Notification Timing and Duration. The majority of partic-
ipants would like to receive notifications to delete their zombie 
accounts monthly or every three months (see Figure 14a). More 
than a year or less than a week between reminders was unpopular. 

3 to 5 minutes was perceived as a reasonable duration for deleting 
a single account by most participants. Most selected time ranges 
were in the interval from 1 to 15 minutes (see Figure 14b). 

While all forms of support suggested to the participants got 
substantial support, most preferred a personalized list of 
their zombie accounts and specific information on how to 
delete each one. Participants would like to be reminded to 
delete their zombie accounts monthly or every 3 months, 
while for most of them, the acceptable duration for deleting 
a single zombie account was 1 to 15 minutes. 

Answering RQ4 – Resources and User Support 

6.6.10 Open Feedback. 65 participants used the opportunity to 
comment on the questionnaire. Most feedback was positive. One 
participant reported technical issues, but did not specify the exact 
problem. Two participants commented that the questionnaire was 
confusing or complicated, while several others suggested further 
topics to investigate or described alternative strategies for dealing 
with zombie accounts, like manually changing the data saved within 
the account to nonsense instead of deleting it. Nine participants 
mentioned that the questionnaire triggered them to reconsider 
their zombie accounts and check their online security. Furthermore, 
participants described learning something from the questionnaire 
or shared experiences, like being hacked at a specific service. 
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(a) Time interval for reminders to delete zombie accounts
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Figure 14: Participants’ preferences regarding (a) the time 
interval of reminders as well as (b) the acceptable time com-
mitment to delete zombie accounts. 

7 Discussion 

7.1 Key Findings and Design Recommendations 
Liu et al. [30] found that, for mobile apps, users often have zombie 
accounts and wish to delete them, but are unable to do so. Our 
results align with those findings and support their conclusion that 
users’ awareness should be improved and account deletion pro-
cesses simplified. Our participants reported complicated procedures 
or hard-to-find entry points when wanting to delete an account, a 
phenomenon previously described by Schaffner et al. [52] and Kelly 
and Rubin [28]. Others have provided recommendations for service 
providers to improve their deletion processes [28, 30, 44, 52]. We 
focused on the user side of dealing with zombie accounts. 

7.1.1 Participants had zombie accounts. Most users (more than 
90% in each sample) reported having zombie accounts for shopping, 
accessing products or software, and communication. Aside from 
the current or future usefulness of an account, or the absence of 
reasons for deleting it, participants reported keeping accounts to 
stay connected, for memories, and to preserve the emotional value 
associated with the account. While these reasons may be relevant 
for accounts dedicated to communication, especially social media, 
they are arguably less relevant for accounts centered on shopping 
or granting access to a product or software. Further research could 
target those accounts with low emotional value specifically and 
investigate whether users are more likely or willing to delete zombie 
accounts in these categories compared to others. 

To account for the diverse reasons users may have for keep-
ing inactive accounts, provide users with an option to in-
dicate whether they want to keep a zombie account. Also, 
avoid potential annoyance caused by repeated requests to 
delete such accounts. 

Design Recommendation: Anticipate that users would 
like to keep certain zombie accounts. 

7.1.2 Users underestimated the number of zombie accounts they 
have. Several participants believed they were using all their ac-
counts actively and did not have any zombie accounts. Similarly, 
many participants estimated that they had significantly fewer zom-
bie accounts than used ones. Even without considering forgotten 
zombie accounts, our lower-bound estimate shows that on average, 
each user has 53 zombie accounts, and around 40% of the accounts 
selected by the participants were also zombie accounts. Underesti-
mating personal zombie accounts can impact the perceived danger 
arising from them, as an awareness of their number could also 
increase the perception of vulnerability and severity. 

Confronting users with a general estimate of zombie ac-
counts per person or a personalized number is an opportu-
nity to increase awareness and motivation to delete. 

Design Recommendation: Consider that users are un-
aware of the number of zombie accounts they have. 

7.1.3 Not deleting zombie accounts is a problem of missing aware-
ness, knowledge, and motivation. We found in the challenges study 
that the User Motivation Inventory (UMI) results were highest for 
external motivation with identified regulation. This means that the 
participants would delete zombie accounts because they accept the 
worth of this task for themselves. The scores of the integrated regu-
lation subscale also indicate that the participants’ values align with 
deleting zombie accounts. Nevertheless, the score for amotivation 
was also high, indicating that participants lacked motivation to 
delete their zombie accounts. This aligns with the various reasons 
participants mentioned for not deleting their zombie accounts. We 
found low perceived severity and vulnerability, which could benefit 
from more knowledge on potential threats, hopefully increasing 
the users’ motivation to delete their zombie accounts. Addition-
ally, participants’ comments suggested a knowledge and awareness 
gap. This aligns with Liu et al. [30], who also indicated that more 
attention and consciousness for zombie accounts could increase 
the number of accounts users delete. In usable security research 
in general, these are common problems known for decades [1, 60]. 
However, we were able to characterize them in more detail for the 
deletion of zombie accounts. 

Some participants preferred a more frequent reminder, but 
most participants selected these intervals, indicating that 
users would at least initially accept such intervals. Future 
research could assess the long-term usefulness of these in-
tervals and determine whether users would comply. 

Design Recommendation: Remind users about zombie 
accounts between monthly and up to every 3 months. 
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These two forms of assistance, which the participants fa-
vored most, can also help increase the users’ awareness of 
their zombie accounts and provide knowledge on how to 
deal with them. 

Design Recommendation: Provide users with a personal-
ized overview of their zombie accounts and instructions 
on deleting each. 

7.1.4 Participants were confident in their abilities to find and delete 
zombie accounts. We found that the average score on the Perceived 
Competence Scale was high (mean = 5.4), compared to the scale’s 
range of 1 (not at all true) to 7 (very true). Participants also had high 
scores on the self-efficacy dimension of the PMT. Taken together, 
these findings show that participants felt relatively confident in 
their ability to find and delete zombie accounts. They reported 
deleting accounts in the past and facing challenges such as dif-
ficult procedures, thereby grounding the reported confidence in 
personal experience. Future research could determine the abilities 
users possess and whether they are overestimating their capabilities. 
Meanwhile, high self-efficacy and perceived competence are not 
common in usable security, where many measures and interven-
tions fail due to a lack of users’ awareness and confidence regarding 
the topic and the ability to perform measurements [51]. Studying 
the deletion of zombie accounts offers a rare opportunity to in-
vestigate the implications of existing self-efficacy and perceived 
competence on users’ security behavior. Further insights into this 
topic might also help to inform other areas within usable security 
research on how to increase and maintain perceived competence 
and an adequate level of self-efficacy in the long term. 

Based on the high confidence of users in dealing with their 
zombie accounts, assistance in the form of a tool could ben-
efit substantially from maintaining and further promoting 
this. Both perceived competence and self-efficacy, as pro-
posed by the Self-Determination Theory and the Protec-
tion Motivation Theory, are linked to motivation, which 
should be fostered accordingly to bring about a consequen-
tial change in behavior. 

Design Recommendation: Design with users’ perceived 
competence and self-efficacy in mind. 

7.1.5 There were specific opportune moments for deleting zombie 
accounts. Most participants agreed on updating account informa-
tion and setting up a new device as suitable moments. This insight 
supports the results of Parkin et al. [39] who found that the setup of 
a new device is a promising opportune moment for security inter-
ventions in general. Furthermore, participants preferred browsing 
online over other online-related tasks for deleting zombie accounts. 
Another time favored by the participants was during mentally low-
effort tasks on their devices. This is consistent with the results 
reported by Iqbal and Bailey [27] and Fischer et al. [21]. Regarding 
potential triggers, both the sensitivity of the data and news on or 
experiences with data leaks were likely to increase the potential 
of deleting a zombie account for the participants. This could be 
utilized to provide effective and targeted user information. 

Other alternatives for opportune moments would be during 
browsing online or mentally low-effort tasks on the user’s 
device. If none of these moments are available or hard to 
identify, remind the users on a free day or after work, as 
these are their preferred time slots. 

Design Recommendation: Prompt users with reminders 
to delete zombie accounts while setting up a new tech-
nical device or updating an account. 

7.2 Implementation Opportunities 
We see several opportunities for our findings and recommenda-
tions to be implemented into practical changes to benefit users. 
An opportunity to provide a personalized estimate of (potential) 
zombie accounts would be to leverage users’ e-mail clients, as many 
service providers send links for verification purposes or provide 
a confirmation of the registration. When targeting accounts tied 
to device-specific apps (e.g., on a phone), providers like Apple and 
Google could leverage app usage for this purpose (similar to how 
Google removes permissions for unused apps18). An interface built 
on this data could provide an overview, send reminders for deletion, 
and offer the opportunity for whitelisting accounts that users want 
to keep. Reminders for deletion could also be directly sent by ser-
vice providers, though this may need legal regulation, as account 
deletion will most likely not be in the service providers’ interest. 
To avoid notifications and potential induced fatigue, it would also 
be possible to already indicate a preferred strategy for handling un-
used accounts during registration or sign-on. Users would further 
benefit from service providers avoiding, or lawmakers forbidding, 
deceptive designs in account deletion procedures [28, 30, 52]. For 
designing an easy way to delete accounts, Ramokapane and Rashid 
[44]’s framework for explainable deletion could be utilized. 

7.3 Zombie Accounts at Discontinued Services 
Within the top ten of our identified zombie accounts (Section 6.6.5) 
are two services that are no longer operational - the AOL/Instant 
Messenger, discontinued in December 201719 , and Skype, discon-
tinued on May 5th, 202520 . Although we did not query participants 
about their awareness of discontinued services, this raises the ques-
tion of what happens with zombie accounts after a service is shut 
down. For example, Skype plans to delete all user accounts and 
associated data in January 2026 for accounts that have not been 
transferred by users to Microsoft Teams. However, service providers 
might not always be legally required to do this, especially due to 
different legal regulations. Both the GDPR21 and the CCPA22 grant 
18Android auto-reset permissions:https://developer.android.com/about/versions/11/ 
privacy/permissions?hl=en, last accessed February 5, 2026 
19AOL Instant Messenger (AIM): https://aimemories.tumblr.com/post/166091776077/ 
aimemories, last accessed February 5, 2026 
20Skype is retiring in May 2025: https://support.microsoft.com/en-us/skype/skype-
is-retiring-in-may-2025-what-you-need-to-know-2a7d2501-427f-485e-8be0-
2068a9f90472, last accessed February 5, 2026 
21REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE 
COUNCIL of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing 
Directive 95/46/EC (General Data Protection Regulation): https://eur-lex.europa.eu/ 
legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679, last accessed February 5, 2026 
22California Consumer Privacy Act (CCPA): https://oag.ca.gov/privacy/ccpa, last ac-
cessed February 5, 2026 
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users the right to delete their data while specifying circumstances 
under which service providers are allowed to keep data. The CCPA 
in particular does not specify that user data needs to be automati-
cally deleted after a service is shut down. If such data is kept but 
the related service is actually no longer accessible to users, users 
might be severely limited in options for deleting their accounts, 
while still being at risk of data leaks. 

7.4 Outlook and Future Work 
Building on the GDPR, the CCPA or similar data protection laws, 
further official regulations could improve the current state by obli-
gating service providers to better protect users’ security and privacy 
by automatically deleting inactive accounts after a certain period. 
However, currently, users themselves must take responsibility and 
action for deleting their zombie accounts. Research could explore 
the actual number of zombie accounts, including those users can-
not remember, by searching for registration emails, and let users 
indicate the services they still use, to better assess the magnitude of 
this threat. Future work could correlate user characteristics, such as 
age, gender, technology, or security attitudes, with types of zombie 
accounts to gain further insights relevant to personalizing assis-
tance. Future work could also improve the representativeness of 
our findings by incorporating less educated and technology-affine 
users, as well as investigating cultural differences. A topic of spe-
cial interest, due to its potential to inform other security-related 
behaviors, is the high confidence and self-efficacy that participants 
reported in finding and deleting zombie accounts, and a comparison 
with actual user behavior. Building on our design recommendations, 
future work could also develop functional assistance, combine it 
with non-self-reported data, and assess its effectiveness, potentially 
in the long term, in the field. 

8 Conclusion 
Motivated by the threat posed by zombie accounts and their asso-
ciated unused data, which is at risk in the event of data breaches, 
we investigated the deletion of zombie accounts and identified op-
portune moments to understand how to encourage users’ deletion 
behavior. Within the accounts study, we prompted the participants 
with an account list based on JustDeleteMe and Tranco [29] to 
assess their zombie accounts. We found that users had zombie 
accounts. Prominent categories of such accounts were shopping, ac-
cessing products or software, and communication. In the challenges 
study, we built on these results and investigated users’ experiences 
in deleting accounts, their attitude toward zombie accounts, self-
reported motivation, and ability to find and delete zombie accounts, 
combined with suitable opportune moments and potential triggers. 
We found that users were confident in their abilities to find and 
delete zombie accounts, but could benefit from more awareness, 
knowledge, and motivation to succeed. Participants underestimated 
the number of zombie accounts they had, leaving them vulnerable 
to the threats arising from such accounts. Our findings could in-
form the design of a tool supporting users in deleting their zombie 
accounts. Our results regarding the identified opportune moments 
(such as setting up new devices or updating another account) and 
the desired frequency of reminders can provide valuable guidance 
for the design process. 
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A Concerning Motivation Theories 
Motivation impacts everyday life as the force that “drives all inten-
tional behavior” [8]. Therefore, it is no surprise that interest in this 
research topic can be traced back to many classical psychological 
approaches at the beginning of the 20th century [6]. In the last 
century, motivational research has dealt with various types of moti-
vation (e.g., achievement motivation and affiliation motivation) and 
has produced a variety of theories. To do justice to this diversity, 
enrich our perspective on the topic, and following the recommen-
dation from Chen et al. [11], we utilize two motivation theories in 
this work. For insights into extrinsic and intrinsic motivation, we 
use the Organismic Integration Theory (Section A.1). Furthermore, 
we use the Protection Motivation Theory (Section A.2) to include 
threat perception in the context of motivation. Below, we provide 
explanations for these two theories. 

A.1 Organismic Integration Theory 
The Organismic Integration Theory (OIT) [49] is a sub-theory of 
the Self-Determination Theory (SDT) [12]. Highly influential in 
psychology and HCI [11, 42], the meta-theory SDT centers around 
the needs for autonomy, competence, and relatedness, that are 
considered as inherently human within this theory, and states that 
motivation and well-being originate from fulfilling those needs23 . 

Building on this foundation, the OIT understands motivation as 
a continuum of different degrees of internalization between amo-
tivation on the one end and intrinsic motivation on the other. In 
between, four subtypes of extrinsic motivation can be distinguished 
by the amount of internalization: external, introjected, identified, 
and integrated. The amount of internalization also describes how 
autonomous the person will behave [13]. In literature, the term au-
tonomous behavior is used to sum up a broader type of motivation, 
capturing more than intrinsic motivation as it includes identified 
and integrated regulation [11, 50]. Furthermore, internalization is a 
process that can be enhanced by fulfilling the needs for autonomy, 
competence, and relatedness, while non-fulfillment of these needs 
can lead to stagnation of internalization and, in the absence of ex-
ternal motivators, to amotivation [50]. An overview of the theory 
is provided in Figure 15. 

Regarding the meaning of the terms, Ryan and Deci [50] describe 
amotivation as the absence of motivation. According to them, intrin-
sic motivation is about finding a behavior interesting and enjoyable, 
and extrinsic motivation is defined “as instrumental motivation, 
and thus concerns all activities aimed at achieving outcomes sepa-
rable from the behavior itself” [50]. This instrumental motivation 
can be: 

• Externally regulated, which means “extrinsically motivated 
due to external pressures, reward contingencies, or coer-
cion” [50]. 

• Regulated by introjection, meaning it “concerns behaviors 
driven by internally controlling pressures and regulations” [50]. 

• Regulated by identification, which implies the individual 
“consciously accepts the worth and value of the activity” [50]. 
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• Integrated regulated, which indicates being in line “with the 
individuals’ other values and identifications, allowing a full 
endorsement” [50]. 

To measure these different forms of motivation proposed by 
the OIT for technology use, Brühlmann et al. [8] present the User 
Motivation Inventory (UMI). 

However, there is also criticism of the current use of SDT in 
HCI. Poeller and Phillips [42] point out that even though the SDT 
is a solid foundation for research, its frequent usage in HCI has 
limited the perspective on the topic of motivation. They, therefore, 
propose some alternative theories that could also be included in 
research to address this. Tyack and Mekler [57, 58] demonstrate the 
holistic use of the SDT so far in HCI literature, mostly concerning 
research on play and games. They highlight that many authors 
use SDT as an explanation, but do not provide a corresponding 
description of what they mean when using certain terms. Moreover, 
HCI researchers often do not use a corresponding mini-theory and 
remain vague in their statements. 

A.2 Protection Motivation Theory 
Rogers [47] presented the Protection Motivation Theory (PMT) in 
1975 and revised it in 1983 to incorporate self-efficacy [48]. Initially 
developed for health research and widely used in several other re-
search areas [32], it has also become very popular in usable security 
research for designing nudges or explaining behavior [43, 65]. 

The theory aims to explain pursuing maladaptive behavior or 
adopting adaptive behavior while facing a threat by stating two 
cognitive processes: threat appraisal and coping appraisal. These 
two components are common among all versions of the theory, 
even though some include or leave out different subparts [32]. We 
utilize the core parts of PMT similar to Zou et al. [65] in their work 
on motivating users to change breached passwords. Furthermore, 
we include intrinsic and extrinsic rewards [22] like Prange et al. 
[43], motivating users to choose secure smart home configurations. 
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Figure 16: Overview of the constructs within the PMT 

In the PMT, within the threat appeal a person evaluates the 
perceived severity of the threat for oneself, and perceived vulnera-
bility, so how likely one will be affected by the threat. As shown 
in Figure 16, intrinsic and extrinsic rewards for the maladaptive 
behavior, like confirmation by a peer group, will inhibit the mo-
tivation arising from the threat appeal. The second process, the 
coping appeal, depends on the response efficacy and self-efficacy 
and is inhibited by the response cost. The response efficacy is the 

https://selfdeterminationtheory.org/the-theory/
https://selfdeterminationtheory.org/the-theory/


CHI ’26, April 13–17, 2026, Barcelona, Spain Bumiller et al. 

Type of 
Motivation 

Type of 
Regulation 

Amotivation Extrinsic Motivation 
Intrinsic 

Motivation 

Non-
regulation 

External 
Regulation 

Introjected 
Regulation 

Identified 
Regulation 

Integrated 
Regulation 

Intrinsic 
Regulation 

Figure 15: The continuum of internalization as proposed in the OIT (adapted from Deci and Ryan [13] and Brühlmann et al. [8]) 

assessment of whether a certain strategy will be an effective mea-
sure against the threat. The response costs are the resources (e.g., 
time, effort) needed to carry out that behavior. Finally, self-efficacy 
is described as the users’ confidence in their ability to perform the 
adaptive behavior [32]. Notable here is the huge interest of the us-
able security research community in the concept of self-efficacy [5], 
demonstrating its impact aside from the PMT. 

B Resulting List of Zombie Accounts of the 
Accounts Study 

Overview of services selected at least by 20% of the respective par-
ticipants as zombie accounts with the assigned categories, absolute 
and relative to group size click rates for the categories surveyed. 

Service Category known account zombie 

abs rel abs rel abs rel 

Instagram Social Media 9 0.9 8 0.8 2 0.2 
MySpace Social Media 6 0.6 2 0.2 2 0.2 
Shopify (Software) Product 9 0.9 2 0.2 2 0.2 
Upwork Service/ Product Offer 9 0.9 3 0.3 2 0.2 
1xBet Entertainment 5 0.5 3 0.3 2 0.2 
Disney+ Streaming 7 0.7 6 0.6 2 0.2 
ESPN Streaming 7 0.7 3 0.3 2 0.2 
Lyft Service/ Product Offer 5 0.5 3 0.3 2 0.2 
Pandora Shopping 4 0.4 2 0.2 2 0.2 
Photomath Education 3 0.3 2 0.2 2 0.2 
Quizlet Education 3 0.3 2 0.2 2 0.2 
AOL/ Instant 
Messenger 

Communication 5 0.5 2 0.2 2 0.2 

Avast! Security 5 0.5 5 0.5 2 0.2 
Indeed Search Engine 9 0.9 6 0.6 2 0.2 
Nextdoor Social Media 5 0.5 3 0.3 2 0.2 
Temu Shopping 5 0.5 3 0.3 2 0.2 
TextNow Communication 3 0.3 3 0.3 2 0.2 
Apple ID/ iTunes (Software) Product 8 0.8 7 0.7 2 0.2 
AT&T Communication 4 0.4 2 0.2 2 0.2 
Blue Apron Shopping 6 0.6 2 0.2 2 0.2 
Facebook Mes-
senger 

Communication 8 0.8 8 0.8 2 0.2 

Marriott Shopping 3 0.3 2 0.2 2 0.2 
McAfee Security 7 0.7 4 0.4 2 0.2 
PlayStation Net-
work 

(Software) Product 7 0.7 4 0.4 2 0.2 

Tinder Dating 6 0.6 3 0.3 2 0.2 
Western Union Finance 6 0.6 4 0.4 2 0.2 
Xfinity Communication 6 0.6 4 0.4 2 0.2 
Zappos Shopping 5 0.5 3 0.3 2 0.2 
About.me (Software) Product 5 0.5 2 0.2 2 0.2 
AVG Security 2 0.2 2 0.2 2 0.2 
Bank Of America Finance 8 0.8 4 0.4 2 0.2 
GasBuddy Recommendation/ 

Discount 
5 0.5 4 0.4 2 0.2 

GoDaddy (Software) Product 8 0.8 4 0.4 2 0.2 
hCaptcha (Software) Product 6 0.6 2 0.2 2 0.2 

Continuation: 
Service Category known account zombie 

abs rel abs rel abs rel 

TED Streaming 6 0.6 5 0.5 2 0.2 
Uber Service/ Product Offer 9 0.9 6 0.6 2 0.2 
Yelp Recommendation/ 

Discount 
7 0.7 5 0.5 2 0.2 

Chewy Shopping 5 0.5 3 0.3 2 0.2 
Dashlane Security 2 0.2 2 0.2 2 0.2 
discovery+ Streaming 6 0.6 3 0.3 2 0.2 
Netgear Shopping 4 0.4 2 0.2 2 0.2 
Square Finance 4 0.4 2 0.2 2 0.2 
T-Mobile Communication 9 0.9 4 0.4 2 0.2 
GameStop Shopping 5 0.56 3 0.33 2 0.22 
Quora Recommendation/ 

Discount 
5 0.56 3 0.33 2 0.22 

Shazam (Software) Product 6 0.67 4 0.44 2 0.22 
Dropbox (Software) Product 5 0.56 3 0.33 2 0.22 
Groupon (World-
wide) 

Recommendation/ 
Discount 

5 0.56 4 0.44 2 0.22 

Classmates Social Media 3 0.33 2 0.22 2 0.22 
Comcast Communication 6 0.67 2 0.22 2 0.22 
Logo Maker (Software) Product 2 0.22 2 0.22 2 0.22 
Walmart Canada Shopping 6 0.67 2 0.22 2 0.22 
Zoom Communication 9 1.0 8 0.89 2 0.22 
McDonald’s Shopping 10 0.91 5 0.45 3 0.27 
Opera (Software) Product 9 0.82 6 0.55 3 0.27 
Plenty of Fish Dating 4 0.36 3 0.27 3 0.27 
Activision Gaming 4 0.36 3 0.27 3 0.27 
Barnes & Noble Shopping 8 0.73 3 0.27 3 0.27 
Bing Search Engine 9 0.82 3 0.27 3 0.27 
Pokemon GO Gaming 5 0.45 3 0.27 3 0.27 
Ticketmaster Shopping 9 0.82 5 0.45 3 0.27 
TripAdvisor Recommendation/ 

Discount 
9 0.82 3 0.27 3 0.27 

Tubi Streaming 5 0.45 5 0.45 3 0.27 
Wish Shopping 5 0.45 3 0.27 3 0.27 
WordPress.com (Software) Product 6 0.55 3 0.27 3 0.27 
Experian (Software) Product 7 0.64 4 0.36 3 0.27 
iHeart Entertainment 9 0.82 3 0.27 3 0.27 
Rakuten Recommendation/ 

Discount 
6 0.55 5 0.45 3 0.27 

Adobe (Software) Product 8 0.8 5 0.5 3 0.3 
PornHub Adult Content 7 0.7 3 0.3 3 0.3 
Acer (Software) Product 5 0.5 3 0.3 3 0.3 
Acorns Finance 5 0.5 4 0.4 3 0.3 
HBO Max Streaming 7 0.7 6 0.6 3 0.3 
OnlyFans Adult Content 9 0.9 3 0.3 3 0.3 
Peacock Streaming 8 0.8 7 0.7 3 0.3 
Skype Communication 8 0.8 6 0.6 3 0.3 
Best Buy Shopping 6 0.67 4 0.44 3 0.33 
Craigslist Service/ Product Offer 6 0.67 4 0.44 3 0.33 
AliExpress Shopping 6 0.67 3 0.33 3 0.33 
Roku Shopping 7 0.64 4 0.36 4 0.36 
LinkedIn Social Media 7 0.7 6 0.6 4 0.4 
Hotmail Communication 8 0.8 5 0.5 4 0.4 
Yahoo! Search Engine 7 0.78 6 0.67 4 0.44 
Robinhood Finance 7 0.78 5 0.56 4 0.44 
eBay Service/ Product Offer 10 0.91 6 0.55 5 0.45 
Google Pay Finance 11 1.0 9 0.82 5 0.45 
Starbucks Shopping 10 0.91 7 0.64 5 0.45 
Coinbase Finance 8 0.89 7 0.78 5 0.56 
Pinterest Social Media 9 0.9 9 0.9 6 0.6 
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