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ABSTRACT Network availability is a network’s ability to serve all traffic adequately at any instant. Network
sovereignty is the network operator’s ability to reduce dependencies on component manufacturers. Recent
geopolitical developments have forced several nations to embrace digital autonomy by promoting indigenous
technology, reducing foreign influence, and avoiding excessive reliance on certain manufacturers. Hence,
network operators face the new challenge of maintaining high availability and sovereignty. This work aims
to guide network operators to assignmanufacturers to the nodes in the network cost-effectively, such that both
network availability and sovereignty are maximized. A Minimal Cut Set (MCS) of a source-destination pair
in a network is the smallest set of components whose failure causes a loss of connectivity between the source-
destination pair. In this work, we use MCSs to identify the critical nodes for two purposes. First, we improve
network availability by assigning more reliable components to the critical nodes. Second, we improve
network sovereignty by assigning different manufacturers to these critical nodes to avoid an overwhelming
dependency on a particular manufacturer. Our main contributions are (i) proposing a novel approach based on
MCSs to maximize network availability, (ii) proposing the novel Cut Set Diversity (CSD) metric to measure
network sovereignty, and (iii) introducing Iroh, a Mixed Integer Linear Program (MILP), for the hierarchical
optimization of network availability and sovereignty. Furthermore, we compare Iroh’s performance with
other state-of-the-art methods to maximize network availability and sovereignty. Our results show that Iroh’s
manufacturer assignment for availability and sovereignty outperforms heuristics, while matching the state-
of-the-art optimization methods despite having only a fraction of their computational complexity.

INDEX TERMS Manufacturer assignment, measurement metric, minimal cut sets, network availability,
network sovereignty.

I. INTRODUCTION
There are two major concepts discussed in this work:
Network availability and network sovereignty.

The associate editor coordinating the review of this manuscript and

approving it for publication was Cong Pu .

A. NETWORK AVAILABILITY
Network availability is defined as a network’s ability to
route all traffic appropriately at a given time instant [1].
It is a traditional dependability attribute that has been
an integral part of Service Level Agreements (SLAs).
Mission-critical applications like telemedicine, teleoperation,
autonomous vehicular communication, smart grids, etc.,
require guaranteed high levels of availability, around six
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FIGURE 1. Germany_17 topology [4] with 17 nodes and 26 edges. There
are 101 simple paths between Munich and Hamburg.

9s, at high data rates of around 100 Mbps [2]. Therefore,
next-generation communication networks must have high
resilience against failures, attacks, disasters, etc., to guarantee
seamless connectivity [3].
There are several simple paths between a source and a

destination in a network. For example, in the Germany_17
topology in Fig. 1, there are 101 simple paths between
Munich and Hamburg. Therefore, it is necessary for network
operators to employ efficient planning strategies to maximize
network availability by accounting for all the redundant paths
in the network.

B. NETWORK SOVEREIGNTY
Sovereignty is defined as the ability of a governing body
to regulate its affairs with absolute control over its people
and territory without any external interference [5]. It speaks
to a state’s independence and autonomy in enforcing
the state’s best interests within its boundaries. Recently,
sovereignty has been extended to the digital world [6]
with new interpretations of data, digital, and technological
sovereignty. This manuscript focuses on network sovereignty.
Network sovereignty is defined as the ability of a network
operator to operate a network with minimal dependency
on manufacturers to reduce the impact of manufacturer
failures [7], [8], [9], [10]. Amanufacturer (or a vendor) failure
means that all the components from that manufacturer have
failed.Manufacturer failures can be caused by several factors.

For instance, natural disasters can cause vendor-specific
large-scale network outages. For example, the thunderstorm
in Pittsburgh in 2025 caused only T-Mobile services to
be down for more than a day [11]. Human error and
misconfiguration may also lead to hardware or software
issues. Samsung Galaxy Note 7 units exploding [12] in
2016 due to an inherently flawed battery is an example of
hardware errors. A software security certificate expiration
in Ericsson equipment caused an outage of nearly a day for
over 25 million O2 customers in 2018 [13]. Other incidents,
like the Verizon outage in 2024 causing iPhone users to
be stuck in ‘SOS’ mode [14], the CrowdStrike outage [15]
in 2024, the Telefonica outage in Spain in 2025 due to a

faulty update [16], etc., show that minor software issues can
cause severe vendor-specific outages. Security vulnerabilities
also cause vendor-specific failures. Examples such as CVE-
2021-0275 [17]- a scripting issue affecting Juniper Net-
works’ Junos Operating System (OS), CVE-2013-6026 [18]-
a firmware issue allowing backdoor remote access to
D-Link, Alpha Networks, and Planex routers, show that these
vulnerabilities create a shared threat because all devices from
the same manufacturer use the same firmware.

Manufacturer unavailability can also be the result of
geopolitical intervention. Several governments are removing
outsourced components from their critical infrastructure to
ensure digital autonomy [19]. For example, the United States,
Spain, England, Germany, etc., have declared their intention
to removeChinese components from their core networks [20].
Similarly, Russia’s sovereign RUnet network [21], China’s
development of Baidu, Youku, etc., replacing popular Google
applications [22], and Europe’s GAIA-X initiative [23] aim
to reduce the dependency on American cloud services, while
promoting indigenous technology.

These examples show that excessive dependence on
a manufacturer is dangerous. Hence, network operators
try to deploy components from different manufacturers.
However, such deployments suffer from weak planning, high
costs, and interoperability issues. Our goal is to provide
network operators with cost-efficient guidelines to assign
manufacturers to nodes such that availability and sovereignty
are maximized together. Our major contributions are as
follows.

i) Introduce MCS-based availability estimation and its
application (Sec. III-A).

ii) Introduce Cut Set Diversity (CSD) score, a novel
metric to measure a network’s sovereignty based on its
manufacturer assignment (Sec. III-B).

iii) Formulate theManufacturer Assignment for Availability
and Sovereignty (MAAS) problem and solve it with
Iroh, our CSD score-based MILP (Sec. IV).

iv) Compare Iroh’s performance with centrality metrics-
based heuristics for availability and sovereignty, and
state-of-the-art works like Zohra [24] for Manufacturer
Assignment for Availability (MAA), Naga [9], CSC-
ILP [10], and DAP [25] for Manufacturer Assignment
for Sovereignty (MAS) (Secs. V and VI).

Note that we evaluate topological structural sovereignty and
network availability. We do not look at active data traffic.
Hence, we intentionally exclude data plane metrics, routing,
cryptography, and security.

II. BACKGROUND AND RELATED WORK
This section summarizes and discusses the relevant state-of-
the-art concerning cut sets, centrality metrics, and methods to
maximize network availability and sovereignty. Throughout
this work, ‘manufacturer assignment’ refers to the purchasing
of network nodes from different manufacturers.
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A. MINIMAL CUT SET (MCS)
In this work, the term flow (r) refers to a source-destination
(s − t) pair with traffic between them, and is represented
as r = (sr , tr ). A flow’s cut set is a set of nodes in the
network that, when failed, cause the flow to fail. A MCS
is a cut set that cannot be further reduced without losing its
status as a cut set [26]. For example, in the example topology
Germany_17 shown in Fig. 1, for a flow between Muenchen
and Norden, (Bremen, Dortmund, Essen) is a cut set while
(Bremen, Dortmund) is a MCS. MCSs have been a popular
topic of research in fault tree analyses [27], [28], reliability
block diagram evaluations [29], [30], [31], decision diagram
analyses [32], [33], network reliability studies [34], [35],
[36], network sovereignty studies [10], [37], etc.

B. CENTRALITY METRICS
A node’s importance in the network can be quantified using
centrality metrics. In this work, we consider three traditional
centrality metrics- Nodal Degree (ND), Betweenness Cen-
trality (BC), and Closeness Centrality (CC) [38]. A node’s
ND refers to the number of links associated with it. A node’s
BC describes how often it is being used in the shortest paths
between other nodes. A node’s CC describes how close (in
hops or link length) it is to other nodes. Along with these
three popular centrality metrics, we consider two state-of-the-
art centrality metrics- Isolating Centrality (IC) and Entropy
Degree Distance Combination (EDDC). IC [39] identifies
nodes whose removal most effectively ‘isolates’ a region
of the network. It directly evaluates the impact of node
removal on network connectivity, making it apt for detecting
critical nodes in the network. It captures global structural
vulnerability rather than just local importance. EDDC [40]
unifies degree centrality, information entropy, and node
distance into a single metric to identify influential nodes
in the network. It improves over single-metric approaches
by balancing local connectivity (degree), structural diversity
(entropy), and global reach (distance) to better understand
the critical nodes in the network. The evaluations of the
IC and EDDC are as per the original proposals in [39]
and [40], respectively. These centrality metrics can be used
in availability studies [24] or sovereignty studies [9], [10],
[37]. Their application to obtain manufacturer assignments is
discussed in Sec. V-A.

C. MAXIMIZING AVAILABILITY IN MULTI-VENDOR
NETWORKS
Several techniques aim to optimize network availability,
such as adding new links to the network to increase
redundancy [41], developing more robust topologies [42],
[43], including fault-tolerant protection schemes [44], [45],
replacing network components with robust upgrades [46],
[47], routing all the flows through a high-availability
spine [48], optimization formulations and heuristics [49],
[50], [51], geographically diverse routing [52], etc. However,

these techniques do not consider the deployment of multiple
manufacturers in the network.

Notably, the authors in [48] aimed to improve network
availability by routing the working paths of all the flows
through the network’s spine. The spine was a reserved
subnetwork with very high-availability links. Hence, the
working path availability for all the flows was very high.
However, this approach requires very high-capacity links in
the spine to handle all the traffic in the network, which is
infeasible in large networks. Moreover, the Integer Linear
Program (ILP) optimization to find the spine links is not
scalable. Hence, they propose a heuristic, denoted as the
Spine-H. Additionally, [48] only considered the working and
protection paths for each flow. In this way, Spine-H did not
use all the redundancy in the network. However, Spine-H is
evaluated in our current work to compare against our new
approach in Sec. VI.

Modern communication networks are built with compo-
nents that are purchased from different manufacturers. The
components’ availabilities from different manufacturers may
vary according to the cost, subcomponents used, supply chain
logistics, and the inherent component design. For example,
the authors in [53] report that the failure and recovery rates
of devices from different vendors vary by multiple orders
of magnitude. Therefore, network operators arrange these
components from different manufacturers in their networks
such that the flow availabilities in the network aremaximized,
thereby maximizing network availability.

Previous works discuss interoperability challenges in
multi-vendor networks [54], [55], [56]. Our work does not
dive deep into these challenges. However, we recognize that
standardization is critical to ensuring seamless integration
across diverse hardware and software layers. The emergence
of disaggregated networks based on OpenROADM [57],
disaggregated components [58], and disaggregated cloud
architectures as proposed by Deutsche Telekom [59],
demonstrates a shift toward flexible, vendor-neutral archi-
tectures that replace proprietary monolithic systems with
interoperable, standardized components. Similar trends are
evident in the mobile sector with open-source initiatives
like OpenAirInterface (OAI) [60] and Open5GS [61], which
enable the deployment of modular 5G infrastructures. Hence,
we rely on the unified standardization efforts to handle
the interoperability challenges and direct the focus of this
manuscript towards network availability and sovereignty in
multi-vendor networks.

However, these works do not consider network availability.
To the best of our knowledge, only our previous work [24]
addresses the availability of multi-vendor networks. In [24],
we discussed the Manufacturer Assignment for Availabil-
ity (MAA) problem, i.e., finding the best manufacturer
assignment to the nodes in the network such that network
availability is maximized. Our proposed Non Linear Program
(NLP) solution, Zohra, assigns manufacturers and finds the
optimal paths for each flow in the network given a cost
constraint. Zohra is also evaluated in our current work to
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compare its performance against Iroh, the MILP proposed in
this work. The comparison is detailed in Sec. VI.

D. MAXIMIZING NETWORK SOVEREIGNTY
Current literature on multi-vendor networks focuses on the
modeling [57], interoperability issues [56], network security
and trust guarantees [62], and techno-economic analysis [63].
However, they do not study the impact of manufacturer
failures. Other works investigate issues in establishing a
sovereign infrastructure [20], and propose a hierarchical
stacking model to understand the digital capacity of a
geographical region [64]. However, they do not quantify
or explore solutions to improve sovereignty. Three metrics
based on centrality metrics and graph theory to measure a
nation’s sovereignty with respect to the Submarine Cable
Networks (SCNs) were proposed [65]. However, they do not
apply to a conventional optical core network with multiple
vendors.

Other works study network heterogeneity to improve
resilience and sovereignty, i.e., to remove shared vulnerabili-
ties across all the nodes by introducing variations in the nodes
in the form of hardware and software configurations [66],
[67]. The most notable one, [25], focuses on improving
network security and resilience by solving the Diversity
Assignment Problem (DAP). Diversity Assignment Problem-
Integer Linear Program (DAP-ILP) introduces network
diversity by changing some nodes to ‘variant nodes’, which
have similar properties as the original nodes, but do not
possess the same vulnerabilities. Though DAP does not
consider a multi-vendor network, it focuses on removing
common points of failure and reducing the impact of a mass-
exploit of a shared vulnerability by an attacker. Therefore,
DAP [25] can be seen as a variation of the MAS problem.
Hence, DAP is evaluated in this manuscript as state-of-the-
art and compared in Sec. VI. However, there are two issues
in [25]: (i) DAP suffers from scalability issues, and (ii) [25]
does not quantify the resilience offered by introducing
heterogeneity through a metric. In other words, it does not
quantify the network’s sovereignty.

We have also considered network sovereignty in our
previous work. Our papers [69], [70] focus on the impact
of multiple manufacturers in Data Center Networks (DCNs)
and provide guidelines to DCN operators to improve network
sovereignty. We also developed a heuristic denoted as
MCS-H, based on MCSs in [37] to maximize network
sovereignty in core networks. A flow’s MCS consists of
components that, when failed, cause the flow to fail. If all
the components of the MCS are from the same manufacturer,
and if that manufacturer is unavailable, then the MCS
fails, causing the flow to fail. Therefore, MCS-H assigns
nodes from a MCS to different manufacturers such that
multiple manufacturers need to fail for the flow to fail.
The simultaneous unavailability of multiple manufacturers is
more unlikely, and hence MCS-H provides a good solution
for the MAS problem. However, MCS-H discussed in [37]

is only a heuristic and hence provides a fast but sub-optimal
solution. Moreover, similar to [25] and [37] does not quantify
a network’s sovereignty.

Our previous work [9] addresses the aforementioned issue
by introducing the PSD score metric to measure network
sovereignty based on the manufacturer assignment. Each
flow in the network can be routed via several paths. The
PSD score metric rewards each path based on the degree of
manufacturer diversity in its paths. For example, if there are
several manufacturers in a path, the failure of any of those
manufacturers would cause that path to fail. Therefore, it is
advantageous to have fewer manufacturers in a path. It is also
advantageous to have multiple paths between the source and
destination, with each path having different manufacturers.
This would prevent single points of failure. Hence, each
path’s PSD score is calculated by finding the reciprocal of
the number of manufacturers in that path. Consequently,
the flow’s PSD score is calculated as the sum of the PSD
scores of all the paths for that flow. Additionally, we also
proposed Naga, our MILP formulation, to solve the MAS
problem based on the PSD score. However, Naga also suffers
from scalability issues because there are several flows in a
network, with each flow having hundreds of paths. Naga
overcomes this issue by considering only k shortest paths,
where choosing an appropriate k is a challenge. Hence, Naga
does not use the advantage of all the redundancy in the
network to maximize sovereignty. Moreover, if there are
several paths with similar lengths, like in aDCN, choosing the
appropriate paths is a challenge. However, since Naga is still
a strong solution to the MAS problem, we evaluate it as state-
of-the-art and compare it with our new approach in Sec. VI.
Our work in [10] combats the drawback of Naga [9]

using MCSs. In [10], we propose the CSC score metric to
quantify network sovereignty. Instead of considering a flow’s
several possible paths, CSC score rewards the diversity in
the flow’s MCSs. This is based on the same reasoning for
the MCS-H in [37]. If there are more manufacturers in the
MCS of a flow, then the MCS is less likely to fail, making
the flow more resilient to manufacturer failures. Each flow
has many MCSs. An MCS’s CSC score is calculated as the
reciprocal of the sum of the manufacturers in that MCS.
A flow is only as strong as its weakest MCS. Hence, a flow’s
CSC score is calculated as the minimum MCS-CSC score
across all the MCSs of that flow. We also proposed the CSC-
ILP [68], an ILP based on the CSC score [10] to solve
the MAS problem. CSC-ILP is fast and provides a more
holistic manufacturer assignment because it considers all the
redundancy in the network, unlike Naga in [9]. Hence, CSC-
ILP is also evaluated as state-of-the-art in our current work
and compared with our new approach in Sec. VI.
Table 1 differentiates the state-of-the-art based on their

primary area of focus, the implementation method, and the
extent of holistic optimization considering all the paths in
the network. The features discussed in Table 1 are relevant
to network availability and sovereignty as discussed in this
manuscript. Table 2 lists the advantages, limitations, and
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TABLE 1. Comparison of relevant state-of-the-art approaches evaluated in this work.

TABLE 2. Comparison of state-of-the-art approaches: advantages, limitations, and scalability.

scalability of the state-of-the-art. In our previous works [9],
[10], [37], [58], we advocated for the inclusion of sovereignty
as a secondary dependability attribute as outlined in [1]. Our
current work goes one step further to combine the MAA and
MAS problems to discuss the Manufacturer Assignment for
Availability and Sovereignty (MAAS) problem as formulated
in Sec. IV.

III. MINIMAL CUT SET (MCS)-BASED AVAILABILITY
ESTIMATION AND CUT SET DIVERSITY (CSD) METRIC
This section explains the usage of MCSs in the (i) flow
availability estimation for maximizing network availability

and (ii) CSD metric evaluation for maximizing network
sovereignty. We use the sample topology in Fig. 2a to explain
our novel approaches.

A. MCS-BASED AVAILABILITY ESTIMATION
A Reliability Block Diagram (RBD) is a simple graphical
tool that is used to calculate the availability of a system
based on its components and their interconnection [71]. For
a network flow, the flow’s availability Ar can be evaluated
using a RBD based on the nodes in the paths between the
source and destination and their interconnection with the
links. However, the accurate expression to evaluate Ar is
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nonlinear. For example, Ar of the flow from source S to
destination T in the sample topology shown in Fig. 2a can be
calculated from the flow’s RBD shown in Fig. 2b as follows.

Ar = AS ·
(
1 − (1 − AA)(1 − AC )

)
·
(
1 − (1 − AB)(1 − AD)

)
· AT , (1)

where, An is node n’s availability. However, it is infeasible to
write linear constraints in an ILP formulation to maximize
Ar . This is the major reason for most previous literature,
as discussed in Sec. II-C, to consider only the working and
backup paths in optimization problems. To overcome the
aforementioned infeasibility, we investigate MCSs. Using
MCSs in network availability evaluation is common prac-
tice [72], [73]. Furthermore, MCSs are also commonly used
in establishing bounds for a system’s availability [74], [75].
When all the nodes in a flow’s MCS fail, the flow fails.

Hence, the MCS’s availability, AMCS , can be numerically
evaluated as the probability that at least one node in the MCS
is functional. Each MCS must be perceived as a limitation
on Ar , that is, AMCS acts as the upper bound of Ar . For a
flow with multiple MCSs, when the weakest MCS with the
lowest availability (A∗

MCS ) is considered, the upper bound
is closer to Ar . This hypothesis was tested in our previous
work [34], where we correlated Ar for all the flows in several
topologies with the availability estimations (Âr = A∗

MCS ).
A high positive correlation of around 0.9 was observed [34],
greatly supporting our hypothesis.

As an example, let us consider the sample topology in
Fig. 2a and the flow between S and T . Let the nodes S and
T have availabilities of 0.99, A and C have availabilities of
0.9, and B and D have availabilities of 0.8. Then, from Eq. 1,
AST is calculated as 0.9315. The two MCSs for said flow are
(A,C) and (B,D). The MCS is available if at least one node
in the MCS is available. This can be modeled as a parallel
connection in the RBD and evaluated as,

AMCS = 1 −

∏
n∈MCS

(1 − An). (2)

Hence, A(A,C) and A(B,D) are calculated as 0.99 and 0.96,
respectively. From this example, we see that (B,D) is the
weaker MCS with lower availability, and Âr=A(B,D) = 0.96 it
is a closer upper bound to the actual Ar = 0.9315.
The high positive correlation between Ar and Âr , means

that improving Âr should also improve Ar . Moreover, since
Âr consists of only oneMCS, this availability can be modeled
as a linear expression in the logarithmic domain [49] as
further explained in Sec. IV-C. This novel approach allows
us to maximize for network availability, considering all the
MCSs, and in turn considering all the paths in the network.
This is the first approach to maximize network availability,
leveraging the complete redundancy available in the network.

B. CUT SET DIVERSITY (CSD) METRIC
The Path Set Diversity (PSD) score metric [9] rewards
manufacturer diversity across different k-shortest paths for
each flow. Since it does not consider all the possible paths,

it does not utilize the redundancy in the network efficiently.
The Cut Set Coloring (CSC) score metric [10] rewards
manufacturer diversity in the MCS, thereby utilizing the
redundancy in the network. However, the CSC score metric
performs sub-optimally because it does not consider the
manufacturer diversity across different MCSs for a single
flow. It only considers the weakest MCS, i.e., the MCS
with the lowest MCS-CSC score for evaluation. To overcome
the drawbacks of the PSD score metric [9] and CSC score
metric [10] we propose a novel Cut Set Diversity (CSD) score
metric. It is based onMCSs and it considers the manufacturer
diversity across the flow’s different MCSs. Let us better
understand the CSD metric with the example topology in
Fig. 2a.
Let us assume that there is a flow r between source S

and destination T . The MCSs of this flow are (A,C) and
(B,D). Let us assume that there are four manufacturers-
Yellow (Y ), Purple (P), Green (G), and Red (R), from which
the network operator can choose to buy the different nodes
A, B, C , and D. We assume that S and T are always
available and exclude them from the evaluation because if
the source or destination fails, the flow fails anyway. Let us
consider the two manufacturer assignments- Assignment-1
and Assignment-2, shown in Figs. 2c and 2d.
First, let us calculate the CSC scores [10] for the two

assignments. The MCS-CSC score is given by,

MCS-CSC score =

 0, if |MMCS | = 1
|MMCS |

|MCS|
, otherwise

, (3)

where, |MMCS | and |MCS| denote the number of manufac-
turers in the MCS and the number of nodes in the MCS,
respectively. There are two manufacturers in each MCS
of the flow in both assignments. Therefore, both MCSs
have the MCS-CSC score of 1 in both assignments. Hence,
the Flow-CSC score in both assignments is 1. This means
that the CSC score metric ranks both assignments as fully
sovereign. Now let us consider various manufacturer failure
scenarios to check the performance of the two assignments in
Figs. 2c and 2d. Table 3 has the failure scenarios in the first
row and shows if the flow survives the corresponding failure
scenario for the two assignments in their corresponding
rows, respectively. Since there are four manufacturers,
Y ,P,G, and R, there are four one-manufacturer failures,
six two-manufacturer failure combinations, and four three-
manufacturer failure combinations, as seen in Table 3. These
manufacturer failure combinations are the same regardless
of the topology. Hence, if four manufacturers are used
for the Germany_17 topology seen in Fig. 1, the failure
combinations will remain the same. How the topology
handles the manufacturer failures is the crucial difference.

Let us look at Assignment-1’s performance. Here, both
MCSs have the Y and P manufacturers in them. Therefore,
any failure scenario with Y and P failing will cause
the MCSs to fail, and consequently the flow to fail.
There is one two-manufacturer combination-(Y ,P), and two

VOLUME 14, 2026 117539



S. Janardhanan et al.: Improving Communication Network Availability and Sovereignty

FIGURE 2. Sample topology and its corresponding Reliability Block Diagram (RBD) in Fig. (a) and (b), respectively. Two example manufacturer
assignments in Figs. (c) and (d) for the topology shown in Fig. (a) as discussed in Sec. III. The colors, Yellow (Y ), Purple (P), Green (G), and Red (R)
denote different manufacturers from which the nodes are purchased. The source node S and destination node T are always available and excluded from
the evaluation because if the source or destination fails, the flow fails regardless.

TABLE 3. Manufacturer failure scenarios and their impact on the assignments in Figs. 2c and 2d for the flow from S to T . Failure scenarios Y , P, G, and R
correspond to the failures of manufacturers Yellow, Purple, Green, and Red, respectively. Assignment-2 suffers from more failure scenarios than
Assignment-1.

three-manufacturer combinations-(Y ,P,G) and (Y ,P,R),
that could cause flow failure. On the other hand, for
Assignment-2, the first MCS (MCS1 = (A,C)) has the Y and
P manufacturers, while the second MCS (MCS2 = (B,D))
has the G and R manufacturers. This assignment experiences
flow failure when at least one of the MCS fails. Hence, any
manufacturer failure in combination with (Y ,P) or (G,R)
will cause the flow to fail. This is also seen in Table 3.
Assignment-2 fails for two two-manufacturer failures- (Y ,P)
and (G,R), and all three-manufacturer failures.

Though manufacturer diversity is maximized in both the
MCSs in Assignment-2, the diversity across the two MCSs
plays a significant disadvantage for Assignment-2. From
a qualitative perspective of sovereignty, introducing two
more manufacturers in the second MCS creates additional
dependency on the two manufacturers, thereby increasing the
chances for flow failure. On the other hand, Assignment-1
removes this additional dependency by reusing the same set
of manufacturers in both MCSs. Therefore, Assignment-1
is more sovereign than Assignment-2. This shows that
having more manufacturers in the network is not always the
best solution to improve sovereignty. This counter-intuitive
inference also shows that the CSC score metric [10] does
not quantify a network’s sovereignty accurately. Hence, the
new Cut Set Diversity score metric should have the following
properties.

(P1) Maximizing manufacturer diversity inside a MCS
to minimize dependencies on a particular manufacturer
must be rewarded.
(P2) Minimizing manufacturer diversity across multiple
MCSs for the same flow to exclude additional depen-
dencies must be rewarded.

Based on properties (P1) and (P2), we propose the CSD score
metric as follows. The Flow-CSD (CSDr ) score is given by,

CSDr =

|M |−1∑
m=1

(
ωm × |φm(r)|

)
, (4)

where |M | is the number of manufacturers available, |φm(r)|
is the number of m-manufacturer failure scenarios that flow
r can tolerate, and ωm is the weight assigned to tolerating
an m-manufacturer failure. That is, the CSDr score is
defined as the weighted sum of the number of manufacturer
failure scenarios that a particular manufacturer assignment
can tolerate. The higher the CSDr score, the higher the
sovereignty of the flow. ωm should be higher for smaller m
because it is more important to tolerate the failures of fewer
manufacturers, i.e., tolerating 1-manufacturer failures is more
important than tolerating 3-manufacturer failures. In order
to incorporate this inverse relationship, we assume that the
weighting factor ωm is equal to the reciprocal of m, i.e.,
ωm =

1
m .

Let us better understand the CSD score metric with the
two example manufacturer assignments presented in Figs. 2c
and 2d. In Assignment-1, four 1-manufacturer failures, five
2-manufacturer failures, and two 3-manufacturer failures can
be tolerated, i.e., |φ1(r)| = 4, |φ2(r)| = 5, and |φ3(r)| = 2.
Hence, the CSDr score for Assignment-1, based on Eq. 4 is
obtained as,

CSDr =

(1
1

× 4
)

+

(1
2

× 5
)

+

(1
3

× 2
)

= 7.16. (5)

Similarly, in Assignment-2, four 1-manufacturer failures,
four 2-manufacturer failures, and no 3-manufacturer failures
can be tolerated, i.e., |φ1(r)| = 4, |φ2(r)| = 4, and |φ3(r)| =

0. Hence, the CSDr score for Assignment-2, based on Eq. 4,
is obtained as,

CSDr =

(1
1

× 4
)

+

(1
2

× 4
)

+

(1
3

× 0
)

= 6. (6)

From Eqs. 5 and 6, Assignment-1 is more sovereign than
Assignment-2. Therefore, our novel CSD score metric evalu-
ates network sovereignty based on manufacturer assignments
more accurately than the current state-of-the-art.

In Sec. IV, we employ our approach to maximize network
availability (discussed in Sec. III-A) together with our CSD
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Algorithm 1 Summary of Iroh’s Formulation
Decision Variable:
bm,n ∈ {0, 1}, ∀m, n (1 if manufacturer m is assigned to

node n).

Objectives:
Maximize availability A. (Sec. IV-D1)
Maximize sovereignty S. (Sec. IV-D2)

Constraints:
C1: Single manufacturer assignment. (Eq. 7)
C2: Network cost ≤ threshold. (Eq. 8)

Intermediates:
I1: Calculate RBD availability for all MCSs. (Eq. 11, 12)
I2: Identify weakest MCS availability. (Eq. 11, 13)
I3:Map manufacturer combinations per flow. (Eq. 14–20)
I4: Compute weighted CSD score. (Eq. 23)

score metric (discussed in Sec. III-B) to formulate a Mixed
Integer Linear Program (MILP), called Iroh, to hierarchically
maximize network availability and sovereignty.

IV. MANUFACTURER ASSIGNMENT FOR AVAILABILITY
AND SOVEREIGNTY (MAAS) AND IROH
We mainly focus on the Manufacturer Assignment for
Availability and Sovereignty (MAAS) problem. Given a
network topology as a graph G with vertices N and edges
E , its expected traffic, the number of manufacturers available
(|M |), the availability of the nodes from each manufacturer
(Am), and the cost of the nodes from each manufacturer (Cm),
the MAAS problem can be stated as follows.

(Q1) What is the best manufacturer assignment to
maximize network availability and sovereignty, given a
cost threshold?

The MAAS problem aims to assign manufacturers (colors)
to nodes in the network (graph). Hence, it can be viewed
as a modified graph coloring problem [76], with the major
difference being that MAAS has a limitation on the number
of manufacturers (colors), while traditional graph coloring
problems have infinite colors. In this section, we introduce
our Mixed Integer Linear Program (MILP) formulation,
called Iroh (pronounced /’’aI.roU/, adapted from Japanese,
meaning ‘color’), to solve the MAAS problem. There are
two sections to Iroh: (i) maximizing network availability with
Iroh-A, and (ii) maximizing network sovereignty with Iroh-
S. Iroh’s problem formulation is summarised in Alg. 1 and
detailed in the following subsections.

A. INPUT CONSTANTS
Let the network graph G have nodes as vertices N and links
as edges E . LetM = {0, 1, .., |M |−1} and |M | be the set and
the number of manufacturers available, respectively. A flow
r is represented by its source sr and destination tr , while R
represents the set of all the flows in the network. Let Um be

the unavailability of manufacturer m in the log scale. That
is, if manufacturer m has an availability of 0.99, then the
unavailability of m is 0.01, while Um = log 0.01 = −2. Let
Cm be the cost of one node from manufacturer m. We assume
that the availability of a manufacturer is proportional to the
cost of the node from that manufacturer [24], [68]. Let CT be
the maximum cost threshold of the network. The total cost
of the network is the sum of the costs of the nodes from
the different manufacturers. Let Kr be the set of all MCSs
of flow r . Let kr,j be flow r’s jth MCS. Let x be a possible
manufacturer combination represented as x = (xm|xm ∈

Z2,m ∈ M ), where xm is the binary notation equal to one if
manufacturer m is present in kr,j. For example, in the sample
manufacturer Assignment-2 in Fig. 2d, MCS1 = (A,C), has
manufacturers Y and P. Hence, xY = 1, xP = 1, xG = 0,
xR = 0. Thus, x = (1100). Similarly,MCS2 has manufacturers
G and R, making x = (0011). Let X be the set of all possible
manufacturer combinations. All-zero combinations of x (like
x = (0000)) are excluded because at least one manufacturer
is necessary in a MCS. For example, if |M | = 2, then
X = {(01), (10), (11)}.

In a communication network, it is unlikely to have multiple
manufacturers failing simultaneously. Therefore, the CSD
score metric should prioritize the ability of the network
to survive fewer manufacturers failing. This is achieved
with wx , the weighting factor associated with manufacturer
combination x. wx is chosen such that the network is
rewarded with a higher CSD score when it can successfully
tolerate 1-manufacturer failures, and rewarded less when it
can successfully tolerate more unlikely 3-or 4-manufacturer
failures. Hence, wx must be in the range (0,1). In this
work, we assume wx to be the reciprocal of the number of
manufacturers present in combination x. wx is similar to ω

in Eq. 4. We also evaluated Iroh with different values and
functions for the weighting factor. For example, we evaluated

wx = 0.1

∑
m∈M

xm
, wx =

(
0.1 ·

∑
m∈M

xm
)2 and other weighting

combinations. Due to space constraints, we do not plot the
results for these trials. The simplest weight of wx =

1∑
m∈M

xm

consistently gives the best results by focusing on greater
rewards for tolerating fewer manufacturer failures for the
topologies considered in this work. The user can use different
values forwx as per their requirement. Identifying the optimal
wx applicable to all networks is marked as future work.
Table 4 summarizes the constants used in Iroh.

B. VARIABLES
For an easier understanding of the following variables
summarized in Table 5, consider the example manufacturer
Assignment-2 in Fig. 2d. For the flow r between S and T ,
the following statements are noted. In MCS1, nodes A and
C are assigned to the zeroth (Y ) and first (P) manufacturers,
respectively. In MCS2, nodes B and D are assigned to the
second (G) and third (R) manufacturers, respectively.
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TABLE 4. Constants and their symbols in Iroh.

1) Let the binary variable bm,n be equal to one if
manufacturer m is assigned to node n. Hence, only
b0,A, b1,B, b2,C and b3,D are one for Assignment-2.

2) Let the continuous variable zr,j be equal to the unavail-
ability of kr,j, flow r’s jth MCS. This is further explained
in Eq. 11.

3) Let the continuous variable Zr be equal to the unavail-
ability of flow r in the logarithmic scale based onMCSs.
This is further explained in Eq. 12.

4) Let the continuous variable µr be the highest unavail-
ability amongst all the MCSs of flow r , i.e., the
unavailability of the weakest MCS. This is further
explained in Eq. 13.

5) Let the binary variable qm,r,j be equal to one if
manufacturer m is used in kr,j, flow r’s jth MCS.
Hence, only q0,r,1, q1,r,1, q2,r,2 and q3,r,2 are one for
Assignment-2.

6) Let the binary variable fx,r,j be equal to one if
combination x is used in kr,j, flow r’s jth MCS. Hence,
only f(1100),r,1 and f(0011),r,2 are one for Assignment-2.

7) Let the binary variable Fx,r be equal to one if the
combination x is used in flow r . Hence, only F(1100),r
and F(0011),r are one for Assignment-2.

8) The binary variable Lx̃,r is set to one for all the
manufacturer combinations for which flow r fails. For
example, since F(1100),r is equal to one for Assignment-
2, any failure combination where m0 and m1 fail, causes
the flow to fail. Hence, L1100,r , L1101,r , L1110,r , L1111,r
are set to one.

9) Let CSDr be equal to the flow’s CSD score.

C. PROGRAM FORMULATION
The model-specific constraints are formulated as follows.
1) Each node must be assigned to only one manufacturer.∑

m∈M

bm,n = 1, ∀n ∈ N . (7)

TABLE 5. Variables and their symbols in Iroh.

2) Total network cost must not exceed the cost threshold.
The cost threshold can be specified by the operator.∑

n∈N

(∑
m∈M

(Cm × bm,n)

)
≤ CT . (8)

3) The MCS’s availability AMCS is modeled in a RBD by
a parallel connection of all the nodes in the MCS as per
Eq. 2. Since Eq. 2 is non-linear, we use the logarithmic
scale. The MCS’s unavailability UMCS and its logarithm
zMCS can be evaluated based on Eq. 2 as a function of
the node unavailability un and its logarithm Un as,

UMCS =

∏
n∈MCS

(1 − An) =

∏
n∈MCS

un, (9)

zMCS = log(UMCS ) =

∑
n∈MCS

Un. (10)

However, node n’s unavailability depends on the manu-
facturer m, from which n is procured. Hence, applying
Eq. 10 to the nodes in kr,j, zr,j is obtained as,

zr,j =

∑
n∈kr,j

(∑
m∈M

(bm,n × Um)

)
, ∀r ∈ R, kr,j ∈ Kr .

(11)

4) The failure of any of theMCSs can cause the flow to fail.
Hence, the MCSs can be arranged in series in the RBD
to determine an estimate of the flow availability. Hence,
we evaluate the Zr , the unavailability of a flow r in the
logarithmic scale, as the sum of all the unavailabilities
of flow r’s MCSs in the logarithmic scale.

Zr =

∑
kr,j∈Kr

zr,j ∀r ∈ R. (12)

5) Since the weakest MCS, i.e., the MCS with the lowest
availability, is an estimate of the lower bound of the
unavailability, this can also be used in the objective to
minimize unavailability. Hence, the maximum unavail-
ability out of all of the flow r’s MCSs is stored in µr .

µr = max{zr,j|kr,j ∈ Kr } ∀r ∈ R (13)
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6) Set qm,r,j equal to one if manufacturer m is used
in in kr,j, flow r’s jth MCS, using the binary ‘OR’
operator (

∨
). Modern optimization tools are capable of

transforming the binary operators into linear constraints
automatically. In this work, we use Gurobi [77], [78],
which automates this via ‘‘general constraints,’’ while
keeping the underlying model a standard MILP using
the standard Big-M approach. The Big-M approach acts
like a mathematical light switch that converts logical
conditions into linear constraints by using a binary
variable and a large constant to activate or deactivate a
rule [79].

qm,r,j =

∨
n∈kr,j

bm,n ∀m ∈ M , r ∈ R, kr,j ∈ Kr . (14)

7) Set fx,r,j equal to one if manufacturer combination x is
used in kr,j, flow r’s jth MCS, using the binary ‘AND’
operator (

∧
). fx,r,j can be indirectly set using qm,r,j.

fx,r,j =

∧
xm∈x

(q̃m,r,j) ∀r ∈ R, kr,j ∈ Kr , x ∈ X , (15)

where

q̃m,r,j =

{
qm,r,j if xm = 1
1 − qm,r,j if xm = 0.

(16)

For example, if |M | = 3 and only the first manufacturer
is used in in kr,j, i.e., x = (100), then

f(100),r,j = q0,r,j ∧ (1 − q1,r,j) ∧ (1 − q2,r,j) = 1.

(17)

Other values of x like (001, 010, 011, ..) except (100) for
the same r and j set fx,r,j to zero. Hence, fx,r,j denotes if
the manufacturer combination x is present in kr,j.

8) Each flow r has many MCSs. It is necessary to keep
track of all the manufacturer combinations across all
the MCSs of flow r . Fx,r is the variable that is set to
if manufacturer combination x is used in flow r . It can
be obtained using the binary ‘OR’ operator (

∨
) over all

the fx,r,j variables for a specific flow r .

Fx,r =

∨
kr,j∈Kr

fx,r,j ∀r ∈ R, x ∈ X . (18)

Eq. 18 also removes duplicate entries. For example,
consider the example Assignment-1 in Fig. 2c. Here,
both the MCSs have the same manufacturers, Y and P.
Counting the same manufacturer combination twice for
the same flow is redundant. Eq. 18 forces Fx,r to one if a
manufacturer combination x is used at least once in any
of the flow r’s MCSs.

9) Set Lx̃,r equal to one according to Fx,r to get all
manufacturer combinations for which flow r fails.

Fx,r =

∧
x̃m∈x̃

(Lx̃,r ) ∀r ∈ R, x̃ ∈ X , x ∈ X , (19)

where

x̃m =

{
1 if xm = 1
1 or 0 if xm = 0.

(20)

For example, consider the Assignment-2 in Fig. 2d.
Here, there are four available manufacturers, |M | = 4.
MCS1 has the Y and P manufacturers present. Hence,
any failure scenario where Y and P fail causes the flow
to fail. For example, failure scenarios like (Y ,P,G) and
(Y ,P,R) also lead to flow failure. From Eq. 18, F(1100),r
is set to one. Since Lx̃,r tracks all failure combinations,
L(1100),r , L(1101),r , L(1110),r , and L(1111),r should be set
to one. This is achieved by,

F(1100),r = L(1100),r ∧ L(1101),r ∧ L(1110),r ∧ L(1111),r ,

(21)

1 = L(1100),r ∧ L(1101),r ∧ L(1110),r ∧ L(1111),r .

(22)

10) Set CSDr equal to flow r’s CSD score.

CSDr =

∑
x∈X

(
wx × (1 − Lx,r )

)
∀r ∈ R, (23)

where constant wx represents the weight for manufac-
turer combination x, which can be set by the user. Eq. 23
is equivalent to Eq. 4.

D. OBJECTIVES
This work focuses on the hierarchical optimization of net-
work availability and sovereignty. Hence, there are separate
objective functions for each.

1) MAXIMIZING NETWORK AVAILABILITY: IROH-A
Eqs. 7, 8, 11– 13, and their associated variables are sufficient
to maximize network availability. We evaluated different
objectives to identify the best solution.

(Iroh-A(1)) : Minimize the sum of all flow unavailabili-
ties.

min

(∑
r∈R

Zr

)
(24)

(Iroh-A(2)) : Minimize the worst-case (highest) flow
unavailability.

min{max{Zr |r ∈ R}} (25)

(Iroh-A(3)) : Minimize the maximum MCS unavailabil-
ity among all the flows.

min{max{µr |r ∈ R}} (26)

(Iroh-A(4)) : Minimize the sum of all flows’ worst-case
(highest) MCS unavailabilities.

min

(∑
r∈R

µr

)
(27)
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FIGURE 3. Evaluation workflow adopted in this work. The boxes colored in yellow and blue correspond to the Manufacturer Assignment
for Availability (MAA) and Manufacturer Assignment for Sovereignty (MAS) problems, respectively. The boxes in green are common to both.

Note that the flows can be prioritized in the objective
formulations as per the operator’s requirements, thereby
awarding more importance to certain flows. In this work,
we consider all flows to have equal priority. Based on our
experiments discussed in Sec. VI, we found that Objec-
tives (Iroh-A(3)) and (Iroh-A(4)) in Eqs. 26 and 27 respec-
tively, perform the best in globally improving availability
across all the flows. Hence, we combined Objectives (Iroh-
A(3)) and (Iroh-A(4)) sequentially in two ways:
(Iroh-A(3, 4)): First objective (Iroh-A(3)), then (Iroh-A(4)).
(Iroh-A(4, 3)): First objective (Iroh-A(4)), then (Iroh-A(3)).

Only the order of execution (priority) varies between the
two new combinations. The results for all six objectives are
compared and explained in Sec. VI-B using Fig. 5. Since
objective (Iroh-A(4,3)) performs the best by maintaining the
highest average flow availability and best worst-case flow
availability, we use this in the evaluation of the hierarchical
optimization.

2) MAXIMIZING NETWORK SOVEREIGNTY: IROH-S
Eqs. 7, 8, 14–20, and 23, and their associated variables are
sufficient to maximize network sovereignty.

(Iroh-S) : Maximize the sum of all the flows’ CSD score.

max

(∑
r∈R

CSDr

)
(28)

Similar to the availability objective formulations, the flows
can be weighted by the operator to award more importance to
certain flows. In this work, we consider all flows to have equal
weights. We also tested the max-min approach to maximize
the sovereignty of the flow with the lowest sovereignty. This
yielded no improvement. Hence, we show the evaluation only
for the Objective (Iroh-S) in Eq. 28 in Sec. VI.

3) HIERARCHICAL OPTIMIZATION OF AVAILABILITY AND
SOVEREIGNTY
To solve the MAAS problem, we use all the constraints
mentioned in Sec. IV-C and combine the objectives discussed
in Secs. IV-D1 and IV-D2. For network availability optimiza-
tion, we only consider the updated objective (Iroh-A(4,3)).

It is infeasible to combine the objectives for availability and
sovereignty in a single weighted multi-objective expression
because availability and sovereignty are not measured on
the same scale. Normalizing the sovereignty measurement
would compromise important information about the worst-
case CSDr . Hence, we adopt a sequential formulation to
accommodate both objectives. There are two alternatives to
achieve this.
i) Iroh-A+S: First, availability is maximized by objec-

tive (Iroh-A(4,3)). Then, sovereignty is maximized by
Iroh-S.

ii) Iroh-S+A: First, sovereignty is maximized by objective
Iroh-S. Then, availability is maximized by (Iroh-A(4,3)).

Table 6 summarizes all the objective functions evaluated
in this work. Note that the availability and sovereignty
optimizations can work as standalone solutions to the
MAA and MAS problems, respectively. The results of the
evaluation are discussed in Sec. VI.

V. EVALUATION WORKFLOW
This section explains our workflow as seen in Fig. 3.
(i) First, the inputs such as the topology, number of

manufacturers available, and cost and availability of
nodes from the different manufacturers are taken.

(ii) Then, the MILP formulation described in Sec. IV is
evaluated on Python using the Gurobi [77] optimization
suite, and the manufacturer assignments are saved
for Iroh-A, Iroh-S, and Iroh-A+S as described in
Secs. IV-D1, IV-D2, and IV-D3, respectively. Similarly,
the state-of-the-art and centrality metrics-based manu-
facturer assignments are also obtained as discussed in
Secs. V-B and V-A.

(iii) The manufacturer assignments are then evaluated in
terms of availability and sovereignty.
a) First, the network availability as an aggregate of all

the flows’ availability is evaluated on Python using
RBD evaluation tools [29], [30].

b) Second, the network’s CSD score as an aggregate
of all the flows’ CSD scores and the impact of
manufacturer failures are evaluated (Sec. V-C).
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TABLE 6. Summary of Iroh’s objectives, constraints, and intermediate
evaluations corresponding to Alg. 1.

(iv) Finally, we verify if higher CSD scores correspond
to higher resilience against manufacturer failures to
consolidate the CSD score as a valid metric to measure
network sovereignty. Additionally, we compare Iroh
with the state-of-the-art approaches.

A. APPLICATION OF CENTRALITY METRICS
In this work, we consider three traditional centralities- ND,
BC, and CC [38] and two state-of-the-art modern centralities-
IC [39] and EDDC [40], as discussed in Sec. II-B. There are
two sets of assignments possible for each centrality metric-
one for availability and another for sovereignty.

1) CENTRALITY APPLICATION FOR AVAILABILITY
When the main focus is on availability, all the important
nodes must be purchased from the manufacturer with the
highest availability. We assume a homogeneous assignment
to satisfy the cost constraint [24]. For example, consider the
nodes in the graph G with ND centrality values as mentioned
in Fig. 4. The higher the centrality, the more important the
node is. Hence, the nodes are rewritten in descending order
of ND as {C,F,A,D,B,E}. When two nodes have the same
ND, they are written in alphabetical order. When there are
two manufacturers (|M | = 2), the nodes are divided into
M0 = {C,F,A} and M1 = {D,B,E}. Similarly, if |M | = 3,
then, M0 = {C,F}, M1 = {A,D}, and M2 = {B,E}.
Hence, the most important nodes are purchased from themost
available manufacturer.

We assign nearly the same number of nodes to each
manufacturer to ensure the cost threshold is obeyed. The
assumption of a homogeneous assignment, distributing an
approximately equal number of nodes to each manufacturer,

FIGURE 4. Example topology and the Nodal Degree (ND) of the nodes.

serves as a heuristic to satisfy cost constraints. In real-
world network procurement, high-availability manufacturers
typically warrant a higher price. By enforcing a homogeneous
distribution of the nodes across themanufacturers, we prevent
a monopoly scenario where the budget is exhausted by
purchasing the entire network from the most expensive
vendor. Hence, this strategy ensures that while critical nodes
receive the highest possible protection to maximize network
availability within the budget, the overall procurement
remains economically feasible while also minimizing an
overwhelming dependency on a particular vendor under a
capped total expenditure threshold. BC, CC, IC, and EDDC-
based assignments also follow the same procedure. The
heuristics for availability are marked as A-ND, A-BC, A-CC,
A-IC, and A-EDDC, adapted from the heuristics discussed
in [24].

2) CENTRALITY APPLICATION FOR SOVEREIGNTY
When the main focus is on sovereignty, an operator
would not purchase all the important nodes from the same
manufacturer to avoid shared vulnerabilities. Therefore, the
nodes of similar importance should be assigned to different
manufacturers. For example, in a graphGwith vertices V , the
nodes are arranged in descending order of their centralities.
Then, we assign the nodes with comparable centralities to
different manufacturers alternatively. For example, consider
the graph G and the ND centrality values mentioned in
Fig. 4. The nodes are rewritten in descending order of ND
as {C,F,A,D,B,E}. When two nodes have the same ND,
they are written in alphabetical order. When there are two
manufacturers (|M | = 2), the nodes are divided into M0 =

{C,A,B} and M1 = {F,D,E}. Similarly, if |M | = 3,
then, M0 = {C,D}, M1 = {F,B}, and M2 = {A,E}.
Hence, nodes of similar importance are distributed across
different manufacturers. BC, CC, IC, and EDDC-based
assignments also follow the same procedure. The heuristics
for sovereignty are marked as S-ND, S-BC, S-CC, S-IC, and
S-EDDC, adapted from the heuristics discussed in [9], [10],
and [37].

B. IMPLEMENTING OTHER SOLUTIONS FOR
COMPARISON
The state-of-the-art on availability and sovereignty is detailed
in Secs. II-C and II-D and summarized in Table 1.
Zohra [24] and Spine-H [48] are the approaches considered

for the MAA problem. Given the topology as a graph,
the set of manufacturers, and the cost and availability of
nodes from the manufacturers, the NLP in Zohra returns
the appropriate manufacturer assignment directly. Zohra is
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implemented as described in [24]. Spine-H [48] considered
the only link availabilities. It is modified in our work to
consider node availability for a fair comparison. The high-
availability spine subnetwork is generated as a Minimum
Spanning Tree (MST) using Kruskal’s algorithm. The nodes
of this MST are then arranged in descending order according
to their Nodal Degrees (NDs), considering only the links that
are in the MST. Then, the most critical nodes are assigned to
the manufacturer with the highest availability, while the least
critical nodes are assigned to the manufacturer with the least
availability, similar to the procedure in Sec. V-A1.
Naga [9], MCS-H [37], CSC-ILP [10], and DAP [25]

are the approaches considered for the MAS problem as
explained in Sec. II-D. The PSD score-based ILP in Naga
assigns the least number of manufacturers in each path for
each flow in the network to minimize the dependency on
particular manufacturers. However, when there are several
simple paths between the source and destination, Naga
considers k-shortest paths. k is a parameter that can be set
by the operator. MCS-H is a heuristic that tries to assign
the nodes in each MCS to different manufacturers to avoid a
single point of failure in the MCS. CSC-ILP implements the
same logic as MCS-H using an ILP formulation. DAP is an
ILP formulation that tries to diversify nodes in the network
by using diverse variants of the nodes at different locations
in the network. Note that the terminology, ‘diverse variants’,
in DAP, is comparable to using different manufacturers in
our current work. The implementations of Naga, MCS-H,
CSC-ILP, andDAP are exactly as described in [9], [25], [37],
and [68], respectively.

C. MANUFACTURER FAILURE EVALUATION
We simulate all possible combinations of manufacturer
failures to study their impact on the network’s connectivity.
When a manufacturer fails, all the nodes from the manufac-
turer fail simultaneously. For example, when there are three
manufacturers (M = {0, 1, 2}), the possible combinations
of failures include {(0), (1), (2), (0, 1), (1, 2), (0, 2)}. The
case where all manufacturers fail is not considered. For
each combination of failures, the Average Two Terminal
Availability (ATTA) of the network is evaluated. ATTA is
defined as the percentage of successfully connected source-
destination pairs in the network under failure scenarios.
A fully sovereign network has 100% ATTA under any failure
scenario. However, this is unrealistic.

VI. RESULTS
This section explains our input parameters and the corre-
sponding results. The key findings are summarized in Table 7
and they are supported with explanations in the following
subsections.

A. INPUT PARAMETERS
The input parameters in this work are summarized in Table 8.
We evaluate four topologies- Abilene, Polska, Germany_17,
and Nobel_EU with different numbers of manufacturers

(|M | ∈ {2, 3, 4}). For each topology, flows between all
possible source-destination pairs are considered, except the
flows with one-hop paths. The node availabilities from
different manufacturers (AM ) vary linearly between 0.85 and
0.95. For example, if there are two manufacturers (|M | = 2),
then the node availabilities from the manufacturers m0 and
m1 are Am0 = 0.85 and Am1 = 0.95. Similarly, if |M | = 3,
then Am0 = 0.85, Am1 = 0.9, and Am2 = 0.95.

The cost of premium services and components with higher
availability is higher than standard services and components
with lower availability [80]. For example, the Cisco Catalyst
9300X-48HX switch has an MTBF of 185,420 hours [81],
while the Cisco 9606R has an MTBF of 4,113,900 hours [82]
at a significantly higher cost. Similarly, Atlassian cloud
services offer higher uptime SLAs in higher-priced tiers [83].
Hence, in this work, we assume that a node’s availability
is directly proportional to its cost [9], [24] to ease our
calculations and provide a proof of concept. This assumption
does not consider other factors, such as performance, power
consumption, etc. The user must change the costs according
to their network’s requirements. Additionally, we set the cost
threshold CT in Eq. 8 to the numerical average cost to build
the network as formulated in Eq. 29.

CT = |N | ×

∑
m∈M

Cm

|M |
(29)

B. MAXIMIZING AVAILABILITY
We represent network availability as the distribution of
the flows’ availabilities using box plots in Fig. 5. The
Y and X axes show the flow availability and the various
manufacturer assignments as discussed in Secs. IV-D1, V-B,
and V-A, for the Germany_17 topology [4] shown in Fig. 1,
when four manufacturers are considered (|M | = 4). The
golden star, horizontal black line inside the box, and the
small circles represent the mean, median, and outliers,
respectively. Iroh-A(4), Iroh-A(4,3), and Iroh-A+S have the
highest average flow availability. They also have the highest
worst-case availabilities. Note that Iroh-A(4,3), and Iroh-A+S
are also constructed based on Iroh-A(4). However, all three
assignments have minor variations among them according
to the objectives employed. These minor variations do not
change the network availability, but impact the sovereignty,
as discussed in Sec. VI-C.
Iroh-A(4) outperforms Iroh-A(1) and Iroh-A(2) because

Iroh-A(4) is more granular, evaluating each flow’s worst-case
MCS unavailability, whereas Iroh-A(1) and Iroh-A(2) work
more superficially, considering the flow’s unavailabilities.
Zohra [24] is a close second, because Zohra focuses on
working path availability while Iroh-A(4) focuses on overall
flow availability.

Moreover, all the approaches that maximize sovereignty
have poor network availability. This clearly shows that
there is a tradeoff between availability and sovereignty.
The centrality metrics-based heuristics also perform poorly.
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TABLE 7. Key findings and summary of comparison results listing the best performers in availability and sovereignty based optimizations.

TABLE 8. List of input options.

Hence, network operators must act according to their
priorities. If the operator prefers to maximize availability
first and then sovereignty, Iroh-A+S is the most suitable
assignment. All the topologies for all the |M | values follow
the same trends as seen in Fig. 5. Additionally, increasing |M |

did not impact the network availability significantly.

C. MAXIMIZING SOVEREIGNTY
First, we aim to show that the CSD score is a valid metric.
Second, we aim to show that Iroh-S and Iroh-S+A have the
best sovereign manufacturer assignment.

The network’s CSD score is represented as the distribution
of Flow-CSD scores in Fig. 6 across different numbers of
manufacturers (|M |) for the Germany_17 topology. Iroh-S,
Iroh-S+A, and DAP have the best average and worst-case
Flow-CSD scores. Flow-CSD score increases with |M |.CSC-
ILP is a close second. Hence, for a large topology, CSC-ILP
can be used to reduce computation time. If there is no box
(like for Iroh-A+S, |M | = 2), then the Flow-CSD scores
are concentrated at the mean. The assignments focusing
on availability first, like Iroh-A(4,3) and Iroh-A+S, and the
centrality metrics-based heuristics have poor CSD scores.

To show the validity of the CSD metric, we need to
show that there is a correlation between the CSD score

and the Average Two Terminal Availability (ATTA) under
different failure scenarios. Hence, we follow the failure
evaluation in Sec. V-C. We show the ATTA results for the
Germany_17 topology with four manufacturers (|M | = 4)
in Fig. 7a, where each line corresponds to a manufacturer
assignment. The X axis shows all the manufacturer failure
combinations, with the three grey boxes denoting one, two,
and three-manufacturer failures, respectively. However, this
graph is difficult to compare. Hence, we redraw this graph
by rearranging the lines in descending order inside each box
for each n-manufacturer failures in Fig. 7b. Fig. 7b does not
have X-axis labels because the rearrangement of each line
reorders the X axis differently for each line (manufacturer
assignment).

Based on Fig. 7b, itIroh-S, Iroh-S+A, and DAP have the
best ATTA under failure scenarios. They have identical per-
formance. Hence, Iroh-S and its extension Iroh-S+A provide
the most sovereign manufacturer assignment without the
computational complexity ofDAP. Furthermore,MCS-H and
CSC-ILPmaintain high connectivity under one-manufacturer
failures, but deteriorate when more manufacturers fail. Naga
has weaker performance, when a small k value of 2 is
considered. Naga is expected to improve when k is higher.
However, this adds to the complexity, deeming the ILP
infeasible at some point. Hence, MCS-H and CSC-ILP can
be used as a quick alternative for very large topologies. The
centrality metrics-based heuristics also have poor ATTA even
for a one-manufacturer failure, making them unsuitable.

The assignments focusing on availability first, like Iroh-
A(4,3) and Iroh-A+S, show poor ATTA. For example, both
Iroh-A(4,3) and Iroh-A+S have their ATTA dropped to
around 20% even for a one-manufacturer failure. This means
that they have a very high dependency on a particular
manufacturer, making them the least sovereign assignments.
Once again, this observation shows that there exists a
tradeoff between availability and sovereignty. If the operator
prefers to maximize sovereignty first, then Iroh-S+A is
recommended. The other topologies also follow the same
trend.
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FIGURE 5. Network availability represented as a distribution of all the flow availabilities for Germany_17 with four manufacturers (|M| = 4). The
golden star, horizontal black line inside the box, and the small circles represent the mean, median, and outliers, respectively. Iroh-A(4), Iroh-A(4,3),
and Iroh-A+S present the best average flow availability and the highest worst-case availabilities, while Zohra is a close second. All the approaches
that maximize sovereignty have poor network availability.

FIGURE 6. Network-CSD score represented as the distribution of
Flow-CSD scores across different numbers of manufacturers (|M|) for the
Germany_17 topology. The golden star, horizontal black line inside the
box, and the small circles represent the mean, median, and outliers,
respectively. Iroh-S, Iroh-S+A, and DAP have the best average and
worst-case Flow-CSD scores. If there is no box (like for Iroh-A+S,
|M| = 2), then most of the flows have their CSD scores close to the mean.

Based on Figs. 6, 7a, and 7b, we can infer the following.
1) When CSD score is high, ATTA is also high, and vice

versa. Hence, the CSD score metric is a valid metric to
quantify network sovereignty.

2) Iroh shows superior performance at lower complexity
compared with the state-of-the-art.

D. ENSURING IROH’S SCALABILITY
Iroh was evaluated on an AMD Ryzen 7 3700X octa-
core processor with 32 GB RAM. For the Germany_17
topology (17 nodes and 26 edges) shown in Fig. 1 with four
manufacturers (|M | = 4), Iroh-A and Iroh-S took 1 second
and 27 minutes, respectively. For the Nobel_EU topology (28
nodes and 41 edges) with fourmanufacturers (|M | = 4), Iroh-
A and Iroh-S took 5 seconds and 14 hours, respectively. The

lower time required for Iroh-A can be attributed to its fewer
constraints and intermediate evaluations. Although slower
than Iroh-A, Iroh-S is still significantly faster than DAP, as it
took over three hours for Germany_17 and crashed out of
memory for Nobel_EU.
DAP uses a brute force optimization logic, whereas Iroh-

S uses MCSs to reduce the solution space. Hence, Iroh is at
least an order of magnitude faster than DAP. Moreover, our
new work [85] provides a much faster way to evaluate MCSs
in a network, enabling faster pre-processing for Iroh. CSC-
ILP and MCS-H are faster due to their low complexity, but
do not produce optimal results. Iroh’s runtime for a larger
topology depends on the size and the number of the MCSs
for all the source-destination pairs in the network, rather than
the actual size of the topology in terms of the number of
nodes and edges. Hence, if a very large topology with several
nodes is considered, Iroh can be sped up by restricting the
MCSs to only those that are smaller than a threshold. This
is because very large MCSs are unlikely to fail and can be
omitted to save on computation time. Furthermore, Iroh is a
network planning solution. It needs to be run only once, likely
on high-performance servers or clusters, to get the optimal
manufacturer assignment in the design stage of the network.
Therefore, the longer runtimes for Iroh for larger topologies
with bigger MCSs are not a major concern.

E. CHALLENGES IN PRACTICAL DEPLOYMENT
Though the CSD score metric and Iroh are theoretically
sound, a practical deployment of nodes in the network
based on this study poses challenges. Similar to any multi-
vendor network, problems such as interoperability, security,
efficient network management, sharing limited performance-
related information between different manufacturers, etc.,
exist [55], [56], [57]. Furthermore, Iroh is a static solution.
However, a communication network is ever-evolving in
terms of traffic, capacity requirements, energy requirements,
and manufacturer availability. The temporal variability in
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FIGURE 7. Comparing Iroh’s performance against the state-of-the-art,
focusing on sovereignty, for the Germany_17 topology with |M| = 4.

TABLE 9. Comparison of the different sovereignty metrics.

such a planning problem needs to be addressed with more
formulations that account for the future. We mark this as our
future work.

VII. CONCLUSION
Modern Ultra Reliable Low Latency Communication
(URLLC) applications need high network availability, while
the current global political scene demands stable national
networks with minimal external dependencies. Regions
like Europe, Africa, and Asia [19], [20], and companies
like Amazon, Microsoft, and Google [86] have promised
sovereign solutions in the future. Though data, digital, and
technology sovereignty have been discussed in detail [6],
network sovereignty is yet to be explored.

To the best of our knowledge, we are the first to investigate
the tradeoff between cost, availability, and sovereignty.
We (i) proposed a new optimization approach to maximize
network availability, (ii) proposed the novel Cut Set Diversity
(CSD) metric to measure a network’s sovereignty based on
the manufacturers in the network, (iii) evaluated Iroh, our
Mixed Integer Linear Program (MILP) to optimize network
availability and sovereignty, and (iv) demonstrated Iroh’s
performance gains in terms of improvements in network
availability and sovereignty and reduced computational com-
plexity against other state-of-the-art methods. Additionally,
we also discussed how to ensure Iroh’s scalability for very
large networks. Our major inferences from this work that
serve as guidelines are as follows.
1) Increasing the number of manufacturers increases

sovereignty, but does not necessarily impact availability.
2) Network availability can be optimized holistically,

considering the complete redundancy in the network by
leveraging the relationship between flow availability and
Minimal Cut Set (MCS) availability.

3) The impact of manufacturer failures can be reduced if
diversity is maximized within the MCS and minimized
across MCSs of a flow.

4) CSD score validly quantifies network sovereignty.
5) Iroh is a powerful optimization tool that can be used to

maximize network availability and sovereignty accord-
ing to the user’s preference- Iroh-A+S if availability is
prioritized and Iroh-S+A if sovereignty is prioritized.

6) For very large networks, Iroh can be relaxed by
discarding very large MCSs.

Table 9 summarizes the different sovereignty metrics to
help network operators use the appropriate metric and its
corresponding optimization as per the problem at hand. Our
current work only considers node manufacturer failures.
We intend to extend this work to include link manufacturer
failures in the future. Moreover, we assume manufacturer
failures to be independent. However, manufacturer failures
can be correlated due to several reasons, such as multiple
manufacturers from the same country being banned, the
unavailability of one manufacturer affecting the supply chain
of another manufacturer, subcomponent sharing between
manufacturers, etc. Hence, we are currently extending the
CSD scoremetric and Iroh to include correlatedmanufacturer
failures. Furthermore, we consider a static network from
a graph perspective. In the future, we plan to extend
Iroh’s formulation to include temporal traffic data and
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link capacities and devise adequate congestion control and
restoration mechanisms. Additionally, we are interested
in extending the CSD metric for multi-domain networks
managed by different geographical regions and different
networking technologies.
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