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Abstract. Dynamic group signatures are commonly formalized in the model of
Bellare, Shi, and Zhang (BSZ, CT-RSA 2005), whose security notions are defined
relative to specific trust assumptions and registration state.

We revisit these assumptions and systematically study which guarantees continue to
hold when the trust assumptions on the issuer and opener are considered independently
and no trusted registration structure is shared between them. In particular, we show
that the meaning of traceability changes substantially in such settings. With a
malicious issuer and an honest opener, the natural analogue of traceability only
ensures that every valid signature admits an accepted opening; it does not ensure that
the resulting identity obtained its membership through a valid join. With a malicious
opener, classical accountability guarantees likewise fail to enforce this connection to
group membership. We demonstrate this by constructing a scheme satisfying the
BSZ-style security notions in which a malicious opener can produce valid signatures
that are not associated with any membership established through the join algorithm,
even though the issuer is honest.

To capture the missing relations between joining, signing, and opening, we introduce
three unforgeability-type properties. Certificate-unforgeability binds valid signatures
to issued membership certificates. Key-unforgeability requires signature generation
to rely on a corresponding member signing key. Opening-unforgeability prevents
accepted openings to identities for which no membership was issued. We prove that
these properties are logically independent and give a construction satisfying the
classical and additional guarantees under mild assumptions.

Our results identify precisely which aspects of accountability follow from trusted
issuers, trusted openers, or shared registration state, and which must be required
explicitly once these assumptions are removed.
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1 Introduction

Group signatures, introduced by Chaum and van Heyst [CvH91], provide anonymous
authentication with accountability. Members can sign on behalf of a group without
revealing their identity, while a designated opening authority can later attribute a signature
to its signer, for example to resolve a dispute. Dynamic group signatures extend this
functionality by allowing users to join the group over time [BSZ05].

The intended semantics connect three distinct operations. An issuer admits users to the
group, a member signs on behalf of the group, and an opener attributes valid signatures to
identities. Security should therefore ensure not only anonymity and accountable opening,
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but also that signing and opening remain consistent with the memberships established by
the prescribed join procedure.

Formal security notions do not capture these requirements in isolation. Their meaning
also depends on the syntax, state, and trust assumptions built into the corresponding
experiments. A relation between joining, signing, and opening may therefore be enforced
by the surrounding experiment even when it is not stated as an independent security
property. Once the surrounding structure is changed, the same named notion need not
retain the same interpretation.

Motivation. This phenomenon already appears in the standard model of Bellare, Shi,
and Zhang (BSZ) [BSZ05]. There, traceability is defined relative to a registration structure
populated by join executions. A successful opening points to an entry in this structure, and
every such entry arises from the prescribed join procedure. Consequently, the experiment
itself establishes the connection between an opened identity and group membership.

Subsequent works weaken individual trust assumptions, especially on the opening
side, considering malicious opening authorities; see, for example, Bootle et al. [BCCT16,
BCCT20]. These formulations nevertheless retain an issuer-side registration mechanism
against which accountability is evaluated. This raises a more fundamental question: which
relations between joining, signing, and opening are guaranteed by the security notions
themselves, and which follow only from the structural assumptions of the model?

Table 1 summarizes the structural assumptions underlying existing formulations. A
common pattern is that accountability requires an honest issuer and a stateful registration
mechanism, which implicitly enforces the relation between joining, signing, and opening.

Modeling choices. Our starting point is not the separation of issuer and opener by
itself, which already appears in prior models, but the removal of the trusted mechanisms
that coordinate their respective views of group membership. Our model combines four
choices. First, issuer and opener are syntactically separate and their trust assumptions
are considered independently. Second, authority and member keys can be reused across
contexts rather than being tied to a single group instance. Third, the scheme algorithms
do not receive or share trusted registration state. Security experiments retain challenger-
maintained issuance and query logs solely to define winning conditions. Fourth, the relevant
interfaces are non-interactive.

We refer to this as a registry-less non-interactive issuer—opener setting. Registry-less
means that the scheme provides no trusted registration relation linking joining, signing,
and opening. Non-interactive means that the scheme syntax consists entirely of local
algorithms and contains no interactive protocol; in particular, joining is modeled as a single
local issuer algorithm. This is an abstraction at the level of the cryptographic scheme
interface and does not preclude the use of an external PKI, registration protocol, or other
authentication mechanism in a concrete deployment. As with standard digital signatures,
such mechanisms may be required to establish and authenticate the correspondence between
parties and their public keys, but are kept outside the cryptographic interface considered
here.

Challenger-maintained logs are used only to formulate issuance and freshness conditions.
Membership semantics must instead be enforced by explicit security requirements. We
also distinguish between exposure of an honestly generated authority key and malicious
generation of authority keys; these represent different adversarial settings and are treated
separately in the corresponding experiments.

Removing the registration structure changes what classical notions express. With a
malicious issuer and an honest opener, the natural analogue of traceability can still require
every valid signature to admit an accepted opening. It does not, however, imply that
the opened identity obtained membership through the join algorithm. Thus, traceability
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Table 1: Architectural and adversarial assumptions underlying representative traceability
formulations. Joint denotes a single authority generating issuer and opener key material,
whereas Separate denotes distinct roles. Here, H denotes an honestly generated authority, C
a malicious or adversarially controlled authority, and H*P an honestly generated authority
whose secret key is exposed. Yes means that traceability is evaluated relative to trusted
membership information established at setup or through join executions, depending on the
model. All prior formulations shown assume an honest issuer and such trusted membership
information; our model removes both assumptions.

Reference Au:(l)llc(;glty Issuer Opener Registration
Bellare et al. [BSZ05] Separate H Hexp Yes
Bichsel et al. [BCNT10] Joint H H Yes
Sakai et al. [SSET12] Separate H Hexp Yes
Bootle et al. [BCCT16] Separate H C Yes
Bootle et al. [BCCT20] Separate ~ H®®P He® Yes
Boneh and Shacham [BS04] Joint H H Yes
Backes et al. [BHS19] Separate H C Yes
Groth [Gro07] Separate H HexP Yes
Benhamouda et al. [BCKT14] Separate H HexP Yes
Delerablée and Pointcheval [DP06) Separate H Hexp Yes
Alamélou et al. [ABCG17] Separate H H Yes
Krenn et al. [KSS19] Separate H H Yes
Bellare et al. [BMWO03] Joint H Hexe Yes
Derler and Slamanig [DS18] Separate H HexP Yes
Ours Separate C Hexp No

becomes an opening-related guarantee rather than a guarantee of membership provenance.

This interpretation does not contradict the impossibility of traceability with a malicious
issuer in the BSZ model. BSZ traceability is defined relative to a trusted registration
mechanism and therefore expresses a stronger connection between opening and enrollment.
Once this mechanism is absent, the corresponding opening guarantee has a different
meaning.

The gap is also visible when the issuer is honest and the opener is malicious. We
construct a scheme satisfying the classical BSZ-style security notions in which a malicious
opener can nevertheless produce valid signatures that are not associated with any mem-
bership established through the join algorithm. Hence, successful verification and opening
do not by themselves establish that a signature originates from a legitimately enrolled
member.

Contribution. We provide a systematic decomposition of the trust and state assumptions
underlying security for dynamic group signatures. This separates guarantees concerning
anonymity and opening from guarantees concerning the provenance of group membership
and makes explicit which relations were previously induced by the experiment structure.

We then formulate three additional unforgeability-type properties capturing the missing
membership semantics. Certificate-unforgeability ensures that producing a fresh valid
signature requires access to a valid membership certificate. Key-unforgeability analogously
requires access to the corresponding member secret key. Opening-unforgeability prevents
accepted openings to identities for which no membership was issued.

Together, these properties explicitly connect joining, signing, and opening without
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Table 2: Security properties and their associated adversarial settings. Here, H denotes
an honestly generated party, C an adversarially controlled party, and H*P an honestly
generated party whose secret key is exposed. The classical notions govern anonymity
and opening behavior, whereas the additional unforgeability properties explicitly enforce
consistency with membership issuance. For certificate- and key-unforgeability, freshness is
replay-based: the guarantee concerns fresh accepted transcripts and should not be read as
a causal statement about how the underlying signature string was originally generated.

Property Issuer Opener Members Guarantee

(Strengthened) Classical Properties

Anonymity C H > 2H®P Hides the signer’s identity
Non-frameability C C >1H  Prevents false attribution
Traceability C HeP C Every valid signature can be opened
Trace-soundness C C C At most one accepted attribution
tuple
Non-claimability C C > 1H®P Prevents re-attribution
Required Additional Properties
fleato.
Certi cate? . H C all H*P  Producing a fresh valid signature
unforgeability . . .
requires a membership certificate
Key- - H C all H Producing a fresh valid signature
unforgeability . .
requires the corresponding member
secret key
Opening- .
umforgeability H C C Every accepted opening corresponds

to an issued membership

relying on a trusted registration structure.

We establish the relevant independence relations between the classical and the additional
properties. In particular, the new properties do not follow from the classical notions in our
setting and cannot in general be collapsed into one another without adding further structural
assumptions. Finally, we give a modular construction from standard cryptographic
primitives and prove that it achieves the resulting set of guarantees.

Table 2 summarizes the decomposition. It records the adversarial setting associated
with each property and separates classical opening-related guarantees from the additional
guarantees needed to enforce membership semantics.

Related work. Early works on provable security in group signatures include Ateniese
et al. [ACJT00], who first introduced the notion of coalition resistance. The modern
rigorous formal treatment of group signatures begins with the static model of Bellare,
Micciancio, and Warinschi [BMWO03] and its extension to dynamic groups by Bellare, Shi,
and Zhang [BSZ05]. The BSZ model gives rigorous definitions of anonymity, traceability,
and non-frameability for groups in which users can join over time and provides the
reference point for much subsequent work. Kiayias and Yung [KY06] give a formal model
with dynamic joins and observe that join management and anonymity revocation can be
separated, with anonymity holding even against an adversary controlling the join manager;
see also [KY05]. For broader background on group and ring signatures, we refer to the
survey of Perera et al. [PNHT22].

Many constructions instantiate or extend these models with additional functionality,
including efficient dynamic enrollment, revocation, and stronger privacy guarantees; repre-
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sentative examples are the works summarized in Table 1. These contributions primarily
address how particular functionality and security goals can be realized efficiently. Our
focus is instead on which relations are expressed by the experiments and which are supplied
by their surrounding registration structure.

Sakai et al. [SSET12] identify signature hijacking as a gap in earlier formulations
and introduce opening soundness to prevent a party from successfully claiming another
member’s signature. Bootle et al. [BCCT16, BCCT20] develop a comprehensive treatment
of fully dynamic group signatures and consider stronger behavior on the opening side.
Backes et al. [BHS19] further study privacy in fully dynamic settings. More recently,
Emura [Emu26] revisits the role of individual winning conditions in traceability, while Cao
and Emura [SE26] give an additional interpretation of non-frameability in the context of
anonymous auctions. These works are orthogonal to our setting: they refine or reinterpret
the security meaning of classical experiments while retaining the surrounding registration
structure. Although these works strengthen or clarify accountability and privacy in
important ways, membership continues to be evaluated relative to issuer-maintained
registration state.

Our work is complementary. We isolate the relation between joining, signing, and
opening and show that this relation is not implied by the classical notions once the trusted
registration structure is removed. The additional unforgeability properties make the
missing issuance and membership semantics explicit.

Practical relevance. The distinction matters whenever issuance and opening are
assigned to different administrative or legal entities. An issuer may maintain its own
enrollment records, while an independent opening authority is deliberately prevented
from obtaining or trusting the complete registration database. Such separation can arise
from organizational separation of duties, data minimization requirements, or the use of
independently operated services. Long-lived authority and member keys may additionally
be reused across multiple contexts, while non-exportable keys held in hardware security
modules prevent the parties from collapsing their roles through key sharing.

In these deployments, the parties need not share a single authoritative view of mem-
bership. It is nevertheless tempting to interpret a successful opening as proof that the
identified party was legitimately enrolled. Our results show that this conclusion does
not follow from classical traceability alone. If enrollment provenance is required, the
relation must be captured explicitly by the security definition rather than inferred from
the existence of an accepted opening.

Which additional properties are needed? We do not propose the three additional
unforgeability notions as a mandatory replacement for the classical framework in every
deployment. Their relevance depends on which structural guarantees are already enforced by
the deployment. For example, if membership issuance and the corresponding registration
state are fully trusted, certificate provenance may already be guaranteed outside the
cryptographic security experiment. Likewise, assumptions on opener behavior or on
admissible key generation may render some of the additional guarantees redundant. Our
aim is instead to identify the guarantees that must be stated explicitly once these structural
assumptions are removed. In the registry-less and non-interactive setting considered here,
none of the three guarantees can in general be inferred from the remaining security notions.

A concrete example. Sakai et al. [SSET12] attack the Furukawa-Imai scheme [F105]
with a corrupt opener and two corrupt members. Their result concerns opening soundness.
We present an extension to an unjoined target that concerns our setting below. Specifically,
consider an adaptation whose opening-verification algorithm accepts precisely when the
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group signature verifies and the supplied opening proof verifies the relation
JweZ;: Q=R/VVY

This adapted verifier performs no additional membership-issuance check for @). The
argument below concerns this explicitly specified verifier, not the full verification interface
of the original scheme.

Let G have prime order g, let S = g° with s € Z, and consider

(R, V)= (g""",5"),  rely

Let the issuer be honest and let the adversary obtain a membership certificate only for
the controlled signer ); = ¢®* under the chosen opener key. The corrupt opener and
controlled signer know s, z;, 7. Choose z; € Zy\ {z;, z;+r} and set Q; = ¢g™#. All exponent
arithmetic is modulo ¢q. Then

ST . R zitr v
Thus the adversary knows a witness for the alternative opening relation.

Using the witness w, the adversary runs the honest opening-proof algorithm to obtain
Oj;. Completeness of that proof system and validity of the original group signature imply
acceptance by the adapted verifier. Since ); # @; and the only join query was for @,
the pair (Q;,opk) is absent from the join relation. Hence the output (Q;,opk,m, o, O;)
violates opening-unforgeability. While this particular attack also violates trace-soundness,
trace-soundness alone does not enforce the missing connection to membership issuance:
Theorem 32 exhibits a trace-sound scheme that nevertheless fails opening-unforgeability.

2 Preliminaries

2.1 Notation

Let A € N denote the security parameter. Unless stated otherwise, all algorithms take 1
as an implicit input. Whenever a security experiment generates public parameters, they
are available as implicit input to the adversary and to every oracle and algorithm invoked
in the experiment.

For a probabilistic algorithm A, we write

a g A(x)

to denote that a is sampled according to the output distribution of A on input x. If A is
deterministic, we write
a + A(z).

If all randomness is supplied explicitly as &, we write
a + A(x;€).

Whenever explicit randomness is supplied, £ ranges over the valid random tapes of A on
the given input; invalid random tapes result in L. Accordingly, statements quantified over
all @ g A(x) are understood pointwise over all outputs obtained from valid random tapes.
In particular, if

a=Az;{) # L

for valid &, then a is covered by such a correctness statement.
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When both the output and the internally sampled randomness are relevant, we write
(a;8) 5 A(x).

An algorithm is called efficient if it runs in probabilistic polynomial time in A and in
the length of its explicit inputs. Unless stated otherwise, all adversaries and explicitly
defined algorithms are assumed to be efficient.

Algorithms may output the distinguished symbol L ¢ {0,1}* to indicate failure. All
algorithms are interpreted as total algorithms on their syntactic input domains. Inputs
that do not parse as required, have the wrong type, or fail an implicit domain check result
in 1; decision algorithms return 0.

For a nonempty finite set .S, the notation

a<—$S

denotes uniform sampling of a from S.

We write MS for the relevant message space, which is assumed to be efficiently derivable
from the corresponding public parameters or public key. All tuples and lists admit an
injective and efficiently invertible encoding into {0,1}*.

A function negl : N — Rs is negligible if, for every positive polynomial p(-), there
exists ng € N such that for all n > ng,

1
negl(n) < et

We use standard one-way functions and an existentially unforgeable digital signature
scheme, together with public-key encryption and non-interactive proof systems. In addi-
tion to their standard security properties, our constructions require key-verifiability and
decryption-soundness for encryption and statement-binding for non-interactive proofs.

These requirements play different roles. Key-verifiability and decryption-soundness
are explicit interfaces for properties of encryption that are needed when adversarially
generated keys occur in the security proofs; in particular, both are satisfied by the ElGamal
instantiation considered below. Statement-binding is a syntactic strengthening that can
be obtained generically from any proof system satisfying simulation-sound extractability
(SSE) by binding the proof to its complete statement, as shown below. SSE itself is the
substantive proof-system requirement used for witness extraction in our reductions. Thus,
the additional terminology is primarily intended to expose the exact primitive interfaces
used by the construction rather than to introduce new hardness assumptions.

2.2 One-Way Functions

One-way functions formalize the intuitive notion of a function that is easy to compute but
hard to invert.

Let F = {fx: Cx = Dy}xen be a family of efficiently computable functions, where C)
and D) are efficiently describable domains. We require that uniform sampling from C' is
efficient. We further assume that fy(w) = L whenever w ¢ C\.

Definition 1 (One-Way Function). We call F a one-way function family if for every PPT
adversary A there exists a negligible function negl such that for all A € N,

x g COx; y < fa(x);

T’ g A(lA,y) 2l €O fa(@) =y < negl(\).

Pr
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2.3 Digital Signature Schemes

A digital signature scheme allows a party to sign messages such that the authenticity of
the resulting signature can be publicly verified. For the constructions below, its message
space is {0, 1}*, so every injectively encoded certificate or auxiliary-signature message is
admissible.

Framework. We use the standard syntax.

Definition 2 (Digital Signature Scheme). A digital signature scheme ¥ is a tuple of four
PPT algorithms

(PPx, KGsx, Sgny, Vfyy)
defined as follows.
PPs. On input 1%, output public parameters pps:
ppy 5 PPx(1%).
We assume that ppy is implicit input to all other algorithms.
KGsg. On input ppy, output a signing key sky and a verification key pksy:

(skx, pky) <=3 KGx (ppyx).

Sgny. On input (sks,m), output a signature o:

o g Sgny (sks, m).

Vfys. On input (pky,m, o), output a decision bit d € {0,1}:

d <+ nyZ(pk27 m, J)'
Definition 3 (Correctness). A digital signature scheme X is correct if for all A € N, all
pps <s PPx(1%), all (sks, pks) <—g KGs (pps ), all messages m € MS, and all signatures

o <5 Sgny (skx, m), we have
VfYZ(pk27 m, U) =1

2.3.1 Security

We use existential unforgeability under chosen-message attacks.

Unforgeability. Informally, even given adaptive oracle access to the signing algorithm,
an adversary should not be able to produce a valid signature on a previously unsigned
message.

Definition 4 (Existential Unforgeability under Chosen-Message Attacks). A digital
signature scheme ¥ is existentially unforgeable under chosen-message attacks (EUF-CMA)
if for every PPT adversary A there exists a negligible function negl such that

Pr [Expij;_CMA()\) = 1} < negl(A).

The corresponding experiment is given in Figure 1.
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Exply (M) :

ppy ¢ PPx(1%)
(skx, pky) <5 KGs(ppy)
Q+0
ok
(m*,0%) <5 A7>= (pky)
where oracle nggiz (m):
Q«+ QU {m}
return o <g Sgny (sky,m)
return 1 if Vfys (pks, m*,0*) =1Am* ¢ Q
return 0

Figure 1: EUF-CMA experiment for digital signature scheme .

2.4 Public-Key Encryption

We use public-key encryption with an explicit key-verification algorithm. Besides standard
correctness and confidentiality, we require the key-verifiability and decryption-soundness
properties defined below.

Framework. We use the following syntax.

Definition 5 (Public-Key Encryption Scheme). A public-key encryption scheme © is a
tuple of PPT algorithms

(PPo,KGe, Encg, Decg, KVfyg)
defined as follows.
PPo. On input 1*, output public parameters ppg:

ppe s PPo(1%).
We assume that ppg is implicitly available to all remaining algorithms.
KGg. On input ppg, output a decryption key skg and an encryption key pkg:
(ske, Pke) <=5 KGe (pPo)-

Enceg. On input (pkg,m), output a ciphertext c:

¢ <3 Enco(pkg, m).

Decg. On input (ske,c), output a message m or L:

m < Decg(ske, ¢).

KVfyg. On input (ske, pkg), output a decision bit d € {0,1}:
d <+ KnyO(Sk@, pk@)

Definition 6 (Correctness). A public-key encryption scheme © is correct if for all A € N, all
PPo 3 PPo(1?), all (ske, pke) <—s KGe(ppg), all messages m € MS, and all ciphertexts
¢ 3 Enco(pkg, m), we have

Deco(ske,c) =m and KVfyg(ske, pkeg) = 1.
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Exp A ()

PP s PPo (1)
(ske, pke) <=5 KGe(pPo)
b g {0, 1}

oo
b* %$ .A EnC@ (pk@))

b,pke .
where oracle Og; 5,° (mo, m1):

return L if mg % MSVmy ¢ MS
return ¢ <—g Encg(pkg, my)

return 1 if b* =b

return 0

Figure 2: mcIND-CPA experiment for public-key encryption scheme ©.

2.4.1 Security

For the encryption schemes used here, all messages in MS have a common publicly
determined encoding length for each parameter instance. Thus every admissible left /right
query below has equal-length messages. If variable-length message spaces are used instead,
the oracle must additionally reject unequal lengths, and applications must pad their
challenge plaintexts to a common length. We use multi-challenge indistinguishability under
chosen-plaintext attacks. This is polynomially equivalent to the standard single-challenge
formulation by a standard hybrid argument [BBMO0O].

mcIND-CPA security. Informally, an adversary should not be able to distinguish
encryptions of adaptively chosen left /right message pairs.

Definition 7 (mcIND-CPA Security). A public-key encryption scheme © is mcIND-CPA-
secure if for every PPT adversary A whose output lies in {0, 1} there exists a negligible
function negl such that

- 1
Pr [Expﬂfg\m CPAN) = 1} - 2’ < negl(A).
The corresponding experiment is given in Figure 2.

2.4.2 Key-Verifiability and Decryption-Soundness

In our construction, encryption keys and decryption keys may occur inside adversarially
generated proofs. For this reason, standard correctness is not sufficient: correctness only
covers honestly generated key pairs. We therefore require two additional properties.

Key-verifiability. Key-verifiability requires that the verification algorithm KVfyg mean-
ingfully pins down decryption behavior. Concretely, no efficient adversary should be able
to produce two decryption keys that both pass verification for the same public key and yet
decrypt some ciphertext differently.

Definition 8 (Key-Verifiability). A PKE O is key-verifiable if for every PPT adversary A
there exists a negligible function negl such that

Pr Expﬁigerifiability(A) -1 < negl()\),

where the experiment is given in Figure 3.
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KeyVerifiability .
Expjo (N :

PPe s PPo(1%)

(skgo:sko1, Pke, ¢*) <=5 A(ppe)

return 0 if KVfyg (skgo, pkg) # 1V KVfyg(skg, pkg) # 1
return 1 if Decg(skgo, ¢*) # Deco (skg 1, ¢*)

return 0

Figure 3: Key-verifiability experiment for public-key encryption scheme O.

Decryption-soundness. Decryption-soundness strengthens correctness to adversarially
generated key pairs that pass KVfyg. Intuitively, once (pkg,ske) is accepted as a valid
key pair, ciphertexts honestly generated under pkg must decrypt consistently.

These properties are incomparable: key-verifiability controls ambiguity among accepted
decryption keys for the same public key, whereas decryption-soundness rules out malformed
but accepted key pairs that decrypt honestly generated ciphertexts incorrectly. This
formalizes the distinction underlying the ideas of Derler et al. [DSS20].

BxplE™™ ()
pPPo s PPo(1%)
(skg, pkg, m*, 7*) <5 A(ppg)
return 0 if KVfyg(skg, pkg) # 1
¢ + Ence(pkg, m*;r)
return 0 if ¢ = L
return 1 if Decg(skg, ) # m
return 0

*

Figure 4: Decryption-soundness experiment for public-key encryption scheme ©.

Definition 9 (Decryption-Soundness). A PKE O is decryption-sound if for every PPT
adversary A there exists a negligible function negl such that

Pr[ExpBeg™™(\) = 1] < negl()),

where the experiment is given in Figure 4.

Together with correctness, decryption-soundness extends the correctness guarantee
from honestly generated key pairs to adversarially generated key pairs that pass KVfyg.

By correctness, every honestly generated key pair is accepted by KVfyg.

Schemes intentionally permitting multiple secret keys or multiple valid decryption
behaviors arise in non-committing encryption, functional encryption, and related set-
tings [BSW11, CLNS17, HRW16, Nie02].

We next instantiate these requirements with ElGamal and then record the corresponding
properties.

2.4.3 ElGamal Instantiation

Decisional Diffie-Hellman Assumption
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Definition 10 (Decisional Diffie-Hellman). Let
(G,q,9) +s GGen(1*)

and let z,y, z <—g Z,. We say that the DDH assumption holds for GGen if, for every PPT
distinguisher A,

|Pr[A(G’q7g,g:L”gy7eg) = 1] - Pr[A(quag7gIagyagz) = 1”

is negligible in .

Instantiation. We use standard ElGamal encryption over prime-order groups. Messages
are assumed to be elements of G.

PPo(1*) : Run
(G, g, 9) s GGen(1*)

where G is a cyclic group of prime order ¢ generated by g. Output
Ppo < (G, 4,9).
KGe(ppg) : Sample z <—g Z,. Set
sko and pkg +— g" € G.

Return (ske, pkg)-

Ence(pkg,m) : Sample r <—g Z, and output
¢+ (c1,¢2) < (g, m-pkg) € G2

Decg (ske, ¢) : Parse ¢ = (c1,¢2) and output

sko
m < co/c]°C.

KVfyg(ske, pke) : Return 1 if pkg = g**©, and 0 otherwise.

Construction 1: ElGamal Encryption over Prime-Order Groups

Theorem 1. Let © be as in Construction 1. Then © is perfectly correct.

Proof. Let x,r € Zg, let pkg = g%, and let

c=(g",mpkg) = (9", mg™").

Then o
g
Deco(z,c) = =m.
9=y
Moreover,
KVfyg(z,g%) = 1.
Hence ElGamal is perfectly correct. O

Theorem 2. Let © be as in Construction 1. Then © is mcIND-CPA-secure under the
DDH assumption.
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Proof. Standard ElGamal is IND-CPA secure under DDH. Indeed, for public key pkg = g%,
an encryption of my has the form

(9", mpg™").
By DDH,
(9".9",9"")

is computationally indistinguishable from
(9°.9".9%)

for uniform z <—g Z,. In the latter distribution, ¢g* is uniform in G, and therefore m;g* is

uniform and independent of b. Thus ElGamal is IND-CPA secure under DDH.
Multi-challenge IND-CPA follows from single-challenge IND-CPA by the standard

hybrid argument stated above. O

For the following statements, let © be the standard ElGamal encryption scheme above.
These statements establish the additional encryption properties needed by our construction.
The group-signature constructions below additionally require Dy C Mgy, so outputs of
the chosen one-way function are valid encryption plaintexts.

Theorem 3. O is key-verifiable.

Proof idea. In a prime-order group, the public key uniquely fixes the corresponding
exponent modulo the group order, and thus uniquely determines decryption behavior.

Proof. Consider ElGamal over a cyclic group G of prime order g with generator g. Public
keys are of the form

pke = g™©

for skg € Z4, and the key-verification algorithm accepts exactly the well-typed pairs
(ske, pkeg) satisfying this equality.

Suppose that an adversary outputs (skeg,ske?, pkg, ¢*) in the key-verifiability experi-
ment. If either secret key fails verification, the experiment returns 0. It therefore remains
to consider the case

KVfyg (skag, pkg) = KVfyg(skel, pkg) = 1.
By the implicit domain checks, ske{,ske] € Z4, and acceptance implies
gskea = pk = gokei,
Since g generates a group of order ¢, the map
T — g°

is injective on Z,. Hence skgj = ske].
Because Decg is deterministic and total, it follows for every ciphertext ¢* that

Deco(skeg, ¢*) = Dece(ske], ¢¥).

Thus the winning condition in Figure 3 never occurs, and the experiment returns 1 with
probability 0. O

Theorem 4. © is decryption-sound.

Proof idea. Acceptance by KVfyg forces pkg = g*©. Hence decrypting an honestly
generated ElGamal ciphertext with any accepted secret key is exactly ElGamal correctness.
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Proof. Consider an arbitrary output (skg, pkg, m*,r*) of the adversary in the decryption-
soundness experiment. If KVfyg(skg,pkg) # 1, the experiment returns 0. We may
therefore assume

KVfyg (skg, pkg) = 1,

which, by definition of key verification, implies
pko = g*©.
The experiment computes
¢ + Ence(pkg, m™;r™).

If this invocation returns 1, the experiment again returns 0. Otherwise, the implicit
domain checks ensure that m* € G and r* € Z,, and ElGamal encryption yields

¢ = (er,e0) = (9" ,m" (pks)" ).

Consequently,

C2
0
m* (gskg )T*
(g7
=m*.

Deco (skg, c) =

Hence the winning condition in Figure 4 never occurs, and the experiment returns 1 with
probability 0. O
2.4.4 Separating Key-Verifiability and Decryption-Soundness

Theorem 5 (Key-Verifiability =4 Decryption-Soundness). There exists a correct and
key-verifiable PKFE that is not decryption-sound.

Proof idea. One can augment the public key with auxiliary data that leaves key-
verifiability intact while modifying decryption on honestly generated ciphertexts for ac-
cepted but malformed key pairs.

Proof. Let
O©0 = (PPe,KGe, Ence, Decg, KVfyg)

be any correct and key-verifiable PKE. We construct a correct and key-verifiable PKE
0’ = (PPg, KGg, Encg, Decg, KVfyg)

that is not decryption-sound.

Construction. The public parameters and message space of © are those of ©y. The
derived scheme attaches a bit to both the public key and the secret key. Honest key
generation always uses the bit 0.

PPg. Run PPg without modification.
KGg. On input ppg, sample
(ske. Pke) <5 KGeo(pPo)

and output
skg « (ske, 0) and pko + (pkg,0).
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KVfyg. On input ((ske,b), (pke,?b’)), return 1 if and only if
KVfyo(ske,pkg) =1 and  b=1b".

Encg. On input ((pkg,b),m), ignore b and run Ence(pkg,m). With explicit randomness
r, define
Enc,@((pk(—)v b)a m; T) A Enc@(ka)a m; T)'

Decg. On input ((ske, b), c), return

Deco(ske,c), b=0,

Dech ((ske, b), ¢) +
b ((ske. b)) {L’ L

Correctness. Honest key generation always sets both key bits to 0. Key verification
then accepts by correctness of O, encryption agrees with Encg, and decryption agrees
with Decg. Thus ©’ inherits correctness from .

Key-verifiability. Suppose an adversary wins the key-verifiability experiment against
©’. Let

((Sk@()a bO)a (Sk@h b1)7 (kaa b/)a C*)
denote its output. Since both secret keys pass KVfyg for the same public key, we have
bg=by =V
and
KVfyg(skeo, pke) = KVfyg(ske1, pke) = 1.
If & = 1, both derived decryption algorithms return L, so their outputs cannot differ.
Therefore, every successful adversary must have o’ = 0. In that case,
Decg ((skei,0), ¢*) = Dece(skos, ) for ¢ € {0,1}.

Any difference between the two derived decryption outputs therefore yields a difference
between the corresponding outputs in the key-verifiability experiment for ©(. Forwarding
(skoo, ske1, pkg, ¢*) gives an adversary against key-verifiability of ©¢ with the same success
probability. This probability is negligible, and hence ©’ is key-verifiable.

Failure of decryption-soundness. Consider the following adversary. It generates an
honest base key pair

(ske, pkg) 5 KGe(ppg),

chooses any message m* in the message space and valid encryption randomness r*, and
outputs
(sko, Pk, m", %) < ((ske, 1), (pke, 1), m", 7).

By correctness of the base key-verification algorithm,
KViyg (ske, pkg) = 1.

Moreover,
¢ < Encg (pkg, m™; ™)
is an honestly formed ciphertext of g, while

Decg (skg, c) = L # m™.

Thus the adversary wins the decryption-soundness experiment with probability 1, and ©’
is not decryption-sound. O
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Theorem 6 (Decryption-Soundness =~ Key-Verifiability). There exists a correct PKE
©" that is decryption-sound but not key-verifiable.

Proof idea. One can encode auxiliary information into the secret key and ciphertext so
that honest executions remain correct, while distinct accepted decryption keys still induce
different outputs on some ciphertext.

Proof. Let
0 = (PPe,KGe, Ence, Decg, KVfyg)

be any correct and decryption-sound PKE. We construct a correct and decryption-sound
PKE

0" = (PP{, KGg, Encg, Decd, KVfyg)

that is not key-verifiable.

Construction. The public parameters and message space of ©” are those of ©g. Secret
keys are augmented by a bit b, and ciphertexts are augmented by a bit f. Honest encryption
always sets f = 0, whereas decryption may behave differently on well-formed ciphertexts
with f = 1.
PP¢$. Run PPg without modification.
KGg. On input ppg, sample

(Sk®7 pk@) A KG@(pp@) and b 3 {O’ l}a

and output
skg < (ske,b)  and  pkg < pke-

KVfyg. On input ((ske,b), pke), ignore b and return

KnyIG/((Sk®7 b)a pk(—)) — Kny(—) (Sk@a pk@)

Encg. On input (pkg,m), compute
¢o <3 Ence(pkg,m).
If ¢ = L, return L; otherwise return
¢+ (0,¢).
With explicit randomness r, the same procedure uses ¢g < Encg(pkg, m; 7).

Decg. On input ((ske, b), (f,co)), return

DeC@(Sk@,Co), .f = 07
Decg ((ske, b), (f,co)) < < Dece(ske,co), f=1andb=0,
1, F=Tlandb=1.

Correctness. Every honestly generated ciphertext has the form (0, ¢g). Consequently,
decryption under either value of the honestly generated key bit b agrees with Decg(ske, cp).
Key verification also agrees with the base scheme. Correctness of ©” therefore follows
directly from correctness of ©g.
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Decryption-soundness. Let A be an adversary against decryption-soundness of ©”.
We build an adversary B against decryption-soundness of ©y. On input ppg, adversary B
runs A(ppg) to obtain

((skg, b%), pkg, m*, r*)

and outputs
(5K iy, 1", 1)

to its own experiment.
The derived verification condition

KVfyg ((sko.b"), pko) = 1

is identical to
KViye (sko, pke) = 1.

Moreover, if base encryption returns
co < Enco(pkg,m*;r*),
then derived encryption returns (0, ¢p), and
Decg ((skg, b*), (0,¢0)) = Dece (skg, co)-

Thus A wins against decryption-soundness of ©” exactly when B wins against decryption-
soundness of Og. Since O is decryption-sound, this probability is negligible. Hence ©” is
decryption-sound.

Failure of key-verifiability. Consider the following adversary in the key-verifiability
experiment. It generates an honest base key pair

(ske, pke) <=5 KGo(pPo),
chooses any message m in the message space, and computes
¢ s Enco(pkg,m).
It then outputs
skog « (ske,0), ske] + (ske, 1), pkg < pkos c* + (1, ¢c).
By correctness of base key verification, both derived secret keys satisfy
KVfys (skel, pkg) = 1 for i € {0,1}.

However,
Decg (skog, ¢*) = Deco(ske, cp) = m,

whereas
Decd (ske,c*) = L.

The two outputs differ, so the adversary wins with probability 1. Therefore ©” is not
key-verifiable.

The separating ciphertext ¢* = (1, ¢g) is well formed for ©” but lies outside the range of
its honest encryption algorithm. This is precisely the gap exploited by the separation: key-
verifiability quantifies over arbitrary well-formed ciphertexts, whereas decryption-soundness
considers only ciphertexts produced by the prescribed encryption algorithm. O
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2.5 Non-Interactive Proof Systems

Let L C {0,1}* be an NP-language with associated witness relation R. A non-interactive
proof system allows proving membership x € L without interaction.

Parameterized languages. In many applications, the underlying relation depends on
externally chosen public parameters. We model this as a family of languages {Ls}ser,
where

Ly = {z|3w: Ry(x,w)=1}.

Whenever useful, we view the statement as already containing the relevant public parame-
ters. For readability, we suppress this dependence when it is clear from context.

For simplicity, we write R(x,w) and assume that any parameters are encoded in x.
In particular, the displayed statements for L{’ppz’pp@ and L5 in the constructions and
reductions suppress, respectively, the fixed prefixes (f, pps, ppo) and ppg. These prefixes
are part of the actual statement passed to every prover, simulator, verifier, and extractor.
We use the corresponding universal NP relations, so their CRS setup does not require fixing
these externally generated parameters first. All equality and freshness tests on statements
refer to these full encodings. In particular, the full statement contains all public data
relevant to the relation, such as public keys, ciphertexts, and the signed message.

Framework. We use the following syntax.

Definition 11 (Non-Interactive Proof System). A non-interactive proof system I for L
consists of PPT algorithms
(PGn, Prfn, nyn)

defined as follows.

PGp. On input 1%, output a common reference string crsp:

Crsn <—g PGn(l/\)

Prfrn. On input (crsp, z, w), output a proof =:
7 <—g Prfn(crsn, z, w).
We interpret the prover as a total algorithm and require
Prfn(crsp, z,w) = L
whenever R(z,w) # 1.
Vfypn. On input (crsp, x, 7), output a decision bit d € {0,1}:

d < Vfyp(crsp, z, m).

Definition 12 (Correctness). A non-interactive proof system [ for L is correct if for all
A €N, all crsp <—g PGr(1%), all statements x € L, all witnesses w with R(z,w) = 1, and
all proofs 7 g Prfn(crsp, z, w), we have

Viyp(ersp, x,m) = 1.

We additionally require zero-knowledge and simulation-sound extractability.
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EprerIEI:-Knowledge-Real()\) . Expiﬁ:ﬁrﬁwledge—ldeal()\) .
crsn <—g PGn(l/\) (CFSn,T) 3 SlMl(l)\)
b* g A0 (crsp) b* g AP (crsp)
where oracle Op, (z, w): where oracle Op, (z,w):
return L if R(z,w) # 1 return L if R(z,w) # 1
return Prfp(crsp, z, w) return SIMs(crsp, 7, x)
return 1 if b* =1 return 1 if b* =1
return 0 return 0
(a) Real world (b) Ideal world

Figure 5: Real and ideal zero-knowledge experiments for NIZK 1.

2.5.1 Security

Besides the real setup algorithm PGp, the following notions use a simulated setup SIM;
and an extractable setup £ . The CRS distributions induced by SIM; and &; are identical.
The real and simulated experiments are computationally indistinguishable as required by
zero-knowledge.

Zero-knowledge. Informally, simulated proofs should be indistinguishable from real
proofs.

Definition 13 (Zero-Knowledge). A non-interactive proof system I1 for L is zero-knowledge
if there exists a PPT simulator SIM = (SIMy, SIM5) such that for every PPT adversary A
there exists a negligible function negl with

‘PI‘ [Expie,ﬁ—Knowledge—Real(/\) _ 1} — Pr [Expfzrl_oljs}(lnMowledge-ldeal()\) _ 1} ’ < negl()\).

The corresponding experiments are given in Figures 5a and 5b.

We do not require composable zero-knowledge in the sense of Groth [Gro07].

Simulation-sound extractability. Even after seeing simulated proofs for adaptively
chosen statements, any accepting proof not previously returned by the simulator should
admit extraction of a valid witness.

Definition 14 (Simulation-Sound Extractability). A non-interactive proof system I for L
is simulation-sound extractable if there exists a PPT extractor £ = (€1, &) and a simulator
SIM = (SIMy, SIM3) as in Definition 13 such that:

(i) the joint distribution of (crsp,7) generated by SIM;(1%) is identical to the marginal
distribution of (crsp, 7) generated as part of

(CFS|‘|, 7, C) <3 51(1>\);
(ii) for every PPT adversary A there exists a negligible function negl such that
Pr [Expiﬁgu"dExt(A) = 1] < negl(\),

where the experiment is given in Figure 6.
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SimSoundExt .
Expine (A):

(CI’S|‘|, T, C) AR 51(1)\)
Q<+ 0
(z*,7%) <5 A%m(crsp)
where oracle OF,(x):
T <—g S||\/|2(CrSr|7 T, .T)
Q«+ QU {(x,m)}
return 7w
w* <—g Ey(crsp, ¢, z*, ")
return 1 if Vfyp(crsp,a*,7%) =1 A R(z*,w*) =0 A (2*,7%) ¢ Q
return 0

Figure 6: Simulation-sound extractability experiment for NIZK 1.

2.5.2 Statement-Binding

Statement-binding ties a proof to its complete statement: a proof 7 should not verify for
two distinct statements even when the adversary knows the simulation and extraction
trapdoors. A standard way to enforce this is to append the statement to the proof
string [FKMV12]. This property is used later in our strengthened trace-soundness notion;
see Section 5.2.4.

Fix an extractor £ = (€1, E2) witnessing simulation-sound extractability of I.

Expi‘tjfle)?enthdmg()\) .
(Crsl'la T, C) s 51(1)\)
($3» va 7T*) <_$ A(C"SI‘I» T, C)
return 0 if f = =3
return 1 if Vfyp(crsp, xf, 7*) = 1 A Vyp(crsp, o5, 7%) =1
return 0

Figure 7: Statement-binding experiment for NIZK 1.

Definition 15 (Statement-Binding). We say that I is statement-binding relative to £ if
for every PPT adversary A there exists a negligible function negl such that

Pr [Exp3iie® "8 (3) = 1] < negl()).

Since the adversary is given both the simulation and extraction auxiliary information,
statement-binding must hold even under exposure of the setup trapdoors. The role of &
is only to generate the CRS and this auxiliary setup information; statement-binding adds
no extraction requirement beyond SSE and only rules out cross-statement proof reuse.

2.5.3 Construction of Statement-Binding [1s

We now show that statement-binding can be enforced generically.
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Let N be a zero-knowledge and simulation-sound extractable proof system. We define a
derived proof system I’ by appending the statement to the proof and checking consistency
during verification; see Construction 2. This is the form used later in our construction.

PGh. On input 1%, run
crsp <—g PGn(lA)

and output crsp.
Prfy. On input (crsp, x, w), compute
7! g Prfn(crsp, o, w)
if # = L, return L, else return (7', x).

Vfyn. On input (crsp,z, m), parse 7 = (7', 2'). If  # 2/, return 0. Otherwise, return
Vfyn(crsp, x, 7).

Construction 2: Statement-Binding M’

We record the resulting guarantees for later use.
Theorem 7 (Zero-Knowledge of M'). If M is zero-knowledge, then I is zero-knowledge.

Proof. Let SIM = (SIMy, SIM2) be the simulator for M. Define SIM] < SIM;. On input
(crsp, 7, 2), SIM) computes
7' <5 SIMa(crsp, 7, ).

If 7/ = 1, it returns L; otherwise, it returns
(', x).

Since the transformed proof simply appends the public statement x in both the real
and simulated worlds, any distinguisher for N’ immediately yields a distinguisher for M.
Hence, the advantage remains negligible. O

Theorem 8 (Simulation-Sound Extractability of M'). If M is simulation-sound extractable,
then N’ is simulation-sound extractable.

Proof. Let
E=(&,5) and SIM = (SIMy, SIM>)

witness simulation-sound extractability of I1.
Define the simulator SIM" = (SIM7, SIM}) by

SIM, + SIM,.
On input (crsp, 7, ), SIM), computes
7' <5 SIMa(crsp, 7, ).

If #’ = 1, it returns L; otherwise, it returns (7', z).
Define the extractor
g{ «— &1.

On input (crsp, ¢, x, (7', 2")), €5 returns L if x # 2’, and otherwise returns

E(ersn, ¢, x, ).
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The required setup-distribution condition follows immediately from that of £ and SIM.

Now consider an accepting proof (7/,2z’) for statement z that is fresh in the SSE
experiment for IN’. Verification implies x = 2. Moreover, every simulated proof returned
by SIM; on statement z is exactly of the form (, ), where 7 is the proof returned by
SIM5 on the same statement. Hence

(z,(r2) ¢ @ = (2,7) ¢ Q,

where Q' and Q denote the simulator-query logs of the derived and base experiments,
respectively.

Thus, any accepting fresh proof for N’ from which &} fails to extract a valid witness
yields an accepting fresh proof for I from which &, fails to extract a valid witness. This
contradicts SSE of N except with negligible probability. O

Theorem 9 (Statement-Binding of M’). 1’ satisfies statement-binding.

Proof. Suppose a proof m = (7, 2’) verifies for two statements x¢ and z;. By definition
of Vfyp, acceptance for zo implies 7y = 2/, and acceptance for z; implies 21 = 2’. Hence
Ty = x1, contradicting the requirement xy # x; in Figure 7. O]

The transformation increases the proof size by |z|. We use it as a generic, assumption-
free method for obtaining statement-binding and do not claim compactness of the resulting
proof representation.

3 BSZ-Style Dynamic Group Signatures

We use a registry-based baseline inspired by the dynamic group signature framework
of Bellare, Shi, and Zhang (BSZ) [BSZ05] and its later refinements, including Sakai et
al. [SSET12] and Bootle et al. [BCC*16, BCC*20]. The purpose of this baseline is to
isolate the effect of trusted registration state. We therefore retain the separated and
non-interactive interfaces used in our later model, but equip the issuer with state updated
through successful join executions. Opening and opening verification are evaluated relative
to this registry.

Remark 1 (Scope of the Abstraction). Our syntax is not a verbatim restatement of the
original BSZ framework. In particular, we abstract from the interactive join protocol
and model only completed join executions as state transitions. We also make member,
issuer, and opener key generation explicit and separate. This presentation preserves the
registry-based relation relevant to our analysis while allowing a direct comparison with
our model introduced later.

3.1 Framework

A BSZ-style group signature scheme consists of algorithms for parameter generation,
member key generation, issuer key generation, opener key generation, joining, signing,
verification, opening, and opening verification. Throughout this section, member public
keys serve as member identities.

A registry REG is scheme-dependent state maintained by the issuer and updated through
join executions. We intentionally impose no public format or membership predicate on
this state: depending on the scheme, it may contain full join transcripts, compressed
auxiliary information, or no semantically relevant data at all. Security experiments that
must determine whether a public key was submitted to a successful join record this fact in
a separate challenger-maintained query log. The initial registry state is denoted by 0.
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Definition 16 (Group Signature Scheme). A group signature scheme I is a tuple of PPT
algorithms
(PGr, KgMp, Kglr, KgOr, Joinr, Sgnr, Vfyr, Opnr, Jdgr),

defined as follows.
PGr. On input 1%, output public parameters ppy:
ppr <5 PGr(1%).

We display ppr explicitly as input to the key-generation algorithms and treat it as
implicit input to all remaining algorithms.

KgM. On input ppr, output a member secret/public key pair (usk, upk):
(usk, upk) <—s KgMr(ppr).
Kglr. On input ppr, output issuer keys (isk, ipk):
(isk, ipk) <5 Kglr(ppr).
KgOr. On input ppr, output opener keys (osk, opk):
(osk; opk) <=5 KgOr(ppr).-

Joinr. On input (isk, ipk, REG, upk, opk), output either a membership certificate o5 and an
updated registry REG’, or L:

(05, REG") <—g Joinr (isk, ipk, REG, upk, opk).

Sgnr. On input (usk, upk, os, ipk, opk, m) with m € MS, output either a group signature
Om Or L:
om s Sgn(usk, upk, o, ipk, opk, m).

Vfyr. On input (ipk, opk,m, oy, ), output a decision bit d € {0,1}:

d + Vf)’r('Pka 0pk7 m, Unl)'

Opnr. On input (osk, opk, REG, ipk, m, 0,,), output either a member public key upk and
opening information O, or L:

(upk, O) <—g Opnr(osk, opk, REG, ipk, m, 0,y,).

Jdgr. On input (ipk, opk, REG, m, oy, upk, O), output a decision bit d € {0,1}:
d < Jdgr(ipk, opk, REG, m, o,y upk, O).
The registry is globally readable. In an honest execution, it is modified only by Joinr.

Security experiments involving a corrupted issuer explicitly specify the adversary’s access
to or control over the registry.

Definition 17 (Correctness). A group signature scheme I is perfectly correct if the
following holds for all A € N, all pp; g PGr(1*), all issuer keys (isk,ipk) s Kglr(ppr),
all opener keys (osk, opk) <—g KgOr(ppr), all n € N, and all sequences

{(usk;, upk;)}; with (usk;,upk;) g KgMp(ppr) for all i.
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Let REGqy < ), and for each i € {1,...,n} let
(0, REG;) ¢ Joinr(isk, ipk, REG;_1, upk;, opk).

Every such join invocation must succeed, i.e., (o, REG;) # L.
Then, for every i € {1,...,n}, every message m € MS, and every

Om s Sgnr(usk;, upk;, ai,, ipk, opk, m),

we require o, # L and
Vfy(ipk, opk, m, o) = 1.

Moreover, for every
(upk’, O) <—¢ Opnr(osk, opk, REG,,, ipk, m, o),
we require (upk’,O) # L and
upk’ = upk; and Jdgr(ipk, opk, REG,,, m, o, upk’, O) = 1.

Correctness is evaluated relative to the final registry state obtained after the entire
sequence of joins. It therefore requires subsequent join executions neither to invalidate an
earlier member’s signatures nor to change the identity to which they open. It does not
require the registry itself to expose a public membership relation.

3.2 Security

We next formulate the five BSZ-style properties that serve as our registry-based baseline:
anonymity, traceability, non-frameability, trace-soundness, and non-claimability. The exper-
iments make three distinctions explicit: whether a key pair is generated honestly, whether
an honestly generated secret key is subsequently leaked, and whether the corresponding
role is fully controlled by the adversary. These distinctions will become important when
we later remove the registry.

At a high level, the properties provide the following guarantees.

o Anonymity hides which of two honestly generated member key pairs was used to
produce a signature. The issuer may be malicious and both challenge member secret
keys are leaked, whereas the opener is honest.

o Traceability requires every accepted signature under honestly generated issuer and
opener keys to admit a valid opening, even when the opener secret key is leaked to
the adversary.

o Non-frameability prevents an adversary controlling both the issuer and the opener
from producing an accepted opening that falsely attributes a signature to an honestly
generated member key pair.

e Trace-soundness requires that an accepted signature can be attributed at most once.

e Non-claimability prevents an honestly generated signature from subsequently being
re-attributed to a different member public key.

These informal descriptions only summarize the intended guarantees. The experiments
below determine precisely which keys, registries, and auxiliary values are controlled by
the adversary. In particular, an honestly generated member key pair is not by itself
evidence of membership: membership is created only by a successful join execution and its
corresponding registry entry.
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3.2.1 Anonymity

Anonymity is defined against a malicious issuer and under exposure of both challenge
member secret keys, but with an honest opener. The challenger generates the opener key
pair and two member key pairs honestly, samples a single hidden bit b, and gives the
adversary both member secret keys. The two key pairs are therefore honestly generated
challenge key pairs; since the experiment performs no honest join, they need not correspond
to registered members.

The adversary controls the issuer side of the experiment. On each left-or-right signing
query, it supplies an issuer public key ipk and one candidate certificate for each challenge
public key. The oracle signs the same message under both candidate inputs and returns
the signature selected by b. It returns L unless both candidate signatures are accepted
by Vfyr. Consequently, adversarially chosen certificates cannot reveal b merely by making
signing or verification succeed for only one branch.

The adversary also has access to an opening oracle. Because the issuer is malicious, the
adversary supplies both the issuer public key and the registry used in each opening query.
The oracle refuses every query whose verification statement (ipk,m,o,,) was returned
by the left-or-right signing oracle. The registry is deliberately not part of the recorded
statement, so the adversary cannot open a challenge signature simply by resubmitting it
relative to a different registry.

Exp2"(\) :
ppr <5 PGr(1%)
(osk, opk) <5 KgOr (ppr)
(usko, upky) <5 KgMr(ppr)
(usky, upky) <=5 KgMr(ppr)
b g {0, 1}
Q0
b* g ./élOﬁ’RSWE"’OOPe“(ppr7 opk, (usko, upkg), (usky, upky))
where oracle OfoRSign (m,ipk, 0%, ol):
00 «g Sgnr(usko, upkg, o, ipk, opk, m)
ol < Sgnr(usky, upky, ol,ipk, opk,m)
return L if Vfyp(ipk, opk,m,00) # 1
return L if Vfyp(ipk, opk,m, o} ) # 1
Qo + Qo U{(ipk,m,a7,)}
return o8,
where oracle Ogpen(ipk, REG, m, 0, ):
return L if (ipk,m,0.,) € Q,
return Opnp(osk, opk, REG, ipk, m, 0.y,)
return 1 if b* = b; else return 0

Figure 8: Anonymity experiment for group signature scheme I

Definition 18 (Anonymity). A group signature scheme I satisfies anonymity if for every
PPT adversary A whose output lies in {0, 1} there exists a negligible function negl such
that for every A € N,

’Pr [Expﬁ{:?”()\) - 1} - 1/2] < negl(\).

The experiment is given in Figure 8.
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The experiment uses one hidden bit across all signing queries and therefore captures
multi-challenge left-or-right anonymity. An analogous notion that gave the adversary the
opener secret key while retaining a registry from which the challenge signatures can be
opened would be incompatible with opening correctness: the adversary could run Opnp on
a challenge signature and recover the corresponding member public key and, whenever the
two challenge public keys are distinct, determine the hidden bit. This is why anonymity
requires an honest, non-corrupted opener.

3.2.2 Traceability

Traceability is defined with an honest issuer and an honestly generated opener key pair
whose secret key is exposed to the adversary. This follows the registry-based structure of
the BSZ traceability notion [BSZ05], adapted to our separated key-generation and non-
interactive join interfaces. The issuer secret key remains hidden, whereas the adversary
receives (osk,opk) and may therefore use the opener secret key when constructing its
forgery.

The challenger initializes an empty registry and a separate join log Qjoin. On input a
member public key upk, the oracle invokes the honest issuer’s join algorithm. If joining
fails, the oracle returns | without changing either object. Otherwise, it updates the
registry, records upk in Qjein, and returns the membership certificate together with the
updated, globally readable registry.

At the end of the experiment, the adversary outputs a message and a candidate group
signature. The adversary wins if the signature is accepted but the prescribed opening
algorithm either fails, produces an opening rejected by Jdgr, or identifies a member public
key that was not submitted to any successful join invocation. The last condition is checked
against Qjoin rather than by inspecting the scheme-dependent registry representation.

EXpI{jEeablhty(/\) .
ppr <5 PGr(1%)
(isk, ipk) <5 Kglr(ppr)
(osk, opk) <5 KgOr(ppr)
REG + ()
Qjoin < (Z)
(m*, 07,) 5 A% (ppy, ipk, o5k, 0pk)
where oracle Ojoin(upk):
z g Joinr(isk, ipk, REG, upk, opk)
return L if z = L
parse z as (o4, REG')
REG <« REG’
Qjoin — Qjoin U {Upk}
return (o5, REG)
return 0 if Vfyp(ipk, opk, m*, o) # 1
z* <—g Opnp(osk, opk, REG, ipk, m*, o))
return 1 if z* = |
parse z* as (upk®,O)
return 1 if Jdgp (ipk, opk, REG, m*, o, upk™, O) # 1
return 1 if upk™ ¢ Qjoin
return 0

Figure 9: Traceability experiment for group signature scheme [.
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Definition 19 (Traceability). A group signature scheme [ satisfies traceability if for every
PPT adversary A there exists a negligible function negl such that for every A € N,

Pr Expz{}ceab”ity()\) = 1| < negl(N).

The experiment is given in Figure 9.

This definition relies essentially on trusted registration bookkeeping. Because the
challenger controls the issuer key and records every successful join, the condition upk®™ €
Qjoin certifies that the opened identity was submitted to a successful join execution,
independently of how REG is represented. Once this trusted log is removed or the issuer is
allowed to control the relevant bookkeeping maliciously, the same conclusion no longer
follows merely from the existence of a valid opening.

3.2.3 Non-Frameability

Non-frameability protects an honestly generated member identity against false attribution.
The challenger generates a single target key pair (usk,upk) and keeps usk hidden. In
contrast, the adversary fully controls the issuer and opener contexts: it may choose
arbitrary issuer and opener public keys, arbitrary certificates, and the registry used for
the final adjudication.

The adversary has access to a signing oracle for the target secret key. Each query
specifies the issuer public key, opener public key, certificate, and message under which the
target is to sign. Thus, non-frameability does not prevent the adversary from obtaining
signatures that the target was explicitly asked to produce. It prevents the adversary from
producing a fresh verification statement that is publicly accepted as an attribution to upk.

The experiment contains no honest join execution. Accordingly, (usk, upk) is an honestly
generated target key pair, but its public key is not necessarily a legitimately registered
member identity. This distinction is intentional: because the issuer and the final registry
are adversarially controlled, the protection is tied to possession of the target secret key,
not to trusted membership state.

EprI\ILCFFrame()\) .
pPr <5 PGr(1%)
(usk, upk) <5 KgMr(ppr)
Q, + 10
(ipk™, opk™, REG*, m*, 07, O*) <5 A%Se (ppr, upk)
where oracle Osign(ipk, opk, o, m):
Om <—g Sgnr(usk, upk, o, ipk, opk, m)
return L if o, = L
Q, + 9, U {(ipk,opk,m,0.,)}
return o,,
return 0 if (ipk™, opk™, m*, 0% ) € Q,
return 1 if Jdg(ipk*, opk™, REG*, m* o, upk,O*) = 1
return 0

Figure 10: Non-frameability experiment for group signature scheme I'.

Definition 20 (Non-Frameability). A group signature scheme I satisfies non-frameability
if for every PPT adversary A there exists a negligible function negl such that for every
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AeN,
Pr [Expﬁ??ﬁame()\) =1| < negl(}).

The experiment is given in Figure 10.

The freshness test records the complete verification statement
(ka7 0pk7 m, Um)a

but not the certificate or registry. Hence an oracle-generated signature does not become
fresh merely because the adversary supplies a different certificate or asks for its attribution
relative to a different registry. Conversely, reusing the same signature string in a different
issuer, opener, or message context constitutes a distinct statement whose attribution must
also be unforgeable.

Acceptance by Jdgr is itself the public assertion that the target member signed. The
experiment therefore does not separately require

Vfyp(ipk™, opk™, m*, o7 ) = 1.

A scheme whose adjudication algorithm accepts a false attribution for an otherwise invalid
signature is still frameable.

3.2.4 Trace-Soundness

Trace-soundness rules out ambiguous attribution. The adversary chooses the issuer and
opener public keys, a message and signature, and two candidate opening claims. Both
claims refer to the same verification statement

(ipk™, opk™,m*, a7 ),

but they may be evaluated relative to different adversarially chosen registries. The
adversary wins if both claims are accepted by Jdgr and identify different member public
keys.

Allowing REG{ and REG] to differ is intentional. The resulting notion requires cross-
registry consistency: changing the registration state must not permit the same signature
to be attributed to a different identity. This is stronger than uniqueness relative to one
fixed registry, which would only exclude two distinct accepted identities for REG] = REG].

Exer’arceSound ()\) .

ppr s PGr(1%)
2" <5 A(ppr)
return 0 if z* does not parse as
(ipk™, opk™, m*, o, upky, Of, REG, upky, OF, REGY)
return 0 if upky = upkj
return 0 if
Jdgr(ipk™, opk™, REGy, m*, o7, , upk, Of) # 1
return 0 if
Jdgp(ipk*, opk™, REGY, m*, o, , upk], OF) # 1

return 1

Figure 11: Trace-soundness experiment for group signature scheme [.
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Definition 21 (Trace-Soundness). A group signature scheme I' satisfies trace-soundness
if for every PPT adversary A there exists a negligible function negl such that for every
A €N,

Pr [Explrf’rcesw"d()\) =1| < negl(}).
The experiment is given in Figure 11.

As in non-frameability, acceptance by Jdgr is the relevant public adjudication event;
a separate call to Vfyr is therefore unnecessary. Trace-soundness does not require an
accepted opening to exist. It only requires that all accepted openings, if any, identify the
same member public key.

Thus, traceability and trace-soundness are informally existence and uniqueness require-
ments, respectively. This analogy should not be read as a formal duality: traceability above
is defined relative to honestly generated issuer and opener keys and challenger-maintained
registration state, whereas trace-soundness quantifies over adversarially chosen public keys
and registries.

3.2.5 Non-Claimability

Non-claimability protects signatures produced with an honestly generated member secret
key against re-attribution. The challenger generates a target key pair (usk, upk), keeps usk
secret, and gives the adversary access to a signing oracle for that key. Thus, the adversary
can obtain signatures from the target but cannot use the target secret key directly.

The adversary controls the issuer and opener contexts and may query the signing oracle
using arbitrary issuer public keys, opener public keys, certificates, and messages. The
oracle records each non-failing output together with its verification context. The adversary
wins if it selects one of these recorded statements and produces an opening, relative to an
arbitrary registry, that is accepted as an attribution to a public key different from upk.

As in the non-frameability experiment, no honest join is performed. The target is
therefore an honestly generated key pair, but not necessarily a member whose admission
is certified by trusted registration state. Non-claimability binds the protected signatures
to the public key used by the signing oracle rather than to an independently established
membership record.

Definition 22 (Non-Claimability). A group signature scheme I satisfies non-claimability
if for every PPT adversary A there exists a negligible function negl such that for every
AeEN,

Pr[Explyrim ™ (1) = 1] < negl().
The experiment is given in Figure 12.

The signing oracle defines the set of protected statements. Requiring the candidate
statement to occur in Q, separates re-attribution from ordinary signature forgery: only
signatures actually returned by the target’s signing oracle are eligible.

Non-claimability and trace-soundness address different forms of ambiguity. Trace-
soundness requires two accepted openings to different identities, but applies to arbitrary
adversarially generated statements. Non-claimability is restricted to signing-oracle outputs
generated with the honest target key pair, but it is violated by a single accepted opening
to any identity other than upk; an accepted opening to upk is not required.

4 A BSZ-Style Secure yet Intuitively Forgeable Con-
struction

We construct a group signature scheme that satisfies anonymity, traceability, non-
frameability, trace-soundness, and non-claimability as defined in Section 3. Nevertheless,
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Exp.l/\lélolr:CIaimability()\) .
ppr <5 PGr(1*)
(usk, upk) <=5 KgMr(ppr)
Q, + 0
2% g A% (ppr, upk)
where oracle Osign(ipk, opk, o, m):
om s Sgnr(usk, upk, o, ipk, opk, m)
return 1 if o, = L
Qs + Qs U {(ipk,opk,m, o)}
return o,,
return 0 if z* does not parse as
(ipk™, opk™, REG", upk™*, m*, o}, O%)
return 0 if (ipk™, opk™, m*,07) ¢ Q,
return 0 if upk® = upk
return 1 if
Jdgr (ipk™, opk™, REG", m*, o, upk™, 0*) = 1

return 0

Figure 12: Non-claimability experiment for group signature scheme I.

a malicious opener can produce verifying signatures that are not backed by an issuer-
generated membership certificate and do not arise from any join execution, even when the
issuer is honest.

The construction is intentionally artificial. Its purpose is not to provide a deployable
scheme, but to isolate a semantic guarantee that is absent from the preceding experiments:
those experiments do not require every verifying signature, or every accepted attribution
under a malicious opener key, to be induced by issuer-certified membership.

Dummy registry. Throughout this section, the registry is the fixed dummy state
REG « 0.

Joining leaves this state unchanged. Every algorithm that takes a registry as input returns
L, or 0 in the case of a decision algorithm, whenever REG # (). The scheme-dependent
registry therefore carries no membership information. This does not make the traceability
experiment vacuous: that experiment separately records successful join queries in the
challenger-maintained set Qjqin.

4.1 Overview

The standard branch follows the standard encrypt-then-prove paradigm. The issuer signs
a membership certificate for the member public key. To sign, the member encrypts its
public key under the opener key and proves knowledge of the corresponding member secret
key, certificate, and encryption randomness. The opener decrypts the embedded identity
and proves that the decryption was performed with a valid decryption key.

The contrived feature is an auxiliary branch in Vfyr. The opener public key contains
an additional digital-signature verification key pky. Honest opener key generation erases
the corresponding signing key sky. A malicious opener may instead retain this key and
use it to authenticate an arbitrary signature tuple directly. This auxiliary branch requires
neither a membership certificate nor a join execution.
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The opening-verification algorithm contains a matching auxiliary branch. It accepts
an attribution to 4’ when the adversary supplies a preimage of ¢/ under a fixed one-way
function. Consequently, a malicious opener can create both a verifying group signature
and an accepted attribution to an identity of its choice, without involving the issuer.

4.2 Building Blocks and Languages

We use the primitives introduced in Section 2. In particular, let
F ={fx:Cx = Dr}ren

be a fixed one-way function family. We assume that C'y is efficiently samplable, that the
description of fy is efficiently obtainable from 1%, and that

Dy C Mg

As usual, fy(w) = L for w ¢ C\.

In the relations below, w € Cy, ¢ # L, and the claimed plaintext in Lo satisfies y # L.
Encryption randomness must be a valid random tape. These are part of the relation’s
domain checks, not additional hardness assumptions. In particular, two failing algorithm
evaluations do not establish an encryption or decryption relation merely because both
return L.

The construction uses two parameterized NP languages. Their statements contain the
complete public signature context, including the issuer key, opener key, ciphertext, and
message. Some of these values do not occur in the algebraic conditions below; including
them nevertheless binds each proof to the full verification statement.

L{’ppz’ppe = { (pks, pkg, PKs, ¢, m) |
El(’/” Os, Y,U) : VfY): (ka’ (kaa pk@a pk/):a f(’IU)), US) =1
A ¢ = Enco(pke, f(w);7) },

and

Lgpe = { (kaa pk@a pk/):a c,m, y) |
Iske : KVfyg (ske, pke) = 1

Ay = Decg(ske, c) }.

4.3 Construction

The construction is given in Construction 3. Boxes mark the auxiliary opener-controlled
branch; deleting the boxed components yields the intended certificate-based core.

We slightly overload notation and use L inside encoded tuples as a distinguished
syntactic placeholder for the empty string.
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PGr(1%): Kelr (ppr):

o Set f < fx, e Parse pp; as above,

+ ppy 5 PPr(1* 2 e (sk, pky) +s KGx(ppy),

e ppo s PPo (1Y), e Return (isk, ipk) = (skz pky).

o crsh <g PGn(17) for Lf’ppz’pp@7 KgOr(ppr):

o crsg g PGn(1?) for LY@, . Pirse Fl)<pr as ablgée

e Return ppy = (crs,l|7 crsp, PPx, PPe s f)- « (ske,pkg) +s O(PP@)
KeM : o |Gk, pkg) g KGx(
g-ri(}';gr—s)é ppr = (crsh, crs?, pps, PPo > f) : urase sk

o W —g C;, o PR FRe 4 e Return (osk, opk) = (ske, (pk@))

ey <+ f(w), PR .

+ Return (usk, upk) = (w, ). Joinr (isk, ipk, REG, upk, opk):

e Parse isk = sky, ipk = pky, upk = y, and
opk = (Pkom%

¢ Return L if RE

o 05 g Sgnx(sk):,(pki pkol; PKE] ¥)),

e Return (o, 0).

Sgnr (usk, upk, o5, ipk, opk, m):

o Parse usk = w, upk = y, ipk = pky, and opk = (pk@)7
¢ Return L if y # f(w),

(¢;7) < Ence(pkg, f(w)),
Return L if e = 1,

e m<g Prfp (crs,lI7 (pks, pk@, c,m), (r,os, w)) for L{’ppz’ppa s
e Return L if 7 = 1; otherwise return oy, = (¢, n, L, I]).
Vfyr (ipk, opk, m, o ):

« Parse ipk = pky, opk = (pke)7 and o, = (c, ‘n')7

« Return 0 if exactly one of ¢’ and 3’ equals L
e If o’ # 1L and y’ # L, return ‘Vf)’z (pk/z, (pks, Pkg s Pky, ¥/, m, ¢, ), U'/)
¢ Return Vfyq (crsrll, (Pky, kg, Pky, ¢, m), 71').

g

Opny (osk, opk, REG, ipk, m, o, ):

o Parse osk = skg, ipk = pky, opk = (pk@)7 and o, = (c, 71'),
Return L if REG ;ﬁ 0,
Return L if (¢’ ,y);ﬁ( 1),
Return L if Vfy(ipk, opk, TYL am) #1,
y < Decg (ske, ¢),
Return L if y = 1,
o m, g Prfp (crsﬁ, (pky, pk(_)7 c,nl,y),sk@) for Lgpe,
e Return L if 7, = L; otherwise return (upk, O) = (y, 7).
Jdg(ipk, opk, REG, m, oy, , upk, O):

Parse ipk = pky, opk = pko)7 upk = y, and o, = (¢, 71'),

Return 0 if REG # 0 or Vfy(ipk, opk m,om) # 1,

Return Q if exactl one of ¢’ and equals J_
If o’ # L and y’ # L, return 1 if f(O) = ¢y’ = y, and 0 otherwise,

e Return Vfyy (crsﬁ7 (pks, Pkg, PkE, €, m, y), O) .

Construction 3: Contrived group signature scheme I'. Boxes mark the auxiliary opener-
controlled branch, which is removed in the final construction.

Theorem 10 (Correctness). The group signature scheme I is perfectly correct.

Proof. Consider honestly generated parameters, issuer and opener keys, and any sequence
of honestly generated member key pairs. Every invocation of Joinr receives REG = ()
and returns the same registry state, so all joins succeed. For a member pair (w,y), we
have y = f(w), and correctness of ¥ implies that the issued certificate o, verifies for
(Pk, Pk, Pk, ).

For every honestly generated ciphertext

¢ = Enco(pke, y; 1),

the tuple (r, o, w) is therefore a valid witness for the corresponding statement in L{ PPz:PPo
Correctness of the proof system implies that Vfy; accepts the resulting standard-branch
signature.

By correctness of O,

Deco(ske,c) =y  and KVfyg(ske, pkg) =1
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Hence skg is a valid witness for the opening statement in L5”. Correctness of the proof
system implies that Jdg accepts the output of Opn; and that the recovered public key
equals the signer’s public key y. Honest signing never invokes the auxiliary branch, which
proves the claim. O

4.4 The Membership Bypass

We now describe the attack explicitly. Let the issuer public key pks be honestly generated.
A malicious opener generates

(ske; Pke) <=5 KGo(ppe) ~ and  (skg,pks) <5 KGx(ppx),
publishes opk = (pkg, pky ), and retains both secret keys. It then:
1. samples O* <—¢ C) and sets y* <+ f(O*);

2. chooses a message m* € MS, a well-formed ciphertext ¢*, and an arbitrary syntacti-
cally valid string 7*;

3. computes
OJ* <_$ Sgnz (Sk/27 (kav pk@v pk%v y*a m*7 C*v W*));

4. outputs

o = (¢, 7", 0" y").

Correctness of X gives

Vf}’r(PkZa (Pk@, pk/):), m”, O—:n> =1

Moreover, for the dummy registry (),

Jdgr (pks, (Pke, Pky), 0,m*, o2, 4%, 0*) =1

because f(O*) = y*. No membership certificate, issuer secret key, or join execution is used
at any point. Thus, even with an honest issuer, a malicious opener can create a verifying
signature and an accepted attribution that have no issuer-certified membership semantics.

The attack does not contradict correctness or any of the five security notions from
Section 3. Honest opener key generation erases ski, while traceability uses an honestly
generated opener key. In the experiments that allow a malicious opener key, the remaining
properties constrain ambiguity and false attribution, but do not require every accepted
auxiliary-branch identity to occur in the trusted join log.

4.5 Security

Table 3 summarizes the assumptions used for each property. The entries give the corre-
sponding reduction loss; an empty entry means that the assumption is not used.
We now record the resulting guarantees.

Theorem 11 (Trace-Soundness). [ is trace-sound.

Proof idea. For an auxiliary-branch signature, every accepted opening must identify
the fixed value y’ contained in the signature. For a standard-branch signature, simulation-
sound extraction yields valid decryption keys for both accepted opening proofs. If the
extracted openings identify distinct values, the two keys pass KVfyg for the same public key
but decrypt the same ciphertext differently, contradicting key-verifiability. Zero-knowledge
accounts for the preceding CRS and proof hybrids.

The proof is given in Section 4.8.1.
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Table 3: Assumptions used in the displayed proof of each security property of the contrived
construction I'. Entries denote the corresponding loss; an empty cell means that the
assumption is not used in that proof. The parameter g, denotes the relevant opening-query
bound. KV denotes key-verifiability, and DS denotes decryption-soundness.

Property ZK SSE KV OWF UiF DS r’jéIgAD
Anonymity 2 Qo 2
Non-frameability 2 2 2 1

Traceability 1 1 2

Trace-soundness 1 2 1

Non-claimability 1 1 1

Theorem 12 (Non-Frameability). [ is non-frameable.

Proof idea. In the auxiliary branch, an accepted attribution to the honest target public
key directly yields a preimage under f. In the standard branch, extraction recovers a
certified value encrypted in ¢ and a valid decryption key from the opening proof. Decryption-
soundness forces the extracted plaintext to equal the attributed target key, again yielding
a preimage of that key. Freshness of the framed signature permits simulation-sound
extraction, and zero-knowledge supports the required proof hybrids.

The proof is given in Section 4.8.2.

Theorem 13 (Traceability). ' is traceable.

Proof idea. The opener key is honestly generated in the traceability experiment, so the
adversary does not obtain sky. An accepted auxiliary-branch signature therefore yields a
forgery under pky. From an accepted standard-branch signature, extraction recovers an
issuer certificate and the encrypted member public key. Either that certificate originates
from a successful join query, in which case the opened key occurs in Qjein, or it yields a
forgery under the honest issuer verification key pks-.

The proof is given in Section 4.8.3.

Theorem 14 (Anonymity). I is anonymous.

Proof idea. Challenge signatures always use the standard branch. Zero-knowledge
permits replacement of the certificate proofs by simulated proofs. The mcIND-CPA
property hides which challenge public key is encrypted. SSE supports consistent simulation
of adaptive opening queries. It also prevents a proof produced outside the simulation from
evading the intended relation.

The proof is given in Section 4.8.4.

Theorem 15 (Non-Claimability). I is non-claimable.

Proof idea. Every signing-oracle output uses the standard branch and contains an
honestly generated encryption of the target public key under the adversarially supplied
encryption key. Extraction from an accepted re-attribution yields a decryption key accepted
by KVfyg. Decryption-soundness forces that key to recover the original target public key,
contradicting the requirement that the claimed identity be different. Zero-knowledge and
simulation-sound extractability justify the proof-system hybrids and extraction step.

The proof is given in Section 4.8.5.

4.6 Relation to Existing Definitions

Bootle et al. [BCC*16, BCCT20] consider both monolithic and separated management
roles and incorporate protection against maliciously chosen keys where possible. Backes et
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al. [BHS19] build on this fully dynamic line of work. The feature relevant here is structural:
traceability is coupled to honest admission and challenger-maintained registration book-
keeping, while the remaining opening-based notions constrain the validity or consistency
of attribution.

Our distilled BSZ-style experiments preserve this structural feature. They do not
contain a separate requirement that the verification relation be exclusive to join-generated
certificates, nor do they require every accepted attribution under a malicious opener key to
identify an entry in the trusted join log. The auxiliary branch exploits precisely this gap.

This construction should therefore be read relative to the exact experiments in Section 3,
rather than as a claim that our simplified syntax is a verbatim reproduction of every cited
model. We remove the structural restriction in our framework and allow the adversary to
supply candidate openings directly; see Section 5.

4.7 Conclusion

The five classical properties ensure anonymity, opening existence under the traceability
trust assumptions, resistance to framing, uniqueness of accepted openings, and resistance
to re-attribution. They do not, by themselves, require every verifying signature or accepted
attribution under a malicious opener key to originate from issuer-certified membership.

The auxiliary verification key makes this distinction explicit. Honest opener key
generation erases the corresponding signing key, so all classical experiments remain secure
under the assumptions summarized above. A malicious opener can retain that key, bypass
the certificate relation, and create both a verifying signature and an accepted opening for
an identity that never joined. The missing guarantee is therefore not ordinary signature
validity or opening consistency, but an explicit binding between acceptance and membership
issuance.

4.8 Proofs for the Contrived Construction

Challenge-parameter convention. Whenever a reduction embeds a primitive challenge,
it uses the public parameters supplied with that challenge throughout the simulated
experiment. In particular, an EUF-CMA reduction embeds the challenger’s ppy together
with its verification key; it does not resample ppy. Any other signature keys needed by
the simulation are generated under that same pps. Generating the “remaining public
parameters” means generating only the other, independently sampled components, with
relation-dependent setups using the resulting public parameters.

4.8.1 Proof of Theorem 11 (Trace-Soundness)

Proof strategy. We first observe that the auxiliary branch cannot yield two distinct
accepted identities, since every accepted auxiliary opening is fixed by the value carried in
the signature. It therefore remains to consider the standard branch. We switch the Lo
setup to extractable mode, extract a valid decryption key from each accepted opening,
and finally use key-verifiability to show that both keys decrypt the common ciphertext
identically.

e Game 0 (Original experiment). Exclude a successful auxiliary-branch output
directly and reduce the remaining case to two accepted Ly openings.

o Game 1 (Simulated L, CRS). Replace the real Ly CRS by a simulated CRS.
Since the experiment generates no Lo proof, zero-knowledge is used only for the
setup transition.

o Game 2 (Extractable Ly CRS). Switch to the extractable setup; the public CRS
distribution is identical by setup compatibility.
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o Game 3 (Extract both opening witnesses). Extract a valid decryption key
from each accepted opening proof. Invalid extraction violates SSE for L.

e Game 4 (Consistent decryption). Use key-verifiability to rule out different
decryptions of the common ciphertext under two keys accepted for the same public
key.

Proof. Let A be a PPT adversary in the trace-soundness experiment. We proceed through
a sequence of games. For every i, let S; denote the event that A wins Game i.

Game 0: Original experiment. This is the experiment from Figure 11. Suppose that
Sop occurs, and write the adversary’s output as

(ipk™, opk™, m*, oy, upks, Of, REGE, upky, O, REGY).
Since both opening verifications accept, the public keys and the signature parse as
ipk” =pky,  opk™ = (pkg,pks), oy, = (", 7", 0™,y"),

and REG{ = REG] = (). Moreover, ¢"* and y"* are either both L or both different from L.
Assume first that o' # 1 and y"* # L. In this case, both invocations of Jdg use the
auxiliary branch. Acceptance therefore implies

f(O5) =y" =upky and  f(OF) =y = upk].

Thus upkg = upk], contradicting the winning condition. Hence every successful execution
necessarily satisfies
oy, = (c* 7, L, 1),

and both accepted openings use the Lgp“’ branch.

Game 1: Simulated CRS for L5°°. Instead of generating crs% with the real setup
algorithm, generate

(crsg, 72) g SIM; (11).
All remaining parameters are generated as in Game 0. In particular, the trace-soundness
experiment has no prover oracle and the challenger generates no Lgp@ proofs.

Consider the ZK distinguisher that embeds its input CRS as crs3, generates all remaining
public parameters honestly, runs A, and outputs 1 exactly if A wins the resulting trace-
soundness experiment. This distinguisher makes no prover-oracle queries. Zero-knowledge
therefore gives a negligible function e, such that

|Pr[51] - Pr[SOH < ek(N).

sz(lk) 1. Receive crsﬁ from the zero-knowledge challenger and embed it as the CRS for Lgp(_) 5
2. Generate all remaining public parameters honestly.
3. Run A in the trace-soundness experiment.

4. Output 1 if A wins and 0 otherwise.

Game 2: Extractable CRS for Lgp@. Replace the simulated setup by
(crs, 72,¢?) s & (1Y),

The trapdoor ¢2 is kept by the challenger and is not given to .A. By the assumed identity of
the CRS distributions output by SIM; and &7, the adversary’s view is identically distributed
in Games 1 and 2. Consequently,

PI‘[SQ] = Pr[Sl]
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Game 3: Extract the opening witnesses. Game 3 is identical to Game 2, except
that after a successful output the challenger extracts a witness from each accepted opening
proof. For i € {0,1}, define

x:,i = (pk)*:, pk*@v pkl)i*v ct,m”, upkf)

and compute
2 2
sko; g Ea(crsp, C7, 2, 4, OF).

Let Badex,; be the event that Sy occurs but the extracted value is not a valid witness for
Ty, Le.,
KVfye(sko?.pksy) # 1 or Deca(ske!,c*) # upk;.
Set
Badext = Badext,O \ Badext,l;

and let Game 3 abort whenever Bade,: occurs.

For each fixed i € {0, 1}, construct an SSE adversary Bsse; as follows. It embeds the
CRS received from the SSE experiment as crs3, generates all remaining public parameters
honestly, and runs A. If A produces a successful standard-branch output, Bss ; returns
(z};,07); otherwise, it returns an arbitrary rejecting pair. The reduction makes no
simulation-oracle queries. Hence (x}, ;, O;) is fresh in the SSE experiment. Furthermore,
on Sy we have

Viyn (crs%,ac;‘;,i7 0f)=1
because the corresponding invocation of Jdgr accepts. Thus, Badex ; makes Bgse ; win the
SSE experiment.
Let €4 ; denote the advantage of Bese ;. By simulation-sound extractability and a union

bound,

|Pr[Ss] — Pr[S5]| < Pr[Badex]
< Esse,O()\) + Esse,l()\)-

Bsseﬂ;(lx) 1. Receive crslgI from the SSE challenger and embed it as the CRS for Lgp@.

2. Generate all remaining public parameters honestly and run A.

3. If A does not produce a successful standard-branch output, return an arbitrary rejecting
statement—proof pair.

4. For the fixed ¢ € {0, 1}, define
z) . = (Pky, Pk, pky', ¢, m™, upk]).

5. Output (z} ,,Of).

Whenever S3 occurs, both extracted values therefore satisfy

KVfyg(ske},pkg) =1 and Deco(ske), ™) = upk] for ¢ € {0, 1}. (1)

Game 4: Key-verifiability. Game 4 is identical to Game 3, except that it aborts if
Deco(skeg, ¢*) # Decg(skeo], ¢*).

By (1), both extracted keys pass KVfyg for the same public key pkg. The abort event
therefore violates key-verifiability.

More precisely, a key-verifiability adversary By, embeds the public encryption param-
eters received from its challenger into ppr, generates crsg together with its extraction
trapdoor using &;, and runs A. It then extracts skeg(; and ske] as in Game 3. If both
witnesses are valid, it outputs

(skeg, ske, pkg, ¢¥)
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to the key-verifiability experiment; otherwise, it outputs an arbitrary non-winning tuple.
Thus, for a negligible function ey,

’PI‘[S4] — PI‘[S:J,H < Ekv(/\).

Bk\,(lx) 1. Receive ppg from the key-verifiability challenger and embed it into ppy.

Generate crsﬁ with &1, retain ¢?, and generate all remaining public parameters honestly.
Run A and extract ske; and ske] from the two accepted opening proofs as in Game 3.

If either extraction is invalid, output an arbitrary non-winning tuple.

S ®F

Otherwise output
* o x x
(skeg,sket,Pkg,c™).

It remains to analyze Game 4. If Sy occurred, then Equation (1) and the absence of
the key-verifiability abort would give
upky = Decg(skeg, ¢*) = Deco(ske], c*) = upk],
contradicting the trace-soundness winning condition. Hence
Pr[Sy] = 0.
Combining the game transitions yields
Pr[So] < €a1(A) + €sse,0(A) + Esse,1(A) + € (N),

which is negligible. Therefore I is trace-sound. O

4.8.2 Proof of Theorem 12 (Non-Frameability)

Proof strategy. We treat the two verification branches separately. A successful attribu-
tion through the auxiliary branch immediately reveals a preimage of the honest member
public key. For the standard branch, we simulate signing-oracle proofs, extract the certified
plaintext and the opening key, and invoke decryption-soundness to identify the extracted
plaintext with the framed member public key. The resulting preimage again contradicts
one-wayness.

e Game 0 (Original experiment). This is the non-frameability experiment.

e Game 1 (Simulated L; proofs). Simulate every L; proof returned by the signing
oracle. This is justified by zero-knowledge.

o Game 2 (Extractable L setup). Switch the Ly CRS to extractable mode through
the simulated setup.

o Game 3 (Exclude the auxiliary branch). An accepted auxiliary attribution
yields a preimage of the honest target key, violating one-wayness of f.

o Game 4 (Extract the L; witness). Extract the encrypted certified identity from
the fresh framed signature. Invalid extraction violates SSE for L.

o Game 5 (Extract the L, witness). Extract a valid decryption key from the
accepted opening proof. Invalid extraction violates SSE for Ls.

o Game 6 (Enforce correct decryption). Decryption-soundness forces the ex-
tracted key to recover the identity certified by the L; witness. The remaining
successful output yields a preimage of the honest target key.

Proof. Let A be a PPT adversary in the non-frameability experiment, and let
(w®,y°) s KgMr(ppr)

be the honest member key pair. Thus y® = f(w®). We use a sequence of games and write
S; for the event that A wins Game 1.
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Game 0: Original experiment. This is the experiment from Figure 10. Let Q, be
the set of signing-oracle outputs, and write the adversary’s final output as

(ipk™, opk™, REG*, m*, o}, O").
The event Sy occurs if
(ipk™, opk™,m*,0,) ¢ Qs

and
Jdgr(ipk*, opk™, REG*,m*, 07, 4°,0%) = 1.

Game 1: Simulate the L; proofs. Generate the L; setup as
(crsh, 7, ¢Y) 45 E1(17)

and use SIMy to generate the L; proofs returned by the signing oracle. More precisely, on
a query (ipk,opk,os, m), the oracle parses

ipk = pky and opk = (pkg, pky).

If parsing fails or
nyZ(kaa (pk):7 pk@v pk,}:v yo)a Us) 7& 1;

it sets o, + L. Otherwise, it samples
(¢;7) g Enco(pkg,y®).
If ¢ = 1, it again sets o,, + L. If ¢ # L, it defines
r = (pks, pke, Pk, ¢, m), 7 4 SIMy(crsfy, 71, ),

and sets

1,1 1
O-m% (677T7 b )7 W# b
1 = 1.

)

If 0., # L, the oracle records (ipk,opk,m,o,,) in Q,. It returns o, in either case.

For an honestly generated member pair, every query that passes the certificate and
encryption checks supplies a valid L; statement with witness (r, o, w®). Hence the real
and simulated signing oracles are computationally indistinguishable by zero-knowledge.
Here we use the setup-compatibility clause that the joint distribution (crsh, ') output
by SIM; is identical to the first two components output by £;. Therefore, for a negligible
function e 1,

|Pf[51] - PI‘[SO” S Ezk,l()\)~

sz,l(lx) 1. Receive crsll, and access to the zero-knowledge proof oracle for Lj.

2. Generate the honest target member pair and all remaining public parameters as in the non-
frameability experiment.

3. On a signing query, perform the parsing and certificate checks from Game 1 and sample
(¢;7) +s Ence(pke, y°)-

4. For every non-failing query, define
= = (pky, Pk, pklz, c¢,m) and wrp,; = (1,05, w®),

obtain 7 from the proof oracle, and apply the same logging and return rules as Game 1.

5. Output 1 if A wins and 0 otherwise.
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Game 2: Extractable setup for Ls. Replace the real Ly setup by
(crsh, 7%,¢%) <=5 £1(1%).

The non-frameability challenger generates no Lo proofs. A ZK distinguisher can therefore
compare the real CRS with a simulated CRS while making no prover-oracle queries; the
simulated and extractable CRS distributions are identical by setup compatibility. Thus,
for a negligible function e, 2,

|PI‘[SQ] — PI‘[Sl]| S é‘zk,z(/\).

szﬁz(lx) 1. Receive crsﬁ from the zero-knowledge challenger and embed it as the CRS for L.

2. Generate crs|1| and its simulation information as in Game 1, and generate all remaining public
parameters honestly.

3. Run A, answering signing queries exactly as in Game 1.

4. Output 1 if A wins and 0 otherwise.

Game 3: Exclude the auxiliary branch. Game 3 is identical to Game 2, except
that it aborts if a successful output is accepted through the auxiliary branch of Jdgr. Let
Bad,.x denote this event.

If Bad,ux occurs, then the final signature parses as

*

Jm = (c*’ 71_*7 0-/*’ y,*) Wlth 0-/* ?é J— 7£ y/*’

and acceptance as an attribution to y° implies
O =y" =y

This immediately yields an inverter for f: given an OWF challenge °, the inverter uses
it as the honest member public key, generates both setups with &£, and answers signing
queries with the simulated oracle from Game 1. This simulation does not require the
unknown preimage of y°. If Bad,,, occurs, the inverter outputs O*.

The OWF challenge has exactly the distribution of an honestly generated member
public key. Hence, for a negligible function eow,aux,

’PI‘[S3] — Pr[SQH < Pr[Badaux] < €ow,aux(A)-

Bow,aux(lk) 1. Receive a one-wayness challenge y° and use it as the honest target member public key.

2. Generate both proof-system setups with £ and generate all remaining public parameters
honestly.

3. Run A and answer signing queries using the simulated oracle from Game 1, which requires no
preimage of y°.

4. If A wins through the auxiliary branch, output O*; otherwise, output an arbitrary element of
the one-way-function domain.

In every successful execution of Game 3, the auxiliary branch is not taken. Since Jdgr
rejects if exactly one of ¢’* and y™* equals L, every successful output therefore has the
form

ipk™ = pkg, opk™ = (pkg, pks), oy, = (c*,m*, L, 1), o* *

I
B

with REG* = 0.
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Game 4: Extract the L, witness. Define
a7 = (pkg, pko, pky, c*,m”)
and extract
(r*, of, w*) g Ea(crshy, ¢tyat, 7).

Let Bady, be the event that S3 occurs but the extracted tuple is not a valid witness for z7.

The pair (zf,7*) is fresh relative to the Ly simulation oracle. Indeed, suppose the same
pair had previously been returned in response to a signing query. Equality of the complete
statements fixes pky, pkg, pky, c*, and m*; equality of the proofs then fixes the entire
standard-branch signature. The tuple (ipk*, opk™, m*, o) would consequently belong to
9., contradicting the non-frameability freshness condition.

An SSE adversary can therefore simulate the signing oracle using its simulation oracle

and output (z7,7*). If Bady, occurs, this adversary wins the SSE experiment for L;.
Consequently, for a negligible function ege 1,

|Pr[S4] — PI‘[SgH < Pr[Bady,] < €sse,1(A).

Bese1 (1 1. Receive crst and access to the SSE simulation oracle for L.
, n

2. Generate crsﬁ with £, generate the target member pair and all remaining public parameters
honestly, and run A.

3. Answer signing queries as in Game 1, obtaining every Lj proof from the simulation oracle and
maintaining Q.

4. If A produces a successful fresh standard-branch output, define
@] = (pks, pkg, pky', ¢*,m™)
and output (z],7"); otherwise, output an arbitrary rejecting pair.

Whenever Sy occurs, the extracted witness satisfies

= Enc@(pkg, f(w*)’ 7‘*), (2)
ny):(pk)*:,(pk*Dpk*é,pkg,f(w*))m:) =1L (3)
Game 5: Extract the L, witness. Define
x5 = (pky, pke, Pk, ¢, m*, y°)
and extract
Ské % gQ(Crslz'lv Cza .’b;, W:)'

Let Bady, be the event that Sy occurs but skg is not a valid witness for 25. The challenger
never generates or simulates an Ly proof, so the corresponding simulation-query set is

*

empty and (z3,7*) is fresh. Simulation-sound extractability for Lo gives a negligible
function €gse,2 such that

|Pr[S5] — Pr[S4]| < Pr[Badp,] < esse2(A).

Bsseg(lk) 1. Receive crs% from the SSE challenger and embed it as the CRS for L.

2. Generate crs,}I with &1, retain ¢*, and generate the target member pair and all remaining public
parameters.

3. Run A, answer signing queries as in Game 1, and perform the Game 4 extraction and abort
checks for Ly.

4. On a successful standard-branch output, define
x5 = (pks, Pk, PRy, ¢, m™, y°)

and output (3,7 ); otherwise, output an arbitrary rejecting pair.
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Whenever S5 occurs, the extracted witness satisfies

KVfyg (skg, pko) =

L
Deco (skg, c*) = 3°. (5)

Game 6: Decryption-soundness. Game 6 is identical to Game 5, except that it aborts
if
Dece (skg, c*) # f(w*).

By (2), ¢* is an honestly formed encryption of f(w*) under pkg using randomness r*, and
by (4), sk passes key verification for pkg. The abort event therefore gives the tuple

(sko, ko, f(w"),r7)
that wins the decryption-soundness experiment. Hence, for a negligible function eys,

’PI‘[SG] - PI‘[S;)]

< 5ds(>\)-

Bds(lk) 1. Receive ppg from the decryption-soundness challenger and embed it into ppy.

2. Generate both proof-system setups with &1, retain the extraction trapdoors, and generate the
target member pair and all remaining public parameters honestly.

3. Run A, answering signing queries as in Game 1, and extract the witnesses (r*, o, w™) and
skg from the final accepted transcript as in Games 4 and 5.

4. If all checks succeed, output
(skgs Pkg, f(w™),r7);

otherwise, output an arbitrary non-winning tuple.

Finally, suppose that Sg occurs. Equations (5) and the absence of the decryption-
soundness abort imply

y® = Decg(skg, ¢*) = f(w™).

This yields a second OWF inverter. Given a challenge y°, it runs Game 6 using the
simulated signing oracle, extracts w* from the fresh L, proof, and outputs w*. Thus, for a
negligible function oy std,

Pr[SG] < Eow,std ()\)

Bow'std(l”\) 1. Receive a one-wayness challenge y° and use it as the honest target member public key.

2. Generate both proof-system setups with £ and generate all remaining public parameters
honestly.

3. Run A, answer signing queries using the simulated oracle from Game 1, and perform all
extraction and abort checks through Game 6.

4. If A wins Game 6, output the extracted value w™; otherwise, output an arbitrary element of
the one-way-function domain.

Combining the transitions gives

PI‘[S()] < Ezk,l(/\) + Ezk,2()\) + Esse,l()\) + Esse,Q()\)
+ 5d5(>\) + 5ow,aux()\) + 5ow,std(>\)a
which is negligible. Equivalently, using a common upper bound for each assumption, the

loss is
262k + 2€sse + €ds + 2€0w-

Therefore I is non-frameable. O
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4.8.3 Proof of Theorem 13 (Traceability)

Proof strategy. We first move the L; CRS to extractable mode. A valid auxiliary-
branch signature would forge a signature under the auxiliary verification key. For a
standard-branch signature, extraction yields both the encrypted member identity and an
issuer certificate for that identity. If the identity was not submitted to the join oracle, this
certificate is an issuer-signature forgery; otherwise, correctness of encryption and opening
gives an accepted opening to a registered member.

o Game 0 (Original experiment). This is the registry-based traceability experiment.

o Game 1 (Extractable L; setup). Switch the L; CRS from real to simulated and
then to extractable mode.

o Game 2 (Exclude the auxiliary branch). A successful auxiliary-branch signature
violates EUF-CMA security of the auxiliary signature key.

o Game 3 (Extract the L; witness). Extract the encrypted member identity and
its issuer certificate. Invalid extraction violates SSE for L.

o Game 4 (Enforce registered membership). A certificate for an identity absent
from the join log violates EUF-CMA security of the issuer signature. Otherwise, the
prescribed opening algorithm returns that registered identity.

Proof. Let A be a PPT adversary in the traceability experiment. We use a sequence of
games and write S; for the event that A wins Game 3.

Game 0: Original experiment. The challenger generates
(sks, pky) <=5 KGz(ppy),  (ske;Pke) s KGe(pPe),
and, as part of opener key generation,
(skg, pkx) <5 KGs(ppy)-
It erases sky and sets
ipk = pky, osk = ske, opk = (pkeg, pky).

The adversary receives (osk, opk, ipk). In particular, it receives the honest decryption key
ske, but not the erased auxiliary signing key sk
The registry is initialized as REG < ). On a join query vy, the challenger computes

Os <¢ SgnZ(Skzv (kaa pk@a pk/):a y))v

adds y to the challenger-maintained log Qjoin, and returns (os,0). Thus, the registry
supplied to the scheme algorithms remains () throughout the experiment; the join log is
separate state used only in the traceability winning condition.

Eventually, A outputs (m*, o7,). If the signature verifies, the challenger computes

(upk®, O) <3 Opnr(ske,opk, @, ipk, m*, o7;,).

The event Sy occurs if the signature verifies but either the resulting opening is rejected or
'-Jpl(’< ¢ Qjoin-
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Game 1: Extractable setup for L;. Replace the real setup of crsf; by
(crsh, 7', ¢1) =5 E1(1%).

To justify the transition, first replace the real CRS by a CRS generated with SIM;. The
traceability challenger generates no L, proofs, so the ZK distinguisher makes no prover-
oracle queries. Next replace the simulated CRS by the extractable CRS; their public
distributions are identical by setup compatibility. Hence, for a negligible function e,

|PI‘[51] — PI‘[SoH S €zk()\).

sz(lA) 1. Receive crs,lI from the zero-knowledge challenger and embed it as the CRS for L;.
2. Generate the issuer and opener key material and all remaining public parameters honestly.
3. Run A, answering every join query exactly as in the traceability experiment.

4. Output 1 if A wins and 0 otherwise.

Game 2: Exclude the auxiliary branch. Game 2 is identical to Game 1, except that
it aborts if a successful signature is accepted through the auxiliary branch of Vfyr. Let
Bad,.x denote this event.

If Bad,,x occurs, then the signature parses as

U:n — (C*,Tr*,(f/*,y/*) Wlth O_l* 7& L # y/*7
and
Vf}’z(PkI& M:ux7 Ol*) =1,
where
M:ux = (pkiv pk®7 pk,Zv y/*v m*7 C*a 77*)'

No algorithm or oracle in the traceability experiment signs a message under pks. Therefore
(M, 0™) is an EUF-CMA forgery. The corresponding reduction embeds the EUF-CMA
challenge key as pky and generates the issuer and encryption keys honestly; it never queries
its signing oracle. Consequently, for a negligible function &g aux,

|PY[S2] - Pr[51” é Pr[Badaux] S é:sig,aux()\)~

Bsig,aux(lx) 1. Receive the EUF-CMA challenge verification key and set pky equal to that key.

2. Generate the issuer signature key pair, the encryption key pair, the extractable L setup, and
all remaining public parameters honestly.

3. Run A, answering join queries with the locally generated issuer signing key; make no query to
the EUF-CMA signing oracle.

4. If A produces a successful auxiliary-branch signature, output
* Ix
(M 07")-

Otherwise, output an arbitrary non-winning pair.
Whenever Sy occurs, the signature must instead use the standard branch:
or = (c*, 7, L, 1).
Since Vfy; accepts, the proof 7* verifies for

‘TT = (ka7 pk@a pk;:a C*am*)-
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Game 3: Extract the [, witness. Extract
(r*, 0%, w*) g Ea(crsh, ¢Lyat, 7).

Let Bady, be the event that Sz occurs but the extracted tuple is not a valid witness for
x7, and let Game 3 abort on this event.

The challenger has generated no simulated L; proof, so the simulation query set in
the SSE experiment is empty. Thus (z7,7*) is fresh, and Bady,, directly yields an SSE
adversary for L;. For a negligible function e,

|Pr[Ss] — Pr[Ss]| < Pr[Bady,] < egse(N).

Bsse(lk) 1. Receive crs,lI from the SSE challenger and embed it as the CRS for L.
2. Generate the issuer and opener key material and all remaining public parameters honestly.
3. Run A, answering join queries exactly as in the traceability experiment.

4. If A produces a successful standard-branch signature, define
ZI = (pkg, Pke, pk,i’ & m*)

and output (z],7"); otherwise, output an arbitrary rejecting pair.
Whenever S3 occurs, define y* + f(w*). The extracted witness satisfies

c* = EnC(_)(pk@7 y*, T*)7 (6)
nyZ (ka7 (pk}:7 pk@7 pk,Z’ y*)’ U:) =1 (7)

Game 4: Enforce membership in the join log. Game 4 is identical to Game 3,
except that it aborts if
y* ¢ Qjoin~

Call this event Badjoin. If it occurs, then Equation (7) gives a valid issuer signature on
Mc*ert = (ka’ pk@v pk/):v y*)

The reduction to EUF-CMA embeds the challenge verification key as pky. For every join
query v, it requests a signature on (pks, pkg, pks,y) from its signing oracle, records y in
Qjoin, and returns (o, ) to A. Because y* ¢ Qjoin, the message M, was never queried.
Thus (Mg, 0%) is an EUF-CMA forgery. For a negligible function g cert,

cert?

|PI‘[S4] — PI"[S3H S Pr[Badjoin] S Esig,cert()\)~

Bsigycm(lk) 1. Receive the EUF-CMA challenge verification key and set pky equal to that key.

2. Generate the encryption key pair, the auxiliary signature key pair, the extractable L; setup,
and all remaining public parameters.

3. On every join query y, query the EUF-CMA signing oracle on

(Pks» Pko s PKs, 9),

record y in Qjoin, and return (o, 0).
4. Run A and extract (r*, o), w™) from a successful standard-branch output as in Game 3; set
y* = f(w").
5. If y* ¢ Qjoin, output
((Pk):v Pk®7 pk,[v y*)v O':)

Otherwise, output an arbitrary non-winning pair.

It remains to analyze Game 4. Suppose that Sy occurs. By Equation (6) and correctness
of © for the honestly generated key pair (ske, pkg),

Decgo(ske, ") = y™.



46 Group Signatures: The Case of Malicious Openers and Issuers

The prescribed opening algorithm receives the unchanged registry @), confirms that the
signature uses the standard branch and verifies, decrypts ¢* to y*, and generates an Lo
proof using skg. Since

KVfyg(ske, pkg) =1 and Decg (ske, c*) = y*,

correctness of the proof system implies that the resulting opening is accepted by Jdg.
Moreover, the absence of Badjs, gives

upk™ =y € Qjoin-
Thus neither traceability winning condition holds, a contradiction. Hence
Pr[Sy] = 0.
Combining the game transitions yields
Pr[So] < ek(A) + esse(N)
+ Esig,aux(A) + Esig,cert (A);

which is negligible. Equivalently, using a common upper bound for the two signature
reductions, the loss is
€zk + Esse T+ 2“:sig~

Therefore I' is traceable. O

4.8.4 Proof of Theorem 14 (Anonymity)

Proof strategy. We simulate the L; proofs returned by the left-or-right signing oracle
and the Lo proofs returned by the opening oracle. We then answer admissible opening
queries by extracting the plaintext certified by their L; proofs, which removes the need for
the opener secret key. Finally, mcIND-CPA security allows us to replace every left-or-right
ciphertext by an encryption of an independently sampled dummy identity. In the resulting
game, the complete adaptive view is independent of the anonymity bit.

e« Game 0 (Original experiment). This is the anonymity experiment with an
equivalent implementation of the left-or-right signing oracle.

o Game 1 (Simulated L; proofs). Generate the L; setup in extractable mode and
simulate the single Ly proof contained in each returned left-or-right signature.

o Game 2 (Simulated Ls proofs). Simulate every Lo proof returned by the opening
oracle.

o Game 3 (Extraction in the opening oracle). Extract the plaintext certified by
each admissible opening query. Invalid extraction violates SSE for L;.

e Game 4 (Independent ciphertexts). Replace all left-or-right ciphertexts by
encryptions of independently sampled dummy identities. This is justified by mcIND-
CPA security.

Proof. Let A be a PPT adversary in the anonymity experiment. The challenger generates

(w07y0)7 (wlayl) A Kng(PPr)a b 3 {Oa l}a

where y; = f(w;) for j € {0,1}. It also generates the honest opener public key

opk = (pke, pky ).
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We give A exactly the challenge-key information prescribed by the anonymity experiment
and use a sequence of games. Let S; denote the event that A outputs the hidden bit in
Game 3.
We first record an equivalent implementation of the left-or-right signing oracle. On a
query
(m,ipk, a2, al),

parse ipk = pky and, for j € {0,1}, test

Viys (Pks. (Pks, Pke, PKs, ), 07) = 1.
If either test fails, return L. Otherwise, generate only the signature for member b. This
does not change the oracle’s distribution. Indeed, for an honest member pair and the
honestly generated encryption key, a valid certificate supplies a valid L; witness and hence
yields an accepted group signature by correctness; an invalid certificate makes the witness
supplied to the prover invalid, so the total-prover convention makes Sgnp return L. The
unreturned candidate signature therefore affects only the public certificate test.

Game 0: Original experiment. This is the experiment from Figure 8, using the
equivalent signing-oracle implementation above. The oracle records every returned challenge
signature as

(ipk,m, %) € Q,.
An opening query has the form (ipk, REG, m, 0,,) and is rejected when this complete triple
belongs to 9, .

Game 1: Simulate the L; proofs. Generate the L; setup as
(crsh, 74, ¢1) =g £1(17).
After both certificate tests of a left-or-right query have succeeded, compute
(c;7) <=5 Ence(pke, ), 21 = (pPks, Pke, PKE, ¢, m),
and replace the real Ly proof by
7 g SIMy(crshy, 74, x1).

As in the original experiment, return L if the resulting signature fails verification. Otherwise,
return

Um = (C’ 71—7 J_’ J_)
and add (pky, m,0.,) to Q.

The statement z; is true with witness (r, 0%, wp). Zero-knowledge, with polynomially
many prover queries, therefore justifies replacing all returned proofs by simulated proofs.
We also use the setup-compatibility clause that the joint distribution (crs,l-l, 71) output by
SIM; is identical to the first two components output by £ . Thus, for a negligible function

Ezk,15
|Pr[S1] = Pr[So]| < a1 (N).

sz,l(lx) 1. Receive crsll, and access to the zero-knowledge proof oracle for Lj.

2. Generate the honest opener key pair, both challenge member pairs, the remaining public
parameters, and b <—g {0, 1} honestly.

3. On every successful left-or-right query, sample (¢;r) <—¢ Ence (pkg, ¥s), define
z1 = (pks, Pke, Pks, ¢, M),

and query the proof oracle on (z1, (r, ag, wp)).

4. Apply all verification, 1, logging, and return rules of Game 1, and answer opening queries with
the honest opener key subject to the challenge-signature restriction.

5. Let b™ be the bit returned by A. Output 1 if b* = b and 0 otherwise.
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Notice that exactly one L; proof is simulated for every successful left-or-right query,
namely the proof contained in the returned challenge signature. No proof for the unreturned
branch is generated.

Game 2: Simulate the L, opening proofs. Generate
(crs, 72) +g SIM; (1%)

and modify the opening oracle as follows. On input (ipk, REG,m,o,,), first apply the
challenge-signature restriction using (ipk,m, ;). Then run Opn; up to the generation of
its Ly proof. Thus, the oracle returns L on a parsing failure, if REG # (J, if the signature
uses the auxiliary branch, or if Vfy(ipk, opk, m, o) # 1. Otherwise, parse

ka = kaa Om = (C, T, J—v J—)7
compute y < Decg(ske, ¢), return L if y = L, and define

To = (Pk):» pk(—)a pk/z,C,m,y),

and return (y, m,), where
T <—g SIMy(crs?, 72, x2).

If 7, = L, the oracle returns L, as does Opnr.

Since (skg, pkg) is honestly generated and y = Decg(ske, ¢), every simulated Lo proof
replaces a proof for a true statement with witness skg. Zero-knowledge gives a negligible
function €4 2 such that

|PI‘[SQ] — PI‘[Sl]| < 5zk,2(/\)~

sz,z(lx) 1. Receive L:rslgI and access to the zero-knowledge proof oracle for L.

2. Generate crs%I with &1, generate the honest opener and challenge member pairs, and simulate
left-or-right responses as in Game 1.

3. On each admissible opening query, run Opnr up to Lo proof generation, define

z2 = (pkg, Pko, Pk,za c,m,y),

and query the proof oracle on (z2, ske).

4. Apply all L and return rules of Opn. Let b* be the bit returned by A; output 1 if b* = b and
0 otherwise.

Game 3: Extract in the opening oracle. Game 3 is identical to Game 2, except
that an admissible opening query is answered using an extracted L; witness. After the
challenge restriction and the public checks above have succeeded, define

T = (pk27 pk@v pk,2707 m)

and extract
(r,os,w) <—g 52(CI’S|1-|,C1,1‘1,7T).

Let Badgs occur if the extracted tuple is not a valid witness for ;. On this event, the
opening oracle returns L for the current query. Otherwise, it sets

y<—f(w)7 xQZ(kaapkevpk,Z7cam7y)7

simulates 7, under crs?, and returns (y,m,).

Every simulated L; pair (z1,7) that verifies is contained in the standard-branch
signature returned by the corresponding left-or-right query, and that signature is recorded
together with the same pky and m in Q.. Consequently, if an opening query containing such
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a pair were submitted, the challenge-signature restriction would reject it before extraction.
Every pair that reaches extraction is therefore fresh relative to the L, simulation oracle.

The SSE reduction need not know the extraction trapdoor. It generates the honest
opener key pair itself and answers earlier opening queries as in Game 2, using decryption
and the Ly simulator. For the analysis only, instrument this Game 2 execution with
unobserved extractions under the extractable setup. Couple these extractions and all other
randomness with Game 3. Before the first invalid extraction, encryption correctness makes
the two executions identical, including the adversary’s adaptive queries. Consequently, the
probability of a first invalid extraction is the same in this instrumented Game 2 and in
Game 3.

Let g, > 1 bound the total number of opening queries. The reduction chooses a
uniform index j € {1,...,¢,}, simulates Game 2 up to that query, and outputs its fresh
accepting pair (x1,7) to the SSE challenger. If the query is not reached or fails the public
admissibility checks, it outputs a rejecting pair. The challenger, rather than the reduction,
performs the extraction. The simulation before query j does not depend on j, and the
challenger uses the same extraction distribution as the instrumented execution. Guessing
the first failing query therefore succeeds with probability at least Pr[Badsse|/q,. Thus

Pr[Badsse] S GoEsse ()‘)

for a negligible function es.. Moreover, conditioned on —Badgs, the extracted witness
gives
¢ = Ence(pkg, f(w);7).

Correctness for the honestly generated encryption key implies
Deco(ske, ¢) = f(w).

Thus Game 2 and Game 3 return the same member public key and simulate an Lo proof
for the same statement. It follows that

‘Pr[Sg} — PT[SQH < Gosse(A).

Bsse(lk) 1. Receive crs,lI and access to the SSE simulation oracle for L.

2. Guess j <3 {1,...,40}, generate the L simulation setup, the honest opener and challenge
member pairs, the remaining public parameters, and b <—g {0, 1}.

3. Answer left-or-right queries as in Game 1, obtaining each returned L proof from the simulation
oracle and maintaining Q.

4. Answer opening queries before the j-th query as in Game 2 using the honest opener secret
key. On the j-th opening query, first apply the challenge restriction and public checks. If they
succeed, parse o, = (¢, m, L, 1) and define

z1 = (pky, Pke, Pky, ¢, m).
5. Output (z1, ) if the selected query passes these checks and the pair is fresh relative to the

simulation log. If the selected query is not reached or any check fails, output a rejecting pair.

Game 4: Independent ciphertexts. Modify each successful left-or-right signing query
as follows. Sample
ws Oy, Y f(w),
and replace
c <5 Enco(pkg,ys)
by
¢ <3 Enco(pkeg, 7).
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All subsequent operations remain unchanged. In particular, the oracle forms

Tl = (pk27 pk@7 pk/Z7 ¢, m)u

computes
7 < SIMy(crsfy, 74, 21),

performs the prescribed verification check, and returns L if that check fails. Only a
non-failing response is entered into Q..

To justify the transition, consider an mcIND-CPA reduction that embeds the challenge
encryption key as pkg, generates the remaining public parameters and both member pairs
honestly, and samples b <—g {0, 1}. For every left-or-right signing query that passes both
certificate checks, it samples an independent 3 as above and submits

%)

to its mcIND-CPA oracle. It uses the returned ciphertext to form z, runs SIMs, and
retains all verification checks and possible L responses. Opening queries are answered as
in Game 3 using the L, extraction trapdoor and the Lo simulation trapdoor; the reduction
therefore does not need the challenge decryption key.

If the mcIND-CPA oracle encrypts the left messages, the reduction simulates Game 3.
If it encrypts the right messages, it simulates Game 4. After the ciphertext switch, x; need
not belong to L. This causes no problem: the game invokes SIM, directly, and its output,
the subsequent verification result, and any resulting | response are efficient post-processing
of the mcIND-CPA ciphertext. No real prover is invoked and no zero-knowledge claim is
made for such a statement.

Let 8 denote the hidden bit of the mcIND-CPA experiment and let A denote the event
b* = b. The reduction outputs 0 if A occurs and 1 otherwise. Consequently,

cpa

AdVECIND_CPA(A) _ ‘Pr[ﬂ* _ ﬂ] .
_ %|Pr[53] — PS4,

Therefore,
|Pr[S4] — Pr[Ss]] < QAdVECCPlaND—CPA()\).

Bcpa(l’\) 1. Receive (ppg,pkg) and access to the mcIND-CPA left-or-right encryption oracle.

2. Generate crsllI with £;, generate the Ly simulation setup, generate the remaining public
parameters and both challenge member pairs honestly, and sample b «—g {0, 1}.

3. On every left-or-right signing query that passes both certificate checks, sample w g Ci, set
y = f(w), and query the encryption oracle on (yp,y).

4. Use the returned ciphertext to form z;, simulate its L; proof, and apply all verification, L,
logging, and return rules of the game.

5. Answer opening queries as in Game 3 using the L; extraction trapdoor and the Ls simulation
trapdoor.

6. Let A be the event that A outputs b. Output 0 if A occurs and 1 otherwise.

It remains to analyze Game 4. Both certificate candidates are checked before the oracle
produces a response, so this check is independent of b. Furthermore, y and ¢ are sampled
independently of b, and SIMsy, verification, the possible | response, and the update of
Q, depend only on these b-independent values. The opening oracle is determined by
its submitted query, the resulting challenge log, extraction, the local L rule, and fresh
simulation randomness, and is therefore independent of b as well. By induction over the
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adversary’s adaptive queries, its entire view in Game 4 is independent of b. Since the

adversary outputs a bit,

1
Pr[S4] = 5

Combining the transitions gives

1
Pr[Sy] — 2’ <em1(A) + ezx2(N)
+ GoEsse(A) +2 Adv%‘l;laND-cpA(A)’

which is negligible. Therefore I is anonymous. O

4.8.5 Proof of Theorem 15 (Non-Claimability)

Proof strategy. Every protected signing-oracle transcript contains an honestly formed
encryption of the honest member public key, even though the surrounding group context
is chosen adversarially. We switch the Ly setup to extractable mode, extract a valid
decryption key from the adversary’s accepted re-attribution, and use decryption-soundness
to show that this key must recover the original member public key rather than the claimed
different identity.

o Game 0 (Original experiment). Record the encryption randomness used in every
protected signing transcript; this instrumentation does not change the adversary’s
view.

o Game 1 (Extractable Lo setup). Switch the Ly CRS from real to simulated and
then to extractable mode.

o Game 2 (Extract the opening witness). Extract a valid decryption key from
the accepted re-attribution. Invalid extraction violates SSE for L.

o Game 3 (Enforce correct decryption). Decryption-soundness forces the ex-
tracted key to decrypt the protected ciphertext to the original member public key,
contradicting successful re-attribution.

Proof. Let A be a PPT adversary in the non-claimability experiment. The challenger
generates

(USka Llpk) = (wvy) <3 Kng(PPr);

so y = f(w), and gives y to A. We use a sequence of games and let S; denote the event
that A wins Game 1.

Game 0: Original experiment. This is the experiment from Figure 12. On every
signing query
(ka7 opk? 0—57 m)?

the challenger runs Sgnr. If the result is L, it returns L without modifying Q,. Otherwise,
it records

(ipkﬁopk7maa7n) 6 QU

and returns o,,.
For the analysis, the challenger additionally instruments every such non-failing execution
of Sgnr. A returned signature has the standard-branch form

ka = ka7 Opk = (kaa pk/Z)a Om = (0771-7 La J~>7
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and the challenger records in an internal transcript 7, the randomness r used by the
encryption step. Thus the corresponding entry satisfies

¢ = Enco(pkg,y; 7).

Every entry in Q, therefore has a corresponding entry in 7. This instrumentation does
not change the adversary’s view.
Eventually, A outputs
(ipk™, opk™, REG*, upk®, m*, o, O*).

m?

For Sy to occur, the tuple (ipk™,opk®, m*, ¥, ) must belong to Q,, the claimed identity
must satisfy upk™ # y, and

Jdgr (ipk”, opk™, REG", m*, o7, upk™, 0") = 1.

Since Jdgr accepts, o), cannot equal L. Because every non-_L signing-oracle output uses
the standard branch, it parses as

ipk” = pky,  opk™ = (pkg,pky), o, = (7wt L, L),
and has a matching entry in 7,. Consequently, for some recorded r*,

¢* = Ence(pkg,y; ™). (8)

Game 1: Extractable setup for L,. Replace the real setup of crsg by
(crs, 72,¢2) < £1(17Y).

To justify the transition, first replace the real CRS by one generated with SIM;. The
challenger generates no Lo proof in the non-claimability experiment, so the ZK distinguisher
makes no prover-oracle query. The simulated and extractable public CRS distributions are
identical by setup compatibility. Hence, for a negligible function e,

‘PI‘[Sl] — PI‘[SQH < Ezk()\>.

sz(lk) 1. Receive crsﬁ from the zero-knowledge challenger and embed it as the CRS for Lo.

2. Generate the honest target member pair and all remaining public parameters as in the non-
claimability experiment.

3. Run A, answer signing queries honestly, and maintain Q, and the internal transcript 7,.

4. Output 1 if A wins and 0 otherwise.

Game 2: Extract the opening witness. After a successful adversarial output, define
a3 = (pk, pko, pKE, ¢*, m”, upk™)
and extract
Sk*@ 3 SQ(CrSI%h <2a Z;, O*)

Let Bady, be the event that S; occurs but sk is not a valid witness for 23, and let Game 2
abort on this event.
Acceptance by Jdgr implies

Vfyn(crsf, o5, 0%) = 1.

Moreover, the challenger has generated or simulated no Lo proof. Hence the SSE simulation
log is empty and (z3, O*) is fresh. Therefore Bady, directly yields an SSE adversary for
L. For a negligible function &g,

|Pr[Sy] — Pr[S1]| < Pr[Badp,] < ese(N).
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Bsse(lk) 1. Receive crsﬁ from the SSE challenger and embed it as the CRS for Lo.
2. Generate the honest target member pair and all remaining public parameters as in Game 1.
3. Run A, answer signing queries honestly, and maintain Q, and 7.

4. If A produces a successful re-attribution, define
x5 = (pky, Pk, pks", ¢*,m™, upk™)

and output (x5, O); otherwise, output an arbitrary rejecting pair.

Whenever S5 occurs, extraction yields

Deco (skg, ") = upk™. (10)

Game 3: Decryption-soundness. Game 3 is identical to Game 2, except that it aborts
if

Deco(skg, c*) # y.
By (8), the ciphertext is an honestly formed encryption of y under the adversarially

supplied public key pkg, using the recorded randomness 7*. By (9), the extracted key skg
passes verification for the same public key. Hence the abort event produces

(sko, Pko, ¥, ")

that wins the decryption-soundness experiment.

The reduction receives ppg from the decryption-soundness challenger, embeds it into
ppr, generates the Lo setup with &1, and runs A while maintaining Q, and 7,. It extracts
skg from the final accepted opening and obtains 7* from the matching transcript entry.
Thus, for a negligible function &gy,

’PI‘[S;:,] - PY[SQH S Eds()\).

Bds(l)‘) 1. Receive ppg from the decryption-soundness challenger and embed it into ppr.

2. Generate the Ly setup with &1, retain ¢2, and generate the honest target member pair and all
remaining parameters.

3. Run A, answering signing queries while maintaining Q, and 7.

4. From a successful final output, extract skg, from O* and obtain the recorded randomness r*
from the matching transcript entry.

5. If all checks succeed, output
(5k97 Pk@7 Yy, T )5

otherwise, output an arbitrary non-winning tuple.

Finally, if S3 occurred, Equation (10) and the absence of the decryption-soundness
abort would imply
upk™ = Decg(skg, ¢*) = y = upk,

contradicting the winning condition upk®™ # upk. Hence
Pr[S;] = 0.
Combining the game transitions gives
Pr[So] < ex(A) + esse(A) + €as(N),

which is negligible. Therefore I is non-claimable. O
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5 Registry-Less Non-Interactive Group Signatures

We now define registry-less non-interactive group signatures. In the remainder of the paper,
we simply refer to them as group signatures.

Our syntax follows the algorithmic interface of BSZ-style group signatures, but removes
the issuer-maintained registry and any other shared state between issuer and opener. For
fixed public parameters ppr, a group is therefore determined solely by the public key pair

(ipk, opk).

In our model, member identities are represented directly by their public keys. The
issuer produces membership certificates, members produce group signatures, and the
opener must open using only its secret key together with public inputs. There is no shared
registration structure in the definition.

We also distinguish explicitly between membership certificates o5 and group signatures
om. This distinction is essential for the additional unforgeability notions introduced below.

5.1 Framework

Definition 23 (Group Signature Scheme). A group signature scheme I is a tuple of PPT
algorithms
(PGF’ Kng? Kg|r7 Kgor’ ‘JOinra Sgnn nyra OPnra Jdgr)7

with the following interfaces, where o, denotes a membership certificate and o,, denotes a
group signature.

PGr. On input 1%, output public parameters ppy-:
ppr <5 PGr(1%).

We display ppr explicitly as input to the key-generation algorithms and treat it as
an implicit input to all remaining algorithms.

KgMr. On input ppr, output a member secret/public key pair (usk, upk):
(usk, upk) <=5 KgMr(ppr).
Kglr. On input ppr, output issuer keys (isk, ipk):
(isk, ipk) <5 Kglr(ppr).
KgOr. On input ppr, output opener keys (osk, opk):
(osk, opk) <=5 KgOr(ppr ).
Joinr. On input (isk, ipk, upk, opk), output a membership certificate o,:
o5 g Joinr(isk, ipk, upk, opk).
Sgnr. On input (usk, upk, o, ipk, opk, m) with m € MS, output a group signature oy,:
om g Sgnr(usk, upk, o, ipk, opk, m).
Vfyr. On input (ipk,opk,m, o,,), output a decision bit:

d + Vfyr(ipk, opk, m, o.,).
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Opnr. On input (osk,opk,ipk, m,c,,), output a member public key upk and opening
information O:
(upk, O) <—g Opnr(osk, opk, ipk, m, o).

Jdgr. On input (ipk, opk, m, o, upk, O), output a decision bit:

d < Jdgr(ipk, opk, m, o, upk, O).

Definition 24 (Correctness). A group signature scheme I is correct if for all A € N,
all ppr <—g PGr(1%), all issuer keys (isk,ipk) <—g Kgl-(ppr), all opener keys (osk,opk) <
KgOr(ppr), all member keys (usk, upk) <—g KgMr(ppr), all certificates

os g Joinr(isk, ipk, upk, opk),
all messages m € MS, and all signatures
om <3 Sgnr(usk, upk, o, ipk, opk, m),
we require o5 = | and o, # L, and we have
Viyr(ipk, opk, m, 0,,) = 1.

Moreover, for every
Z g OP”r(OSka Opk, ka, m, Jm)a

it holds that z # 1 and, writing z = (upk’, O),
Jdgr(ipk, opk, m, o, upk’, O) = 1 and upk” = upk.

Our interface does not require the issuer to keep state. In particular, multiple certificates
for the same upk may exist. All security notions are defined without relying on any global
registration state.

Security experiments may maintain internal query logs in order to define issuance and
freshness conditions. These logs are maintained solely by the challenger: they are neither
inputs to the scheme algorithms nor shared registration state.

5.2 Security

In our setting, we require the classical properties anonymity, traceability, non-frameability,
trace-soundness, and non-claimability, but now without any registration list or issuer-
maintained state. In addition, we introduce three further unforgeability properties that
make membership soundness explicit.

These notions are intentionally phrased at the level of accepted algorithmic behavior. In
particular, traceability requires that every valid signature can be opened by the prescribed
opening algorithm, trace-soundness enforces uniqueness of openings, even across distinct
group public-key pairs, and non-claimability protects attribution of honestly generated
transcripts even when the honest signer’s secret key is exposed. The additional unforge-
ability notions then capture the membership semantics that are no longer induced by a
shared registry.

Informally, the classical properties require:

o anonymity hides the signer identity against a malicious issuer and exposed challenge-
member signing keys, but not against a corrupt opener;

o traceability requires that every valid signature be openable by the prescribed opening
algorithm, even under a malicious issuer and leaked opener secret key;



56 Group Signatures: The Case of Malicious Openers and Issuers

» non-frameability prevents false attribution to an honest member even if issuer and
opener are malicious;

e trace-soundness requires uniqueness of accepted attribution tuples, even across
distinct group public-key pairs; and

o mnon-claimability prevents re-attribution of an honestly generated transcript, even
when the honest signer’s secret key is known to the adversary.

The three additional unforgeability properties will be introduced below. They explicitly
capture the relation between accepted signatures, membership certificates, and issuer-
authorized membership.

5.2.1 Anonymity

Anonymity is defined against a malicious issuer and honestly generated but key-exposed
challenge members, while the opener remains honest. The challenger generates an honest
opener key pair and two honest member key pairs and gives both member secret keys to
the adversary. Thus, anonymity does not rely on the secrecy of the challenge members’
keys. We restrict the adversary to output a bit b* € {0,1}.

The adversary chooses the issuer public key and the two membership certificates for
every left-or-right signing query. The experiment imposes no external consistency condition
between ipk, upk;, and ¢¢. Any required consistency must therefore be enforced by the
combined behavior of Sgnr and Vfy,.

For each query, the oracle generates and verifies both candidate signatures before
returning the one selected by the fixed challenge bit. The opening oracle refuses to open
exact challenge transcripts recorded in Q,, but remains available on all other inputs,
including modified challenge signatures.

Anonymity against a corrupt opener is incompatible with correctness whenever the
two challenge public keys are distinct: the opener can run Opnp on the challenge signature
and compare the recovered public key with upk, and upk;.

Definition 25 (Anonymity). A group signature scheme I' satisfies anonymity if for every
PPT adversary A whose output lies in {0, 1} there exists a negligible function negl such
that

‘Pr [Expﬁ{:?"()\) = 1} - 1/2’ < negl(A).

The corresponding experiment is given in Figure 13.

5.2.2 Traceability

Traceability is formulated here as a deliberately functional notion: every verifying signature
under a group public-key pair (ipk, opk) must admit a valid opening under the prescribed
opening algorithm. In particular, this definition does not by itself assert that the opened
identity corresponds to any honest join-derived membership relation. That missing semantic
dimension is captured separately by the unforgeability notions introduced later.

Figure 14 formalizes this requirement in the presence of a malicious issuer. The
challenger generates an honest opener key pair and gives the adversary the opener secret
key, so the opening key is leaked even though the opening algorithm itself remains the
honest one. The adversary then chooses ipk™, m*, and o7,. It wins if o, verifies but the
prescribed opening procedure fails to yield a valid opening.

The definition only requires that the prescribed opening algorithm return an opening
accepted by Jdgr, without imposing any further semantic constraints on the returned
member public key. No additional oracles are provided, as traceability only concerns the
behavior of the opening algorithm on adversarially generated inputs.
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ppr s PGr(1*)

(osk, opk) <5 KgOr(ppr)
(usko, upkg) <—s KgMr(ppr)
(usky, upky) <—g KgMr(ppr)
b g {O, 1}

0

b s AT 70 (o opk, (upk, usky), (upk, usky))
where oracle O] 2 * (m, ipk, ol ol):
00 < Sgnr(uskg, upkg, o, ipk, opk, m)
<g Sgnr(usky, upky, ol ipk, opk,m)
return L if Vfyp(ipk,opk,m,00) # 1
return L if Vfyp(ipk, opk,m, o} ) # 1
Qs + Qo U{(0h,,m,ipk)}

return o,

1

where oracle O, (ipk, m, o, ):
r
return L if (o, m,ipk) € Q,
return Opnp(osk, opk, ipk, m, oy )
return 1 if b* = b; else 0

b,uskq,usky yosk

Ob,usko,uskl

m
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Figure 13: Anonymity experiment for group signature scheme TI.
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T bili
Ar’arcea i |ty()\) .

ppr <5 PGr(1%)

(osk, opk) «—s KgOr(ppr)

(ka*a m*’ 0-:1) s A(ppl" (Opk, OSk))

return 0 if Vfyp(ipk*, opk, m*, o)) # 1

z* g Opn(osk, opk, ipk™, m*, o)

return 1 if z* = |

return 1 if 2* does not parse as (upk™, O*)
return 1 if Jdgp(ipk™, opk, m*, o, , upk™, O*) # 1
return 0

Figure 14: Traceability experiment for group signature scheme I'.

Definition 26 (Traceability). A group signature scheme [ satisfies traceability if for every
PPT adversary A there exists a negligible function negl such that

Pr|Exp £ ()) = 1| < negl()).

The corresponding experiment is given in Figure 14.

5.2.3 Non-Frameability

Non-frameability protects an honest member against false attribution. Figure 15 fixes one
honestly generated member key pair (usk,upk). The adversary chooses arbitrary issuer
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and opener public keys, arbitrary certificates, and may query a signing oracle under these
adversarially chosen contexts.

The adversary wins if it outputs a fresh transcript together with opening information
that causes Jdgr to accept an attribution to the honest member public key upk. Hence,
even under malicious issuer and opener contexts, a fixed honest member must not be
falsely implicated.

The adversary is not required to provide an opening produced by Opnp, but only one
accepted by Jdgr. We do not impose a separate condition Vfyp(ipk™,opk™, m*, o) = 1,
since Jdgr is the attribution predicate in this notion. Any required consistency and validity
checks must therefore be enforced by Jdg; itself.

EXP_'}C:FFrame ()\) .

ppr <5 PGr(1%)
(usk, upk) <5 KgMr(ppr)
Q, + 0
(ipk*, opk*, m*, 7%, 0%) <5 A% (ppr, upk)
where oracle (’)‘S‘;r(ipk, opk, os, m):
om <3 Sgnr(usk, upk, o, ipk, opk, m)
return 1 if 5, = L
Q, + Qs U {(ipk,opk,m, o)}
return o,,
return 0 if (ipk*, opk™, m*,0) € Q,
return 1 if Jdg(ipk™, opk™, m*, o, upk,O*) = 1
return 0

Figure 15: Non-frameability experiment for group signature scheme I'.

Definition 27 (Non-Frameability). A group signature scheme I satisfies non-frameability
if for every PPT adversary A there exists a negligible function negl such that

Pr [Expﬁfpﬁame(x) = 1] < negl()).
The corresponding experiment is given in Figure 15.

5.2.4 Trace-Soundness

Trace-soundness is intentionally strengthened beyond the local classical form. We require
uniqueness not merely of the opened member under a fixed group context, but of the entire
accepted attribution tuple. Computationally, no efficient adversary should be able to find
two distinct tuples

(upk, ipk, opk)

for the same message-signature pair such that both corresponding openings are accepted
by Jdgr. Thus, the notion explicitly rules out cross-context equivocation.

Figure 16 formalizes this strengthened requirement. The adversary outputs one message-
signature pair together with two candidate attributions under possibly different group
public-key pairs. It wins if both attributions are accepted by Jdg;, but

(upkp, ipkg, opky) 7 (upky, ipky, opkY).
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The opening-information strings Of and OF need not be unique; only the accepted
attribution tuple is required to be unique.

Trace-soundness is defined directly at the level of the accepted attribution relation
induced by Jdgr. No separate Vfyr condition is imposed; any required transcript validity
and consistency checks must be enforced by Jdg.

Member public keys may occur in multiple group instances. Accordingly, an attribution
is identified by the complete tuple

(upk, ipk, opk),

rather than by upk alone.

EXpI{?FeSound(/\) .
ppr <5 PGr(1%)
2" s Alppr)
return 0 if z* does not parse as

(ipkg, opkg, ipk, opki, m*, a7, upkg, O, upky, OF)

return 0 if (upkg, ipkg, opkg) = (upky, ipky, opk})
return 0 if Jdgp (ipkg, opkg, m*, o, upky, OF) # 1
return 0 if Jdgp(ipk],opky, m*, o, upki, OF) # 1
return 1

Figure 16: Trace-soundness experiment for group signature scheme [.

Definition 28 (Trace-Soundness). A group signature scheme [ satisfies trace-soundness
if for every PPT adversary A there exists a negligible function negl such that

Pr [Exp}}ceswnd()\) =1| < negl(}).
The corresponding experiment is given in Figure 16.

5.2.5 Non-Claimability

Non-claimability protects outputs of the honest signing algorithm against re-attribution.
Unlike non-frameability, the protected transcript is produced by an honest execution of
Sgnr using a fixed honestly generated member key pair. The surrounding issuer key, opener
key, and membership certificate may nevertheless be adversarially chosen.

The adversary is additionally given the honest member secret key. This strengthening
is intentional: the property does not rely on secrecy of the member secret key, but protects
the attribution of concrete transcripts previously returned by the signing oracle. Since the
adversary already knows usk, the signing oracle does not provide an otherwise unavailable
signing capability. Its purpose is to designate the concrete honestly generated transcripts
protected by the experiment.

Figure 17 formalizes this setting. The challenger generates an honest member key pair
(usk, upk), gives both keys to the adversary, and provides a signing oracle. The adversary
wins if it selects a transcript previously returned by that oracle and supplies opening
information that is accepted as an attribution to a different member public key.

A protected transcript consists of the issuer public key, opener public key, message,
and group signature string. Consequently, non-claimability prevents reassignment within
the original group context. Cross-context uniqueness of accepted attributions is addressed
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separately by strengthened trace-soundness. In particular, whenever a protected transcript
has an accepted attribution in its original context, trace-soundness rules out a distinct
accepted attribution under another group context.

No separate Vfy condition is imposed, since Jdgr is the attribution predicate and must
enforce any required transcript validity and consistency checks.

EprNL‘oFCIaimability (/\) .

ppr <5 PGr(1*)
(usk, upk) <=5 KgMr(ppr)
Qs 0
2* 5 A% (ppr, usk, upk)
where oracle 05;‘; (ipk, opk, og,m):

om 3 Sgnr(usk, upk, o, ipk, opk, m)

return L if o, = L

Qs +— Qs U {(ipk7 opk, m, U'm)}

return o,
return 0 if z* does not parse as

(ipk™, opk™, upk*, m*, ., O*)

return 0 if (ipk*, opk™, m*,c,) ¢ Q,
return 0 if upk™ = upk
return 1 if Jdg(ipk™, opk™, m*, o, upk™, 0*) = 1
return 0

Figure 17: Non-claimability experiment for group signature scheme I.

Definition 29 (Non-Claimability). A group signature scheme [ satisfies non-claimability
if for every PPT adversary A there exists a negligible function negl such that for every
AeN,

Pr Expﬁ?FC|3imability(A) = 1} < negl(\).

The corresponding experiment is given in Figure 17.

5.2.6 Certificate-Unforgeability

The next three notions formalize complementary aspects of membership soundness under
an honest issuer. They deliberately separate certificate issuance, member-key ownership,
and accepted attribution.

The first two notions use replay-based freshness. An accepting signature is fresh unless
the complete relevant transcript was previously returned by the corresponding signing
oracle. Opening-unforgeability instead uses relation-based freshness: an attribution is fresh
if the corresponding member—opener pair was not submitted to the honest join oracle.

Certificate-unforgeability exposes honestly generated member secret keys while with-
holding the corresponding membership certificates behind opaque handles. It requires that
the adversary cannot produce a fresh verifying group signature under the honest issuer key
unless that exact signature was returned by the signing oracle using a certificate generated
by the honest join oracle.

The adversary may choose arbitrary opener public keys and is given oracle access to
member generation, join under the honest issuer, and signing. The member generation
oracle returns the complete member key pair. The join oracle generates and internally
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stores a membership certificate and returns only an opaque certificate handle. The signing
oracle is restricted to these internally stored certificate instances.
The adversary succeeds if it outputs a signature o}, message m*, and opener public
key opk™ such that
Viyr(ipk, opk™,m*, o) = 1,
and
(oF,,m*, opk™) ¢ Q,.

Intuition. Certificate-unforgeability rules out signatures that bypass honest certificate
issuance even when the corresponding member secret keys are exposed. Since freshness
is defined by exact transcript replay, the notion also rules out public rerandomization of
signing-oracle outputs. It does not yet ensure that a certificate cannot be transferred to a
different member secret key; that binding is captured separately by key-unforgeability.

Definition 30 (Certificate-Unforgeability). A group signature scheme I satisfies certificate-
unforgeability if for every PPT adversary A there exists a negligible function negl such
that

Pr [Expie,rrtUnforgeability()\) -1 < negl()\)

The corresponding experiment is given in Figure 18a.

5.2.7 Key-Unforgeability

Key-unforgeability exposes membership certificates while withholding the challenger-
generated member secret keys. It requires that the adversary cannot produce a fresh
verifying group signature under the honest issuer key unless that exact signature was
returned by the signing oracle using one of the challenger-generated member secret keys.

The adversary interacts with an honest issuer and may choose arbitrary opener public
keys. It has access to member generation, join, and signing oracles. The member-generation
oracle returns only the member index and public key. The join oracle returns membership
certificates generated by the honest issuer.

In contrast to certificate-unforgeability, the signing oracle is not gated by certificate
handles. Instead, the adversary selects a challenger-generated member key through its
index j and supplies an arbitrary certificate o, issuer public key ipk’, opener public key
opk, and message m. The challenger then executes Sgnp using the secret key associated
with j.

The adversary succeeds if it outputs a signature o}, message m*, and opener public
key opk™ such that

Vyr(ipk, opk™,m*, o) = 1,
and
(0:117 m*a Opk*, ka) ¢ QU'

Intuition. Where certificate-unforgeability excludes fresh signatures generated without
access to an honest certificate instance, key-unforgeability prevents certificates issued for
challenger-generated member public keys from being transferred into fresh valid signatures
generated with a different, adversary-controlled member secret key. Since freshness is
defined by exact transcript replay, the notion also rules out public rerandomization of
signing-oracle outputs.

Definition 31 (Key-Unforgeability). A group signature scheme I satisfies key-unforge-
ability if for every PPT adversary A there exists a negligible function negl such that

Pr [Expie)FUnforgeability()\) _ 1] < negl()\)

The corresponding experiment is given in Figure 18b.
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CertUnforgeability .
Exp - (A):

ppr s PGr(1%)
Qy « () // member secret/public pairs
Q, + 0 // signing transcripts
// certificate records
// certificate index
// member index
(isk, ipk) <3 Kglr(ppr)
* OkeMp »Osgn Ok .
(Ufn,m*,opk )<;$ A KeMr > &Sgn > & Joine (ppr7|pk)
where oracle Okgw, ():
(usk, upk) <5 KgMr(ppr)
je—7+1
Qv <+ Qv U {(j, usk, upk)}
return |(7, usk, upk)
where oracle
return L if |(4,+, -, -, ) & Qcent
find (7, 05, opk, usk, upk) € Qcert
lom <5 Sgnr(usk, upk, o5, ipk, opk, m)]
return L if o,,, = L
‘Qa +— Qs U {(Um;muopk)}‘
return o,
where oracle (’)ifcfinr(opk,j):
return L if (j,-,-) ¢ Qy
find (7, usk, upk) € Qv
o5 g Joinr(isk, ipk, upk, opk)
return L if oy = L
‘chrt < chrt o) {(% Os, Opk, LlSk7 Upk)}‘
return
return 0 if [(o7 , m*, opk™) € Q]
return 1 if Vfy(ipk, opk™, m*, o) =1
return 0

KeyUnforgeability .
Exp,r (A):

ppr ¢s PGr(1%)

Qv + (0 // member secret/public pairs
Q, < 0 // signing transcripts

|

|

// member index
(isk, ipk) <=5 Kglr(ppr) v
(08, m" 0pk™) 4—5 A OO (ppeipk)
where oracle Okgm, ():
(usk, upk) <=5 KgMr(ppr)
j+—7+1
Qv < Qv U {(j, usk, upk)}
return (4, upk)
where oracle Osgn, (ipk’, j, 05, opk, m):
return L if
find (7, usk, upk) € Qv
om g Sgnr(usk, upk, US,, opk,m)
return L if o,,, = L
Q. + Qs U{(0m,m, opk]ipk’)}
return o,,
where oracle Ok (opk, j):
return L if (j,-,-) ¢ Qv
find (j, usk, upk) € Qv
o +g Joinr(isk, ipk, upk, opk)
return L if o = L

[~

\

return
return 0 if (¢}, m*, opk™],ipk)) € Q,
return 1 if Vfy(ipk, opk™, m*, o) =1
return 0

Certificate-Unforgeability of group
signature .

(a)

(b) Key-Unforgeability of group signature I

Figure 18: Side-by-side view of certificate-unforgeability and key-unforgeability. In the
certificate-unforgeability experiment, the join oracle stores certificates internally and returns
opaque certificate handles; the signing oracle can use only these stored certificate instances.
In the key-unforgeability experiment, the adversary receives certificates from the join
oracle and supplies an arbitrary certificate to the signing oracle, while the member secret
key is selected through a challenger-maintained member index. The key-unforgeability
replay filter additionally records the issuer public key because its signing oracle accepts
adversarially selected issuer contexts. In the certificate-unforgeability experiment, the
issuer key is fixed and need not be stored explicitly. Empty boxes indicate components
present in the certificate-unforgeability experiment but absent from the key-unforgeability
experiment.

5.2.8 Opening-Unforgeability

Opening-unforgeability is the attribution-side counterpart of certificate-unforgeability
and key-unforgeability. It requires that no efficient adversary can produce an accepted
attribution under the honest issuer key to a member—opener pair for which the honest
issuer never successfully issued a membership certificate.
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Expa;?ﬁningUnforgeability()\) .
ppr <5 PGr(1%)
(isk, ipk) <5 Kglr-(ppr)
Rjoin <~ @ )
(upk™, opk™, m*, 0%, 0*) 45 A% (ppr, ipk)
where oracle Oiﬁinr(upk, opk):
o5 g Joinr(isk, ipk, upk, opk)
return 1 if o, = L
Rjoin — Rjoin U {(upk, Opk)}
return o,
return 0 if (upk™, opk™) € Rjoin
return 0 if Jdg(ipk, opk™, m*, o, upk™, O*) # 1
return 1

Figure 19: Opening-unforgeability experiment for group signature scheme I'.

Unlike the two signature-unforgeability notions, opening-unforgeability does not use
replay-based transcript freshness. Instead, freshness is defined by the join relation main-
tained by the challenger. Whenever the honest join oracle successfully issues a certificate
for a pair

(upk, opk),

the challenger records that pair in Rjoin-

The adversary may request certificates for arbitrary member—opener pairs. No signing
oracle is required: it may locally generate member and opener key pairs, request certificates
for the corresponding public keys, and execute Sgn itself.

The adversary wins if it outputs

(upk™, opk™, m*, oy, O")

such that
(upk™, opk™) ¢ Rjoin,

but
Jdgr (ipk, opk™, m*, o, , upk™, 0%) = 1.

Intuition. Opening-unforgeability rules out phantom attributions to member—opener
pairs that were never certified by the honest issuer. It is orthogonal to non-frameability,
which protects a fixed honest member against false attribution, and complements trace-
soundness, which enforces uniqueness but not membership legitimacy of accepted attribu-
tions.

No separate Vfyr condition is imposed, since Jdgr is the attribution predicate and must
enforce any required transcript validity and consistency checks.

Definition 32 (Opening-Unforgeability). A group signature scheme I satisfies opening-
unforgeability if for every PPT adversary A there exists a negligible function negl such
that

Pr [Expai)ﬁmngUnforgeabl||ty()\) _ 1i| < negl()\)

The corresponding experiment is given in Figure 19.
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5.3 Secure Construction

We now present a canonical construction satisfying all eight properties under the building-
block assumptions stated in Section 2. It is obtained from the contrived construction
by removing the auxiliary bypass entirely. The resulting scheme follows the standard
BSZ intuition: the issuer certifies a member identity, the signer proves knowledge of a
valid certificate while encrypting its identity to the opener, and the opener proves correct
decryption.
Let
F={fx:Cx— Di}ren
be a fixed one-way function family. We assume that the description of f) is efficiently
obtainable from 1* and that
Dy € Me,x.

5.3.1 Languages

In the relations below, w € C)y, ¢ # L, and the claimed plaintext in Lo satisfies y # L.
Encryption randomness must be a valid random tape. These are part of the relation’s
domain checks, not additional hardness assumptions. In particular, two failing algorithm
evaluations do not establish an encryption or decryption relation merely because both
return L.

As before, we include the full signature context in the statement, in particular the
message m, so that proofs are bound to the complete verification context.

L{»PPLPP@ == { (pkg, Pke, c;m) | 3(r, 05, w) :
Vfys (pks, (pks, Pk, f(w)), o) = 1
A ¢ = Ence(pke, f(w);r) }

LEPe = { (pks, pkg, ¢, m, y) ‘ Jskg :
KVfyg (ske, pke) = 1
A Decg(ske,c) =y }.

5.3.2 Construction

Construction 4 gives the scheme.
Theorem 16. [ is correct.

Proof. Let (w,y) be an honestly generated member key pair. Then y = f(w). Correctness
of ¥ implies that the certificate returned by Joinr satisfies

VfYZ(kaa (Pk):, ko, f(w))v US) =1

Moreover, Sgn; computes ¢ = Encg(pkg, f(w);r) for the sampled randomness r. Hence

(r,os,w) is a valid witness for the resulting statement in L{ PPEPPO and correctness of the
proof system implies that Vfyr accepts.

For honestly generated opener keys, correctness of © gives
Deco(skeg,c) = f(w) =y and KVfyg(ske, pkg) = 1.

Thus ske is a valid witness for the statement in L5"® generated by Opnr. Correctness of
the proof system implies that Jdg; accepts the resulting opening, and the opened member
public key is exactly y = upk. O
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PGr(1*): Kelr(ppr):
o Let f < fy for the fixed one-way o Parse pp; as before,
function family o (skz, pky) s KGx(ppy),

F ={fx:Cx = Dahen, b
. ppy <5 PPE(1Y), o Return (isk, ipk) = (skg, pky).

e ppo s PPo(1%), KgOr (ppr):

o crsh <5 PGn(1) for L{PP=PPe. e Parse pp; as before,

o crsd g PGn(1*) for LEP®, o (ske,pkg) +3 KGo(ppo),

o Return e Return (osk,opk) = (ske, pkg)-
ppr = (crsh, crsii, PPy, PPos f)-

Joinr (isk, ipk, upk, opk):

KgM :

w ) ) o Parse sky = isk, pky = ipk, upk =y,
o Parse ppr = (crsp, crsqy, PPs; PPo, ), opk = pke,
e Sample w <3 C},

o Set y « f(w),

« Return Sgng (skx, (pkz, pko ¥)).

o Return (usk, upk) = (w,y).

Sgnr(usk, upk, os, ipk, opk, m):

o Parse usk = w, upk =y, ipk = pky, opk = pkg,

* (1) <5 Ence(pke, ),

e Return L ifec= 1,

o 7 +g Prfn(crsh, (pks, pke, ¢, m), (r, 0, w)) for L{’sz’ppe,
e Return L if7 =1,

o Return oy, = (¢, 7).

nyr(lpk7 Opk, m, Um):

o Parse (¢, m) = om, opk = pkg, ipk = pky,
« Return Vfyp(crshy, (pks, pkg,c, m), 7).
Opn(osk, opk, ipk, m, om):

o Parse osk = ske, om = (¢, ), ipk = pky, opk = pkg,

e Return L if Vfyp(ipk, opk,m,om) # 1,

e Decrypt y + Deceo(ske, ),

e Return L ify= 1,

o Generate T, < Prfn(crsd, (pks, pkg,c, m,y),ske) for L5P®,
e Return L if 7, = L,

e Return (upk, O) = (y, 7).

Jdg (ipk, opk, m, 0m, upk, O):

o Parse O = m,, upk =y, opk = pkg, (¢, ) = om, ipk = pky,
o Return 0 if Vfy (ipk, opk,m,om) # 1,
o Return Vfyp(crsd, (pks, pke, ¢, m, ¥), To)-

Construction 4: Secure Group Signature Scheme I
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Table 4: Assumptions used in the displayed proof of each security property of I'. Entries
denote the corresponding loss; an empty cell means the assumption is not used in that proof.
The parameters g, and g, denote, respectively, the adversary’s bounds on opening-oracle
and member-generation-oracle queries. KV is key-verifiability, SB statement-binding, and
DS decryption-soundness.

mcIND
Property ZK SSE SB KV OWF X-UNF DS -CPA

Anonymity qo 2
Non-frameability
Traceability
Trace-soundness
Non-claimability
Certificate-unforgeability

Key-unforgeability Qqm 1

N = = =N = NN
N~ = = N~ N
—

Opening-unforgeability

5.3.3 Security

We prove each property separately. Table 4 summarizes the required assumptions. For
anonymity, traceability, non-frameability, and non-claimability, the proof intuition follows
the contrived construction with the auxiliary bypass removed. The strengthened trace-
soundness proof additionally uses statement-binding to show that two accepted attributions
of the same message-signature pair must refer to the same issuer and opener public keys.

Theorem 17 (Trace-Soundness). [ is trace-sound.
The proof is given in Section 5.4.1.

Theorem 18 (Non-Frameability). [ is non-frameable.
The proof is given in Section 5.4.2.

Theorem 19 (Traceability). I is traceable.
The proof is given in Section 5.4.3.

Theorem 20 (Anonymity). I is anonymous.
The proof is given in Section 5.4.4.

Theorem 21 (Non-Claimability). I is non-claimable.
The proof is given in Section 5.4.5.

Theorem 22 (Certificate-Unforgeability). T is certificate-unforgeable.

Intuition. The join oracle reveals only opaque certificate handles. After replacing
the signing-oracle proofs by simulated proofs, the reduction need not generate any issuer
certificates for the adversary’s join queries. Simulation-sound extractability applied to
a fresh accepting signature then yields a valid certificate under the honest issuer key.
Since no corresponding issuer signature was previously issued, this certificate constitutes a
> -forgery.

The proof is given in Section 5.4.6.

Theorem 23 (Key-Unforgeability). I is key-unforgeable.
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Intuition. Simulation-sound extractability yields
(r, o5, w")

from a fresh accepting signature. If o} certifies an issuer-message that was not previously
submitted to the honest join oracle, then it yields a X-forgery. Otherwise, the certificate
refers to one of the challenger-generated member public keys y;. Since

fw") =y;,

the extracted witness inverts the one-way-function challenge embedded into that member
key.
The proof is given in Section 5.4.7.

Theorem 24 (Opening-Unforgeability). T is opening-unforgeable.

Intuition. Simulation-sound extractability yields a valid issuer certificate and the
plaintext encrypted in the group signature, as well as a valid decryption key from the
opening proof. Decryption-soundness forces the claimed member public key to equal the
identity certified and encrypted in the signature. If the resulting pair (upk™,opk™) was not
submitted to the honest join oracle, the extracted certificate therefore yields a ¥-forgery.

The proof is given in Section 5.4.8.

5.4 Proofs for the Secure Scheme

Challenge-parameter convention. Whenever a reduction embeds a primitive challenge,
it uses the public parameters supplied with that challenge throughout the simulated
experiment. In particular, an EUF-CMA reduction embeds the challenger’s pps together
with its verification key; it does not resample pps. Any other signature keys needed by
the simulation are generated under that same ppy. Generating the “remaining public
parameters” means generating only the other, independently sampled components, with
relation-dependent setups using the resulting public parameters.

5.4.1 Proof of Theorem 17 (Trace-Soundness)

Proof strategy. We gradually transform the trace-soundness experiment into one where
all openings are enforced by extraction and consistency checks. Each hop either changes
the CRS distribution, activates extraction, or aborts if the adversary violates a binding
property. Any adversary that distinguishes along the way would break one of the underlying
assumptions. At the end, two different valid openings for the same (m*,¢},) are impossible.

o Game 0 (Original experiment). Baseline trace-soundness experiment.

o Game 1 (Simulated CRSs). Replace both crs}, and crs? by simulated CRSs.
Indistinguishability follows from two zero-knowledge hybrids.

o Game 2 (Extractable CRSs). Switch both CRSs to their extractable setups. The
distributions are identical to the simulated setups.

o Game 3 (Extraction from Lj). Extract witnesses from both accepting Ls proofs
and check consistency. Otherwise, SSE is broken.

o Game 4 (Context consistency via L; binding). Abort if the same signature
verifies under two different (ipk, opk) contexts. Otherwise statement-binding of L is
violated.
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o Game 5 (Key-verifiability). Abort if two accepted decryption keys for the same
pkg decrypt the challenge ciphertext differently. Otherwise key-verifiability is broken.

Proof. Let A be a PPT adversary against trace-soundness. Let S; denote the success event
in Game 1.

Game 0: Original experiment. The standard trace-soundness experiment (Figure 16).
The adversary outputs

(ipkg, opkg, ipky, opky, m*, oy, , upkg, Og, upky, O7)

with

oy, = (c*, ") and O;

=m,,; forie{0,1}.
Let Sy be the event that both openings are accepting, i.e.,

Jdgr(ipkg, opkg, m™, o, upks, Ogp) = 1

and
Jdgr(ika7Oka7m*>U:na Upkik, OT) = 17

and
(upkyg, ipkg, opky) # (upky, ipky, opkY).

Game 1: Simulate both CRSs. For each j € {1,2}, generate
(crsh, 79) g SIM; (1%)

for the proof system associated with L;, and embed both simulated CRSs into the public
parameters. All other components remain unchanged.

Transition.

We pass through two hybrids. The first replaces crs}, by a simulated CRS while leaving
crsg real. The second additionally replaces crsg by a simulated CRS. The experiment
generates no proofs under either CRS. Hence a distinguisher for either hop yields a
zero-knowledge distinguisher for the corresponding proof system.

| Pr[S1] — Pr[So]| < 2e4(N).
sz,j(lk) 1. For the j-th hybrid, receive crsp from the ZK challenger and set crs? crsp.

n

2. Generate the other CRS according to the corresponding adjacent hybrid: use a real crsﬁ when
j =1, and a simulated crs,lI when j = 2. Generate all remaining public parameters as in the
prior game.

3. Run A and obtain (ipkg, opkg, ipk], opky, m*, o , upky, OF, upky, O7).
4. Parse o, = (¢",7") and O} ==, ; for i € {0,1}.

5. Output 1 if A wins the experiment and 0 otherwise.

Game 2: Extractable CRSs. For each j € {1,2}, replace the simulated setup by an

extractable setup S
(crsh, 77, ¢7) «=5 E1(1Y)

for the proof system associated with L;. Store the setup information for later use. All
other components remain unchanged.
Transition.
By definition, the CRS distributions produced by the simulated and extractable setups
are identical. Therefore,
| Pr[S2] — Pr[S1]] = 0.
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Game 3: Extraction from L. For each accepting opening (upk;, Of) with OF = 7} ;,
define
yi « upkj,
Parse
pks? < ipk} and pkoi < opk;.
Define
xz,i = (pk2:7 Pk@;‘ka 0*7 m*7 y;k)

Using (2, compute

sko; < Ex(crsd, CQ,JZ;Z-, 77;2) for ¢ € {0,1}.

Define Badey if, for some ¢ € {0, 1}, the extracted value is not a valid witness, that is,

if
KVfyg(ske;:pke;) #1 or Decg(ske;,c") # y;-

Abort on Badey.

Transition.

Since the experiment neither generates nor simulates any Ly proof, the simulation log
in the SSE experiment is empty. Hence both submitted statement—proof pairs are fresh.
An SSE reduction guesses the index of an invalid extraction and outputs the corresponding
pair. Therefore, by a union bound over the two extractions,

| Pr[S5] — Pr[Ss]| < 2e56e(N).

Bsse(lk) 1. Receive crsﬁ from the challenger.
2. Set crsﬁ into the public parameters. Set up the rest as in the prior game.
3. Run A and obtain (ipkg, opkg, ipk], opky, m*, o , upky, OF, upky, O7).
4. Parse 0y, = (¢, 7") and O] =7 ; for i € {0,1}.
5. Sample i g {0,1}.
6. Let y; = upk].
7. Parse
kaZ < ipkz and pk@: — opk:.
8. Define

93::1 = (sz:a Pk@:’ c,m”, yf)
9. Output (a:;i,‘/r;’i).
Game 4: Context consistency via L; binding. Parse the adversary output as
. * * s * * * * * * * *
(lpk07 OpkOa lpklv Opkla m-, Um? upkO? OO? upkl’ Ol)?
and parse

For i € {0,1}, define
pky; < ipk} and pkg; < opk;.

Then define
= (pksg, Pkop, €5, m™) and x] = (pksT, pko, ¢, m").

Define Bady, if
xy # 7.

Abort on Badgp.
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Transition.
In Game 3, the event S5 implies that both openings are accepted, that is,

Jdgr('Pkfa Opk:, m*a U*

m?

upkf,07) =1 for ¢ € {0,1}.

By definition of Jdgr, acceptance implies
Viyr(ipk;, opky,m*, o0 ) =1 for i € {0,1}.
Since o}, = (¢*,7*) and Vfyp runs
Vfyn(crsh, (ipk}, opk}, ¢, m*), %),
it follows that

Vfyp(crsh, of, %) =1 and Vfyn(crsh, 25, 7%) = 1.

Thus, if Badg, occurs, then the same proof n* verifies for two distinct statements
x4 # x7, violating statement-binding of L;. Hence,

Pr[Sg A Badsb} < ep(N).

Therefore,
‘PI‘[S4] — PI‘[SgH S 5sb()\)-

By (1) 1. Receive (crsfy, 71, ¢*) from the statement-binding challenger.

2. Embed crsl}I into the public parameters and generate all remaining components as in the prior
game.
3. Run A and obtain
(ipkg , opkg, ipk, opk, m™, oo, upky, O, upk], O7).

4. Parse o), = (", 7).

5. Define
pky; < ipk} and pkg; < opk; for i€ {0,1}.
6. Define
z; + (pksi,pPke;,c,m") forie {0,1}.
7. Output (zg,z],7").

Game 5: Key-verifiability. From Game 4, we have
Pkeo = Pke1-
Moreover, from Game 4 we have
(Pkso, Pkeo) = (PksT, Pko1)-

Since
(upkg, ipkg, opkg) # (upki, ipky, opki),
it follows that the tuples differ only in the member component, and hence
Yo 7# Y1
Define
pko  pkeg = Pkof-

Define Bad,, if
KVfyg(ske;, pkg) =1 forie {0,1}
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and
Deco(skeg, ¢*) # Dece(skeo], ¢¥).

Abort on Bady,.
Transition.
From Game 3, extraction yields decryption keys skg such that

KVfyg(ske;,pkei) =1 and Decg(ske;,c”) =1y for ¢ € {0,1}.
In Game 4, we have pkgy = pkg} = pkg. Moreover, since
(upkg, ipky, opk) 7# (upki, ipk, opky)
and the public keys coincide, it follows that
Yo 7 Y1
Thus,
Deco(skeg, ¢*) # Dece(ske], c*),

and both keys verify under pkg.
Whenever Sy A Bady, occurs, the two extracted keys, the common public key, and ¢*
satisfy exactly the winning condition of the key-verifiability experiment. Consequently,

PI‘[S4 A\ Badkv] < 5kv(>\)~
Since Game 5 differs only by aborting on this event,

‘PI‘[S5] — PI‘[S4]| S &‘k\,(A).

B (1) 1. Receive ppg from the challenger.

2. Embed ppg into the public parameters. In particular, generate (crs%, 72,¢?) ¢ 81(1>‘) and
generate all remaining components as in the prior game.

3. Run A and obtain
(ipkg, ok, ipky , opky, m™, o, upkg, O, upk], O7).

4. Parse 0, = (c*,7") and O] =7} ; for i € {0,1}.

5. For i € {0,1}, define
x;l « (ipk},opk},c",m™, upk})

and compute
* 2 2 * *
ske; s Ea(crsp, (7, z, ;5 m5 4)-

6. Define
pks « opkg -

7. Output (skeg,ske’,pkg,c™).

Final step. Suppose that S5 occurs. Since Game 5 does not abort, Bady, does not occur.
From Game 4, we have

(Pk287 pk@Ek)) = (pk):; pk@;)
In particular,
pkoo = Pkei =: pkg-
From Game 3, extraction yields for ¢ € {0,1} that

Deco(skof,c*) = yf and y: = upk].

(2
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Since Bady, does not occur in Game 5 and both extracted keys are accepted for pkg,
their decryption results on ¢* coincide. Combining this with the extracted relations, we
obtain

Deco(skeg, c*) =y and Deco(sko], ) = u7,

and hence
Yo = Y1-

Therefore,
upkg = upk].

Together with (ipkg, opkg) = (ipki, opky), this contradicts
(upkg, ipkg, opkg) # (upki, ipki, opk?).

Hence Pr[S5] = 0.

Advantage analysis. By a union bound over all transitions, we obtain
Pr[So] < 224 (A) + 2255e(A) + sp(N) + e (N).

O

Conclusion. Any successful adversary breaks zero-knowledge, simulation-sound ex-
tractability, statement-binding, or key-verifiability. Hence I satisfies trace-soundness.

5.4.2 Proof of Theorem 18 (Non-Frameability)

Proof strategy. We gradually transform the non-frameability experiment into one where
every accepting opening yields a consistent and extractable witness. Each hop either
changes the CRS distribution, activates extraction, or aborts if the adversary violates
a correctness or consistency property. Any non-negligible change in success probability
yields an adversary against one of the underlying assumptions. At the end, every successful
forgery yields a valid preimage for the one-way function.

e Game 0 (Original experiment). Baseline non-frameability experiment.

¢ Game 1 (Simulated CRS for L;). Replace crsf; by a simulated CRS. Indistin-
guishable by zero-knowledge.

o Game 2 (Simulated CRS for L;). Replace crs by a simulated CRS. Indistin-
guishable by zero-knowledge.

« Game 3 (Extractable CRS for L;). Switch crs}; to an extractable setup. The joint
distribution of the CRS and simulation trapdoor is identical by setup compatibility.

o Game 4 (Extractable CRS for Ly). Switch crs3 to an extractable setup. The
public CRS distribution is identical by setup compatibility.

o Game 5 (Extraction from L;). Extract witnesses from the L; proof and enforce
correctness of the ciphertext and signature. Otherwise, SSE for L, is broken.

e« Game 6 (Extraction from L,). Extract the decryption key from the Lo proof
and enforce correctness of the opening. Otherwise, SSE for L, is broken.

o Game 7 (Decryption consistency). Enforce that the extracted key decrypts the
ciphertext to the value fixed by the Ly witness. Otherwise, decryption-soundness is
violated.
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o Game 8 (OWF inversion). The extracted witness yields a preimage of the target
value. Otherwise, a contradiction is obtained.

Proof. Let A be a PPT adversary. Let S; denote the success event in Game 1.

Game 0: Original experiment. The challenger samples all public parameters honestly
and samples the honest target member as

(usk®, upk®) ¢ KgMr(ppy).

The adversary receives ppr and the target public key upk®.
Let Q, denote the set of signatures returned by the signing oracle in the non-frameability
experiment.

The adversary outputs
(ipk™, opk™, m*, o7, O)

with

Define

y° < upk®.
Let Sy be the event that
(ka*v Opk*, m*? U:n) ¢ QU

and

Jdg(ipk™, opk™, m*, o, , upk®, O*) = 1.

Game 1: Simulate crs};. Generate (crs, 7!) <—g SIM;(1*) and embed crs; into the
public parameters.

Modify the signing oracle as follows: whenever it would generate an L; proof for a
statement

x = (pky, pkg, c,m)

with witness

le = (Ta Og, H}),

the proof is obtained from the zero-knowledge oracle instead of being generated honestly.
All other components remain unchanged.
Transition.

Game 1 differs from Game 0 in two aspects: the CRS crs}; is generated by SIM; instead
of PGp, and every L; proof returned through the signing oracle is obtained from the
zero-knowledge oracle instead of Prfp.

Thus, if A distinguishes, we obtain a distinguisher against zero-knowledge of L;.

|PI‘[51] — PI‘[S()” S Ezk()\)-
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sz‘l(lA) 1. Receive crsp from the zero-knowledge challenger.

2. Set crs|1| <— crsn and generate all remaining public parameters honestly.
3. Run A and simulate the non-frameability experiment.
4. Whenever the signing oracle is invoked on input (ipk, opk, o5, m):

(a) parse ipk = pky and opk = pkg,

(b) let (usk,upk) = (w,y) be the honest target member key,

(c) compute (c;7) <—s Ence (pkg, ¥),

(d) return L without changing Q. if ¢ = L,

(e) define
x < (pky, pkg, ¢, m) and wr, + (r,0s,w),

(f) query the zero-knowledge oracle on (z,wr, ) to obtain =,
(g) return L without changing Q, if # = L; otherwise set o,, + (¢, 7), record the complete
transcript in Q,, and return o,.

5. Output 1 if A wins and 0 otherwise.

Game 2: Simulate crs}. Generate (crs3, 72) <5 SIM;(1*) and embed crs? into the
public parameters.

All other components remain unchanged.

Transition.

The only change is the distribution of crsf. The challenger never produces any Lo
proofs; all Ly proofs are provided by the adversary.

Thus, only the CRS distribution changes.

If A distinguishes, we obtain a distinguisher against zero-knowledge of Ls.

|PI‘[SQ] — Pr[51]| S Ezk()\).

sz,z(lx) 1. Receive crsp from the ZK challenger.

2. Set crsﬁ < crsp and generate all remaining public parameters as in the prior game.
3. Run A in the resulting experiment.

4. Output 1 if A wins and 0 otherwise.

Game 3: Extractable crsl;. Replace (crsh, 7!) by
(Crsllh 7—17 Cl) 3 51(1)\)7

and embed crsf; into the public parameters.

All other components remain unchanged.

Transition.

By setup compatibility, the joint distribution (crs};, 71) produced by SIM; is identical
to the first two components produced by &;. Since the signing oracle invokes the same
simulator SIMy with 7! in both games, its complete response distribution is unchanged.

Hence,
|PI‘[S§] - PI"[SQ” =0.

Game 4: Extractable crs}. Replace (crs3, 72) by
(CFS%7 T27 CQ) A gl(lk%

and embed crs? into the public parameters.
All other components remain unchanged.
Transition.
Again, the public CRS distributions induced by SIM; and &; are identical by setup
compatibility. Hence,
| Pr[S4] — Pr[Ss]| = 0.
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Game 5: Extraction from L. Define
pks « ipk* and pkg < opk™.

Define the L; statement
z* = (pky, pkg, ¢, m*).

Using ¢!, compute
(7"*, U:a ”UJ*) % <</‘Q(Crsll'la Cla z*, ’/T*)'

Define Bade; if extraction fails or
¢* # Ence(pkg, f(w");r™)

or
Viys (pks, (pks, ko, f(w")), 0F) # 1.

Abort on Badey:-
Transition.
Every non- L L; proof simulated in response to a signing query is returned as part of a
transcript
(ipk, opk, m, (¢, m))

recorded in Q. Since z* contains the same issuer key, opener key, ciphertext, and message,
equality of (z*,7*) with a pair in the SSE simulation log would imply

(ipk*vopk*a m*7 O—:n,) € QU?

contrary to the winning condition. Thus (z*,7*) is fresh relative to the SSE simulation
log.

Moreover, by the winning condition, 7* is accepting for z*.

Therefore, any failure of extraction yields a violation of simulation-sound extractability.

| Pr[S5] — Pr[Sa]| < esse(N).

1
Bsse’l(lk) 1. Receive crsllI from the challenger and obtain access to its simulation oracle Ogy,.
2. Embed crsfy into the public parameters, generate (crsz, 72, ¢?) g £1(1%), and generate the
honest target pair (w®,y®) <3 KgM(ppr)-

3. Run A and answer every signing query (ipk,opk,ocs,m) as follows. Parse ipk = pky and
opk = pkg, sample (c; ) <3 Ence(pkg,y®), and return L without changing Q. if ¢ = L or if

Viys (pks, (Pks, Pke, ¥°), o) # 1.

1
Otherwise define z = (pky, pkg, ¢, m), obtain m <—g Ogy;(x), and return L without changing
Q. if m = L. Otherwise record (ipk, opk, m, (¢, 7)) in Q, and return (¢, 7). Failed parsing is
handled exactly as by the real signing oracle and does not change Q, .

Obtain (ipk™,opk™, m*, o) ,O") from A.
Parse o, = (c¢*, ™).
Set pky < ipk™ and pkg < opk™.

Define z* = (pky, pkg, ¢, m").

P NS®

Output (z*, 7).

Game 6: Extraction from L,. Define
pks « ipk* and pkg < opk™.

Define
372 = (pk;, pk*@, C*a m*a y<>>'
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Using ¢2, compute

Ské % gQ(Crslz'la §2’ x:, W:)

Define Badeo if extraction fails or

KVfYG (Sk%, pk*@) 7& 1 or Deco (Sk*97 C*) 7é yo'

Abort on Badego-

Transition.

Since the experiment neither generates nor simulates any Lo proof, the SSE simulation
log for Ly is empty. Hence (x},7%) is fresh. Moreover, by the winning condition,

Jdgr(ipk*, opk™, m*, o}, y°, mk) = 1,

and thus 7} is accepting for x.
Therefore, any failure of extraction yields a violation of simulation-sound extractability.

IPY[SG] - PI‘[S5H < gsse(/\)'

BsseYz(l)\) 1. Receive crs% from the SSE challenger. Its simulation oracle is not queried.

2. Embed crsﬁ into the public parameters, generate (crs,l,,Tl,Cl) “—g Sl(lk), and generate all
remaining parameters as in the prior game.

3. Run A, answering its signing queries with simulated L; proofs exactly as in Game 5. Apply
the extraction and abort rule of Game 5 using ¢!, and obtain (ipk*, opk*, m*, o , O*)

4. Parse o), = (c*,7") and O = m}.
5. Set pky < ipk™ and pkg < opk*.
6. Define
z;, = (pky, Pk, ™, m”, y°).

7. Output (z,7)).

Game 7: Decryption-soundness. Define the bad event Badgs to occur if
Deco(skg, c*) # f(w™).

Abort if Badgs occurs.
Transition.
If Badgs occurs, then by Game 5 we have

¢* = Enco(pko, f(w");r"),
while by Game 6 the extracted key satisfies
KVfye sk, pko) = 1,

but
Deco (skg, c™) # f(w™).

Thus, we obtain a valid decryption key skg for pkg such that a correctly generated
ciphertext ¢* decrypts to a value different from f(w*), violating decryption-soundness.

| Pr[S7] — Pr[Se]| < eas(A).
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Bds(l)‘) 1. Receive ppg from the decryption-soundness challenger.
2. Embed ppg into ppr, generate both proof-system setups with £, retain Cl and (2, and generate
the honest target member as in Game 6.

3. Run A on input (ppr, ¥°), answering all signing queries with simulated L; proofs as in Game 6,
and obtain
(ipk™, opk™, m™, o’ , O").

m?

4. Parse

5. Set
pky < ipk™ and pkg < opk™.

6. Extract (r*,o’,w*) from 7* using ¢! and skg from 7} using ¢2. Apply all verification,
freshness, and witness checks from Games 5 and 6; if any check fails, terminate without
winning.

7. Define
m’ «— f(w").

8. Output
(skf97 pk;;7 mT, T*)

to the decryption-soundness challenger.

Game 8: OWF inversion. Define the bad event Bad,s to occur if

fw™) =y°.
Abort if Badgys occurs.
Transition.
If Badgws occurs, then

fw™) =y°,

and thus w* is a valid preimage of the OWF challenge.
Hence, any adversary causing Badg.s yields an OWF inverter.

Therefore, there exists Boys such that

PI[S7 A Badowf} < €owf(/\).

Thus,

| Pr[Ss] — Pr[Sy]| < cowr(N).
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Bowf(lk) 1. Receive an OWF challenge

from the challenger.
2. Set
y° vy

and embed this value as the target public key in the non-frameability experiment. This
has exactly the distribution of an honestly generated member public key, because the OWF
challenger samples a uniform preimage from C)\ before computing y.

3. Generate all remaining public parameters as in Game 7. In particular, generate
(CrS%,Tj,Cj) 5 E.(17) for j € {1,2}.

4. Run A and simulate its signing oracle without knowing a preimage of y°. On a query
(ipk, opk, o5, m), parse ipk = pky and opk = pkg and first check

Viys (pks, (Pks, Pke, ¥°), 0s) = 1.

If the check fails, return L without changing Q,, exactly as in the real experiment. Otherwise
sample
<
(¢;7) <= Ence (pke, y°),

return L without changing Q. if ¢ = L, define = (pky, pkg, ¢, m), compute
11
T g SIMa(crsp, 77, x),

return L without changing Q, if 7 = L, and otherwise return and record (c, ) exactly as in
Game 7.

This simulation does not require the hidden target secret key. If the certificate check succeeds,
the statement is true because the OWF challenge guarantees the existence of some w® € C
with f(w®) = y®. If it fails, the total-prover convention makes the real signing algorithm return
1 as well.
5. Obtain the adversary output
(ipk™, opk™, m™, o2, , O™)
and parse

or = (c", ") and o =m).

6. Set
pk; «— ipk” and pké + opk™.

7. Using ¢* and ¢2, perform the extractions and all checks from Games 5-7. If the adversary

does not win or one of these checks fails, terminate without winning. Let (r*, o, w™) be the
resulting L witness.

8. If f(w™) = y°, output w* to the OWF challenger; otherwise terminate without winning.

Final step. We condition on the event that none of the bad events Bade1, Badexo,
Badgs, and Badg,s occur.
From Game 5 we have

¢* = Ence(pkg, f(w*); ™).

From Game 6 we have

Deco (skg, ") = y°.

From Game 7 (no Badgs) we obtain
Dece (skg, c¢*) = f(w*).

Thus,
fw™) =y°.
However, since Badys did not occur, we have

fw™) #y°,

which is a contradiction.
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Advantage analysis.
Pr[So] < 224 () 4 226se(A) 4 €ds(A) + ows (A).
O

Conclusion. Any successful adversary breaks zero-knowledge, simulation-sound ex-
tractability, decryption-soundness, or the one-wayness of f. Hence I' is non-frameable.

5.4.3 Proof of Theorem 19 (Traceability)

Proof strategy. We gradually transform the traceability experiment into one in which
every verifying signature yields an extractable L; witness. Since the opener key pair is
honestly generated, the extracted ciphertext relation and correctness of the encryption
and proof systems then ensure that the prescribed opening algorithm returns an accepted
opening.

o Game 0 (Original experiment). This is the traceability experiment from Fig-
ure 14.

o Game 1 (Simulated CRS for L;). Replace crsf; by a simulated CRS. Since the
experiment generates no L, proof, only the public CRS distribution changes.

o« Game 2 (Extractable CRS for L;). Replace the simulated setup by the ex-
tractable setup. The public CRS distributions are identical by setup compatibility.

o Game 3 (Extraction from L;). Extract a witness from the accepting L; proof.
An invalid extraction violates simulation-sound extractability.

Proof. Let A be a PPT adversary against traceability, and let S; denote its success event
in Game 1.

Game 0: Original experiment. The challenger generates
ppr <=5 PGr(1*)  and  (osk,opk) ¢s KgOr (ppr)-

Write
osk = skg and opk = pkg.

The adversary, which receives (skg, pkg), outputs
(ipk™,m*, or) with oy, = (c*, 7).
Let Sy be the event that
Vfyr(ipk™, opk, m*,07,) = 1

and that, for
(upk™, O*) <—g Opn(osk, opk, ipk™, m*, o} ),

either (upk®,0*) = L or

Jdgr(ipk*,opk,m*, 0-:17 upk*7 O*) 7é 1.
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Game 1: Simulated crs,l,. Generate
(crsh, 1) ¢ SIM; (1%)

and embed crs}; into the public parameters. All other components remain unchanged.
Transition. The traceability experiment provides no signing or proof-generation oracle;
the adversary produces 7* itself. Hence the transition changes only the public CRS
distribution. A distinguisher between Games 0 and 1 therefore yields a zero-knowledge
distinguisher for the proof system associated with L1, making no prover-oracle query. Thus

|PI‘[S1] — PI‘[SQH S €zk()\).

sz(lk) 1. Receive crsp from the zero-knowledge challenger and set crsllI < crsp.

2. Generate all remaining public parameters and the opener key pair honestly, and give (osk, opk)

to A.

3. Obtain (ipk™, m*, o};,) from A and evaluate the traceability winning predicate using the honestly
generated opener key.

4. Output 1 exactly when that predicate holds.

Game 2: Extractable crsl;. Replace the simulated setup by
(crspy, 7', ¢1) =g E1(17).

All other components remain unchanged.

Transition. By setup compatibility, the public CRS distributions induced by SIM; and
& are identical. Since no proof is generated or simulated by the experiment, no property
of the trapdoor distribution is needed in this transition. Consequently,

|PI‘[52] — PI’[SlH =0.

Game 3: Extraction from L;. On a successful adversarial output, parse
ipk® = pk§, opk = pkg, o = (c*, ),
and define

*

z* = (pky, pkg, ", m*).
Compute
(r*,o%, w*) <y 52(crs|l|,C1,x*,7r*).

Let Badey occur if the extracted value is not a valid Ly witness, that is, if

" # Ence(pke, f(w*);r")
or
Viys (ks (ks pko, f(w™)), 0%) # 1.
Game 3 aborts on Badey:.
Transition. Success in Game 2 implies
Vfyp(crsh, %, 7%) = 1.

Moreover, the SSE reduction makes no query to its simulation oracle, so its simulation
log is empty and (x*,7*) is fresh. Therefore an accepting proof with an invalid extracted
witness directly violates simulation-sound extractability. Hence

|Pr[S5] — Pr[Sa]| < esse(N)-

Base (1) 1. Receive crsf; from the SSE challenger. The simulation oracle is not queried.
2. Embed crs%I into the public parameters, generate all remaining parameters and the opener key
pair honestly, and give (osk, opk) to A.
3. Obtain (ipk*, m™, o) ) from A and parse ipk™ = pky, opk = pkg, and o), = (c*,7").

4. Define 2™ = (pkg, pkg, c*, m™) and output (z*,7").
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Final step. Suppose that S3 occurs. The extracted witness satisfies
¢ = Enco(pkg, f(w*);r).

Set
y* < flw®).

Because (skg, pkg) was honestly generated, correctness of © gives
KVfyg(skeo, pkg) =1 and Deco (ske, c*) = y*.
Now consider the prescribed execution of
Opnp(ske, pkg, pky, m*, o).
Its initial Vfy check succeeds by the event Ss, and its decryption step returns y*. Define
z; = (pks, pko, ¢, m™, y").

The honestly generated key skg is a valid witness for 2} € Lo. Since crsf was generated
honestly and was never modified in the game sequence, correctness of the proof system
implies that every

7% g Prfn(crsd, o7, ske)

is accepted. Hence Opnr returns (y*, 7)), and
Jdgr<pk;7 pk@7 m*7 U:;v,» y*7 W;) = 1

Thus the prescribed opening algorithm neither fails nor returns an invalid opening, contra-
dicting Ss. Therefore Pr[S3] = 0.

Advantage analysis. Combining the transitions yields
PI‘[S()] S gzk()‘) + Esse()‘)'

O

Conclusion. Any successful traceability adversary breaks zero-knowledge or simulation-
sound extractability. Hence I satisfies traceability.

5.4.4 Proof of Theorem 20 (Anonymity)

Proof strategy. We first simulate the L; proofs contained in left-or-right signing-oracle
responses and the Ly proofs returned by the opening oracle. We then answer admissible
opening queries by extracting an L; witness rather than by using the opener secret key.
This makes the opening oracle simulatable when the honest encryption key is embedded
from an mcIND-CPA experiment. Finally, all left-or-right ciphertexts are switched to
encryptions of independently sampled dummy member keys. In the resulting game, the
complete adversarial view is independent of the anonymity bit.

o Game 0 (Original experiment). This is the anonymity experiment from Figure 13.

o Game 1 (Simulated L; proofs). Generate crsj; in extractable mode and simulate
every Ly proof returned by the left-or-right signing oracle.

o Game 2 (Simulated L proofs). Generate crsf in simulated mode and simulate

every Lo proof returned by the opening oracle.
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e« Game 3 (Extraction in the opening oracle). Extract the plaintext certified
by every admissible opening query. Invalid extraction violates simulation-sound
extractability.

o Game 4 (Challenge-ciphertext switch). Replace each left-or-right ciphertext by
an encryption of an independently sampled dummy member key. This is justified by
mcIND-CPA security.

Proof. Let A be a PPT anonymity adversary. Let ¢, = ¢,(A) > 1 be a polynomial upper
bound on its number of opening queries, and let .S; denote the event that A outputs the
hidden anonymity bit in Game 1.

Equivalent left-or-right oracle. We use the following equivalent implementation
throughout the proof. On a query

(m7 ipk7 027 O';)?
parse ipk = pky, opk = pkg, and (usk;, upk;) = (w;,y;) for ¢ € {0,1}. First check
Vfys (pks, (pks, pkg, i), 0t) =1 for both i € {0, 1}.

If either check fails, return L. Otherwise generate only the candidate selected by the fixed
bit b: sample

(¢;r) <3 Enco(pke, b),

form the corresponding L proof, verify the resulting signature, and return and record it
exactly as in the original experiment.

This implementation is equivalent to the oracle in Figure 13. Indeed, for an honest
challenge-member pair, a certificate passing the public test supplies a valid L, witness,
so the corresponding candidate signature verifies by correctness. If the test fails, the
total-prover convention makes the corresponding call to Sgnp return L, and the original
oracle returns L at its verification check. Hence generating the unreturned candidate has
no effect on the response distribution.

Game 0: Original experiment. This is the original anonymity experiment using the
equivalent oracle above. The challenger generates an honest opener pair

(ske, pke) <=5 KGo (pPe);
two honest member pairs
(wi,y:) <5 KgMr(ppr) for i € {0,1},
and b <5 {0,1}. The adversary receives

pko, (w()vy())a (wlayl)

and adaptive access to the left-or-right signing oracle and the restricted opening oracle.
Every returned challenge transcript is recorded as

(Umv m, pkz) € Qav

and the opening oracle rejects exactly these transcripts.
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Game 1: Simulated L; proofs. Generate
(crsh, 7, ¢1) s £4(1%)
for Ly. For every successful left-or-right query, form
z1 = (pks, pke, c,m)
and replace the real proof by
7 +—g SIMy(crsy, 74, 7).

Return 1L if ¢ = 1, m = L, or the resulting signature does not verify. Otherwise return
o0m = (¢, ) and record the complete challenge transcript in Q.

Transition. First replace the real Ly setup and all returned real proofs by the ideal
zero-knowledge setup and proof oracle. Every proof-oracle query is made only after both
certificate checks have succeeded and is supplied with the valid witness

(r, ols’, wp).

Zero-knowledge therefore justifies this replacement for polynomially many adaptive left-or-
right queries. By setup compatibility, the joint distribution (crsy, 7!) output by SIM; is
identical to the first two components output by £;. Hence the subsequent switch to the
extractable setup does not change either the public CRS or the simulated-proof distribution.
Thus

|PI‘[S1] — PI‘[S()” S Ezk,l(/\)-

sz,l(lx) 1. Receive crz;llI and access to the zero-knowledge proof oracle for L.

2. Generate the remaining parameters, the honest opener pair, the two member pairs, and b
honestly.

3. On a left-or-right query, perform both certificate checks. If they succeed, sample (c¢;7) g
Ence (pkg, yb), define ©1 = (pky, pkg, ¢, m), and query the proof oracle on

(z1, (r, o’l;, wp)).

Apply all L, verification, logging, and return rules of the equivalent oracle.

4. Answer opening queries using the honestly generated opener key, subject to the challenge-
transcript restriction.

5. Let b* be the bit returned by A. Output 1 if b* = b and 0 otherwise.

Game 2: Simulated L, proofs. Generate
(crs, 72) +g SIM; (1%)

for Ls. On an opening query (pky,m,0,,), first apply the challenge-transcript restriction
and all parsing and Vfy; checks of Opn. If these checks succeed, parse o, = (¢, 7),
compute

y < Decg(ske, ),

return | if y = L, define
T2 = (ka7 pk@7 c,m, y)7

and return (y, 7,) with
Ty <—g SIMg(crs?, 72, z2).

The oracle returns L if 7, = L.
Transition. The opener key pair is honestly generated, and

KVfyg(ske, pkg) = 1 and y = Deco(ske, ¢).
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Thus every proof replaced in an admissible opening response has the valid Ly witness skg.
Zero-knowledge, with polynomially many adaptive opening queries, gives

|PI‘[SQ] — Pr[51]| S Szk,Q()\)~

sz‘g(l’\) 1. Receive crsﬁ and access to the zero-knowledge proof oracle for L.

2. Generate crs|1I with &1, generate the honest opener and member pairs, and simulate left-or-right
responses as in Game 1.

3. On every admissible opening query, run Opnp up to proof generation, define z2 as above, and
query the proof oracle on (z2,ske). Apply all L and return rules of Opnp.

4. Let b™ be the bit returned by A. Output 1 if b* = b and 0 otherwise.

Game 3: Extract in the opening oracle. Modify every admissible opening query as
follows. After the challenge-transcript restriction and the public verification checks have
succeeded, parse

Om = (67 ’/T)a Ty = (pk27 pk@acv m)v

and compute
(r,o5,w) <—g Ex(crsh, 1y aq, ).

Let Badsse occur if the extracted tuple is not a valid Lq witness, that is, if

c # Ence(pke, f(w);r)

or

Viys (pks, (Pks, kg, f(w)),05) # 1.

On Badg, the opening oracle returns L for this query. Otherwise set

Y < f(w)a To = (pk27 pk@,c,m,y),

simulate 7, under crs%, and return (y,m,) with the same 1 handling as in Game 2.

Transition. Every accepting L; statement—proof pair simulated by the experiment
occurs in a left-or-right signature returned to A, and the corresponding complete transcript
is recorded in Q.. If an opening query contained the same statement—proof pair, then,
because x; contains the issuer key, opener key, ciphertext, and message, the query would
be the exact recorded challenge transcript and would be rejected before extraction. Hence
every pair reaching extraction is fresh relative to the SSE simulation log.

The SSE reduction need not know the extraction trapdoor. It generates the honest
opener key pair itself and answers earlier opening queries as in Game 2, using decryption
and the Ly simulator. For the analysis only, instrument this Game 2 execution with
unobserved extractions under the extractable setup. Couple these extractions and all other
randomness with Game 3. Before the first invalid extraction, encryption correctness makes
the two executions identical, including the adversary’s adaptive queries. Consequently, the
probability of a first invalid extraction is the same in this instrumented Game 2 and in
Game 3.

Let g, > 1 bound the total number of opening queries. The reduction chooses a
uniform index j € {1,...,¢,}, simulates Game 2 up to that query, and outputs its fresh
accepting pair (x1,7) to the SSE challenger. If the query is not reached or fails the public
admissibility checks, it outputs a rejecting pair. The challenger, rather than the reduction,
performs the extraction. The simulation before query j does not depend on j, and the
challenger uses the same extraction distribution as the instrumented execution. Guessing
the first failing query therefore succeeds with probability at least Pr[Badsse|/q,. Thus

PI“[Badsse] < qusse()\>-
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Conditioned on the complement of this event, extraction gives
¢ = Enco(pkg, f(w);r).
Since pkg belongs to the honestly generated opener pair, correctness of © implies
Decg(ske, c) = f(w).

Thus Games 2 and 3 use the same value y, simulate an Lo proof for the same statement
9, and return identically distributed responses. Therefore

‘Pr[Sg} — PT[SQH < GoEsse(N).

Bsse(l’\) 1. Receive crs,lI and access to the SSE simulation oracle for L;. Sample j <—g {1,...,q0}.

2. Generate crsﬁ with SIM7p, the honest opener and member pairs, and b.

3. Answer left-or-right queries as in Game 1, using the SSE simulation oracle for every returned
Ly proof. Maintain Q, .

4. Answer opening queries before the j-th query as in Game 2 using the honest opener key. Reject
recorded challenge transcripts first.

5. On the j-th opening query, apply the challenge restriction and public verification checks. If
they succeed, define (z1,7) as above and output (z1,7) to the SSE challenger. If this query is
not reached or any check fails, output a rejecting pair.

Game 4: Switch the left-or-right ciphertexts. For every successful left-or-right
query, independently sample

ws Oy, Y f(w),

and replace

¢ <3 Enco(pkeg, us)
by

¢ <3 Ence(pkeg, 9)-

Continue to simulate the Ly proof on x; = (pky, pkg, ¢, m), retain the verification and L
checks, and answer opening queries by extraction as in Game 3.

Transition. An mcIND-CPA reduction embeds its challenge public key as pkg. For
every left-or-right query that passes both certificate checks, it samples 3 as above and
submits

(Yo, )

to its multi-challenge encryption oracle. It uses the returned ciphertext to form x; and
simulates the L; proof. Opening queries are answered using the L, extraction trapdoor
and the Lo simulation trapdoor, so the reduction never needs the challenge decryption key.
If the encryption oracle selects the left messages, the reduction simulates Game 3; if
it selects the right messages, it simulates Game 4. In the latter case, z; need not belong
to L1, because the certificate is for y;, rather than y. This causes no problem: the game
invokes SIMy directly, and the simulated proof, its verification result, and any resulting |
response are efficient post-processing of the challenge ciphertext. No real prover is invoked
and no zero-knowledge claim is made for the possibly false statement.
Let 8 denote the hidden bit of the mcIND-CPA experiment and let A denote the event
b* = b. The reduction outputs 0 if A occurs and 1 otherwise. Consequently,
1
AQEIIO A = [prlg = 6] - 3
1
= 5 |PI‘[53] - PI‘[S4] ‘ .

Therefore,
|Pr[Sy] — Pr[Ss])| < 2AdVE:;END—CPA()\).
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Bcpa(l)‘) 1. Receive (ppg, pkg) and adaptive access to the mcIND-CPA left-or-right encryption oracle.
2. Generate crs,lI with &1, generate crs?] with SIM;, generate the remaining public parameters and

member pairs, and sample b <—g {0, 1}.

3. On each left-or-right signing query, perform both certificate checks, sample fg;, query the

encryption oracle on (ys, y), simulate the L proof, and apply all verification, logging, and L
rules of Game 3.

4. Answer admissible opening queries by extracting the L; witness with ¢! and simulating the
corresponding Lo proof with 72. Return L whenever extraction fails to produce a valid L
witness, exactly as in Game 3. This is a local response rule in both ciphertext hybrids; no
separate SSE bound after the ciphertext switch is needed for this reduction.

5. Output 0 if b* = b, and output 1 otherwise.

Final step. In Game 4, both certificate candidates are checked before a response is
generated, so the success or failure of these checks is independent of b. Every non-_L left-or-
right response contains an encryption of an independently sampled dummy member key and
a simulated proof whose public statement no longer depends on b. The challenge-transcript
log, and hence the restriction applied by the opening oracle, is therefore independent
of b as well. All remaining opening-oracle behavior depends only on the query and this
b-independent state. Consequently, the adversary’s complete adaptive view is independent
of b, and

1
Pr[54] = 5
Advantage analysis. Combining the transitions gives
1
‘Pr[SO] - 2‘ < a1 (N) + Ea2(N) + Gofsse(N) + 2 AdvEINDPA(N),
O

Conclusion. Any successful anonymity adversary breaks zero-knowledge, simulation-
sound extractability, or mcIND-CPA security. Hence I' satisfies anonymity.

5.4.5 Proof of Theorem 21 (Non-Claimability)

Proof strategy. We extract the decryption key certified by the adversary’s accepted
opening. Because the challenge signature is an exact output of the signing oracle, its
ciphertext was honestly generated as an encryption of the fixed honest member identity.
Decryption-soundness then forces every valid opening of that ciphertext to recover this
identity, contradicting re-attribution to a different member public key.

o Game 0 (Original experiment). This is the non-claimability experiment from
Figure 17, augmented only with an internal log of the signing randomness.

o Game 1 (Simulated CRS for L;). Replace crs} by a simulated CRS.

o Game 2 (Extractable CRS for L,). Switch crsj to the compatible extractable
setup.

o Game 3 (L, extraction). Extract the decryption key from the accepted opening
proof. Invalid extraction violates simulation-sound extractability.

o Game 4 (Decryption consistency). Use decryption-soundness to equate the
claimed identity with the identity encrypted by the signing oracle.

Proof. Let A be a PPT adversary, and let .S; denote its success event in Game 1.
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Game 0: Original experiment and internal instrumentation.

This is Expi"?c'aimabi”ty()\). Write the honest member pair as

(USka Upk) - (wvy)v Y= f(w)

In addition to the public transcript log Q,,, the challenger maintains an internal table 7.
Whenever a signing query returns a non-_L signature

Om = (Ca 77)7

the challenger records
(ipk, opk, m, o7, 7,y) € To,

where r is the randomness used in
¢ = Encg(opk, y; 7).

This table is not shown to A and therefore does not change its view.
The event Sy occurs if A outputs

(ipk™, opk™, upk®™, m*, oy, O%)
such that
(ipk™, opk™,m*,07,) € Qp, upk™ # y,

and
Jdg-(ipk™, opk™, m*, o} ,upk™, O*) = 1.
Because only non-_L signing-oracle responses are logged, every successful transcript has a

matching entry in 7.

Game 1: Simulated crs,2-|. Generate
(crsd, 72) + SIM; (1%)

for Lo and use this CRS in the public parameters. No L, proof is generated by the
challenger in the non-claimability experiment; only the CRS distribution changes. Hence
zero-knowledge implies

|PI[51] — PI‘[S()H S Ezk’g()\).

sz‘g(lx) 1. Receive the challenge CRS crsﬁ.

2. Generate all remaining parameters and the honest member pair, and run the non-claimability
experiment with the instrumented signing oracle.

3. Output 1 exactly when A wins.

Game 2: Extractable crsj. Replace the simulated setup by
(crst, 72, %) 5 E(17).

By setup compatibility, the joint distribution of (crs3, 72) is identical in the simulated and
extractable setups. The trapdoor (2 is kept internal, so

PI‘[SQ] = Pr[Sl]
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Game 3: Extract from the accepted L; proof. On a candidate winning output,
parse

oy, = (c*,7"), O* =n7,
set
pky < ipk®,  pkg < opk®,  y" < upk’,
and define

* * * * * *

z, = (pks, pkg, ", m", y").
Use (? to extract skg from (x7, 7). Let Bady, occur if extraction fails or the extracted
value does not satisfy

KVfyg (skg, pkg) =1 and Deco (skg, ™) = y™.

Game 3 aborts on Bady,.
Transition. Acceptance by Jdg; implies that 7 verifies for 2. The challenger never

generates or simulates an Lo proof in this experiment. Thus (z}, 7%) is fresh in the SSE

experiment, and an invalid extraction is an SSE violation. Consequently,

|PI‘[53] — PY[SQH < 655e72(A).

sse, 2 . ecelive € extractable Crsn and embed 1T 1Into € public parameters.
Bose,2(1* 1. Receive the extractable CRS crs3 and embed it into the publi t

2. Simulate the experiment and obtain the final output of A.

*

3. If the output is winning, form (z,, 7)) as above and submit it to the SSE challenger.

Game 4: Decryption consistency. Since the final transcript belongs to Q,, find a
corresponding generation record
(ipk™, opk™, m*, oy, 7", y) € To.

In particular,

c* = Enco(pky, y; 7).
Let Badys occur if

Deco(skg, c*) # .
Game 4 aborts on this event.
Transition. Outside Bady,, the extracted key satisfies KVfyg (skg, pkg) = 1. Together

with the recorded equality

C* == Enc@(pk*@, Y3 T*)v
the event Badys is exactly a violation of decryption-soundness. Therefore

’PI"[S4] — PY[SSH S 5ds(>\)'

Bds(lk) 1. Receive ppg, generate the Ly CRS with £; and retain ¢2. Generate the remaining parameters
as in Game 3 and simulate the instrumented experiment, giving both w and y to A.

2. On a winning output, extract skg as in Game 3 and retrieve (r*,y) from 7.

3. Output (skg, pkg,y, ™).
Final step. Outside the two bad events, Game 3 gives
Deco (skg, ¢*) = y* = upk”,
whereas Game 4 gives
Decg (skg, c¢*) = y = upk.
Hence upk™ = upk, contradicting the winning condition. Thus

Pr[So] < Ezkg()\) + Esse,Z()\) + €d5(>\),

which is negligible. O
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Conclusion. Any successful adversary breaks zero-knowledge, simulation-sound ex-
tractability, or decryption-soundness. Hence [ satisfies non-claimability.

5.4.6 Proof of Theorem 22 (Certificate-Unforgeability)

Proof strategy. We first replace every L; proof returned by the signing oracle with a
simulated proof. Because certificates are hidden behind opaque handles, the join oracle can
then stop generating issuer signatures altogether. We switch to the compatible extractable
setup and extract a certificate from the adversary’s fresh accepting group signature. Since
the modified experiment never requested an issuer signature, the extracted certificate is a
fresh ¥ forgery.

o Game 0 (Original experiment). This is certificate-unforgeability from Figure 18a.

o Game 1 (Simulated signing proofs). Simulate all L proofs produced by the
signing oracle.

o Game 2 (Certificate suppression). Replace certificates stored behind handles by
dummy internal records; no ¥ signature is generated.

o Game 3 (Extractable setup). Switch to the compatible extractable setup for L;.

o Game 4 (Extraction and ¥ forgery). Extract a valid certificate from the fresh
accepting forgery.

Proof. Let A be a PPT adversary, and let .S; denote its success event in Game 1.

Game 0: Original experiment. This is Exp G "®*" (). The honest issuer key

is written as

(sks, pky) = (isk, ipk).
The event Sy occurs if A outputs
(o7, m", pkg) with o, = (c*, ")
such that
Vfyr(pks, pkg, m*, o) =1

and
(07, m*,pkg) ¢ Qo

Notice that the replay filter does not contain pky because the issuer key is fixed by the
experiment.

Game 1: Simulated L; proofs. Generate
(crsh, 1) < SIM; (17)

for Li. Join queries are answered exactly as in Game 0 and the resulting certificates remain
stored behind their opaque handles. On a signing query (i, m), retrieve

(7;,0'5, Pk@aUJ,y) € chrt7

sample

(¢;7) =5 Ence(pke, ),
define

L1 = (pk):7 pke, ¢, m>7
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and replace the real proof by
7 g SIMy(crsh, 74, 7).

The oracle rejects an invalid handle or malformed input, and returns L if encryption fails,
before invoking the simulator. It returns L if the simulator returns L; otherwise it records
and returns (¢, 7). There is no additional verification test: the original signing oracle
records every non-_L output.

Transition. For every signing query that passes the handle, parsing, and encryption
checks,

(r,os,w)

is a valid witness for x1: the stored certificate was generated on (pky, pkg, y) and y = f(w).
Hence adaptive zero-knowledge gives

|PI‘[S1] — PI‘[S()” S €Zk,1(/\)~

Bak,1 (1>‘) 1. Receive crsllI and access to the zero-knowledge proof oracle for L.
2. Generate the issuer key and all remaining parameters honestly.
3. Answer member-generation and join queries exactly as in Game 0.

4. On a signing query, construct (z1, (r,0s,w)) as above, obtain the proof from the proof oracle,
and apply all original L, logging, and return rules.

5. Output the bit indicating whether A wins.

Game 2: Suppress certificate generation. Modify the join oracle as follows. On a
query (pkg,j) that passes exactly the public parsing and domain checks of Joinr and has
an existing member index, retrieve

(J,w,y) € Qv,

allocate the next handle ¢, and store only
(iv pk@a w, y)

in an internal table Qcer. Return i without invoking Sgny. On a signing query (i, m), re-
trieve the record, sample (c;r) <—g Ence(pkg,¥), simulate the Ly proof for (pks, pkg, ¢, m),
and apply the same L, logging, and return rules as in Game 1. In particular, abort before
simulation if encryption returns L.

Transition. The certificate itself is never revealed: the join oracle returns only its handle.
In Game 1 it is used only as a witness to a proof that is already simulated. Replacing it
by no stored value therefore leaves every public value and every oracle response identically
distributed. Thus

Pr[Ss] = Pr[S1].
Game 3: Extractable L; setup. Replace the simulated setup by
(crsh, 7, ¢1) =5 E1(1Y),

and continue to generate all signing-oracle proofs with SIMy and 71. By setup compatibility,
the joint distribution of (crsfy, 71) is unchanged. Hence

PI‘[Sg] = PI[SQ]
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Game 4: Extract the forged certificate. For a candidate winning forgery, define
IT = (ka’ pk*@v c m*)
and use ¢! to extract
(r o5, w")
from (xf,7*). Let Bady, occur if extraction fails or the extracted tuple does not satisfy

c* = Ence(pke, f(w");r")

and
VfYZ(pk)Zﬂ (sz» pk*@, f(w*)), U:) =1

Game 4 aborts on Bady, .
Freshness and extraction. Every non- L proof simulated by the challenger appears in a
signing-oracle response
om = (¢, )

and is logged as (o, m, pkg) € Qp. If (x], ") were one of these simulated statement—proof
pairs, then the fixed issuer key and equality of z7 would give the same pkg, m*, and c*;
equality of the proof gives the same complete signature. Thus

(0;7777/*7 Pkg) S Qo’a

contradicting the winning condition. Hence the final pair is fresh in the SSE experiment,
and

Pr[BadLl] < Esse 1 (A)

Bsse,l(lx) 1. Receive crs%I and access to the SSE simulation oracle for Lj.

2. Simulate Game 2, obtaining every signing-oracle proof from the simulation oracle and recording
its statement—proof pair.

3. On a winning output, form (z},7*) and submit it to the SSE challenger.

Final reduction to ~ unforgeability. Outside Bady,,, the extracted value o} is a valid
Y signature on

1" = (pks, pko, f(w")).

Game 2 and all subsequent games never invoke Sgny. Consequently no message was
submitted to the X signing oracle, and (u*, %) is a fresh valid forgery.

Basig(1*) 1. Receive the verification key pky from the ¥ challenger and embed it as the honest issuer
public key. Do not query the signing oracle.
2. Generate crs|1I with £; and simulate member, join, and signing queries exactly as in Game 3.
3. On a winning output, extract (r*, o7, w").
4. Output
((Pks, Pk, f(w™)), 07).

Combining the transitions yields
PT[SO] < Ezk,1 ()\) + Esse,l()\) + 8dsigunf()\)»

which is negligible. O

Conclusion. Any successful adversary breaks zero-knowledge, simulation-sound ex-
tractability, or & unforgeability. Hence I satisfies certificate-unforgeability.
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5.4.7 Proof of Theorem 23 (Key-Unforgeability)

Proof strategy. We simulate the L, proofs returned by the signing oracle, which removes
their dependence on the hidden member preimages. We then extract a certificate and
a preimage from the adversary’s fresh accepting signature. If the extracted certificate
message was never submitted to the honest join oracle, the certificate is a X forgery.
Otherwise the extracted preimage inverts one of the challenger-generated member public
keys. Guessing that member-generation query incurs the factor ¢,,.

e Game 0 (Original experiment). This is key-unforgeability from Figure 18b.

e Game 1 (Simulated signing proofs). Replace every L, proof returned by the
signing oracle by a simulated proof.

o Game 2 (Extractable setup). Switch to the compatible extractable setup for L;.

o Game 3 (Erase member preimages). Retain only the public member identities
after member generation.

o Game 4 (L; extraction). Extract a valid certificate and a preimage from the fresh
forgery.
o Final case split. A non-joined certificate message yields a X forgery; a joined

message yields an inverter for f.

Proof. Let A be a PPT adversary. Let ¢, = ¢m()\) > 1 be a polynomial upper bound on
its number of member-generation queries, and let S; denote its success event in Game 1.

Game 0: Original experiment. This is Expﬁfyrunforgeabi“ty()\). Write the honest issuer
pair as
(Sk):7 ka) = (iSk7 ka)

For the proof, the challenger additionally maintains an internal join log

7j-oin = {(]7 pk@ayja,u‘j)}a My = (pk):a pk@ayj)>

containing one record for every successful join query. This instrumentation does not alter
the experiment.
The event Sy occurs if A outputs

(r,,m", pkg) with o) = (¢, 7%)
such that
Vfyr(pks, pkg, m*, 07,) =1
and

(J:nam*a pk*@» Pk):) ¢ Qa~

Equivalent signing oracle. We use the following equivalent implementation. On a
query

(pklﬂj; s, Pke, M),
retrieve (j,w;,y;) € Qv and first check

Vfys (pks, (pks, pke, ¥5), 0s) = 1.

If the check fails, return L. Otherwise run the prescribed signing algorithm and retain all
of the original 1, logging, and return rules. For an honest stored pair, the public check is
precisely the missing certificate condition in the L witness. Hence this implementation
has the same response distribution as the original signing oracle under the total prover
convention.
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Game 1: Simulated L; proofs. Generate
(crsh, 1) g SIM; (1%)

for L. On a signing query that passes the certificate check, sample
(¢;7) <= Ence(pke, y;),

define

xr1 = (pklza pk@a c, m)7

and replace the real proof by
T <3 S|M2(CI’S|E|,T1,IL'1).

Return | before proof simulation if ¢ = L. After simulation, return L if 7 = 1; otherwise
record and return (¢, 7) as in Game 0, without an additional verification test.
Transition. Whenever the certificate check succeeds and ¢ # L,

(’I“, Os, wj)
is a valid witness for ;. Adaptive zero-knowledge therefore gives

|PT[S1] — PI‘[S()” S Ezk,l()\)'

szwl(lx) 1. Receive crs,lI and access to the zero-knowledge proof oracle for Lj.
2. Generate the issuer key and all remaining parameters honestly.
3. Answer member-generation and join queries as in Game 0.

4. On a valid signing query, construct (z1, (r,0s,w;)), obtain the proof from the proof oracle,
and apply the original logging and return rules.

5. Output the bit indicating whether A wins.

Game 2: Extractable L; setup. Replace the simulated setup by
(crspy, 7', ¢ =5 £1(1%),

and continue to generate signing-oracle proofs with SIMy and 7!. Setup compatibility
leaves the joint distribution of (crsfy, 7!) unchanged, so

PI‘[Sg] = PI‘[Sl]

Game 3: Erase the member preimages. On the j-th member-generation query,
continue to sample

wj g Ch, yj + flwy),

and return (j,y;), but erase w; immediately after computing y;. Join queries need only y;.
Signing queries are now answered by first performing the public certificate check and then
encrypting y; and simulating the L; proof, so they also do not need wj.

This is only an erasure of unused internal state. The public identities are still distributed
as f(w;) for independent uniform w; € Cy, and every oracle response is unchanged.
Therefore

PI‘[Sg] = PI[SQ]
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Game 4: Extract from the final L; proof. Define
xT = (ka’ ka)’ c, m*)
and use ¢! to extract
(r o8, w")

from (z3,7*). Set

y < f(w*) and  p* < (pks, pko,y").

Let Bady, occur if extraction fails or

¢* # Enco(pkg,y*;r")

or
Vf}’z(PkD :u*’ U:) 3’{ L.
Game 4 aborts on Bady, .

Freshness and extraction. Every non-_L simulated L; proof generated by the experiment
is returned as part of a signing-oracle signature and logged together with (m, pkg, pky ).
If (27, 7*) were such a simulated pair, equality of the statement would imply pky = pky,
the same opener key, message, and ciphertext; equality of the proof would imply the
same complete signature. The final transcript would therefore belong to Q,, contrary to
freshness. Thus (z7,7*) is fresh in the SSE experiment, and

Pr[BadLl] < Esse 1 ()‘)

Bsse,l(lx) 1. Receive crs%] and access to the SSE simulation oracle for L.

2. Simulate Game 3, obtaining every signing-oracle proof from the simulation oracle and recording
the returned pairs.

3. On a winning output, form (z],7") and submit it to the SSE challenger.

Case 1: The certificate message was not joined. Suppose
/’[’* ¢ {/.t : ('7 K 7/’[‘) € 7JTOin}-

Outside Bady,, the pair (u*,0%) is a valid X signature, and the displayed condition says
that p* was never submitted to the ¥ signing oracle used to answer joins. Hence it is a
valid ¥ forgery.

Bdsig(lx) 1. Receive pky and access to the X signing oracle.

2. Generate crs,lI with £ and simulate member and signing queries as in Game 3.

3. Answer a join query (pkg,j) by querying the ¥ oracle on (pks, pkg,y;), return the resulting
certificate, and record the message in Tjoin.

4. Extract (r*,o.,w”) from a winning output and, if p* is absent from the join log, output
(w*,07).

Thus the probability of this case is at most eqsigunf(A).

Case 2: The certificate message was joined. Suppose instead that p* occurs in Tjoin.
Then there is at least one member index j for which a successful join query used pkg and

yi =y = f(w").

Fix the least such index and call it j1.
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An OWF inverter guesses j° <—g {1,...,¢mn} and embeds its challenge y°® as the public
key returned on the j°-th member-generation query. All other public member keys are
sampled as independent images of f. The simulation is perfect because an OWF challenge
has exactly the distribution f(w) for uniform w € C), and Game 3 never uses the erased
preimages. If 7 = jT, then

Yo =y =y" = f(w"),
so w* is a valid preimage of the OWF challenge.

Bowt (1) 1. Receive y° and sample j°® <5 {1,...,qm}-
2. Generate the issuer key, the extractable L; setup, and all remaining parameters.

3. On member-generation query j, store y; = y® if j = j°; otherwise sample wj, store y; = f(w;),
and erase wj. Return (j,y;) in either case.

4. Answer join queries with the known issuer secret key and signing queries with simulated L;
proofs as in Game 3.

+

5. On a winning output, extract w* and determine j' from the join log. If j° = jT, output w*;

otherwise abort.

The guess is correct with probability at least 1/g¢,,, and therefore the probability of
Case 2 is bounded by

dmEowf ()\)
Combining extraction with the two exhaustive cases gives
PY[SO] < 52k,1(>\) + €sse,1()\) + 5dsigunf(>\) + Q77L50wf(>\)a
which is negligible. O
Conclusion. Any successful adversary breaks zero-knowledge, simulation-sound ex-
tractability, ¥ unforgeability, or the one-wayness of f. Hence I' satisfies key-unforgeability.
5.4.8 Proof of Theorem 24 (Opening-Unforgeability)

Proof strategy. An accepted attribution contains two proofs with different roles. Ex-
traction from the L, proof yields an issuer certificate and the identity encrypted in the
group signature. Extraction from the Lo proof yields a verified decryption key and the
identity claimed by the opening. Decryption-soundness forces these two identities to
coincide. The winning condition then says that the corresponding member—opener pair
was never joined, so the extracted certificate is a fresh X forgery.

o Game 0 (Original experiment). This is opening-unforgeability from Figure 19.

o« Game 1 (Extractable L; setup). Replace the real L; CRS by the compatible
extractable CRS.

o Game 2 (Extractable L, setup). Replace the real Ly CRS by the compatible
extractable CRS.

o Game 3 (L; extraction). Extract the certified-and-encrypted identity.

e Game 4 (L; extraction). Extract the decryption key certifying the claimed
identity.

o« Game 5 (Decryption consistency). Use decryption-soundness to identify the
two extracted plaintexts.

e Final reduction. Convert every remaining opening forgery into a ¥ forgery.

Proof. Let A be a PPT adversary, and let .S; denote its success event in Game 1.
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Game 0: Original experiment. This is Expip?"i"gunforgeab”ity(/\). Write the honest
issuer pair as
(sks, pky) = (isk, ipk).

The challenger maintains the join relation in the order used by the definition:
Rioin C {(upk,opk)}.
The event Sy occurs if A4 outputs
(y", pke,m", 07,,0%)
such that
(¥, Pke) & Rioin

and
Jdgr (pky, pkg, m*, o, y*, 0*) = 1.

Game 1: Extractable L; setup. Replace the real CRS for L; by
(crsh, 7, 1) <5 & (1),

Formally, first replace the real CRS by the simulated CRS, which is justified by zero-
knowledge even though the challenger generates no Ly proofs in this experiment, and then
use setup compatibility to replace the simulated setup by the extractable setup without
changing the public distribution. Thus

|Pr[51] - PI‘[SO” S Ezk,l()\)~

Game 2: Extractable L, setup. Likewise, replace the real CRS for Ly by
(crs, 72,¢2) g £1(17Y).

The real-to-simulated CRS transition is justified by zero-knowledge, and the simulated-to-
extractable transition is exact by setup compatibility. Hence

‘PI‘[SQ] — PI‘[Sl]‘ < Ezk,g()\).

B, (17) 1. For i € {1,2}, receive the challenge CRS for L;.

2. Generate the other CRS and all remaining parameters as required by the adjacent game, and
simulate the join oracle honestly.

3. Run A and output 1 exactly when it wins.

Game 3: Extract from the accepted L; proof. On a candidate winning output,
parse
oy, = (c*,7")
and define
LUT = (pk):ﬂ pkg70*7m*>‘

Use (¢! to extract

(r* ok, w")
from (z7,7*), and set

Y flw").

Let Bady, occur if extraction fails or

c* # Ence(pke, ¥ ")
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or
ny):(Pk):, (pk)Za pk*@a y)a 0:) 7é 1.
Game 3 aborts on Bady,.
Transition. Acceptance by Jdgr implies that Vfyr accepts o7,, and hence that 7*
verifies for 7. The challenger never generates or simulates an Ly proof in this experiment,
so the final statement—proof pair is fresh in the SSE game. Therefore

’PI‘[S{J,] — PI‘[SQH < €sse71()\)-

Bsseyl(lk) 1. Receive the extractable CRS for L; and embed it into the public parameters.

2. Generate all remaining parameters, answer join queries honestly, and run A.

3. On a winning output, form (z], ") and submit it to the SSE challenger.

Game 4: Extract from the accepted L, proof. Parse
O* — ,/T*

o

and define the opening statement with the identity claimed by the adversary:
z3 = (pkg, pk*@7 ct,m”,y").
Use ¢? to extract skg from (z3,7}). Let Bady, occur if extraction fails or

KVfyg(ske, pke) # 1
or

Deco(skg, ") # y*.
Game 4 aborts on Bady,.

Transition. The accepted opening implies that 7} verifies for 3. The challenger never
generates or simulates an Lo proof, so this pair is fresh in the SSE game. Consequently,

’PI‘[S4] — PI‘[S?,H < 655e72(A).

555512(1A) 1. Receive the extractable CRS for Lo and embed it into the public parameters.

2. Generate all remaining parameters, answer join queries honestly, and run A.

3. On a winning output, form (z3, 7)) and submit it to the SSE challenger.

Game 5: Decryption consistency. Outside Bady,, extraction gives
¢* = Enco(pkg, J; ™).
Outside Bady,, extraction gives a key satisfying
KVfyg(skg, pkg) = 1.
Let Badys occur if
Dece (skg, c*) # 7.

Game 5 aborts on this event.
Transition. The values

(sko, Pko, ¥,77)
constitute a decryption-soundness violation whenever Badgs occurs. Therefore

|Pr[S5] — Pr[Su]| < cas(N).

Bds(l’\) 1. Receive ppg, generate both CRSs with £;, and retain Cl,Cz. Generate the remaining
parameters as in Game 4 and simulate the opening-unforgeability experiment.

2. On a winning output, extract (r*,o.,w") and skg as in Games 3 and 4.

3. Set §= f(w™) and output (skg, pkg,g;\,r*).
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Final reduction to ¥ unforgeability. Outside all bad events, Game 4 gives
Deco (skg, c¢*) = y*,
whereas Game 5 gives
Deco(skg, c™) = 7.
Hence
y =1
The winning condition now implies

(@\7 Pkg) = (y*7 pk*@) §é Rjoin-
At the same time, L extraction gives a valid certificate

ny}:(pk27 (kaa pk*@a g)70':) =1

Every message submitted to the ¥ signing oracle while simulating a successful join has the
form

(pks, Pke,¥)

and causes (y,pkg) to be inserted into Rjen. Thus the displayed winning condition
guarantees that the extracted message was never queried, and o} is a fresh ¥ forgery.

Bdsig(lk) 1. Receive pky and access to the X signing oracle.

2. Generate both CRSs with their extractable setups and embed pky as the honest issuer public
key.

3. On a valid join query (y,pkg), request a signature on (pky, pkg,¥y), return it, and record
(¥, Pkg) in Rioin-

4. On a winning output, extract (r*, o}, w") and skg. If the extraction and decryption-consistency
checks pass, output

((Pks, Pkg, f(w™)), 07).
Combining the transitions yields

PI‘[S()] < 5zk,1()\) + 5zk,2()\)
+ Esse71()\) + Esse,2()\)
+ Eds()\) + Edsigunf()\)7

which is negligible. O

Conclusion. Any successful adversary breaks zero-knowledge, simulation-sound ex-
tractability, decryption-soundness, or ¥ unforgeability. Hence ' satisfies opening-
unforgeability.

5.5 On the Role of Decryption-Soundness and Key-Verifiability

Two properties of the encryption primitive are used in different parts of the security
analysis: decryption-soundness and key-verifiability.

Decryption-soundness. Decryption-soundness ensures that every ciphertext formed
by the prescribed encryption algorithm decrypts to its intended plaintext under every
decryption key that passes KVfyg. In our proofs, extraction establishes an equality of the
form
¢ = Enco(pke, y; 7).

Decryption-soundness then forces every extracted opening key skg that is accepted for pkg
to satisfy Decg(skg,c) = y. This is the point needed in non-frameability, non-claimability,
and opening-unforgeability.
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Key-verifiability. Key-verifiability ensures functional consistency among accepted de-
cryption keys for a fixed public key. Thus, two accepted decryption keys for the same
pkg cannot lead to different decryption results on the same ciphertext. This is the point
needed in trace-soundness, where two different valid openings would otherwise correspond
to two inconsistent decryption behaviors.

Why the displayed proofs use both. The two assumptions apply in different regimes.
Decryption-soundness relates a ciphertext formed by the encryption algorithm to its
intended plaintext and guarantees correct decryption under every secret key accepted
for the corresponding public key. It does not provide a general uniqueness guarantee for
arbitrary ciphertexts. Key-verifiability, by contrast, guarantees that any two accepted
secret keys for the same public key behave identically on the same ciphertext, but does not
identify that common output with the plaintext used to form an honest encryption. This
explains their different uses in the displayed proofs; it is not a minimality claim for the
complete construction. Indeed, an alternative trace-soundness proof can use statement-
binding to fix the group context, extract one L1 witness and both Lo witnesses, and apply
decryption-soundness twice to the ciphertext certified by L;. Both claimed plaintexts
then equal f(w), without invoking key-verifiability. This alternative uses one additional
L, extraction and two decryption-soundness reductions in place of the key-verifiability
reduction.

6 Separations of the Definitions

We now show that the eight security notions are logically independent. For each property
P, we give a black-box transformation 7p such that, given a base scheme I satisfying all
eight properties, the derived scheme

P = Tp(I)

satisfies all remaining seven properties but violates P.

Throughout this section, we instantiate the baseline scheme with message space
MS = {0,1}* and fix an efficiently computable, efficiently decodable injective encod-
ing of polynomial-length tuples into {0,1}*. We write tuples directly for their encodings.
Hence every tuple used internally by the transformations below is a valid baseline message.
This entails no restriction on the existential separation results proved here.

Lemma 1. The existence of a correct certificate-unforgeable group signature scheme with
message space {0,1}* implies the existence of a correct EUF-CMA-secure digital signature
scheme with message space {0,1}*.

Proof. Let I be such a group signature scheme. We construct a digital signature scheme
Y as follows. Its parameter-generation algorithm is PGr. On input public parameters ppr,
key generation samples

(isk,ipk) <5 Kglr(ppr), (osk, opk) <—g KgOr(ppr),
and
(usk, upk) <5 KgMr(ppr),

and then computes
os g Joinr(isk, ipk, upk, opk).

It outputs
sky = (usk, upk, os, ipk, opk) and pks = (ipk,opk).
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To sign m € {0,1}*, compute
Om <8 SgnF(USk7 upk, o, ipk, opk, m),

and verify by evaluating
nyr(lpka 0pk7 m, Um)'

Correctness of ¥ follows directly from correctness of I. R

Suppose that a PPT adversary A breaks EUF-CMA security of ¥. We construct a PPT
adversary B against certificate-unforgeability of I'. The certificate-unforgeability challenger
gives B (ppr,ipk). The reduction samples

(osk; opk) <5 KgOr(ppr),
queries Okgm, once to obtain (j, usk, upk), and then queries
i =5 Olgin, (0P, j).
By correctness, this honest join succeeds. The reduction gives
pks = (ipk, opk)
to A. For every signing query m made by A, it returns

Om s Osgn, (i, m).

This perfectly simulates the EUF-CMA experiment for T
Let (m*, o},) be a successful EUF-CMA forgery. Then

Vfy (ipk, opk, m*,o7,) = 1.

Moreover, EUF-CMA freshness gives that m* was never submitted to the signing oracle.
Since every transcript inserted into Q, by the simulation has the form (o, m,opk) for a
queried message m, we have

(07, m", 0pk) & Q.

Thus (o7,, m*,opk) is a successful certificate-unforgeability forgery for I'. Therefore T is
EUF-CMA secure. O

Lemma 2. The existence of a correct EUF-CMA-secure digital signature scheme with
message space {0,1}* implies the existence of a one-way function family.

Proof. Let ¥ be such a digital signature scheme. Fix polynomial upper bounds £,,(A) and
lg(X) on the random tapes used by PPy and KGs, respectively, padding unused random
bits if necessary. Define

C)\ = {07 1}pr(>\) X {Oa 1}&%()\)'

For (ppp, prg) € Ch, let
ppy < PPs(1%; ppp), (sks, pky) <= KGx(pps; org),

and define the efficiently computable function

Ix(Ppps Prg) = (PPs, Pky)-

Uniform sampling from C) induces exactly the public-parameter and verification-key
distribution of the EUF-CMA experiment.
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Assume toward contradiction that {fx}xen is not one-way. Then there exists a PPT
inverter A that, on a non-negligible fraction of honestly distributed pairs (ppy, pky),
outputs (ppp, pig) € O satistying

Ir(Ppps Prg) = (PPs, PKs)-

An EUF-CMA adversary, given (ppy, pky ), runs this inverter. Whenever it succeeds, the
adversary recomputes

(sks, pk) ¢ KGx(pps; plg)
and, without making any signing-oracle query, outputs

(0,Sgns (sks, 0)).

Because 0 € {0,1}* and (sk§, pky) is a valid output of key generation under ppy, correctness
implies that this signature verifies. The message 0 is fresh because no signing-oracle query
was made. Hence the EUF-CMA adversary succeeds whenever the inverter succeeds,
contradicting EUF-CMA security. Therefore {f)}ren is a one-way function family. If a
fixed-length bitstring codomain is needed, encode (ppy, pky) injectively into a publicly
fixed polynomial output length, including length delimiters and padding. Inverting the
resulting encoding still recovers random tapes producing exactly the challenge (ppy, pky),
so the same reduction applies. The two random tapes in C) can likewise be concatenated
into one fixed-length bitstring. O

All transformations preserve the external interface of the scheme. The certificate-
unforgeability and key-unforgeability separations syntactically use a fixed one-way function
family. This introduces no additional cryptographic primitive-existence assumption. By
Lemma 1, the existence of a correct certificate-unforgeable group signature scheme with
message space {0,1}* already implies the existence of a correct EUF-CMA-secure digital
signature scheme. By Lemma 2, the latter implies the existence of a one-way function
family. Consequently, the one-way function used by these two wrappers does not strengthen
the primitive-existence assumption underlying the separation results, and all eight trans-
formations establish that none of the seven remaining properties implies the omitted
property.

Our goal is a decomposition. The independence results should therefore be read
relative to this syntax: we do not claim that every separation survives additional syntactic
restrictions. For example, mandatory key validation, canonical key generation, restrictions
on corruption, or trusted registration state may enforce parts of the relations isolated by
our notions directly at the model level and can therefore collapse individual dimensions
of the decomposition. Determining the minimal set of notions under each such restricted
syntax is orthogonal to our goal; our results identify what cannot be inferred when these
additional structural guarantees are absent.

Theorem 25 (Independence of Anonymity). There exists a group signature scheme
[~ANON that is non-frameable, traceable, trace-sound, non-claimable, certificate-unforgeable,
key-unforgeable, and opening-unforgeable, but not anonymous.

Intuition. We destroy anonymity by leaking the signer’s public identity in the clear,
while delegating all validity checks to the baseline scheme. Concretely, the wrapper has
the baseline signer authenticate the encoded tuple (m,upk). Thus, the signer identity
becomes explicit in every transcript, while the remaining seven properties continue to
reduce directly to the baseline.

The proof is given in Section 6.1.1.

Theorem 26 (Independence of Non-Frameability). There exists a group signature scheme
I~NF that satisfies anonymity, traceability, trace-soundness, non-claimability, certificate-
unforgeability, key-unforgeability, and opening-unforgeability, but is not non-frameable.
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Figure 20: Logical independence of the eight security properties. Each arrow corresponds
to a black-box transformation from a fully secure scheme to a scheme violating exactly
one property.

Intuition. Honest signing is enabled only when both authority anchors are canonical;
in that case it signs messages of the form (m,0). If issuer and opener collude, they may
jointly publish the same noncanonical anchor identity y* in their public keys. The modified
opening-verification algorithm then reroutes all signatures on (m, 1) to y*, independently
of the actual witness. By choosing y* to be the public key of an honest member, the
colluding authorities can frame that member. The gadget branch is disabled as soon as
one authority key is honestly generated. The ordinary branch delegates to the baseline
only under two canonical authority keys and otherwise rejects, so the remaining seven
properties persist.

The proof is given in Section 6.1.2.

Theorem 27 (Independence of Traceability). There exists a group signature scheme I TRC
that satisfies anonymity, non-frameability, trace-soundness, non-claimability, certificate-
unforgeability, key-unforgeability, and opening-unforgeability, but is not traceable.

Intuition. We augment only the issuer public key with a flag bit by € {0,1}. If the
issuer is honest, it publishes by = 0 and the wrapper reduces to the baseline. A corrupt
issuer may instead set by = 1. Verification is left unchanged, but whenever by = 1 and a
signature verifies, the opening interfaces are hardwired to fail: Opnp returns L and Jdgr
returns 0. Hence, valid but unopenable signatures exist, violating traceability, while the
remaining seven properties are inherited from the baseline.

The proof is given in Section 6.1.3.

Theorem 28 (Independence of Trace-Soundness). There exists a group signature scheme
TS that satisfies anonymity, non-frameability, traceability, non-claimability, certificate-
unforgeability, key-unforgeability, and opening-unforgeability, but is not trace-sound.
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Intuition. We augment both the issuer and the opener public keys with a public anchor.
Honestly generated authority keys use the distinguished canonical anchor hon. If both
authorities instead use the same noncanonical anchor ¢ # hon, the wrapper enables a
special transcript that verifies unconditionally and admits two different valid openings
to two distinguished dummy identities. These dummy identities are chosen outside the
honest member-key space by tagging, so they cannot collide with honestly generated users.

Whenever at least one authority is honest, its anchor is hon, which disables the special
branch. The ordinary branch delegates to the baseline only when both authority keys
are canonical; all remaining contexts are rejected. Hence trace-soundness fails when both
authorities collude on a common noncanonical anchor, while the remaining seven properties
are preserved.

The proof is given in Section 6.1.4.

Theorem 29 (Independence of Non-Claimability). There exists a group signature scheme
I~NC that satisfies anonymity, non-frameability, traceability, trace-soundness, certificate-
unforgeability, key-unforgeability, and opening-unforgeability, but is not non-claimable.
Moreover, if either authority uses an honestly generated public key, the wrapper satisfies
non-clatmability under the baseline security assumptions.

Intuition. We use disjoint encodings for ordinary member identities (0, upk) and gadget
identities (1,¢). Honestly generated issuer and opener public keys carry the canonical
anchor hon. A corrupt issuer and opener may instead choose the same noncanonical anchor

agzaozt#hon.

In this context, the wrapper signing algorithm still produces a valid baseline signature for
the honest member. The gadget branch of Jdgf then accepts an embedded baseline-valid
opening of this signature as an attribution to the distinct identity (1,¢). Consequently, the
colluding authorities can re-attribute an exact signing-oracle transcript from (0, upk) to
(1,t), violating non-claimability. If either authority uses its honestly generated key, the
matching noncanonical anchors required by the gadget branch are unavailable, and the
wrapper reduces to the baseline behavior.
The proof is given in Section 6.1.5.

Theorem 30 (Independence of Certificate-Unforgeability). There exists a group signature
scheme I"CU that satisfies anonymity, non-frameability, traceability, trace-soundness, non-
claimability, key-unforgeability, and opening-unforgeability, but is not certificate-unforgeable.

Intuition. The wrapper augments every member secret key with an auxiliary value x
and uses a dedicated issuer component when the opener public key contains the switch bit
beunf = 1. In this branch, the signing oracle returns an authenticated mode-1 signature
whose underlying message contains

h = H(x).

The certificate-unforgeability experiment exposes the complete member secret key and
therefore reveals x, although the membership certificate itself remains hidden behind an
opaque handle. The adversary can consequently transform the mode-1 signing-oracle output
into a distinct mode-2 signature by appending x. Verification accepts because H(x) = h,
while the resulting wrapper transcript is fresh. This violates certificate-unforgeability.
One-wayness of H prevents parties that do not receive the auxiliary member secret from
activating the same transformation in the remaining security experiments.
The proof is given in Section 6.1.6.

Theorem 31 (Independence of Key-Unforgeability). There exists a group signature scheme
F—KUnf that satisfies anonymity, non-frameability, traceability, trace-soundness, certificate-
unforgeability, non-clatmability, and opening-unforgeability, but is not key-unforgeable.
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Intuition. The wrapper augments every membership certificate with an independently
sampled auxiliary value x. When the opener public key contains the switch bit byynr = 1,
the signing oracle returns an authenticated mode-1 signature whose underlying message
contains

h = H(x).

In the key-unforgeability experiment, the complete wrapper certificate (o5, ) is exposed,

whereas the corresponding member secret key remains hidden. The adversary can therefore

transform the mode-1 signing-oracle output into a distinct mode-2 signature by revealing

2. The transformed signature verifies because H(z) = h and is fresh because its wrapper

encoding differs from the oracle output. Thus, the adversary obtains a fresh valid signature

without learning the challenger-generated member secret key, violating key-unforgeability.
The proof is given in Section 6.1.7.

Theorem 32 (Independence of Opening-Unforgeability). There exists a group signature
scheme T7OPY that satisfies anonymity, non-frameability, traceability, trace-soundness, non-
claimability, key-unforgeability, and certificate-unforgeability, but is not opening-unforgeable.

Intuition. The wrapper uses disjoint encodings (0, upk) for ordinary member identities
and (1,t) for gadget identities. Honestly generated opener keys use the canonical tag hon,
whereas a malicious opener may choose a noncanonical tag ¢ # hon. The adversary locally
generates an ordinary member key pair, submits the ordinary identity (0, upk) together
with the malicious opener key to the honest join oracle, and obtains a valid membership
certificate. Using the corresponding member secret key and this certificate, it can locally
create a valid mode-1 baseline signature. The gadget branch of Jdg accepts this signature
as an attribution to (1,¢). However, the join oracle recorded only the ordinary identity
(0, upk), not the gadget identity (1,t). The resulting accepted attribution therefore lies
outside the honest join relation and violates opening-unforgeability.
The proof is given in Section 6.1.8.

6.1 Proofs of Separation

Challenge-parameter convention. Whenever a reduction embeds a primitive challenge,
it uses the public parameters supplied with that challenge throughout the simulated
experiment. In particular, an EUF-CMA reduction embeds the challenger’s ppy together
with its verification key; it does not resample ppy. Any other signature keys needed by
the simulation are generated under that same ppy. Generating the “remaining public
parameters” means generating only the other, independently sampled components, with
relation-dependent setups using the resulting public parameters.

Conventions. Let I' be a baseline group signature scheme satisfying all eight security
notions defined in Section 5. Throughout this section, we assume that its message space
supports an efficiently computable injective encoding of polynomial-length tuples; in
particular, one may take MS = {0,1}*. This restriction is sufficient for the existential
separation results below. For each separation, we construct a derived scheme as a black-box
wrapper around I.

All wrapper keys have the fixed tuple structure prescribed by the respective construction.
Whenever such a tuple contains an anchor, that component ranges over the tagged domain

Anchor := {hon} w {0,1}".

Honest anchor generation uses the distinguished value hon, whereas adversarially generated
keys may contain arbitrary values from Anchor. We suppress the canonical injection of
bitstrings into the second summand. In particular, hon is syntactically distinct from every
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adversarial bitstring payload while still admitting an injective encoding into {0, 1}*. Inputs
that do not parse according to the prescribed wrapper-key format are rejected according
to the global parsing convention. Using hon rather than | avoids confusing an honest
anchor value with algorithmic failure. Boolean branch selectors used in some constructions
are not anchors and retain their explicitly specified honest value 0.

Every message passed to an underlying signing, verification, opening, or opening-
verification algorithm is the complete derived message defined locally for that wrapper.
Tuple notation denotes the fixed efficiently computable injective encoding enc from Section 2.
Each such message contains the original message, the complete wrapper-level issuer and
opener public keys (including anchors), and any locally specified branch or member data.
In particular, mypk, M, My, and mq (k) below are actual baseline messages, not inputs to
an additional implicit encoding. The same local definition is used in all four underlying
algorithms and in the reductions. By the message-space convention above, these encodings
are valid baseline messages.

Finally, certificate-unforgeability implies that independently generated issuer public
keys collide only with negligible probability. Indeed, suppose that

(isko, ipkg), (isk1, ipk;) <—¢ Kglr(ppr)

satisfy ipk, = ipk; with non-negligible probability. An adversary in the certificate-
unforgeability experiment can independently generate (isk, ipk;) and, whenever ipk; equals
the challenge issuer public key ipkg, use isk; to issue its own membership certificate and
produce a fresh verifying group signature under ipk,. By correctness, this attack succeeds
whenever the two public keys coincide, contradicting certificate-unforgeability. Hence
issuer-public-key collision probability is necessarily negligible and need not be imposed as
an additional assumption.

6.1.1 Proof of Theorem 25 (Anonymity)

Proof. We provide a counterexample via the following black-box wrapper of T.

We first note that independently generated member public keys coincide only with
negligible probability. This follows from non-frameability of . Indeed, suppose that
two independent executions of KgM produced the same public key with non-negligible
probability. An adversary in the non-frameability experiment could independently generate

(usk’, upk’) <5 KgM(ppr)

and, whenever upk’ = upk, generate its own issuer and opener key pairs, issue a certificate
for upk’, and produce a signature using usk’. By correctness, the resulting signature can
be opened to upk’ = upk and the opening is accepted. Since the adversary makes no
signing-oracle query, the transcript is fresh, contradicting non-frameability. Hence the
collision probability is negligible.

Correctness. Consider an honestly generated wrapper signature. Its cleartext member-
key component equals the signer public key, and its embedded issuer and opener public
keys equal the external group context. The underlying signature is generated and verified
on the same derived message

m’ = (m, upk, ipk, opk).
Likewise, opening and opening verification invoke the underlying algorithms on the same

derived message and group context. Correctness of the wrapper therefore follows directly
from correctness of T.
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All unlisted algorithms are inherited unchanged from I'. Define
Mypk = (M, upk, ipk, opk).
This is the complete baseline message, including the group context, according to the global convention.

Sgnj(usk, upk, o5, ipk, opk, m): Opnp-(osk, opk, ipk, m, o7,,):

Compute Parse P
or, = (oF,, upk, ipk, opk).

oy, g Sgnr(usk, upk, os, ipk, opk, mypk). m
m $ 98 F( P s, 1P P upk) Return L if

Return L if o

= L. Otherwise return

(ipk, opk) # (ipk, opk).

Otherwise return

/

0y, < (07, upk, ipk, opk).
Viyf(ipk, opk, m, o7,,):

Parse o Opnr(osk, opk, ipk, mypk, o7y, )-
oy, = (o7, upk, ipk, opk). Jdgr (ipk, opk, m, o/, , upk*, O):

Return 0 if Parse

(ipk, opk) # (ipk, opk).

Otherwise return

O-;n = (U:nv upk,@, o/p\k)

Return 0 if
(ipk, opk) # (ipk, opk).

Viyr (ipk, opk, mypk; 07,,).- Otherwise return

Jdg(ipk, opk, mypk, oy, , upk™, O).

Construction 5: Wrapper ["ANON,

Why anonymity fails. The anonymity adversary generates an issuer key pair
(isk, ipk) < Kglr(ppr)
and, using the honest opener public key opk supplied by the experiment, computes
ol < Joinr (isk, ipk, upk;, opk) for i € {0,1}.

It submits
(m, ipk, 02, a;)

to the left-or-right signing oracle.
Both candidate wrapper signatures are valid, and the oracle returns

!

Om = (O—:n,a upkbv |Pk, Opk)

for the hidden challenge bit b € {0,1}. If

upky 7 upky,

the adversary determines b by comparing the cleartext member-key component of the
challenge signature with upk, and upk;.

Since independently generated member public keys collide only with negligible proba-
bility, the adversary determines b with overwhelming probability. Hence ™ANON ig not
anonymous.

Why the other seven properties hold. The wrapper appends the signer public key
and the complete group public-key context to the signature and consistently binds the
signer public key into the message supplied to the underlying scheme. Every accepting
wrapper transcript therefore determines a unique accepting baseline transcript on the
derived message

m’ = (m, upk, ipk, opk).
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o Traceability (TRC). Suppose that

o, = (or,, upk, ipk, opk)

m

is a verifying wrapper signature for which the prescribed wrapper opening algorithm
fails to return an accepted opening.

The context checks imply that the external issuer and opener keys equal the keys
embedded in o},. Consequently, o7, is a verifying baseline signature on

m’ = (m, upk, ipk, opk)

for which the prescribed baseline opening algorithm fails to return an accepted
opening. This contradicts traceability of I'.

o Trace-Soundness (TS). Suppose that one fixed wrapper message-signature pair
(m, o7,)

admits two different accepted attribution tuples.

Since both invocations of Jdgr accept the same wrapper signature, the explicit
context checks imply

ipky = ipkj and opkgy = opk].

The cleartext member-key component carried in o}, is also fixed. Hence both wrapper
openings invoke the baseline opening-verification algorithm on the same baseline
message

m’ = (m, upk, ipk, opk),

the same baseline signature o}, and the same group public-key pair.

Since the two wrapper attribution tuples differ, their claimed member public keys
must differ. They therefore yield two different accepted baseline attributions for the
same message-signature pair, contradicting trace-soundness of I.

o Non-Frameability (NF). A successful wrapper adversary outputs a fresh wrapper
signature and opening information accepted as an attribution to the fixed honest
member.

Removing the cleartext wrapper components yields an accepted baseline attribution
to the same honest member on the derived message

m’ = (m, upk, ipk, opk).

Freshness is preserved. If the corresponding baseline transcript had previously been
returned by the baseline signing oracle, then the deterministic wrapper extension by

(upk, ipk, opk)

would imply that the complete wrapper transcript had also previously been returned.
Thus, a successful wrapper frame yields a successful frame against .

o Non-Claimability (NC). Every wrapper signing-oracle output is obtained by
deterministically extending a baseline signing-oracle output with the honest signer
public key and the relevant group context. Hence protected wrapper transcripts are
in one-to-one correspondence with protected baseline transcripts.

Any accepted reassignment of a logged wrapper transcript to a different member
public key therefore induces an accepted reassignment of the corresponding logged
baseline transcript, contradicting non-claimability of T.
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o Certificate-Unforgeability (CUnf). Let

/
m

o, = (on,, upk, ipk, opk)

be a fresh verifying wrapper forgery under the honest issuer key.

Then o}, is a verifying baseline signature on
m’ = (m, upk, ipk, opk)

under the same opener key.

The reduction forwards member-generation and join queries to its baseline certificate-
unforgeability experiment and records, for every certificate handle, the corresponding
member public key and opener public key. On a wrapper signing query for a
handle associated with upk, it queries the baseline signing oracle on mypk and
deterministically extends the returned baseline signature.

If this baseline transcript had previously been returned by the baseline signing oracle,
the corresponding wrapper transcript would also have been recorded, contradict-
ing wrapper freshness. Thus, the wrapper forgery yields a fresh baseline forgery,
contradicting certificate-unforgeability of I'.

o Key-Unforgeability (KUnf). The same argument applies to key-unforgeability.

The reduction forwards member-generation and join queries and records the public
key associated with every member index. On a wrapper signing query using index j,
it looks up the corresponding public key upk;, queries the baseline signing oracle on
Mupk, » and deterministically extends the returned baseline signature.

A fresh verifying wrapper signature therefore yields a verifying baseline signature
under the same issuer—opener context on the derived message

m’ = (m, upk, ipk, opk).

Replay of the baseline transcript would imply replay of the deterministically extended
wrapper transcript. Hence wrapper freshness implies baseline freshness, and a
successful wrapper forgery contradicts key-unforgeability of I

e Opening-Unforgeability (OpU). The wrapper does not modify the join oracle or
the join relation.

An accepted wrapper opening to a pair
(upk™, opk™)

that is not contained in the wrapper join relation therefore yields an accepted baseline
opening to the same non-joined pair, on the derived message determined by the
wrapper signature. This contradicts opening-unforgeability of I.

O

Conclusion. The wrapper I™NON hreaks anonymity by explicitly leaking the signer
public key in the signature. At the same time, it preserves traceability, trace-soundness, non-
frameability, non-claimability, certificate-unforgeability, key-unforgeability, and opening-
unforgeability by black-box reduction to I'. Hence anonymity is independent of the other
seven notions.
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6.1.2 Proof of Theorem 26 (Non-Frameability)

Proof. We provide a counterexample via the black-box wrapper specified in Constructions 6—
7.
Extended issuer and opener public keys have the forms

ipk' = (ipk,y7)  and  opk’ = (opk,y5).
Honestly generated keys use the canonical anchors
Y1 = yo = hon.

An adversary controlling a public-key context may instead supply arbitrary well-formed
anchors.
The wrapper uses disjoint encodings for ordinary and gadget signatures:

(0,0, ipk’, opk’) and (1,0,,,ipk’, opk’),
respectively. Ordinary wrapper signatures are generated on the derived message
mo = (m,0,ipk’, opk’),
whereas gadget signatures are baseline signatures on
my = (m, 1,ipk’, opk’).

These are the complete baseline messages under the global convention; no additional
context wrapping is applied.

The ordinary branch is enabled only for canonical wrapper group keys. The gadget
branch is enabled only if the issuer and opener anchors coincide and are different from hon.

Correctness. Honestly generated issuer and opener keys have canonical anchors:

Y1 = yo = hon.

Consequently, Joinr and Sgnf use the ordinary branch and consistently invoke the underly-
ing algorithms on
mo = (m,0,ipk’, opk’).

Honest signatures have the form
(0,0, ipk’, 0pk’),

and both opening algorithms invoke their baseline counterparts on the same derived
message and public-key context. Correctness therefore follows directly from correctness of
r.

Why non-frameability fails. Let
(USkhon, upkhon)

be the honest member key pair generated by the non-frameability experiment.
The adversary independently generates baseline issuer and opener key pairs

(isk, ipk) ¢ Kglr(ppr)

and
(osk, opk) ¢ KgOr(ppr),
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All unlisted algorithms are inherited unchanged from I'. Malformed inputs are rejected according to the
global parsing convention. For

ipk’ = (ipk,37),  opk’ = (opk,y5),

define

Hon := [y] = y& = hon],

Gad := [y] =y # honl,

T/;Lb = (m7 b, ipk,y Opk,)v

—~ —~/
Ctx(ipk , opk ) := [(ipk ,opk ) = (ipk’, opk’)].

Kelr (ppr): Sgnf-(usk, upk, o5, ipk’, opk’, m):
Run Parse

isk, ipk) +g Kgl
(isk, ipk) s Kelr (Ppr) ipk” = (ipk, v, opk’ = (opk, y5)-
and return o

, , Return L unless Hon.
(isk’, ipk") « (isk, (ipk, hon)).

Compute
KgOr(ppr): om g Sgnr(usk, upk, os, ipk, opk, mg).
Run
(osk, opk) +g KgOr(ppr) Return L if 0y, = L. Otherwise return
and return ot < (0,0m,ipk’, opk’).
(osk’, opk’) < (osk, (opk, hon)). Viyf(ipk’, opk’,m, o7, ):
A n. Parse
JP::S;(ISk ,ipk’, upk, opk’): ipk’ = (ipk, %),

opk” = (opk, %),
ka/ = (ka7y;)7 Opk, = (Opk7y6)7 / —~/ 1/
Om = (b1 Om; 'Pk )Opk )
and set isk < isk’. Return 0 unless
Return L unless Hon. Otherwise compute , ,
os g Joinr(isk, ipk, upk, opk) Ctx(ipk ,opk ).
If b = 0, return 0 unless Hon; otherwise return
and return os.
Vfyr (ipk, opk, 1m0, o'm ).
If b = 1, return O unless Gad; otherwise return

Viyr (ipk, opk, 1, o7m)-

Return 0.

Construction 6: Wrapper I'™NF (Part I of II)

as well as an adversarial member key pair
(usk, upk) <=5 KgMr(ppr)-
It defines
ipk = (ipk, upk™™") and opk’ = (opk, upk™").
Using the underlying scheme, it computes
G, 4 Joinr (isk, ipk, upk, opk).
For any message m, set
7/7\11 = (m7 ]-7 ipk/v 0pk/)
and compute o
Om <$ SgnF(USk7 upk, 05, ipk, opk, ml)
The adversary aborts if any of these algorithms returns 1. Otherwise it outputs the

wrapper signature
07/7L = (17 Um7 ipk/7 opkl>
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Continuation of the wrapper from Part I. The notation and conventions are as in Part I.

Opnp (osk’, opk’, ipk’, m, 07, ): Jdgl-(ipk’, opk’, m, o7, , upk*, O):
Parse Parse
ik’ = (ipk, y7), ipk” = (ipk, y}),
opk” = (opk, ¥5)s opk’ = (opk, y5),
— !
U;n:(b7am7ipk70pk ) U;n:(b,Um,ipk,Opk )
and set osk < osk’. Return 0 unless

Return L unless —~
P Ctx(ipk ,opk ).
Ctx(ipk , opk ) A (b= 0) A Hon. If b =1, return 0 unless Gad. Return 0 unless

Compute Vfyr (ipk, opk, m1, om) = 1.

(upk, O) +—g Opnp (osk, opk, ipk, Mg, om). Return 1 iff
Return L if (upk,O) = L. Otherwise return upk® = y7.
(upk, O). If b = 0, return 0 unless Hon. Otherwise return
Jdg (ipk, opk, mo, om, upk*, 0).

Return 0.

Construction 7: Wrapper I'™NF (Part II of II)

and opening information
O* =0.
By correctness of the underlying scheme,

Viyr(ipk, opk, M1, 0 ) = 1.

Since

yi = y5 = upk™" # hon,
we obtain

Viyr(ipk’,opk’,m, 0!, ) =1
and

Jdgp(ipk’, opk’, m, o/ upk™", 0*) = 1.

The wrapper signing oracle never returns a signature with mode bit 1. Therefore the
output is fresh. Nevertheless, it is accepted as an attribution to the fixed honest member
public key. Hence ™NF is not non-frameable.

Why the other seven properties hold.
e Anonymity (ANON). The opener key is honestly generated and therefore satisfies
Yo = hon.

Hence the gadget branch is disabled. Every accepting challenge signature must use
mode 0, which additionally requires

y7 = hon.

For canonical issuer and opener contexts, the challenge-signing and opening oracles
coincide with the corresponding baseline oracles on the derived message

mo = (m, 0,ipk’, opk’).

For noncanonical contexts, the wrapper signing oracle returns L on both sides,
independently of the challenge bit. The public context embedded in the wrapper
signature carries no member-dependent information. Thus, any anonymity adversary
against the wrapper yields one against I'.
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o Traceability (TRC). The opener key is honestly generated, so

Yo = hon.

A mode-1 signature cannot verify, because the gadget branch requires matching
noncanonical anchors. A mode-0 signature verifies only if the issuer key is also
canonical:

y7 = hon.

Every verifying wrapper signature therefore corresponds to a verifying baseline
signature on 1My, and the prescribed wrapper opening algorithm invokes the prescribed
baseline opening algorithm on that same transcript. A successful wrapper traceability
attack would thus contradict traceability of I'.

Trace-Soundness (TS). Consider a fixed wrapper message-signature pair admitting
two accepted attribution tuples. Since the wrapper signature explicitly contains its
complete public-key context, both accepted interpretations must use the same issuer
and opener public keys. They must also use the same mode bit.

If the mode bit is (1), the gadget branch accepts only the unique member public key
upk® =y = yo.

Hence the two attribution tuples cannot differ.

If the mode bit is (0), both keys are canonical and both openings reduce to baseline
openings for the same message Mg and the same baseline signature. Two different
accepted wrapper attributions would therefore contradict trace-soundness of I'.

Non-Claimability (NC). Every non-bottom wrapper signing-oracle output has
mode bit 0 and is generated under canonical issuer and opener keys. A successful
non-claimability adversary must reuse an exact logged wrapper transcript, so it
cannot replace that mode bit or its embedded group context.

Every accepted reassignment must therefore occur through the ordinary branch and
yields an accepted reassignment of the corresponding logged baseline transcript on
mg. This contradicts non-claimability of T.

Certificate-Unforgeability (CUnf). The issuer key is honestly generated and
thus satisfies
y7 = hon.

Consequently, the gadget branch is disabled. An accepting mode-0 signature addition-
ally requires a canonical opener key. Removing the deterministic wrapper encoding
yields an accepting baseline signature on the corresponding derived message.

If the baseline transcript had previously been returned by the baseline signing
oracle, the complete mode-0 wrapper transcript would also have been recorded.
Hence wrapper freshness implies baseline freshness, and a successful wrapper forgery
contradicts certificate-unforgeability of I.

Key-Unforgeability (KUnf). The final issuer key is honestly generated and
therefore canonical. A successful final forgery cannot use mode 1, and mode 0
additionally requires a canonical opener key.

Signing-oracle queries under noncanonical extended contexts return L. For canonical
contexts, the wrapper signing oracle is a deterministic encoding of the baseline
signing oracle on mg. Thus, removing the wrapper encoding from a fresh final forgery
yields a fresh accepting baseline forgery, contradicting key-unforgeability of T.
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o Opening-Unforgeability (OpU). The issuer key is honestly generated, so the
gadget branch is disabled. Moreover, both Joinf and the ordinary opening-verification
branch accept only canonical opener keys. The wrapper join relation is therefore in
one-to-one correspondence with the baseline join relation:

(upk, (opk, hon)) +— (upk, opk).

An accepted wrapper attribution to a pair outside the wrapper join relation yields
an accepted baseline attribution to the corresponding pair outside the baseline join
relation, contradicting opening-unforgeability of I'.

O

Conclusion. The wrapper I ™NF preserves anonymity, traceability, trace-soundness, non-

claimability, certificate-unforgeability, key-unforgeability, and opening-unforgeability by
black-box reduction to I'. Nevertheless, colluding issuer and opener contexts can activate
the gadget branch and attribute a fresh mode-1 signature to the fixed honest member
public key. Hence non-frameability is independent of the other seven notions.

6.1.3 Proof of Theorem 27 (Traceability)

Proof. We provide a counterexample via the black-box wrapper specified in Constructions 8-
9.
Extended issuer public keys have the form

ipk’ = (ipk, birc),
where honestly generated issuer keys always satisfy
btrc - O

An adversary controlling the issuer public key may instead supply an arbitrary well-formed
extended key, in particular one with

btrc =1

To obtain an injective correspondence between wrapper transcripts and baseline tran-
scripts, every wrapper signature explicitly carries the complete wrapper group context.
For a wrapper message m, define the derived baseline message

m = (m,ipk’, opk).
As specified by the global convention, m is the complete baseline message; no additional

context wrapping is applied.

Correctness. Honestly generated issuer keys satisfy
btl’c == O

All wrapper algorithms therefore invoke the corresponding baseline algorithms on the same
derived message
m = (m,ipk’, opk).

The group context embedded in an honestly generated wrapper signature also equals the
external verification context. Correctness of the wrapper follows directly from correctness
of T.
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All unlisted algorithms are inherited unchanged from I'. Malformed inputs are rejected according to the
global parsing convention. For

ipk’ = (ipk, birc),  m = (m, ipk’, 0pk),

define
Ctx = I:O—:n = (0m, iPKemb> OPKemb) A iPKemp = ipk’ A opkemp = Opk} .
Kglr(ppr): Sgnf (usk, upk, os, ipk’, opk, m):
Run Parse
(isk, ipk) <5 Kglr(ppr) ipk” = (ipk, berc).
and return Compute
(isk’, ipk’) + (isk, (ipk,O)). om g Sgnr(usk, upk, s, ipk, opk, m).
Join/-(isk’, ipk’, upk, opk): Return L if oy, = L. Otherwise return
Parse ab, + (om,ipk’, opk).
ipk” = (ipk, birc) e
and set Viyr(ipk’, opk, m, o7, ):
isk < isk’. Parse - kb
Compute ipk” = (ipk, btrc)
and
os g Joinr(isk, ipk, upk, opk) ot = (Tm, iPKembs OPKemb) -
and return os. Return 0 unless Ctx. Otherwise return

Vfyr(ipk, opk, m, Om).

Construction 8: Wrapper TR disabling opening under an adversarial issuer context
(Part T of II)

Why traceability fails. In the traceability experiment, the adversary receives the
honestly generated opener key pair

(osk, opk).

It independently generates
(isk, ipk) < Kglr(ppr)
and
(usk, upk) <=5 KgMr(ppr).

It defines the adversarial issuer public key
ipk” = (ipk, 1)

and computes
os g Joinr(isk, ipk, upk, opk).

For any message m, it computes the wrapper signature
o, < Sgnr(usk, upk, o, ipk’, opk, m).
Writing
Tp = (O, ipk’, 0pk),
the underlying signature o,, is generated on

m = (m,ipk’, opk).

Consequently,
Vfyr(ipk’, opk, m, o)) = 1.
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Continuation of the wrapper from Part I. The notation and conventions are as in Part I.

Opn/r(05k7 Opk, ipklv m, o—;n):

Parse
ipk” = (ipk, btrc)
and
O = (Om, iPKembs OPKemb )-

Return L unless
CtX N (btrc = 0)

Compute

(upk, O) < Opnp(osk, opk, ipk, M, o).

Return L if (upk,O) = L. Otherwise return
(upk, O).

Jdgf(ipk’, opk, m, o7, upk*, O):

Parse
ipk” = (ipk, btrc)
and
01 = (0m, iPKembs OPKemb )-
Return 0 unless
Ctx A (btre = 0).

Otherwise return

Jdgr (ipk, opk, 71, o, upk™, O).

Construction 9: Wrapper ["TRC disabling opening under an adversarial issuer context

(Part II of II)

However, since the issuer key satisfies

the prescribed opening algorithm returns

btrc = 17

Opnr-(osk, opk, ipk’,m, a,) = L.

The adversary therefore wins the traceability experiment with probability 1. Hence

is not traceable.

Why the other seven properties hold.

rﬁTRC

e Anonymity (ANON). The wrapper does not expose any member-dependent
information beyond the baseline signature. A wrapper anonymity adversary can
choose either value of by in its issuer public key.

For every left-or-right signing query, the reduction forwards the corresponding baseline

query using the derived message

m = (m,ipk’, opk)

and wraps the returned signature with the public context

For opening queries with

(ipk’, opk).

btrc = 1;

the reduction returns L directly. For queries with

btrc = Oa

it forwards the corresponding non-challenge query to the baseline opening oracle.

Since the embedded group context and the derived message uniquely determine one
another, wrapper challenge transcripts correspond injectively to baseline challenge
transcripts. The simulation is therefore perfect, and any anonymity adversary against

the wrapper yields one against I'.
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o Non-Frameability (NF). A successful frame requires

Jdgr (ipk™, opk™, m*, a7, upk, 0*) = 1.

This is impossible when

b =1
Hence every successful frame must satisfy
by =0

trc

and must occur through the baseline branch.

Removing the deterministic context wrapper from o/ yields an accepted baseline

attribution to the same honest member on the derived message
m* = (m*,ipk’™, opk™).

Freshness is preserved because a replay of the baseline transcript under the same
derived message and group context would imply a replay of the complete wrapper
transcript. Thus, a successful wrapper frame contradicts non-frameability of I'.

Trace-Soundness (TS). Suppose that a fixed wrapper message-signature pair
(m*,00)
admits two different accepted attribution tuples.

Both accepting invocations of Jdgf require

* _ * _
trc,0 — btrc,l =0.

Moreover, because the same wrapper signature explicitly contains its issuer and
opener public keys, both accepted invocations must use the same wrapper group
context:
ipkg = ipk}* and opkg = opk].
They therefore invoke the baseline opening-verification algorithm on the same derived
message
m* = (m*,ipk’, opkg)
and the same baseline signature.

Since the two wrapper attribution tuples differ while their group contexts coincide,
their claimed member public keys must differ. This yields two different accepted base-
line attributions for the same message-signature pair, contradicting trace-soundness
of T.

Non-Claimability (NC). The issuer and opener contexts supplied to the signing
oracle may be adversarial.

If a protected transcript was generated under an issuer key with
btrc = 1;

no opening for that transcript can be accepted by Jdgr, so it cannot yield a successful
non-claimability attack.

If instead
btrc = 0,

an accepted reassignment occurs through the baseline branch. The logged wrapper
transcript corresponds injectively to a logged baseline transcript on the derived
message, and an accepted attribution to a different member public key therefore
contradicts non-claimability of T.
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o Certificate-Unforgeability (CUnf). The issuer public key is honestly generated
and therefore satisfies
btrc = 0

Every accepting wrapper signature consequently uses the baseline branch.

Removing the deterministic context wrapper yields an accepting baseline signa-
ture under the honest issuer key on the corresponding derived message. If that
baseline transcript had previously been returned by the baseline signing oracle,
the complete wrapper transcript would also have been recorded. Thus, wrapper
freshness implies baseline freshness, and any successful wrapper forgery contradicts
certificate-unforgeability of I'.

o Key-Unforgeability (KUnf). The final verification key in the key-unforgeability
experiment is the honestly generated issuer key and hence has

btl’c == 0

Therefore every successful final forgery is accepted through the baseline branch.

The signing oracle may be queried under arbitrary extended issuer keys, but each
returned wrapper signature explicitly records that issuer context. Consequently, a
transcript obtained under an issuer key with by, = 1, or under any other issuer
context, is not converted into a replay under the honest issuer key. Removing the
wrapper context from a fresh final forgery yields a fresh accepting baseline forgery,
contradicting key-unforgeability of I'.

o Opening-Unforgeability (OpU). The issuer key is honestly generated and there-
fore satisfies
btrc =0.

The wrapper join oracle and the baseline join oracle induce the same relation on
pairs
(upk, opk).

Every accepted wrapper opening consequently corresponds to an accepted baseline
opening on the derived message.

An accepted wrapper attribution to a pair outside the wrapper join relation would
therefore yield an accepted baseline attribution to the same pair outside the baseline
join relation, contradicting opening-unforgeability of I.

O

Conclusion. The wrapper ["TRC preserves anonymity, trace-soundness, non-frameability,
non-claimability, certificate-unforgeability, key-unforgeability, and opening-unforgeability
by black-box reduction to I, while an adversarial issuer can set by = 1 and thereby
produce verifying signatures for which the prescribed opening algorithm always fails.
Hence traceability is independent of the other seven notions.

6.1.4 Proof of Theorem 28 (Trace-Soundness)

Proof. We provide a counterexample via the black-box wrapper specified in Construc-
tions 10-12.
The wrapper uses disjoint encodings for ordinary and gadget signatures:

(0,00m) and (1,7),
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respectively. Likewise, ordinary member public keys and gadget identities are encoded as
(0, upk) and (1,t).

Thus, no honestly generated member public key is syntactically equal to a gadget identity.
An extended issuer public key and opener public key have the forms

ipk’ = (ipk, as, Tr) and opk’ = (opk, ap,To),

where ar,ao € Anchor and T7,Tp are finite sets of bitstrings. We call an extended key
canonical if its anchor is hon and its tag set is empty.

The ordinary baseline branch is enabled only when both extended public keys are
canonical. The gadget branch is enabled only when the issuer and opener anchors agree
on the gadget-signature tag.

All unlisted algorithms are inherited unchanged from I'. Let

T/;l’ = (m7ipk/70pk/)7 Cany = [(QI7T1) = (hon,@)], Canp = [(GO,TO) = (hon,@)].
The underlying scheme binds the complete wrapper group context according to the global convention.
KgM( (ppr): Joing (isk’, ipk’, upk’, opk’):
Run Parse L )
(usk, upk) +—g KgMr(ppr) ipk" = (ipk, ar, TT),
and return opk’ = (opk,ap,To),
(usk’, upk’) < (usk, (0, upk)). upk” = (bar, za1),
, . and set isk < isk’.
M' Return L unless
Run
(isk, ipk) <5 Kelr(ppr) Cany A Cano A (by = 0).
and return Set upk < zps and compute
(isk’, ipk”) <= (isk, (ipk, hon, 0)). o +g Joinr(isk, ipk, upk, opk).
KgOr (ppr): Return os.

Run
(osk, opk) <5 KgOr (ppr)
and return

(osk’, opk’) + (osk, (opk, hon, ().

Construction 10: Wrapper [T5 (Part I of IIT)

Correctness. For honestly generated keys, all anchors are hon, all tag sets are empty,
member public keys have ordinary form (0, upk), and signatures have ordinary form (0, o,,).
All wrapper algorithms therefore use the ordinary branch and consistently invoke the
underlying algorithms on

m = (m,ipk’, opk’).

Correctness follows directly from correctness of I.

Why trace-soundness fails. The trace-soundness adversary first generates any well-
formed baseline public keys

(isk,ipk) <= Kglr(ppr) ~ and  (osk, opk) <=5 KgOr(ppr).
It chooses a noncanonical gadget tag

7 # hon
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Continuation of the wrapper from Part I. The notation and conventions are as in Part I.

Sgnf-(usk’, upk’, o5, ipk’, opk’, m):

Parse
ipk’ = (ipk, ar, Tr),

opk’ = (opk, a0, 7o),
upk’ = (bar, z2n1),

and set usk < usk’.
Return L unless

Cany A Canp A (bpr = 0).
Set upk < zps and compute
om <—g Sgnr(usk, upk, os, ipk, opk, 7?1)
Return L if 0, = L. Otherwise return

Uin «— (0,0m).

Viyf(ipk’, opk’,m, o7, ):

Parse
ipk’ = (ipk, ar, T1),

opk’ = (opk, a0, To)-
If
o, =(1,7) A ar=ap =T hon,

return 1.
Otherwise parse o/, = (0, 0pm). Return 0 unless

Cany A Cang.

Return
Vfyr(ipk, opk, m, om ).

Construction 11: Wrapper TS (Part IT of IIT)

Continuation of the wrapper from Part I. The notation and conventions are as in Part I.

Opnp(osk’, opk’, ipk’, m, o7,,):

Parse
ipk’ = (ipk,ar, T7),

opk’ = (opk,ap,To),

and set osk < osk’.
Return L unless

Cany A Canp A I:O':n = (O,Um)].

Compute

(upk, O) <—g Opnr(osk, opk, ipk, m, om).

Return L if (upk,O) = L. Otherwise return
(0, upk), O).

Jdgf (ipk’, opk’, m, o7,,, upk™, O):

Parse
ipk” = (ipk,az, Ty),

opk” = (opk, ap,T0o).
If

o, =(1,7) A ar=ap =T # hon,
parse upk® = (bps,t) and return 1 iff
by=1 AN teTrnNnTpo.
Otherwise parse
ot = (0,0m), upk™ = (bar, z2a1)-
Return 0 unless
Cany A Canp A (bpr = 0).
Set upk < zps and return

Jdgr (ipk, opk, m, o'm,, upk, O).

Construction 12: Wrapper "> (Part III of I1I)

and two distinct bitstrings

to # 1.
It then defines
T* = {to, t1}
and sets
ipky = ipky = (ipk, 7, 17™)
and

opky = opki = (opk, 7*,T™).

For any message m*, let

oy, = (1,79).

By construction,

Vfyr(ipk;, opk;,m”, 07,) = 1

for both ¢ € {0,1}.
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The adversary outputs the two candidate attributions

upky = (1, 0), 0; =0,

and
Uka = (Ltl)v OT = 0.
Since
to,t1 € T*,
both
Jdgr(ipk}, opk;, m*, ok, upky, OF) = 1.
However,
(upkg, ipkg, opk) # (upky, ipky, opkj)
because
upkg # upk].
Hence T3 is not trace-sound.

Why the other seven properties hold. The gadget branch is disabled whenever either
the issuer or opener key is honestly generated. Non-frameability and non-claimability
require separate arguments because both public-key contexts may be adversarial.

o Anonymity (ANON). The opener key is honestly generated and therefore has
canonical anchor components

(ao,To) = (hon, ().

Consequently, the gadget branch is disabled. Any accepting challenge signature must
use the ordinary branch, which additionally forces the adversarial issuer key to be
canonical. The experiment then coincides with the baseline anonymity experiment
on the derived messages

o~ . ! !/

m = (m,ipk’, opk’).

Thus, any anonymity adversary against the wrapper yields one against .

o Traceability (TRC). The opener key is honestly generated, so the gadget branch is
disabled. Noncanonical issuer keys cannot produce accepting ordinary signatures. Ev-
ery verifying wrapper signature therefore corresponds to a verifying baseline signature
under canonical group keys. A failure of the prescribed wrapper opening proce-
dure consequently yields a failure of the baseline opening procedure, contradicting
traceability of T.

o Non-Frameability (NF). An honestly generated member public key has ordinary
form

(0, upk).
The gadget branch accepts only gadget identities of the form

(1,1).

Hence the gadget branch can never attribute a signature to the fixed honest member.
Any successful frame must use the ordinary branch and therefore induces a successful
frame against I'. Freshness is preserved by the deterministic ordinary-signature
encoding

ar = (0,0,).
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o Non-Claimability (NC). Every non-bottom signing-oracle output has ordinary
form

(0,0m).

Since the adversary must reuse an exact logged signing transcript, the gadget branch,
which requires a signature of the form

(1,7),

cannot be used in a successful non-claimability attack. Any accepted reassignment
must therefore occur through the ordinary branch and yields an accepted reassignment
of the corresponding baseline transcript, contradicting non-claimability of I.

o Certificate-Unforgeability (CUnf). The issuer key is honestly generated and
therefore canonical. The gadget branch is disabled. Any accepting wrapper forgery
must also use a canonical opener key and an ordinary signature

(0,0m).

Removing the deterministic outer tag yields a fresh accepting baseline forgery. A
baseline replay would imply a wrapper replay, so freshness is preserved.

o Key-Unforgeability (KUnf). Again, the honest issuer key disables the gadget
branch. Every accepting wrapper forgery must use the ordinary branch and maps
directly to an accepting baseline forgery under the corresponding derived message.
Deterministic wrapping preserves replay freshness.

o Opening-Unforgeability (OpU). The honest issuer key disables the gadget branch.
Moreover, the ordinary join and opening branches accept only canonical opener keys.
Consequently, the wrapper join relation is in one-to-one correspondence with the
baseline join relation:

((0, upk), (opk, hon, 0)) «— (upk, opk).

An accepted wrapper attribution to a pair outside the wrapper join relation therefore
yields an accepted baseline attribution to a pair outside the baseline join relation,
contradicting opening-unforgeability of T.

O

Conclusion. The wrapper T3 preserves anonymity, traceability, non-frameability, non-

claimability, certificate-unforgeability, key-unforgeability, and opening-unforgeability by
black-box reduction to I', while the colluding issuer and opener can activate the gadget
branch and produce two different accepted attributions for the same message-signature
pair. Hence trace-soundness is independent of the other seven notions.

6.1.5 Proof of Theorem 29 (Non-Claimability)

Proof. We provide a counterexample via the black-box wrapper specified in Construc-
tions 13-15.
The wrapper uses disjoint encodings for ordinary member public keys and gadget
identities:
(0, upk) and (1,¢),

respectively. Thus, no honestly generated wrapper member public key is syntactically
equal to a gadget identity.
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Extended issuer and opener public keys have the forms
ipk” = (ipk, ag) and opk’ = (opk, ap).
Honestly generated issuer and opener keys use the canonical anchors
ag = ap = hon.
An adversary controlling a public-key context may instead supply arbitrary well-formed
anchors.
For a wrapper message m, define the message supplied to the underlying scheme as
m == (m,ipk’, opk’).
Every wrapper signature explicitly records the complete wrapper group context:
ol = (om,ipk’,opk’).
The ordinary branch is enabled when
ag = ap = hon.
The non-claimability gadget is enabled when
ag = ap =t # hon.

All other anchor combinations are rejected.

All algorithms not listed below are inherited unchanged from I'. Malformed inputs are rejected according
to the global parsing convention. For

ipk’ = (ipk,ag),  opk’ = (opk,a0),  m = (m,ipk’,opk’),
define
Hon := [ag = ap = hon],
Gad := [ag = ap # hon],
Ctx(ipk , opk ) == [(ipk ,opk ) = (ipk’,0pk’)].
KgM[(ppr): Joinf(isk’, ipk’, upk’, opk’):
Run Parse

(usk, upk) <—g KgMr(ppr)
and return

(usk’, upk’) <= (usk, (0, upk)).

Kelr (ppr):
Run
(isk, ipk) <5 Kglr(ppr)

and return
(isk’, ipk’) + (isk, (ipk, hon)).

KgOr (ppr):
Run

(osk, opk) <—g KgOr(ppr)
and return

(osk’, opk’) + (osk, (opk, hon)).

ipk” = (ipk, ag),
opk’ = (opk,ao),
upk' = (1)1\4,2’1\4)7
and set
isk < isk’.
Return L unless
Hon A (b]w = O).
Set
Upk — ZM
and compute
os g Joinr(isk, ipk, upk, opk).

Return os.

Construction 13: Wrapper ["N¢ (Part T of IIT)
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Continuation of the wrapper from Part I. The notation and conventions are as in Part I.

Sgnf-(usk’, upk’, o5, ipk’, opk’, m):

Parse
ik’ = (ipk, ag),
opk’ = (opk, ao),
upk’ = (bar, z2n1),
and set

usk < usk’.

Return L unless
by =0 A (HonV Gad).

Set
upk “— zZM,

and compute
om <—g Sgnr(usk, upk, o, ipk, opk, 7?1)
Return L if 0, = L. Otherwise return

o, < (om,ipk’, opk’).

Vfyp (ipk’, opk’, m, 07, ):

Parse
ipk’ = (ipk, ag),

opk’ = (opk, ao),
, —_

Om = (O'm7 ka 7Opk )
Return 0 unless

Ctx(EJ\kl,o/p\k/) A (HonV Gad).

Otherwise return

Vfy (ipk, opk, m, om).

Construction 14: Wrapper ["NC (Part II of I1I)

Continuation of the wrapper from Part I. The notation and conventions are as in Part I.

Opnp (osk’, opk’, ipk’, m, 07,,):

Parse
ipk’ = (ipk, ag),
opk” = (opk, a0),
—
a’;n = (Um’ 'Pk ?Opk )’
and set

osk < osk’.

Return L unless
o~
Ctx(ipk ,opk ) A Hon.

Compute

(upk, O) <—g Opnp(osk, opk, ipk, m, om ).

Return L if (upk,O) = L. Otherwise return

((0, upk), (upk, O)).

Jdgr (ipk’, opk’, m, a7, , upk™, O’):

Parse

ipk’ = (ipk, ag),

opk” = (opk, ap),

ol = (om, 1Pk 0Pk ),
0’ = (upk, 0).

Return 0 unless

Ctx(ipk ,opk ).

If Gad, let
t:=ag =aop
and parse
upk™ = (bar, 2nm1)-
Return 1 iff
by =1, zp =1,
and

Jdgr (ipk, opk, m, om, u/[;(, 5) =1.

Otherwise, return 0 unless
Hon.

Parse
Upk* = (bM7 ZM)
and return 0 unless
by =0 and zM:u/a(.
Return

Jdgl’(ipkv Opk7 Y/’:Lv Om, U/P\k, 6)

Construction 15: Wrapper [N (Part IIT of IIT)

Correctness. Honestly generated issuer and opener keys have canonical anchors

ag = ap = hon,
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and honestly generated member public keys have ordinary form

(0, upk).

Consequently, all honest executions use the ordinary branch and consistently invoke the
underlying algorithms on
m = (m,ipk’, opk’).

The opening algorithm returns
((0, upk), (upk, O)),

which is accepted by the ordinary branch of Jdgr. Correctness therefore follows directly
from correctness of .

Why non-claimability fails. Let the honest wrapper member key pair generated by
the non-claimability experiment be

(usk, upk’) with upk” = (0, upk).
The adversary independently generates baseline issuer and opener key pairs
(isk, ipk) < Kglr(ppr)

and
(osk, opk) <—¢ KgOr(ppr)-

It chooses any tag
t # hon

and defines
ipk’ = (ipk, t) and opk’ = (opk, t).

Using the honest member’s underlying public key, it computes
os g Joinr(isk, ipk, upk, opk).
It then queries the wrapper signing oracle on
(ipk’, opk’, o, m)
and receives a logged wrapper signature
ol = (om,ipk’,opk’).
The corresponding baseline signature o, is valid on
m = (m,ipk’, opk’).
Since the adversary generated the opener key pair itself, it computes
(u/p\k,é) g Opnp(osk, opk, ipk, m, oy,).

By correctness,
upk = upk.

The adversary outputs the different wrapper member public key

upk™ = (1,¢)
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and opening information

O’ = (upk, 0).
Since ordinary and gadget member public keys have disjoint encodings,
upk™ = (1,t) # (0, upk) = upk’.

Moreover, the common noncanonical anchor activates the gadget branch, and the embedded
baseline opening is valid. Therefore

Jdgf(ipk’, opk’, m, o/, upk*, 0’) = 1.

The signature o/, is exactly a transcript previously returned by the wrapper signing

oracle, yet it is accepted as an attribution to a different member public key. Hence I™NC is
not non-claimable.

Why the other seven properties hold.

e Anonymity (ANON). The opener key is honestly generated and therefore has
ap = hon.

A noncanonical issuer anchor cannot match it, so every accepting challenge signature
must use the canonical context

ac = ap = hon.

For noncanonical issuer contexts, both candidate signing executions return 1 inde-
pendently of the challenge bit. For canonical contexts, the challenge-signing and
opening oracles coincide with their baseline counterparts on the derived message

m = (m,ipk’, opk’).

The context components embedded in the wrapper signature are public and indepen-
dent of the hidden signer bit. Thus, any anonymity adversary against the wrapper
yields one against .

« Traceability (TRC). The opener key is honestly generated, hence
ap = hon.
Every verifying wrapper signature must therefore use the canonical issuer anchor
ag = hon.

The prescribed wrapper opening algorithm invokes the prescribed baseline opening
algorithm on the same derived message and returns the ordinary wrapper identity.
A successful wrapper traceability attack would therefore yield a successful baseline
traceability attack.

o Non-Frameability (NF). The fixed honest wrapper member public key has ordinary
form

(0, upk).
When the gadget branch is active, it accepts only the unique gadget identity

(Lt)a
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which is syntactically distinct from every honestly generated member public key.
Hence the gadget branch cannot frame the fixed honest member.

In the canonical branch, any accepted attribution to the honest wrapper member
key yields an accepted baseline attribution to upk. Deterministic context wrapping
preserves freshness, so a successful wrapper frame would contradict non-frameability
of .

Trace-Soundness (TS). Consider a fixed wrapper message-signature pair admitting
two accepted attribution tuples. Since the wrapper signature explicitly contains its
complete group context, both accepted interpretations must use the same issuer and
opener public keys.

If the common anchors are noncanonical and equal, the gadget branch accepts only
the unique external member public key

(1,1).
Thus, two different accepted attribution tuples cannot arise.

If the common anchors are both hon, both accepted openings reduce to baseline
openings for the same derived message and the same baseline signature. Two different
accepted wrapper attributions would therefore contradict trace-soundness of I'.

Certificate-Unforgeability (CUnf). The issuer key is honestly generated and
therefore has
ag = hon.

Every accepting final signature must consequently use the canonical opener anchor
aop = hon.

Removing the deterministic wrapper context yields an accepting baseline signature
under the honest issuer key.

If the baseline transcript had previously been returned by the baseline signing oracle,
the complete wrapper transcript would also have been recorded. Wrapper freshness
therefore implies baseline freshness, and a successful wrapper forgery contradicts
certificate-unforgeability of I'.

Key-Unforgeability (KUnf). The final issuer key is honestly generated and
therefore canonical. Consequently, every successful final forgery must also use a
canonical opener key and reduces to a baseline forgery under the corresponding
derived message.

Signing-oracle outputs obtained under matching noncanonical anchors explicitly
record those noncanonical contexts and cannot be reinterpreted under the honest
issuer key. Thus, removing the wrapper context from a fresh final forgery yields a
fresh accepting baseline forgery, contradicting key-unforgeability of T.

Opening-Unforgeability (OpU). The issuer key is honestly generated and has
ag = hon.

The join oracle accepts only canonical opener keys, and the gadget branch cannot be
activated. The wrapper join relation is therefore in one-to-one correspondence with
the baseline join relation:

((0, upk), (opk, hon)) <— (upk, opk).

Any accepted wrapper attribution to a pair outside the wrapper join relation would
yield an accepted baseline attribution to the corresponding pair outside the baseline
join relation, contradicting opening-unforgeability of I'.
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O
Conclusion. The wrapper ["™N¢ preserves anonymity, non-frameability, traceability,
trace-soundness, certificate-unforgeability, key-unforgeability, and opening-unforgeability
by black-box reduction to I'. Nevertheless, a colluding issuer—opener pair can activate
the gadget branch and relabel an exact signing-oracle transcript from the honest member
(0, upk) as an attribution to the distinct gadget identity (1,¢). Hence non-claimability is
independent of the other seven notions.

6.1.6 Proof of Theorem 30 (Certificate-Unforgeability)

Proof. We provide a counterexample via the black-box wrapper specified in Construc-
tions 16-17.
Let

L. 0 11 n(y)
H={Hy: (0.1} — {0,1) }AEN

be a fixed one-way function family. We write H for H) when the security parameter is
clear.
The wrapper augments every member secret key with an independently sampled value
x, while leaving the corresponding member public key unchanged:
usk’ = (usk, z), upk’ = upk.

The wrapper issuer key consists of two independently generated baseline issuer key
pairs:
isk’ = (isk”, isk'), ipk’ = (ipk?, ipk®).
The two components separate the ordinary branch from the certificate-unforgeability
branch.
Extended opener public keys have the form

Opkl = (Opk7 bcunf)7 bcunf e {07 1}
Honestly generated opener keys always use
bcunf = 0.

An adversary controlling the opener context may instead supply a key with beyns = 1.
The wrapper uses three disjoint signature encodings:

(0,0, ipk’, opk’)
for ordinary signatures,
(17 h7 Um) ipk/7 opk/)
for authenticated source signatures, and

(2’ h7 Um, z? ipk/7 opk/)

for transformed signatures.
For a wrapper message m, define

mo = (m,0,ipk’, opk’)
and
ma(h) = (m, 1, h,ipk’, opk’).

These are the complete baseline messages under the global convention. The branch selector
and complete wrapper keys already determine the selected baseline issuer and opener keys;
no additional context wrapping is applied.
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All algorithms not listed below are inherited unchanged from I'. Malformed inputs are rejected according

to the global parsing convention. Write

ipk’ = (ipk?, ipk"),

and define

opk' = (0pk7 bcunf)a

mo = (m, 0, ipk’, opk’),
717\7/1 (h) = (m7 11 h1 ipk,7 Opk,)v

Ctx(ipk , opk ) == [(ipk ,opk ) = (ipk’, 0pk’)].

KgMr (ppr):
Run
(usk, upk) <—g KgMr(ppr),
and
T g {07 1}@()07

and return

(usk’, upk’) « ((usk, z), upk).

Kglr (ppr):
Independently generate

(isk’,ipk’) s Kelr(ppr), i€ {0,1}.
Return

(isk’, ipk’) + ((isko, isk1), (ipk?, ipkl)).
KgOr (ppr):
Run

(osk, opk) <5 KgOr(ppr)

and return
(osk’, opk’) + (osk, (opk,0)).

Joinf (isk’, ipk’, upk, opk’):

Parse
isk’ = (isk®, isk?

ipk! = (ipko, ipkl),
opk” = (opk, beun)-
Return 1 unless
beunf € {0, 1}.
Otherwise compute
o5 +g Joinp (iskbeunf ipkPenf upk, opk)

and return os.

Sgnf-(usk’, upk, o5, ipk’, opk’, m):

Parse
usk’ = (usk, ), ipk’ = (ipk?, ipk?)

and
Opk/ = (opk, beunt)-
If beyns = 0, compute

om g Sgnr(usk, upk, os, ipko,opk,;ﬁo)
and return L if o, = L. Otherwise return
0,0m, ipk’, Opk,).

If beyns = 1, set
h <+ H(x)

and compute
om g Sgnr(usk, upk, os, ipkl,opk,;r\zl(h))
and return L if 0,,, = L. Otherwise return
(1, h, om, ipk’, opk’).
Return L.

Construction 16: Wrapper [V (Part T of II)

Correctness. Honestly generated opener public keys satisfy

beunt = 0.

Consequently, honest joins use the baseline issuer key pair

and honest signatures have the form

(isk”, ipk”),

(07 Um) ipk/7 opk/)'

Signing, verification, opening, and opening verification consistently invoke the correspond-

ing baseline algorithms on

mo = (m, 0,ipk’, opk’).
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Continuation of the wrapper from Part I. The notation and conventions are as in Part I.

Viyy (ipk’, opk’, m, o7, ):

Parse
ipk’ = (ipk®,ipk'),  opk’ = (opk, beunf)-

If
Ot = (0,7, ipk 0Pk ),
return 0 unless
beuns =0 A Ctx(ﬁa\k/,g@l).
Otherwise return
Vyr (ipk®, opk, Mo, om ).
It
ol = (1, h, o, ipk 0Pk ),
return 0 unless
b =1 A Ctx(i;;l,o/[.)\kl).
Otherwise return
nyr(ipkl,opk, mi (h),om).
1t

—

—/ /
(27 h’? Om, T, ka ’ Opk )7

A

Tm

return 0 unless
beunt = 1,
—
Ctx(ipk ,opk ),
H(z) = h.
Otherwise return
nyr(ipkl , opk, 7'/7'\11 (h)7 Um)'

Return 0.

Opn} (osk’, opk', ipk/, m, 1, ):

Parse
ipk” = (ipk?, ipk'),

opk” = (opk, beunf),
o} = (0,0m, ipK , 0Pk ).
Set osk < osk’. Return L unless
baunt =0 A Ctx(ipk , 0Pk ).
Compute
(upk, O) «—g Opnp(osk, opk, ipko,r/ﬁo,am)
and return L if (upk,O) = L. Otherwise return
(upk, O).

Jdgf (ipk’, opk’, m, o7,,, upk™, O):

Parse
ipk = (ipk?, ipk"),

opk” = (opk; beunf),
o-';n = (070m7@/7éﬁ</)~
Return 0 unless
bt =0 A Ctx(ipk ,opk ).
Otherwise return

Jdgp (ipk®, opk, Mo, om , upk*, O).

Construction 17: Wrapper [Vt (Part 1T of IT)

Correctness therefore follows directly from correctness of I'.

Why certificate-unforgeability fails. In the certificate-unforgeability experiment, the
adversary receives the honest wrapper issuer public key

ipk’ = (ipk?, ipk")
and chooses an opener key of the form
opk’ = (opk, 1),
where
(osk, opk) <=5 KgOr(ppr ).
It queries the member-generation oracle and receives
(7, (usk, x), upk).

It then queries the honest wrapper join oracle on (opk’, j) and obtains an opaque certificate
handle for a certificate issued under ipk?.
For any message m, the adversary queries the signing oracle using this handle and
receives
ol = (1,h,0.,,ipk’, opk’),
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where

h = H(z)

and
nyr(ipkl,opk, (m, 1, h,ipk’, opk’),00m) = 1.

The adversary transforms this signing-oracle output into
ok, = (2,h,0.,,,ipk’,opk’)

* m,opk’).
Since H(x) = h, the transformed signature verifies:

and outputs (o

Viyr(ipk’, opk’,m, 0,) = 1.

Moreover,
(2, h, 0, x,ipk’, 0pk’) # (1, h, 0y, ipk’, opk’).
The exact signature string output by the adversary was therefore never returned by the
signing oracle. Hence
(o, ,m,opk’) ¢ Q,.
Thus, the adversary produces a fresh accepting signature without obtaining the certificate
hidden behind the join handle. Therefore "YU is not certificate-unforgeable.

Issuer-key collisions. We use the following observation only in preservation experiments
in which the wrapper issuer key is generated honestly. Define

Badeo i= [ipk0 = ipkl].

Since the two components are then independently generated by Kglr, the issuer-public-
key collision argument above implies that Badco occurs only with negligible probability.
We condition on its complement in the key-unforgeability and opening-unforgeability
arguments below. No collision abort is introduced in experiments with adversarially chosen
issuer public keys; the respective preservation arguments use the explicit mode and full
wrapper context to distinguish the branches.

Why the other seven properties hold.
e Anonymity (ANON). The opener public key is honestly generated and therefore

satisfies
bcunf =0.
Challenge signatures consequently have mode-0 and are baseline signatures under
10
ipk” on

o = (m,0,ipk’, opk’).
The auxiliary value z is unused in this branch and does not occur in the challenge

transcript. The wrapper context is public and independent of the hidden signer bit.
Hence any anonymity adversary against the wrapper yields one against I'.

o Non-Frameability (NF). An accepted wrapper opening is possible only for a
mode-0 signature under an opener key satisfying

bcunf =0.

Such an opening is exactly a baseline opening under ipk® on mg. Mode-1 and
mode-2 signatures are never accepted by Jdgr. They therefore cannot be used to
frame the fixed honest member. Any successful wrapper frame must occur through
the ordinary branch and yields a successful baseline frame. Deterministic context
wrapping preserves freshness.
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o Traceability (TRC). The opener key is honestly generated, hence
beunt = 0.

Only mode-0 signatures can verify in this context. Every verifying wrapper signature
therefore corresponds to a verifying baseline signature under ipk®, and the prescribed
wrapper opening algorithm invokes the prescribed baseline opening algorithm on the
same derived message. Traceability of the wrapper follows from traceability of I

o Trace-Soundness (TS). Every accepted opening concerns a mode-0 wrapper
signature under an opener context satisfying

bcunf =0.

Since the complete wrapper issuer and opener context is embedded in the signature,
two accepted interpretations of the same wrapper signature must use the same
wrapper group context.

Both accepted openings therefore reduce to baseline openings for the same base-
line signature and the same derived message mg. Two distinct accepted wrapper
attributions would contradict trace-soundness of I.

o Non-Claimability (NC). The issuer and opener contexts in the non-claimability
experiment may be adversarial.

If the signing oracle is queried under an opener key satisfying
beunt = 1;

it returns a mode-1 signature. Neither mode-1 nor mode-2 signatures admit accepted
openings, so such a transcript cannot yield a successful non-claimability attack.

If beunf = 0, the logged wrapper transcript is a deterministic context extension of
a logged baseline transcript. Any accepted reassignment to a different member
public key therefore yields an accepted reassignment of the corresponding baseline
transcript, contradicting non-claimability of T'.

o Key-Unforgeability (KUnf). Consider a fresh accepting wrapper forgery under
the honestly generated wrapper issuer key ipk’ = (ipko7 ipkl).

For a mode-b forgery with b € {0,1}, a reduction guesses the mode b, embeds the
honest baseline issuer public key supplied by the key-unforgeability challenger as
ipk?, and generates the other issuer key pair independently. Removing the wrapper
encoding gives a fresh accepting baseline forgery under ipk”. A wrong guess causes
only a constant-factor loss. The reduction obtains each baseline member index
and public key from its member-generation oracle and samples the corresponding
auxiliary x; locally. It forwards joins for the embedded issuer component and answers
joins for the other component with that component’s known issuer secret key. All
signing queries, including those using adversarial issuer contexts, are answered with
the baseline signing oracle, which accepts arbitrary issuer public keys and certificates.
Thus no hidden member secret key is needed to simulate the other branch.

It remains to consider a mode-2 forgery
o = (2,07, 07, 2", ipk’, opk’).

Define the corresponding source signature

om = (1,h*, 07, ipk’, opk’).
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If
(Gm,m*,opk’,ipk’) ¢ Q.,

then the embedded baseline signature o}, is a fresh accepting baseline forgery under
ipk! on
(m*,1,h*,ipk’, opk’).

Otherwise, the source signature was produced by the signing oracle using some
challenger-generated member secret key (usk;, z;). Consequently,

h* = H(z;).
Acceptance of the mode-2 forgery additionally implies
H(xz™)=h".

Thus, z* is a preimage of the one-way-function value H(z;).

A one-wayness reduction guesses the relevant member index, embeds its challenge
image as the corresponding value h*, and simulates all other member keys itself. The
challenge image suffices to answer mode-1 signing queries for the selected member,
since the underlying signing oracle is invoked on i (h*). If the mode-2 forgery refers
to the selected member, the extracted value x* inverts the challenge. The index
guess causes only the corresponding polynomial query loss.

Hence a successful key-unforgeability adversary yields either a baseline key-
unforgeability adversary or an inverter for H.

o Opening-Unforgeability (OpU). Conditioned on —Bad, the honest wrapper
issuer public key contains two distinct baseline issuer public keys. A reduction embeds
the honest baseline issuer public key as ipk®, generates (iskl, ipkl) independently, and
answers join queries with be,nf = 0 using the baseline join oracle and queries with
beunf = 1 locally using isk!.

Accepted openings are possible only for mode-0 signatures, hence only under beyns = 0
and the issuer component ipk’. The wrapper join relation restricted to queries with
beunf = 0 is therefore in one-to-one correspondence with the baseline join relation. In
particular, if a pair lies outside the complete wrapper join relation, then it also lies
outside this restricted relation. Consequently, an accepted wrapper attribution to
such a pair yields an accepted baseline attribution under ipkO to a pair outside the
baseline join relation, contradicting opening-unforgeability of I.

O

Conclusion. The wrapper ™Y preserves anonymity, non-frameability, traceability,

trace-soundness, non-claimability, key-unforgeability, and opening-unforgeability under the
security of the baseline scheme and the one-wayness of H. Nevertheless, exposure of the
auxiliary member secret x in the certificate-unforgeability experiment allows an adversary
to transform an authenticated mode-1 signing-oracle output into a distinct, fresh, and
accepting mode-2 signature. Hence certificate-unforgeability is independent of the other
seven notions.

6.1.7 Proof of Theorem 31 (Key-Unforgeability)

Proof. We provide a counterexample via the black-box wrapper specified in Construc-
tions 18-20.
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Let

_ . % n(3)
H {H,\.{O,l} 0,1} }AGN

be a fixed one-way function family. We write H for H) whenever the security parameter
is clear.
The wrapper issuer key consists of two independently generated baseline issuer key
pairs:
isk’ = (isk”, isk'), ipk’ = (ipk?, ipk").

The two issuer components separate the ordinary branch from the key-unforgeability
branch.
Extended opener public keys have the form

opk” = (opk, bkunf), bunf € {0,1}.
Honestly generated opener keys always use
brunf = 0.
An adversary controlling the opener context may instead supply a key with
biunt = 1.
A wrapper membership certificate has the form
o, = (05, 2),
where o, is a baseline membership certificate and
x g {0,1}

is an independently sampled auxiliary value.
The wrapper uses three disjoint signature encodings:

(O; Om, ipkla Opk,)

for ordinary signatures,
(1,7, 0, ipk’, opk’)

for authenticated source signatures, and
(2a h, Om, z, ipkl, opkl)

for transformed signatures.
For a wrapper message m, define

mo = (m,0,ipk’, opk’)

and
my(h) == (m, 1, h,ipk’, opk’).

These are the complete baseline messages under the global convention. The branch selector
and complete wrapper keys already determine the selected baseline issuer and opener keys;
no additional context wrapping is applied.
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The parameter-generation and member-key-generation algorithms are inherited unchanged from .
Malformed inputs are rejected according to the global parsing convention. Write

ipk! = (ipk?, ipk!),
opk” = (opk, bkunf),
mo = (m, 0, ipk’, opk’),
ma(h) == (m,1,h,ipk’, opk’),

Ctx(ipk , opk ) == [(ipk ,opk ) = (ipk’,0pk’)].

Kglf(ppr): Joinf(isk’, ipk’, upk, opk’):
Independently generate Parse
i isk” = (isk?, isk1),
isk®,ipk*) +¢ Kgl , i€ {0,1}.
(isk®, ipk®) <=5 Kelr(ppr) {o,1} ipk = (ipk?, ipk!),
Return
Opkl = (opk, bikunf)-
(isk’, ipk’) + ((iSkOa iSkl)v (ipk07 iPkl))- Return | unless
KgO/-(ppr): biunt € {0, 1}.

Run Compute
(osk, opk) <=5 KgOr(ppr)

and return o5 g Joinp (iskPkunf ipkPnf upk, opk).
(osk’, opk’) < (osk, (opk, 0)). Return L if o5 = L. Otherwise sample
z g {0,134
and return
ol + (0s,).

Construction 18: Wrapper [KUnf (Part T of III)

Continuation of the wrapper from Part I. The notation and conventions are as in Part I.

Sgnlr(USk7 Upk, Ug, ipk/’ Opk/, m): Opnf—(osk’, Opkl, ipkl, m, O';n):
Parse Parse
o, = (03, 2), ipk/ = (ipk®, ipk!),
ipk, = (ipko, ipkl)7 opk’ = (opk7 bkunf)7
4 —~
opk” = (opk, biant). 3 = (0,0m,ipk , opk ),

If biynf = 0, compute Set osk + osk’. Return L unless

om g Sgnr(usk, upk, as,ipko,opk,r/ﬁo) b =0 A Ctx(E)\k/ o/p\k/)
unf = s .

and return L if o,, = L. Otherwise return
Compute

. ! i
(0, 7m, ipk’, opk). (upk, O) « Opnr(osk, opk, ipk®, mo, o)

I biun = 1, set h < H(z) and return L if (upk, O) = L. Otherwise return
and compute (upk, O).
om g Sgnr(usk, upk, os, ipk*, opk, m1 (h))
and return L if o,, = L. Otherwise return
(1, h, om, ipk’, opk’).

Return L.

Construction 19: Wrapper [KUf (Part 1T of TIT)

Correctness. Honestly generated opener public keys satisfy

bunt = 0.
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Continuation of the wrapper from Part I. The notation and conventions are as in Part I.

Viyy (ipk’, opk’, m, o7, ):

Parse
ipk’ = (ipk”,ipk"),  opk’ = (opk, bxun)-
If ) P
o, = (0,0m,ipk ,opk ),
return 0 unless
bkunf =0
and P
Ctx(ipk ,opk ).
Otherwise return
nyr(ipko,opk,fv\zo,om).
If o,
ar, = (1,h,0m,ipk ,opk ),
return 0 unless
brunf =1
and P
Ctx(ipk ,opk ).
Otherwise return
Viyr(ipk?, opk, m1(h), om).
If P
ar, = (2,h,0m, x,ipk ,opk ),
return 0 unless
bkunf = 17
Ctx(ipk ,opk ),
and
H(z) = h.
Otherwise return
Viyr(ipk?, opk, m1(h), om).
Return 0.
Jdgf (ipk’, opk’, m, o7, , upk™, O):

Parse

ipk’ = (ipk?, ipk!),

opk/ = (Opk, bkunf)7

ol = (0,0, ipk ;0P ).
Return 0 unless

bkunf = 0
and P
Ctx(ipk ,opk ).
Otherwise return
Jdgr(ipko7 opk, Mo, om, upk*, 0).

Construction 20: Wrapper [KUnf (Part 1T of III)

Consequently, honest joins use the baseline issuer key pair
(isk?, ipk?),
and honest signatures have the form
(0,0, ipk’, opk’).

Signing, verification, opening, and opening verification consistently invoke the correspond-
ing baseline algorithms on
mo = (m,0,ipk’, opk’).

Correctness therefore follows directly from correctness of I'.
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Why key-unforgeability fails. In the key-unforgeability experiment, the adversary
receives the honest wrapper issuer public key

ipk’ = (ipk?, ipk")
and chooses an opener key of the form
opk’ = (opk, 1),
where
(osk, opk) <5 KgOr(ppr).-
It queries the member-generation oracle and receives
(4, upk).
It then queries the honest wrapper join oracle on
(opK', 7)
and receives the wrapper certificate

U; = (O'S,.%‘),

where o, is a baseline membership certificate under ipk®.
For any message m, the adversary queries the signing oracle using

(ipkl7ja 0{97 Opk/7 m)
and receives
o, = (1,h, 0, ipk’, opk’),

where
h = H(z)

and
Vfyr(ipk', opk, (m, 1, h, ipk’,0pk’), o) = 1.

Since the join oracle revealed x as part of the wrapper certificate, the adversary
transforms this signing-oracle output into

U:n = (27 h, Om, T, ipk', Opkl)

and outputs
(0705 m, 0pK').

Because

the transformed signature verifies:
Viyr(ipk’, opk’,m, 0,) = 1.
Moreover,
(2,h, 0, z,ipk’,0pk’) # (1, h, 0., ipk’, opk’).

Hence the exact signature string output by the adversary was never returned by the signing
oracle, and therefore
(0%, m,opk’,ipk’) ¢ Q.

Thus, the adversary produces a fresh accepting signature without knowing the challenger-
generated member secret key. Therefore KU is not key-unforgeable.
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Issuer-key collisions. We use the following observation only in preservation experiments
in which the wrapper issuer key is generated honestly. Define

Badco = [ipkO = ipkl].

Since the two components are then independently generated by Kgl, the issuer-public-key
collision argument above implies that Bad, occurs only with negligible probability. We
condition on its complement in the certificate-unforgeability and opening-unforgeability
arguments below. No collision abort is introduced in experiments with adversarially chosen
issuer public keys; the respective preservation arguments use the explicit mode and full
wrapper context to distinguish the branches.

Why the other seven properties hold.

e Anonymity (ANON). The opener public key is honestly generated and therefore
satisfies
bkunf =0.

Challenge signatures consequently have mode 0 and are baseline signatures under
ipkY on the derived message

mg = (m,0,ipk’, opk’).

The auxiliary certificate value x is unused in this branch and does not occur in the
challenge transcript. The wrapper context is public and independent of the hidden
signer bit. Hence any anonymity adversary against the wrapper yields one against I'.

o Non-Frameability (NF). Accepted wrapper openings are possible only for mode-0
signatures under opener keys satisfying

bkunf = 0.

Such openings are exactly baseline openings under ipk” on .

Mode-1 and mode-2 signatures are never accepted by Jdgr. They therefore cannot
be used to frame the fixed honest member. Any successful wrapper frame must occur
through the ordinary branch and yields a successful baseline frame. Deterministic
context wrapping preserves freshness.

o Traceability (TRC). The opener key is honestly generated, hence
brunf = 0.

Only mode-0 signatures can verify in this context. Every verifying wrapper signature
therefore corresponds to a verifying baseline signature under ipk®, and the prescribed
wrapper opening algorithm invokes the prescribed baseline opening algorithm on the
same derived message. Traceability of the wrapper follows from traceability of I

o Trace-Soundness (TS). Every accepted opening concerns a mode-0 wrapper
signature under an opener context satisfying

bkunf = 0.

Since the complete wrapper issuer and opener context is embedded in the signature,
two accepted interpretations of the same wrapper signature must use the same
wrapper group context.

Both accepted openings therefore reduce to baseline openings for the same base-
line signature and the same derived message mg. Two distinct accepted wrapper
attributions would contradict trace-soundness of I.
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o Non-Claimability (NC). The issuer and opener contexts in the non-claimability

experiment may be adversarial.

If the signing oracle is queried under an opener key satisfying
bkunf = ]-7

it returns a mode-1 signature. Neither mode-1 nor mode-2 signatures admit accepted
openings, so such a transcript cannot yield a successful non-claimability attack.
If

bkunf = O,

the logged wrapper transcript is a deterministic context extension of a logged
baseline transcript. Any accepted reassignment to a different member public key
therefore yields an accepted reassignment of the corresponding baseline transcript,
contradicting non-claimability of I.

Certificate-Unforgeability (CUnf). Consider a fresh accepting wrapper forgery
under the honestly generated wrapper issuer public key

ipk’ = (ipk®, ipk*).

For a mode-b forgery with b € {0,1}, a reduction guesses the mode b, embeds the
honest baseline issuer public key supplied by the certificate-unforgeability challenger
as ipk”, and generates the other issuer key pair independently. Join and signing
queries for the embedded branch are forwarded to the baseline oracles; queries for the
other branch are answered locally using the exposed member secret keys. Removing
the wrapper encoding gives a fresh accepting baseline forgery under ipkb. Indeed,
replay of the baseline transcript would imply replay of its deterministic wrapper
extension. A wrong guess causes only a constant-factor loss.

It remains to consider a mode-2 forgery
o = (2,07, 07, 2%, ipk, opk’).
Define the corresponding source signature

om = (1,h*, 0, ipk’, opk’).

For the following reduction, the honest baseline issuer public key is embedded as
ipk!, while the component (isko, ipko) is generated independently.

If

(s m*,0pK') ¢ Oy,
then the embedded baseline signature o}, yields a fresh accepting baseline certificate-
unforgeability forgery under ipk' on

(m*,1,h*,ipk’, opk’).

Otherwise, the source signature was produced by the signing oracle using a wrapper
certificate

(O'svzj)

generated by the honest join oracle. Consequently,
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Acceptance of the mode-2 forgery additionally implies
H(z*)=h".

Thus, z* is a preimage of the one-way-function value H(z;).

A one-wayness reduction guesses the relevant certificate record and embeds its
challenge image as the corresponding value h*. Since the wrapper certificate is
hidden behind an opaque handle, the reduction need not reveal the unknown auxiliary
preimage. The challenge image suffices to answer every mode-1 signing query involving
the selected handle, since the underlying signing oracle is invoked on mq(h*). If
the adversary’s mode-2 forgery refers to the selected record, the extracted value z*
inverts the challenge. The record guess causes only the corresponding polynomial
query loss.

Hence a successful certificate-unforgeability adversary yields either a baseline
certificate-unforgeability adversary or an inverter for H.

o Opening-Unforgeability (OpU). A reduction embeds the honest baseline issuer
public key as ipk®, generates (isk',ipk!) independently, and answers join queries with
bkunf = 0 using the baseline join oracle and queries with by = 1 locally using isk!.

Accepted openings are possible only for mode-0 signatures, hence only under by,,s = 0
and the issuer component ipk”. The wrapper join relation restricted to queries with
bxunf = 0 is therefore in one-to-one correspondence with the baseline join relation. In
particular, if a pair lies outside the complete wrapper join relation, then it also lies
outside this restricted relation. Consequently, an accepted wrapper attribution to
such a pair yields an accepted baseline attribution under ipk® to a pair outside the
baseline join relation, contradicting opening-unforgeability of I.

O

Conclusion. The wrapper "YU preserves anonymity, non-frameability, traceability,

trace-soundness, non-claimability, certificate-unforgeability, and opening-unforgeability
under the security of the baseline scheme and the one-wayness of H. Nevertheless, the
key-unforgeability experiment reveals the complete wrapper certificate

(0s,),

allowing the adversary to transform an authenticated mode-1 signing-oracle output into a
distinct, fresh, and accepting mode-2 signature without learning the challenger-generated
member secret key. Hence key-unforgeability is independent of the other seven notions.

6.1.8 Proof of Theorem 32 (Opening-Unforgeability)

Proof. We provide a counterexample via the black-box wrapper specified in Construc-
tions 21-23.
The wrapper uses disjoint encodings for ordinary member public keys and gadget
identities:
(0, upk) and (1,¢),

respectively. Thus, no honestly generated wrapper member public key is syntactically
equal to a gadget identity.
Extended opener public keys have the form

opk” = (opk, t),
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where honestly generated opener keys always use
t = hon.

An adversary controlling the opener public key may instead supply an arbitrary well-formed
noncanonical tag.
The wrapper uses two disjoint signature encodings:

(07 O-m’ ipk) opk/)

for ordinary signatures and
(17 0m7 ipk? opkl)

for gadget signatures.
For a wrapper message m, define the corresponding baseline messages

mo = (m, 0, ipk, opk’)

and
my = (m, 1,ipk,opk’).

These are the complete baseline messages under the global convention; no additional
context wrapping is applied.

The wrapper signing algorithm always produces ordinary signatures. Gadget signatures
can nevertheless be generated locally by an adversary that knows a member secret key
and a corresponding baseline membership certificate.

Correctness. Honestly generated member public keys have ordinary form
(0, upk),
and honestly generated opener public keys have the form
(opk, hon).
The wrapper signing algorithm always generates an ordinary signature
(0, 0, ipk, opk’)
whose baseline component is computed on
o = (m, 0, ipk, opk’).

Verification, opening, and opening verification consistently use the same baseline message
and public-key context. Moreover, the prescribed opening algorithm wraps the baseline
member public key as

(0, upk).

Correctness therefore follows directly from correctness of I'.

Why opening-unforgeability fails. In the opening-unforgeability experiment, the
issuer public key ipk is honestly generated, whereas the adversary may choose the opener
public key.

The adversary generates an opener key pair

(osk, opk) ¢ KgOr(ppr),
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The parameter-generation and issuer-key-generation algorithms are inherited unchanged from I'. Mal-
formed inputs are rejected according to the global parsing convention. Write

opk’ = (opk, t), mp = (m, b, ipk, opk’),

and define ., .,
Ctx(ipk,opk ) :== [(ipk7 opk ) = (ipk, opk/)].
KeMr (ppr): Sgnr(usk’, upk’, o, ipk, opk’, m):
Run Parse
(usk, upk) <=5 KgMr(ppr)
e upk’ = (bar,zar),  opk’ = (opk, ),
and return
, , and set
(usk’, upk”) < (usk, (0, upk)). usk < usk’.
KgOr (ppr): Return L unless
Run bas = 0
(osk, opk) <=5 KgOr (ppr)
and return Set
, , upk < zp7.
(osk’, opk”) < (osk, (opk, hon)). Compute

Joing (isk, ipk, upk’, opk’):

om g Sgnr(usk, upk, os, ipk, opk, mq)
Parse
, , and return L if 0, = L. Otherwise return
upk’ = (bar, 201),s opk” = (opk, t).
(0, 0m., ipk, Opk/)~
Return L unless

by = 0.

Set
upk — zZMm

and compute
os g Joinr(isk, ipk, upk, opk)
and return L if 05 = L. Otherwise return

Os.

Construction 21: Wrapper ["OPY (Part T of III)

discards osk, chooses any tag
t # hon,

and defines
opk’ = (opk, t).

The opener secret key is not used in the attack.
Next, the adversary generates a baseline member key pair

(usk, upk) <—s KgMr(ppr)
and defines the corresponding ordinary wrapper member public key
upk” = (0, upk).

It submits
(upk’, opk’)

to the honest wrapper join oracle and receives a membership certificate
Os <3 (’)ifct‘inr(upk/,opk').

For any message m, set
my = (m, 1,ipk,opk’).
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Continuation of the wrapper from Part I. The notation and conventions are as in Part I.

Opny(osk’, opk’, ipk, m, 07, ):

Parse
opk’ = (opk, t),

—_
o, = (0,0m,ipk,opk ),
and set
osk « osk’.

Return L unless
Ctx(ipk, opk ).
Compute
(upk, O) g Opnp(osk, opk, ipk, m0, o'm )
and return L if (upk,O) = L. Otherwise return
((0, upk), O).

Vfy(ipk, opk’, m, o7,):

Parse
opk’ = (opk, t).
If .,
G':n = (07 Om,s |pkzopk )7
return 0 unless
—_
Ctx(ipk, opk ).
Otherwise return
Vfyr (ipk, opk, Mo, om).
If .,
ar, = (1,0m,ipk,opk ),

return 0 unless
t # hon

and o,
Ctx(ipk, opk ).
Otherwise return
Viyr (ipk, opk, m1, om).

Return 0.

Construction 22: Wrapper ["OPY (Part II of III)

Continuation of the wrapper from Part I. The notation and conventions are as in Part I.

Jdgf-(ipk, opk’, m, o7, upk*, O):

Parse

opk’ = (opk, t).

If

—~
O-i’n = (07 Om; 'Pk7 Opk )7

parse

upk™ = (bar, 20r1)-

Return 0 unless

—_
Ctx(ipk, opk )

and

by = 0.

Set

upk < zpr

and return

Jdg (ipk, opk, mo, am, upk, O).

If

m

parse

—_
o = (1,0m, ipk,opk ),

upk™ = (b, z0r)-

Return 0 unless

t # hon,
Ctx(ipk, opk ),

by =1,

Otherwise return

zyp = t.

Vyp (ipk, opk, m1, om).

Return 0.

Construction 23: Wrapper [PV (Part IIT of III)

Using the locally generated member secret key and the certificate returned by the join
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oracle, the adversary computes
om <3 Sgnr(usk, upk, o, ipk, opk, m1).
It forms the gadget signature
ol (1,0, ipk,opk’)

and claims the gadget identity
upk™ « (1,1).

By correctness of the baseline scheme,
Vfy(ipk, opk, M1, 0,,) = 1.

Since
t # hon,

the gadget branches of the wrapper verifiers accept:
Vfyr(ipk, opk’,m,0’,) = 1

and
Jdgr (ipk, opk’, m, 07, upk™, 0) = 1.

The only join query made by the adversary added the pair

((0, upk), opk’),

whereas the accepted attribution concerns

((1,t),opk').

Because ordinary and gadget member public keys use disjoint encodings,

(1,t) # (0, upk).

Therefore
((17 t)a Opk,) §é 7?fjoin~

Thus, without invoking any opening algorithm, the adversary produces an accepted
attribution to a member—opener pair that was never submitted to the honest join oracle.
Hence 9PV is not opening-unforgeable.

Why the other seven properties hold.

o Anonymity (ANON). The opener public key is honestly generated and therefore
has
t = hon.

The gadget branch is consequently disabled. Every challenge signature is an ordinary
mode-0 signature obtained from a baseline signature on

mo = (m, 0, ipk, opk’).

The public context embedded in the wrapper signature is independent of the hidden
signer bit. Opening-oracle queries are answered by forwarding the corresponding
ordinary baseline transcripts. Thus, any anonymity adversary against the wrapper
yields one against .
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o Non-Frameability (NF). The fixed honest wrapper member public key has ordinary

form
(0, upk™™).

The gadget branch accepts only the unique gadget identity

(1,1).

These encodings are syntactically disjoint. Therefore the gadget branch cannot
attribute any signature to the fixed honest member.

Any successful frame must use an ordinary mode-0 signature and opening. Removing
the deterministic wrapper encoding yields a successful baseline frame against upkhon on
the corresponding derived message. Replay freshness is preserved by the deterministic
mode and context encoding. This contradicts non-frameability of T

Traceability (TRC). The opener public key is honestly generated and hence satisfies
t = hon.

Gadget signatures cannot verify in this context. Every verifying wrapper signature
must therefore have mode 0 and corresponds to a verifying baseline signature on

mo.

The prescribed wrapper opening algorithm invokes the prescribed baseline opening
algorithm on the same baseline transcript and wraps the resulting identity in ordinary
form. Any successful wrapper traceability attack would therefore yield a successful
traceability attack against I.

Trace-Soundness (TS). Consider a fixed wrapper message-signature pair admitting
two accepted attribution tuples. The wrapper signature explicitly records its issuer
and opener public-key context. Hence both accepted interpretations use the same
ipk and opk’, and therefore the same opener tag t.

If the signature has mode 1, the gadget branch accepts only the unique member
public key

(1,1).
Thus, two different accepted attribution tuples cannot arise.

If the signature has mode 0, both accepted openings reduce to baseline openings
for the same derived message, baseline signature, issuer key, and opener key. Two
distinct accepted wrapper attributions would therefore contradict trace-soundness of
r.

Non-Claimability (NC). Every wrapper signing-oracle output has mode 0. A
successful non-claimability adversary must reuse an exact logged wrapper transcript
and therefore cannot change the mode bit or the embedded public-key context.

Every accepted attribution of such a transcript consequently uses the ordinary branch
and reduces to an accepted attribution of the corresponding logged baseline transcript.
An accepted reassignment to a different ordinary wrapper member public key would
yield a successful reassignment against . The mode-1 gadget branch cannot be
activated using an exact mode-0 signing-oracle transcript.

o Certificate-Unforgeability (CUnf). Let

I*

Om
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be a fresh accepting wrapper forgery under the honest issuer key.

If 0% has mode 0, removing the deterministic mode and context encoding yields an
accepting baseline signature on

mg.
If the corresponding baseline transcript had previously been returned by the baseline
signing oracle, then the complete wrapper transcript would also have been recorded.
Hence wrapper freshness implies baseline freshness.

If 0% has mode 1, its baseline component is an accepting baseline signature on

K

my.

The wrapper signing oracle never produces mode-1 signatures and never asks the
baseline signing oracle to sign a message of this form. Therefore the embedded
baseline signature is fresh.

In either case, a successful wrapper forgery yields a successful baseline certificate-
unforgeability forgery.

o Key-Unforgeability (KUnf).
The same case distinction applies to key-unforgeability.

A fresh mode-0 wrapper forgery yields a fresh baseline forgery on

A~ x

my.

A mode-1 wrapper forgery contains a baseline signature on

~ x

my,

while the wrapper signing oracle only produces baseline signatures on mode-0 mes-
sages. Thus, the embedded mode-1 baseline transcript is fresh.

Consequently, every successful wrapper key-unforgeability adversary yields a success-
ful key-unforgeability adversary against I

O

Conclusion. The wrapper ["OPY preserves anonymity, non-frameability, traceability,
trace-soundness, non-claimability, certificate-unforgeability, and key-unforgeability by
black-box reduction to . Nevertheless, an adversarial opener can create a valid mode-1
signature and have it accepted as an attribution to the gadget identity (1,¢), although only
an ordinary identity of the form (0, upk) was submitted to the honest join oracle. Hence
opening-unforgeability is independent of the other seven notions.
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A Use of Generative Al

This section discloses the use of generative-Al tools during the preparation and revision
of this manuscript. The authors take full responsibility for the complete manuscript,
including all definitions, constructions, experiments, theorem statements, proofs, literature
claims, and citations.

A.1 Tool and Scope of Use

We used OpenAl ChatGPT, with models from the GPT-5 family, as an interactive
writing, review, and consistency-checking assistant. Manuscript excerpts, mathematical
definitions, security experiments, proof drafts, and KTEX source code were provided
through conversational interfaces.

ChatGPT was used for the following categories of tasks.

Language and exposition. The system assisted with revising English prose for clarity,
concision, consistency, and academic style. This included the abstract, introduction,
motivation, informal explanations of security notions, proof overviews, captions, transitions,
and parts of the related-work discussion. In some cases, complete rewritten paragraphs
were proposed and subsequently reviewed and edited by the authors before inclusion.

KETEX preparation and consistency. ChatGPT assisted with IXTEX boilerplate,
experiment and game layouts, tables, construction environments, algorithm interfaces,
figure formatting, macro consistency, and diagnosis of compilation and layout problems. It
was also used to locate unresolved references, inconsistent labels, stale terminology, and
mismatches between summary tables and detailed proofs.
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The authors independently checked the semantics of all generated experiments, algo-
rithms, constructions, and figures.

Formal definitions and security experiments. The authors supplied the intended
adversarial models, trust assumptions, algorithm interfaces, corruption settings, oracle
capabilities, and winning conditions. ChatGPT was used to review the resulting definitions
and experiments for issues such as inconsistent quantification, omitted parsing or failure
conditions, incomplete replay filters, missing public-key context, incorrect oracle interfaces,
accidental use of unavailable secret information, and discrepancies between informal
descriptions and formal experiments.

Suggested modifications were not adopted automatically. They were compared against
the intended security model and either rejected, corrected, or manually incorporated by
the authors.

Proof review and presentation. ChatGPT was used to review proof drafts, challenge
individual game transitions, and improve the organization of reductions and hybrid
arguments. This included checking whether reductions possess the witnesses, trapdoors,
secret keys, and oracle access they use; checking statement—proof freshness before invoking
simulation-sound extractability; distinguishing decryption-soundness from key-verifiability;
reviewing reductions to digital-signature unforgeability and one-wayness; and checking
reduction losses and advantage bounds.

The system also generated draft formulations of proof strategies, game hops, reductions,
and advantage analyses. Some of this exposition was incorporated after substantial author
review and correction.

ChatGPT did not constitute automated proof verification and did not establish the
correctness of any theorem independently. The mathematical arguments and the decision
to accept each proof step remain the responsibility of the authors.

Constructions and separation results. For the contrived construction, the secure
construction, and the separation results, the authors supplied the underlying research ideas,
intended security properties, construction principles, and proof goals. ChatGPT assisted
with organizing the algorithms, reviewing the interaction between the constructions and
the security experiments, checking the preservation arguments for the separation wrappers,
and improving the presentation of the corresponding proofs.

In particular, the system was used to compare informal security intuitions with the
information actually exposed in the formal experiments, to check freshness preservation
between wrapper and baseline transcripts, and to identify inconsistencies between evolving
construction variants and their proof descriptions.

The final constructions, security notions, separation claims, and proofs were accepted
only after manual inspection by the authors.

A.2 Literature and External Sources

The scientific references and related-work claims were selected and checked by the authors.
No citation or bibliographic entry was taken from Al.

Web access used during manuscript preparation served primarily to verify publication
details, source material, and applicable disclosure policies; it was not treated as evidence
for mathematical claims without independent checking.

A.3 Human Verification and Limitations

Generative-Al systems can produce plausible but incorrect mathematical text. During
preparation of this manuscript, ChatGPT occasionally suggested incorrect or incom-
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plete proof transitions, confused different experiments, used information unavailable to a
reduction, or referred to outdated versions of constructions.
Accordingly, the authors manually checked:

e every formal definition and security experiment against its intended adversarial
setting;

e every oracle interface and the information available to the relevant parties;
e every proof transition against an explicit assumption or distributional argument;

e every extraction argument for statement—proof freshness and availability of the
required witnesses, keys, and trapdoors; and

e every final contradiction and reduction loss against the exact target experiment.

Al-generated or Al-rewritten text was revised whenever it altered, overstated, or
obscured the intended technical meaning. The complete manuscript was reviewed by the
authors after the final Al-assisted consistency pass.

A.4 Authorship and Intellectual Contribution

ChatGPT did not originate the main research question concerning the dependence of
dynamic group-signature guarantees on issuer, opener, and registration structure. It did not
originate the central distinction between functional opening guarantees and membership
semantics, nor the decision to introduce certificate-, key-, and opening-unforgeability.

The authors developed the scientific objectives, selected the formal model, designed
the constructions, determined the security notions to be studied, and remain responsible
for all proofs and conclusions. ChatGPT contributed to drafting, criticism, restructuring,
consistency checking, and presentation, including technically substantive feedback on local
proof steps.

ChatGPT is not an author and assumes no responsibility for the work. All scientific
and legal responsibility for the manuscript remains with the human authors.



	Introduction
	Preliminaries
	Notation
	One-Way Functions
	Digital Signature Schemes
	Public-Key Encryption
	Non-Interactive Proof Systems

	BSZ-Style Dynamic Group Signatures
	Framework
	Security

	A BSZ-Style Secure yet Intuitively Forgeable Construction
	Overview
	Building Blocks and Languages
	Construction
	The Membership Bypass
	Security
	Relation to Existing Definitions
	Conclusion
	Proofs for the Contrived Construction

	Registry-Less Non-Interactive Group Signatures
	Framework
	Security
	Secure Construction
	Proofs for the Secure Scheme
	On the Role of Decryption-Soundness and Key-Verifiability

	Separations of the Definitions
	Proofs of Separation

	References
	Use of Generative AI
	Tool and Scope of Use
	Literature and External Sources
	Human Verification and Limitations
	Authorship and Intellectual Contribution


