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Abstract

In this thesis, we present two novel approaches to de-identify visual data.
They leverage Generative Adversarial Networks and Diffusion Models, two
recently developed generative deep learning techniques, to replace real faces
with synthetically generated surrogates. The advantage of this approach over
traditional anonymization with pixelization or blurring is that it can retain data
utility for downstream tasks that require processing the human face.

Our first approach, DetailedPrivacy, can preserve expression, pose and gaze
of individual faces but can only be applied to images and videos containing
relatively large faces with little occlusion.

Our second approach, on the other hand, StablePrivacy, can be applied to more
complex scenes and alters faces more drastically. It achieves state-of-the-art
protection against identification by deep learning-based face recognition meth-
ods. Moreover, it retains the utility necessary for training deep learning-based
face detection models on anonymized data better than all other approaches we
evaluated.
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Zusammenfassung

Im Rahmen dieser Dissertation werden zwei neuartige Verfahren zur De-
Identifizierung visueller Daten vorgestellt. Diese nutzen Generative Adver-
sarial Networks und Diffusion Models, zwei kiirzlich entwickelte generative
Verfahren des Deep Learning, um reale Gesichter durch synthetisch generierte
Stellvertreter zu ersetzen. Der Vorteil dieses Ansatzes gegeniiber herkomm-
licher Anonymisierung mittels Verpixelung oder Bildgldttung besteht darin,
dass die Daten ihre Eignung fiir spitere Anwendungen, die eine Verarbeitung
des Gesichts erfordern, erhalten.

Der erste Ansatz DetailedPrivacy bewahrt den Gesichtsausdruck, die Kopf-
ausrichtung und den Blick einzelner Gesichter. Allerdings ist er auf Bilder
und Videos mit relativ groBen, kaum verdeckten Gesichtern beschrinkt.

Der zweite Ansatz StablePrivacy eignet sich hingegen auch fiir komplexe-
re Bildszenen. Er veridndert die Gesichter stirker und erreicht somit einen
Schutz vor der Wiedererkennung durch Deep-Learning-basierte Gesichtser-
kennungsmodelle, der dem Stand der Technik entspricht. Dariiber hinaus
bewahrt StablePrivacy die Eignung der anonymisierten Bilder fiir das Training
von Modellen fiir die Gesichtslokalisierung besser als alle anderen evaluierten
Ansitze.
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Chapter 1

Introduction

The recent fast-paced progress in deep learning-based computer vision relies
heavily on the availability of large-scale image datasets [Sun et al., 2017}
Everingham et al., 2008; Deng et al., [2009; Lin et al., 2014; |Kuznetsova et al.,
2020; Schuhmann et al.,|2022]. While the potential benefits of this technologi-
cal progress to society are undeniable, the dependence on these datasets comes
with risks to personal privacy [Paullada et al., 2020; Birhane and Prabhu,
2021], as they often contain a large percentage of images depicting people.
Even ImageNet [Deng et al., 2009], a classification dataset that only contains
three categories that directly concern humans (scuba diver, bridegroom, and
baseball player), consists of at least 17 % images featuring people. These can
often be easily linked to an individual’s real identity through reverse image
search, which raises serious concerns about misuse [Birhane and Prabhu,
2021]].

To prevent the exploitation of such data around the world, privacy regulations,
such as the General Data Protection Regulation (GDPR) in Europe [European
Union, 2016], the California Consumer Privacy Act and California Privacy
Rights Act [California Legislative Counsel, 2018]] or the Australian Privacy
Act [Australian Government|] and the Australian Privacy Principles [Office
of the Australian Information Commissioner], protect citizens. The usage
of protected data, even when publicly available, can lead to large fines even
for companies operating outside the jurisdiction of these countries. For ex-
ample, in the Clearview Al case, a US company was fined for violating the
GDPR because it used publicly available biometric data of EU citizens [Jung
and Kwon, 2024]]. However, stringent regulations concerning the processing,
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storage, and sharing of privacy-sensitive visual data, e.g., faces, can be chal-
lenging for companies and researchers, hampering productivity. A seemingly
simple solution is to anonymize images by obfuscating relevant areas. Thus,
researchers started pixelizing or blurring faces or the entire body in many
publicly available datasets [Uittenbogaard et al., 2019} |Caesar et al., [2020;
Piergiovanni and Ryoo, 2020;|Yang et al., [2021]].

1.1 Problem Statement

For certain tasks, pixelizing or blurring is a valid strategy, as the effect of
anonymization is relatively minor. For instance, Yang et al. [2021] demon-
strated that blurring faces in ImageNet only decreased the top-5 accuracy by
0.4 % on average for 15 different classification models. On the other hand,
the authors also found that the effect is much more significant for objects that
typically appear near faces, e.g., masks (8.71 %) or harmonicas (8.93 %).
Moreover, there are many tasks that require directly analyzing images of
humans, such as face segmentation, action recognition, face detection or
face recognition. In these cases, simple anonymization of datasets can lead
to a severe reduction in data utility, rendering them unsuitable for scientific
research or commercial development. For example, a deep-learning model
trained for face detection on heavily pixelated faces might be more tuned
towards localizing pixel boxes than real faces.

Ideally, the chosen de-identification approach would remove all privacy-sen-
sitive content from the original images while preserving all other meaningful
information. In practice, these two objectives usually conflict. The more
the image is being altered to eliminate identifying features, the less utility is
retained. Thus, there is a fundamental privacy — data utility trade-off.

One alternative to obfuscating the face that promises a better trade-off is to
replace it with a synthetically generated surrogate, leveraging generative
deep-learning techniques (cf. Section 2.5)). Related work, such as by Maximov
et al.| [2020] or Hukkelas et al.| [2019], which we will further discuss in
Section [3.2.3] demonstrates the potential of this method.

Still, due to the inherent conflict between privacy and utility, preserving
unneeded details can unnecessarily compromise privacy without adding
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Figure 1.1: We have developed two novel approaches for face de-identification: DetailedPri-
vacy and StablePrivacy. Each has a different privacy — data utility trade-off influenced by
task-specific requirements. Original images (left side) from Wong et al.|[2011]]; Yang et al.

[2016]); Huang et al.| [2008].

value. Consequently, as data utility is typically task-specific, it is important to
tailor which information is maintained according to the requirements of the
downstream use case (see Figure[I.1). To illustrate this point, let us reconsider
training a face detection model on anonymized data. In this scenario, it is
sufficient to retain generic human shape and texture. Beyond that, transferring
the exact expression only risks leaking identifying features. Conversely, if the
downstream task requires precise semantic understanding, it can be necessary
to preserve such details, although it can negatively affect privacy.

Hence, in this thesis, we have developed two novel approaches to de-
identification, optimized for different use cases. Our first approach, Dertailed-
Privacy, retains expression, pose and gaze of individual faces, but depends on
detailed landmarks extracted from the original face, resulting in less effective
privacy protection. On the other hand, our second approach, StablePrivacy,
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does not depend on such landmarks and has, therefore, more freedom to
completely alter the face, offering stronger privacy. Moreover, it can even be
applied to complex scenes with small or heavily occluded faces, for which
landmarks cannot be determined.

1.2 Thesis Outline

This thesis consists of the following chapters:

Chapter 2: Theoretical Background. Here, we describe the theoretical pre-
requisites for this thesis, beginning with the fundamentals of Artificial Neural
Networks (ANNs). Next, we discuss Convolutional Neural Networks (CNNs),
a special type of ANNSs that is adapted to the image domain and go into detail
about typical architectures. These networks constitute the backbones of the
models we employ for face detection and face recognition, which we describe
in the following sections. They are used to quantify data utility retention and
privacy protection. The last section of this chapter covers deep learning-based
image generation methods, which are essential for creating surrogate faces.
Chapter 3: Related Work: Face De-Identification with Utility Reten-
tion. In the related work chapter, we first describe the existing landscape of
biometric privacy-enhancing techniques, focusing on synthesis-based image
anonymization, the category to which our approaches belong. Additionally, we
specify the datasets and evaluation strategies used for performance evaluation
and introduce the state of the art, to which we will compare our approaches.
Chapter 4 Two Novel Approaches for Synthesis-Based Privacy Enhance-
ment. This is the core chapter of this thesis and it contains the novel con-
tributions. It describes in detail our approaches to synthesis-based face de-
identification and provides an in-depth evaluation of privacy protection and
utility retention.

Chapter [5: Summary and Outlook. In the conclusion, we summarize our
contributions and give an outlook to possible future research.

Finally, the appendix contains a table of the mathematical notation and abbre-
viations used in this thesis.



Chapter 2

Theoretical Background

This chapter lays out the theoretical background for this thesis. As our research
focuses on image de-identification strategies that leverage Artificial Neural
Networks (ANNSs), we begin by outlining their fundamentals in Section[2.1]
This is followed by an in-depth discussion of Convolutional Neural Networks
(CNNs), a variant of ANNs especially suitable for image data, which are
the basis for most of the machine-learning methods used in this thesis (cf.
Section 2.2). Next, we provide an overview of face detection in Section [2.3]
and face recognition in Section 2.4] which serve as the primary methods
for empirically evaluating data utility and privacy protection in de-identified
datasets. Finally, we discuss deep learning-based image generation techniques,
focusing on Generative Adversarial Networks (GANs) and diffusion models
in Section [2.5], as they are essential components of the face de-identification
approaches explored in this work.

2.1 Artificial Neural Networks

The fundamental objective of ANNS is to optimize a mathematical function
that can map an input, e.g., an image, to a desired output prediction, such as
a classification label or bounding box coordinates, by learning from training
data. The most basic building block of this function is the neuron, which is
based on the idea of the perceptron [Rosenblatt, 1958]. It maps an input vector
x to an output y by multiplying it with the weight vector w, adding a bias b
and then applying an activation function ¥

$=¥(wx+b). (2.1)
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Figure 2.1: Neurons (a) form a Fully Connected (FC) Neural Network (b). The elements
of the input vector x to the neuron get multiplied with the elements of the weight vector w.
The results are added up together with the bias b and an activation function ¥ is applied,
yielding the prediction $. Multiple neurons can be combined into a FC Neural Network, with
intermediate (hidden layers) and a final output layer.

Multiple neurons form a Fully Connected (FC) Neural Network when they
are stacked in sequential layers and the output from each neuron of one layer
forms the input of each neuron in the following layer (cf. Figure [2.1)). This
architecture, initially conceptualized by Ivakhnenko and Lapa [1966], can
handle more complex functions. The output of all the neurons of a layer 1 is
described by a vector 0;:

0,(x) = ¥; (W;0,-1(x) + b)), 2.2)

with the weight matrix W;, the bias vector b; and the output of the previous
layer @;_1(x). Hence, the final output of a FC can be recursively defined by
the intermediate layers, which are often referred to as hidden layers:

Y=Y WY (Wi ...(¥1 Wix+by)...)+bi_1) +byp), (2.3)

where I is the total number of layers of the network. Using 6 to denote the
learnable parameters {W;, bi}le of the network, we can simply write this as

Yn = Op(xn) (2.4)

for a given input x,,.
Please note that, when the activation function ¥ is linear, Equation (2.3)) can
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be simplified using matrix multiplication to a network with a single layer,
nullifying the effect of using multiple layers. Therefore, non-linear activation
functions, such as rectified linear unit (ReLU) [Nair and Hinton, 2010], leaky
ReL.U or Swish [Ramachandran et al., 2018]] have to be employed.

In order to tune the function defined by the neural network (Equation (2.3)))
for a given task, the learnable parameters need to be optimized. To this end, a
loss function (£) is defined that can measure how well the network performs
with the current weights and biases. A typical choice is the £, loss:

N
Lr= D Gn—ya) (2.5)
n=1

where N is the number of samples in the dataset, y,, denotes the ground truth
prediction for the n-th sample given by the training dataset and y, is the
network’s prediction for the corresponding input x,. Alternatively, the £,
function can be employed, replacing the L, with the L; norm, which is less
sensitive to outliers in the data. Another important loss function is the binary
cross-entropy loss [Shannon, |1948; Kullback and Leibler, [1951], which is
often used for binary classification

1 N
Loce =~ ;[yn log(Fa) + (1 = yn) log(1 = $,)| (2.6)

When generalized to multiple classes, it is called the categorical cross-entropy
loss.

Once a suitable loss has been chosen, the network’s parameters (weights and
biases) can be adjusted to minimize that loss, maximizing performance for a
given training dataset. This optimization is performed by computing the gradi-
ent of the loss function with respect to each parameter using backpropagation
[Linnainmaa, 1970; Rumelhart et al., [1986]. Then, applying gradient descent,
the parameters are updated repeatedly in the direction of the steepest descent
for the average of all training samples:

0 — 6-nV,L, (2.7)

with the learning rate 1 controlling the step size. In practice, it is more
computationally efficient to calculate the descent only for a subset of the
training dataset for each step. This is called mini-batch gradient descent but is
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also commonly referred to as stochastic gradient descent (SGD), even though
SGD actually means the special case where the batch size is exactly one. This
optimization strategy is further refined by algorithms such as AdaGrad [Duchi
et al., 2010], RMSProp or Adam [Kingma and Ba, 2015]] which try to speed
up and stabilize learning.

Normalization is another common technique to improve the training process
of neural networks [loffe and Szegedy, 2015 Ba et al., 2016; Ulyanov et al.,
2017]. For example, in batch normalization the input to each layer across
the mini-batch is normalized, which usually leads to faster convergence and
improved model stability.

2.2 Convolutional Neural Networks

As we mainly work with image data, we make intensive use of Convolutional
Neural Networks (CNNs) [LeCun et al., |1989b], a specialized neural network
architecture that leverages reasonable assumptions about this domain. The
first assumption is that the spatial proximity of pixels, i.e., input variables,
in the two-dimensional structure of images indicates correlation and, thus,
local features can be extracted that capture essential information in an image.
CNNs take advantage of this by using relatively small kernels (filters) to
extract such local features instead of considering all input elements at once,
as a fully connected neural network would. The second assumption is that
image features are invariant to translations. For example, extracting features
for recognizing corners is assumed to be independent of the location of the
corner in the image. Unlike fully connected neural networks, CNNs are
inherently shift invariant, as the weights of each kernel remain the same
when applied to different locations (parameter sharing). By incorporating this
domain knowledge, CNNs need fewer parameters and are much less prone to
overfitting than FC neural networks.

Each pixel of the d channels of an image is an input variable to the network.
These are passed through convolutional layers that employ three-dimensional
filters of size k X k X d , with each element representing a learnable parameter
(weight), to calculate a feature map from the input. The weights of the kernel
are multiplied with corresponding input variables of a window of the same
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Figure 2.2: Illustration of convolutions. (a) A 5 X 5 X4 kernel (blue) is applied to a 25 x 25 x 4
input, generating a single feature map. The kernel consists of learned weights that operate on
an equally sized region of the input (green) and produce a single output (light blue cell on the
right feature map). (b) The kernel moves along the input and the calculation is repeated for
different positions with the same weights. The number of pixels the kernel shifts at each step
is called stride s, which is illustrated with the arrow for two examples (top: s = 1 and bottom:
s=2).

size. The results are added up and combined with the bias term, yielding a
single element of the feature map. Thus, only local inputs are considered,
leading to the extraction of local features as discussed above. The center of the
kernel is moved along the input with a stride s and the procedure is repeated
until the whole image is processed. Usually multiple kernels are applied to the
input, determining the number of output feature maps. For deeper layers, this
whole procedure, which is illustrated in Figure[2.2] is repeated with different
filters on the intermediate outputs.

Apart from convolutional layers, traditional CNNs also include pooling or
other suitable layers for down-sampling and FC layers for generating the
final output vector. For instance, Figure @ shows LeNet [LeCun et al.|
1998]], which demonstrates the typical architectural building blocks of early
convolution-based image classification networks. Down-sampling layers
decrease the spatial dimension of the input for subsequent convolutions,
leading to a reduction of information and computational complexity. This
can be achieved by employing convolutions with a stride larger than one
(all convolutional networks [Springenberg et al., 2015]) or with pooling
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Conv. Layer Pooling Conv. Layer Pooling FC FC FC
Layer Layer

Figure 2.3: Illustration of LeNet based on [LeCun et al., 1998]. It shows the different layers
of early CNNs. The convolutions compute multiple feature maps using convolutional kernels
(blue). In between the convolutions, pooling layers are used to downsample the size of the
feature maps, increasing the receptive field. Finally, the features are classified using several
fully connected (FC) layers.

layers. LeNet employs average pooling [LeCun et al.,|1989a], calculating the
value of an element in the output feature map with the mean of all elements
within a window of the input feature map. Finally, the FC layers map the
features computed by the convolutions to a vector, which can be used, e.g.,
for classification. The design of LeNet was rapidly improved upon in the
context of the ImageNet Large Scale Visual Recognition Challenge (ILSVRC)
[Russakovsky et al., 2015]], requiring the classification of up to 1000 object
classes on ImageNet [Deng et al., [2009].

In 2012, Krizhevsky et al.|[2012] introduced AlexNet, a deep neural network
with around 60 million parameters, outperforming its competitors by a
large margin. It is based on the architecture of LeNet, but leverages five
convolutional layers instead of only two, each with significantly more feature
maps. Moreover, it employs max-pooling instead of average pooling, the
ReL.U activation function and dropout for regularization. The following year,
Zeiler and Fergus [2014] improved upon AlexNet with ZFNet, visualizing
feature maps to find a better architecture. They reduced the size of the initial
filter from 11 X 11 to 7 X 7 and lowered the stride from s = 4 to s = 2, but
the overall design remained largely unchanged (see Figure 2.4). In 2014,
VGG [Simonyan and Zisserman, 2015] and Inception [Szegedy et al., 2014]]
further improved the classification performance on ImageNet with even
deeper models. One of the challenges of this approach of adding more layers
to the network is the vanishing or exploding gradients problem [Bengio
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Avg. Pool Max. Pool Max. Pool
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5x5,16,1 5x5, 256, 1 5 x5, 256, 2
10 x 10 Max. Pool 26 x 26
Avg. Pool 12 x 12 Max. Pool
5x5 3x3,384,1 13 x 13
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Figure 2.4: Comparison of LeNet [LeCun et al., 1998, AlexNet [Krizhevsky et al., 2012]
and ZFNet [Zeiler and Fergus, |2014]. Each gray box represents a layer of the network. The
convolutions are described by their kernel size (width X height), number of output feature
maps and stride, in that order. Pooling layers are specified as either max-pooling or average
pooling, while FC refers to fully connected layers. The size of the output is shown by the
number below each layer, with width and height for two-dimensional outputs and vector
length for the one-dimensional case.

et al., [1994; Glorot and Bengiol, 2010]. With VGG, researchers at Oxford’s
Visual Geometry Group overcame the vanishing gradient problem with weight
initialization [Glorot and Bengio, 2010], building a network that is between
11 (VGG-11) and 19 (VGG-19) layers deep. Unlike others [Krizhevsky et al.,
2012; Zeiler and Fergus, 2014; Szegedy et al., 2014], they used only 3 X 3
kernels, arguing that the receptive field of larger filters can be achieved with
stacks of smaller kernels while needing fewer parameters (cf. Figure 2.5)).

Szegedy et al.| [2014], on the other hand, rely on “Inception modules”, which
apply 1x 1,3 %3 and 55 convolutions to the input in parallel and concatenate
the feature maps afterwards. Additionally, Inception applies 1 X 1 kernels prior
to the compute-heavy larger filters to decrease the dimensionality following
the network in network [Lin et al., 2013]] structure to reduce the computational
requirements. Later versions of the model continue using this design [Szegedy
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Figure 2.5: Illustration of VGG-16 ﬂSimonyan and Zissermanl, |2015|]. It shows the structure
of convolutional layers (gray) assembled as blocks (Conv1, Conv2, etc.) and followed by a
pooling layer (blue). The final green layers illustrate fully connected (FC) layers.

et al., 2016, 2017].
Building upon the ideas of its predecessors, ResNet [He et al., 2016] follows

the same basic structure as VGG, employing blocks of 3 X 3 kernels, and

it includes bottleneck layers with 1 X 1 convolutions, similar to Inception.
It employs an even deeper network, solving the performance degradation
problem [He and Sun|, 2014}; Srivastava et al., 2015]] with skip connections,
adding the input to a stack of convolutional layers directly to the output of the

stack.

The basic architectures introduced in this section have been adopted for a
variety of tasks that are relevant to this thesis, such as measuring image quality
with Inception [Heusel et al., 2017]], computing perceptual loss with VGG
[Johnson et al, 2016]], performing face recognition with ZFNet, Inception
or ResNet [Schroff et al., 2015; Deng et al., 2019] and object detection with
ResNet-based backbones [Redmon and Farhadil, 2018} Jocher et al., 2023]].
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2.3 Object and Face Detection

For this thesis, object detection, specifically face detection, is employed as a
part of the de-identification pipeline, localizing the areas to anonymize when
no human-labeled ground truth is available. Moreover, training face detection
models (i.e., YOLOVS [Jocher et al., 2023]] and DSFD [Li et al., 2019]) on
anonymized data is one of our main methods to quantify data utility retention
of de-identification approaches. Beyond its direct application in our research,
it 1s important, for example, due to its use as part of face recognition pipelines
[Schroff et al., 2015; Deng et al., 2019; Huang et al., 2020] or in healthcare
[Davoudi et al., [2019; Liu et al., 2022; Selvaraju et al., 2022; Lee and Park,
2022]. Successful detection approaches need to be robust against complex real-
world variations, including diverse poses or illumination conditions, occlusions
and variance in object scale. Recent progress in this field has been largely
driven by deep learning, significantly improving accuracy even for challenging
conditions.

2.3.1 Traditional Handcrafted Features

Nevertheless, earlier approaches relying upon handcrafted features and tradi-
tional machine learning techniques, such as support vector machines (SVM)
[Cortes and Vapnik, 1995], laid the foundations for the current success. Such
features can be obtained, e.g., using Scale-Invariant Feature Transform (SIFT)
[Lowel, |1999] or Histogram of Oriented Gradients (HOG) [Dalal and Triggs,
2005]. HOG computes the gradients for local image patches and accumulates
their magnitudes into bins corresponding to their orientation. The resulting
representation can be classified, for example, by an SVM to confirm the
presence of an object within the regarded window. While later work like
Deformable Part Models (DPM) [Felzenszwalb et al., 2010] further improved
detection with handcrafted features, they were ultimately outperformed by
deep learning-based approaches.

2.3.2 Deep Learning-Based Approaches

Deep learning-based approaches can be categorized into one-stage detectors
and two-stage detectors. One of the earliest of these approaches to object
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detection was the two-stage R-CNN [Girshick et al., 2013]] (Regions with
CNN features), which treats detection as two subtasks: First, it proposes

around 2000 category-agnostic regions per image that are likely to contain

an object using selective search [Uijlings et al., 2013]]. In the second task,

the network makes the actual bounding box and class label predictions. To
this end, the region proposals are cut out, warped into a fixed-size image
and passed as an input to AlexNet (cf. Section [2.2)). The 4096-dimensional
feature vectors calculated by the last convolutional layer for each image are
classified using an SVM. Finally, a linear regressor model, which is inspired
by DPM [Felzenszwalb et al.,[2010], and non-maximum suppression (NMS)
are applied to refine the bounding box predictions.

Even though later variants, such as Fast R-CNN [Girshick, 2015] or Faster
R-CNN [Ren et al., 2015]], improve upon the computational speed of R-CNN,
the two-stage approach can be a bottleneck. Therefore, in order to achieve
real-time detection, YOLO (You Only Look Once) [Redmon et al., 2015]]
formulates object detection as a single-stage regression problem. Unlike R-

CNN, it processes the entire image at once, predicting all bounding boxes and
class labels in a single network pass. To achieve this, YOLO uses a grid of
S x S cells, each responsible for the prediction of B bounding boxes, their
respective confidence scores (K) and C class probabilities (p.) (see Figure .

Ground Truth
x|y w ] n e e[y |

Prediction

‘ Xl‘ YI‘ Wl‘ h;
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)A(z‘ )A’z‘ Wzl T"2||22 ‘f’l |f>2‘ﬁ3‘ ‘

Figure 2.6: YOLO divides the input image into a grid of cells. For each cell, there is an
associated ground truth and a prediction made by the model. In this example, the image is
divided into 7 X 7 cells (S = 7) and two bounding boxes (blue and green) are predicted per
cell (B =2).
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As each box is represented by four parameters, the x and y coordinates of
its center and its width (w) and height (h), the total dimension of the output
vector is:

dimyoroy1 =5 XS X(4+1)x B+ (). (2.8)

For example, when applying YOLO to the PASCAL VOC dataset [Evering+
ham et al., 2008]], the number of ground truth classes is 20 (C = 20) and the
authors set S = 7 and B = 2, resulting in a 1470-dimensional output.

To compute these predictions, the detector employs an Inception-based net-
work architecture (cf. Section 2.2). Initially, a smaller version of the model
consisting of only 20 convolutional layers and a single fully connected layer
1s pretrained for classification on ImageNet [Deng et al., 2009] with an input
resolution of 224 X 224. Then, to adapt the model for detection, the resolution
is doubled to 448 x 448, four additional convolutional layers are appended
and the fully connected layer is exchanged for two new ones.

2.3.3 Object Detection with YOLOvS8

Even though YOLO achieves remarkable results when compared to other real-
time detectors developed at the same time, it is less accurate than the slower
two-stage approaches. Later versions address this issue while maintaining or
even improving processing speed. Here, we discuss YOLOvVS [Jocher et al.,
2023]], the version we use for our main experiments in Section4.3]

The network architecture of YOLOVS can be divided into three parts: a back-
bone, a neck and a head (see Figure[2.7)). The objective of the backbone is to
extract features from the image that are useful for object detection. YOLOvVS
employs a Darknet-based backbone [Redmon and Farhadi, 2018] with cross-
stage partial connections (CSP) [Wang et al., 2019], which significantly reduce
the necessary computations. The neck connects the backbone to the head,
refining the semantic and spatial representation of features before a prediction
is made. In YOLOVS it consists of Spatial Pyramid Pooling Fast (SPPF) [He
et al., 2014; Jocher, 2020] and a PANet-like block [Liu et al., 2018]. The head
1s divided into three parts, each predicting the bounding boxes, objectness
scores, and class probabilities for different spatial scales. Inspired by YOLOX
[Ge et al.| 2021]], it employs separate branches for classification and bounding
box prediction. This structure results in better performance as it reduces task
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Figure 2.7: Overview of the YOLOVS architecture. The network can be divided into three
parts: a backbone for basic feature extraction, a neck for refining the semantic and spatial
representation of features and a head for making the predictions at three different scales with
independent branches for classification (cls.) and bounding box prediction (Bbox).

conflicts.

A key characteristic of the YOLOvVS design is its scalability, allowing the user
to select a model size that balances computational efficiency and accuracy ac-
cording to the requirements. It has five variants: YOLOv8n (nano), YOLOv8s
(small), YOLOv8m (medium), YOLOVSI (large) and YOLOv8x (extra-large),
each progressively increasing both the number of convolutional layers (depth)
and the number of feature channels per layer (width).

Like the architecture, YOLO’s loss function has evolved with the different
versions. In YOLOvS8, Complete Intersection over Union (CloU) loss [Zheng
et al., |2020] and Distribution Focal Loss (DFL) loss [L1 et al., 2020] are used
to train bounding box prediction and cross-entropy loss (cf. Section [2.)) for
classification.

Overall, these improvements have helped YOLOVS find a good balance be-
tween accuracy and computational demands and established it as an approach
for many real-world applications such as medical object detection [Ragab
et al., 2024] or face detection [Q1 et al., 2021].

2.3.4 Face Detection with DSFD

While general object detection models like YOLOVS can be trained for face
detection, there are domain-specific challenges, such as extreme variations in
object size. Therefore, specialized face detectors have been developed [Zhang
et al., 2016; L1 et al., 2019; Liu and Tang, 2020; Deng et al., [2020; Liu et al.,
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Figure 2.8: Overview of the Dual Shot Face Detector (DSFD) architecture. The Feature
Enhance Module (FEM) and a two-term loss consisting of first shot loss (FSL) and second
shot loss (SSL) improve face detection on widely varying scales.

2020; Zhang et al., 2021} Guo et al., 2022], of which we use Dual Shot Face
Detector (DSFD) [Li et al.,[2019] as detailed in Section 4.3} DSFD improves
face detection across scales by adopting a two-stream design (see Figure [2.8)).
It relies on a modified fully convolutional VGG-16 backbone (cf. Section [2.2)
with additional blocks of convolution layers to make the first shot predictions.
To this end, it extracts the features from six different stages of the network
and passes them through an SSD-like [Liu et al., 2015a]] head. It employs the
Feature Enhance Module (FEM) for better feature integration and makes the
second shot predictions from the enhanced feature maps. The relation between
the cells of the enhanced feature map (ec) and those from the original (oc) is
defined by:

€C(i,jp) = Jeoncat(faitarion(NC(i,j1))) (2.9)
nC; i1 = forod(0C(, 1> fup(OC(,ji+1)))s (2.10)
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with the non-local neuron cells nc, the indices 1,j denoting the cell location
within the feature map in layer 1, and f describing the application of concatena-
tion, dilation (atrous convolution [[Chen et al., 2016]]), product, or up-sampling.
This architecture is combined with progressive anchor loss (PAL), which as-
sumes different anchor sizes for the first and second shot predictions, using two
separate terms, first shot loss (FSL) and second shot loss (SSL), to increase
detection accuracy. Additionally, DSFD uses improved anchor matching for
better initialization of the regressor.

2.4 Face Recognition

While face detection, as discussed in the last section, means the localization
of faces within an image, face recognition means the unique identification of
a specific person based on facial features. In this thesis, we employ two face
recognition tools, FaceNet [Schroff et al., 2015] and ArcFace [Deng et al.,
2019], to evaluate the privacy protection of anonymization approaches. Here,
we first give an overview of this technology, focusing on research that directly
influenced the development of the tools we use and later we briefly discuss
how the human visual system identifies faces.

2.4.1 Machine Learning-Based Face Recognition

An early approach to automated face recognition has been Eigenfaces [Turk
and Pentland, [1991]], which employs principal component analysis (PCA) to
find eigenvectors (eigenfaces) for a set of faces. Then, a new face can be
identified by comparing the coefficients of its eigenvector representation to
those of the known faces. Later, researchers improved recognition using local
handcrafted descriptors, such as local binary patterns [Ahonen et al., 2006;
Hadid, 2008]] and Gabor features [Liu and Wechsler, [2002; Zhang et al., 2003]],
or learning-based local descriptors [Cao et al., 2010], which offer greater
robustness in uncontrolled conditions.

A significant breakthrough came with the application of deep learning, with
approaches such as DeepFace [Taigman et al., 2014] rivaling human-level
performance. However, this model treats recognition as a classification prob-
lem during training, using softmax loss to learn to assign faces to a closed set
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of identities. To generalize recognition to new individuals, it has to rely on
the intermediate representation being discriminative enough to differentiate it
from existing embeddings, without explicit training for this.

In contrast, subsequent approaches switched towards loss functions inspired
by metric learning, directly optimizing the model to produce a representation
where distance reflects face similarity. For instance, DeepID2 relies on con-
trastive loss [Sun et al., 2014albl 2015] and FaceNet introduced triplet loss,
which significantly improved recognition.

FaceNet. An overview of FaceNet is given in Figure[2.9] Inspired by
berger and Saul| [2005]], triplet loss directly enforces a small squared distance

of embeddings f(x) of the same identity for intra-class compactness and, con-
versely, a large distance between different faces for inter-class separability. To
achieve this, it uses image triplets consisting of an anchor image, a positive
image, which has the same identity, and a negative image showing another

Mini-batch Embeddings Triplet loss
Positive S 12 Space
: ()
Anchor J O=9o
Negative °

Figure 2.9: Overview of FaceNet. Each mini-batch contains anchor images, positive images
of the same identity as the anchor and negative images showing a different person. These
are passed through a ZFNet or Inception-based neural network (cf. Section [2.2) to create
128-dimensional embeddings. Afterwards, these are L, normalized and triplet loss is applied
to directly enforce inter-class separability and intra-class compactness.
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identity. Formally, the loss function can be expressed as:

N
2 2
Luipier = ) [IIFCH = FEDIB = IFCH = FOPIE+6],, @11
i=1
with N being the total number of all triplets within the set, x! denoting an
anchor image, xf a positive image and x! a negative image, while 6 represents
the margin enforced between positive and negative pairs.
Carefully selecting the right triplets during training is essential for FaceNet, as
triplets that are too easy do not provide meaningful gradients, slowing down
training. In theory, they should be chosen such that the distance of the positive
sample to the anchor is maximized

argmax £ = FEDIS, (2.12)

1

and the distance between the anchor and the negative image is minimized
argmin || f(x{") = f()I3. (2.13)
X!

In practice, finding these hard samples globally is computationally inefficient
and the authors of FaceNet instead employ a novel online triplet mining
method, choosing only from the images of each mini-batch. To ensure enough
positive images of each individual are included, approximately 1,800 examples
were sampled for each iteration with 40 faces of each identity and additional
random negative faces. All anchor-positive pairs were used without mining,
while anchor-negative pairs were selected using semi-hard exemplars that
satisfy the condition

I1FD = FGDI5 < IF () = FDI5, (2.14)

enforcing that they are farther from the anchor embedding than the positive
image. This avoids getting trapped in bad local minima during early training.
To create the embeddings f(x) on which the loss function operates, FaceNet
relies on standard network architectures, either Inception or ZFNet (cf. Sec-
tion 2.2)), modified with 1 X 1 convolutions for dimensionality reduction [Lin
et al., 2013]]. These 128-dimensional vectors are L, normalized (|| f(x)|l, = 1)
and form a face similarity embedding space that generalizes well to new,
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unseen faces and can perform face verification, identification or clustering.
Despite FaceNet’s success, the computational cost associated with triplet
mining is a significant downside. Therefore, later research has increasingly
adopted softmax loss again and combined it with a margin penalty to encour-
age inter-class separability and intra-class compactness. [Liu et al.| [2016]
introduce L-Softmax (large-margin softmax), which learns from the entire
mini-batch without triplet selection. Building upon this idea, Liu et al.| [2017]
developed SphereFace, which uses A-Softmax (angular softmax), constraining
the learned representation of faces to be discriminative on a hypersphere. They
employ an angular decision boundary, leveraging the intrinsically angular
distribution of features learned with softmax, and enforce an angular decision
margin.

ArcFace. Deng et al.| [2019] follow the basic structure of these softmax-based
face recognition systems (see Figure [2.10)), but improve upon the loss func-
tion by introducing Additive Angular Margin Loss (ArcFace), which directly
corresponds to geodesic distance on a hypersphere and further increases the
discriminative power of the learned face representations. Here, we explain Arc-
Face following the reasoning given by the authors, starting with the softmax
loss. It can be derived from categorical cross-entropy loss (see Section [2.1)) by

Classifier Softmax-based Loss
(Fully Connected Layer) Function

Figure 2.10: Overview of typical softmax-based face recognition systems, such as ArcFace.
Images are processed by a classifier-based network (ResNet-50, ResNet-100) to create face
embeddings. During the training phase, the embeddings are passed through a fully connected
layer for classification and a softmax-based loss function (e.g., ArcFace) is applied. During test
time, the elements connected to softmax loss are removed (blue dashed box) and recognition
is performed by directly calculating the distance between existing embeddings and the test
face.
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inserting the softmax function for the network’s prediction :

T
eWyi rf+b)’,'

C WTr+b,’
Zc:le ¢

1 N
Lottmax = _N Z 1Og (2.15)

i=1
with r; = f(x;) denoting the embedding of a face image (x;) and y; being the
associated ground truth class label. C is the total number of classes, W, is
the c-th column of the weight matrix W of the fully connected layer used for
classification during training and b is the bias. Following Liu et al.| [2017],
the bias of the classification layer is set to zero, as Liu et al. [2016] showed
that this does not affect performance and simplifies the equation. Thus, the
prediction can be expressed depending on the angle ¢. between the weights
W, and the embedding r;:

= W.ri = Wellallrilla cos(@). (2.16)

Inspired by previous work [Wang et al., 2017, 2018a] L, normalization is
applied to the weights as well as to the embeddings and the latter are scaled to
Kk, constraining them to a hypersphere:

Irill =&, [IWelb =1 Vi, c. (2.17)

Combining this with Equation (2.15) results in a modified expression for
the softmax loss, which depends on ¢ and, thus, allows for using an angular
decision boundary. We finally arrive at the ArcFace loss by applying an
additive angular margin penalty m

eK'COS((Pyi +m)

N
L -] E log
ArcFace — — s
N e ok Cos(dy +m) Zg&yi ekcos(¢,)

(2.18)

which enforces inter-class separability and intra-class compactness.

2.4.2 Face Recognition by Humans

In addition to automated computer-based face recognition, we want to briefly
discuss how the human visual system perceives and identifies faces. We will
use the obtained insights in Sections 4.2] and 4.3 as a basis when visually
assessing the extent to which de-identification approaches alter an individual’s
appearance.
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First, while humans rely on holistic processing for recognition [Young et al.,
1987]], faces can often be identified from a single feature [Davies et al., |[1977].
Experimental results suggest that the most important features for identifi-
cation are the eyes, followed by the mouth and nose [Sinha et al., 2006].
Additionally, according to a study by Sadr et al.| [2003]], the eyebrows are
also crucial. |]Abudarham and Yovel [2014] attempt to pinpoint the decisive
features influencing the human recognition system, constructing an explicit
face space from 20 facial attributes: lip thickness, hair color, eye color, eye
shape, eyebrow thickness, ear protrusion, forehead height, hair length, eye
size, skin texture, jaw width, eyebrow shape, nose size, nose shape, skin color,
face proportions, cheek shape, eye distance and mouth size. Their findings
suggest that features connected with a high perceptual sensitivity (PS) like
eyebrow thickness, hair color, eye shape, eye color and lip thickness, are more
important for recognition by humans than those with low PS (skin color, face
proportion, eye distance, nose and mouth size). They argue that the former
stay constant across multiple appearances of the same individual and are,
therefore, suitable for learning identities.

2.5 Deep Learning-Based Image Generation

Apart from discriminative tasks like object detection or face recognition, deep
learning can also be employed for generative tasks, such as synthesizing im-
ages or other data. Recently, this has been applied for image super-resolution
[Ledig et al., 2017; Wang et al., 2018c, [2021b], inpainting [Hukkelas et al.,
2020; Yeh et al., 2017], text-to-image generation [Reed et al., 2016; Q1ao
et al., 2019; [Tan et al., |2023]] or face swapping [Nirkin et al., 2019, 2022;
Chen et al., [2020a]. In the context of this thesis, Generative Adversarial Net-
works (GANs) [[Goodfellow et al., 2014]] and diffusion models [[Sohl-Dickstein
et al., 2015; Ho et al., 2020] form an essential part of the de-identification
approaches discussed in Sections [3.2.3]and @.1] Thus, we give an overview of

the underlying ideas, with an emphasis on the methods we use directly in our
work: StyleGAN?2 [Karras et al., 2020], FSGANv2 [Nirkin et al., 2022] and
Stable Diffusion [Rombach et al., 2022].
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2.5.1 Generative Adversarial Networks

GANSs leverage the concept of adversarial learning, with the generator (G)
and discriminator (D), both typically implemented as neural networks, acting
as adversaries. While the generator tries to map a latent vector z from the
distribution p, to a synthetic output resembling a sample from pg,,, the dis-
criminator attempts to classify these outputs as belonging to the real training
dataset or being synthetically generated (fake).

The intuition behind this is that the generator can learn to improve its out-
put with the feedback from the discriminator, while at the same time, the
discriminator is forced to improve to detect the increasingly realistic fake
samples produced by the generator. Thus, in the end, the generator is able to
produce outputs that cannot be distinguished from samples drawn from the
real distribution pgu.

For a more formal description, following (Goodfellow et al.| [2014], the ob-
jective function of the discriminator in this process can be expressed using
cross-entropy loss (compare Equation (2.6))) as:

max Luy(D) = Ex-p,,, [log D] + Ecop log(1 = DG@)L. (2.19)
The loss of the generator is:
min Ligy(G) = .. [log(1 — D(G(2)]. (2.20)

These two equations are commonly summarized with the following expression
defining the minimax game between the generator and the discriminator:

min max Laav(G,D) = min max E s~ poa110g D(X)]
+ E..,.[log(1 — D(G(2)))]. (2.21)

Generator and discriminator are optimized alternately, keeping the weights of
G constant when updating D and vice versa, until the generator produces the
required quality. A description of this process is presented in Algorithm 1.
As shown by (Goodfellow et al. [2014], optimizing the generator this way
corresponds to minimizing the Jensen-Shannon divergence between G(z) and
Pdaa»> tesulting in the two distributions being indistinguishable if the training
converges.
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Algorithm 1 Training of GANs based on [Goodfellow et al., 2014].

for number of training iterations do

Sample M noise samples z;, from the noise distribution p..
Sample M examples x; from the training dataset.
Update the discriminator weights (6p) by:

Vs 2, 102 D (x0) + 1oz (1 = DG )

Sample M noise samples z from p,.
Update the generator weights (6) by:

Viyg 2,021~ DG )

end for

Improving Loss Functions. Despite this promising theory, in practice, GANSs
often suffer from mode collapse and training instability. One of the causes of
this is the use of binary cross-entropy loss for the generator, which is designed
for binary classification, approaching zero when the discriminator can perform
its objective with high confidence. This leaves the generator with vanishing
gradients, unable to improve further. To address this issue, various alternatives
to the original adversarial loss function have been suggested. (Goodfellow
et al. [2014] proposed to mitigate the problem by using Non-Saturating Loss,
exchanging the generator loss with:

1
Lua(G) = —5E:[log(D(G(2))]- (2.22)

This version of the loss was heuristically chosen to ensure a strong gradient.
More recent formulations of the adversarial loss include least-squares GAN
(LSGAN) [Mao et al., 2017], Wasserstein GAN (WGAN) [Arjovsky et al.,
2017] or Wasserstein GAN with Gradient Penalty (WGAN-GP) [Gulrajani
et al., 2017]. However, according to a study by [Lucic et al.| [2018]], their differ-
ences could arise from different computational budgets and, therefore, more
extensive hyperparameter optimization instead of the fundamental superiority
of one algorithm over the other.

In addition to these changes in the general adversarial loss, others proposed
application-oriented loss functions L,,, which are typically combined with
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the adversarial loss in the following manner [Pan et al., 2020]:

L(G) = /lappLapp + Adagv-Ladvs (2.23)

where A, and A,4, are weighting factors. An example is the pixel-wise loss,
which can be implemented using an L; or L, norm-based loss (see Section [2.1).
While this loss has helped to improve image quality for many applications
[Isola et al., 2017; Nirkin et al., 2019}, Pathak et al., 2016], it does not take into
account higher-level artifacts visible by human perception. For this purpose,
perceptual loss [Johnson et al., 2016] can be employed, which processes both
the real and the generated image with a pretrained classification network, e.g.,
VGG-19, and compares several of their intermediate layer activations. The
loss function is:

1

-l:perc(xa y) = dwih;

1
D NIk = £ (2.24)
i=1

where f;(x) corresponds to the activations of layer 1 for the input x and d;, w;
and h; are the dimensions of the resulting feature map.

Model Architectures. Apart from the loss, significant research has been
done to improve GANs with new network architectures. While Goodfellow
et al. [2014]’s original model was based on fully connected layers, Radford
et al. [2016] developed an all convolutional architecture (DCGAN), improving
training stability. However, the resulting images had a relatively low resolution
of 64 x 64 pixels. Later, Karras et al.| [2018]] were able to generate high-quality
images with 1024 x 1024 pixels by further stabilizing and speeding up the
training. They achieved this by using a novel training methodology called
progressive growing, which starts with a relatively shallow network creating
low-resolution images, then progressively adding layers to the network and
increasing the resolution. The new layers were faded in by initially treating
them like residual blocks [He et al., 2016], multiplying their output with a
weighting factor 4,,, and adding it to that of the previous layer weighted by
1 = Apro. During training, A,,, is increased linearly from O to 1, at which point
the newly added layer behaves like any other.

Building on this methodology, StyleGAN [Karras et al., 2021b]] further im-
proved the state of the art concerning generated image quality. One of the
key novelties has been the usage of an intermediate latent space W. Instead
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of directly relying on the latent code sampled from p, to initiate image gen-
eration, they first processed it through an eight-layer fully connected neural
network called the mapping network to create W. The advantage of this is
that, unlike the traditional input latent space, it is not forced to represent
the statistics of the training dataset. This way, the mapping network is free
to learn to transform the latent code to a disentangled representation during
the usual GAN training. This can be done without specific supervision, as
this is a more efficient representation, helping the generator to fool the dis-
criminator. A learned affine transformation is applied to the vector from the
intermediate latent code and the vector is passed to the synthesis network
via adaptive instance normalization (AdaIN) [Huang and Belongie, 2017,
which is often used in the style transfer literature. Additionally, the generator
receives stochastic noise modified by a learned per-channel scaling factor
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Figure 2.11: StyleGAN overview. The mapping network transforms a vector from the input
latent space to the intermediate latent space, a more efficient disentangled representation.
From there, a learned affine transformation is applied to the vector and it is passed to each
of the layers of the synthesis network through AdaIN. The synthesis network uses this input
together with random noise multiplied by a learned scaling factor to create 1024 x 1024
images conditioned by the style defined by the input vector.
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as an input, which helps it to create stochastic properties of an image, like
the placement of hairs and skin pores when generating faces. Without this
component, the network would have to learn how to create spatially varying
pseudorandom numbers, wasting network capacity. An overview of Style-
GAN is given in Figure 2.11] For StyleGAN2, Karras et al.|[2020] reworked
parts of the architecture that caused artifacts in the generated images. This
included changing normalization to avoid the destruction of information about
the relative magnitude of features. Additionally, they replaced progressive
growing with a modified version of MSG-GAN [Karnewar and Wang, 2020)],
as progressive growing causes an excessive focus on high-frequency details
of the intermediate layers. Moreover, path length regularization has been
introduced to encourage the network to construct an intermediate latent space
with smoothly changing output images when interpolating along a path in the
intermediate latent space, leading to a more consistent behavior of the model.
Conditioning. Another direction of research has focused on conditioning
GANSs to generate specific outputs. Mirza and Osindero| [2014]] developed
conditional GAN (cGAN) which works by feeding the additional information
¢ to both the generator and the discriminator through an extra input layer. The
objective function from Equation (2.21)) changes to:

mci;n mDaX Laav(D,G) = Ex~pdm(x) [log D(x|c)]
+ B ollog(l — D(G(z[c))]. (2.25)

This simple conditioning is, however, not enough for many use cases, such as
face swapping [Nirkin et al., 2019; Chen et al., 2020a]] or face de-identification
with data utility retention [Maximov et al., 2020; Hukkelas et al., 2019;
Hukkelas and Lindseth, 2023} [Leibl et al., 2023]], which typically require
conditioning by an input image. A popular approach for this is to use a U-Net
[Ronneberger et al., 2015] based generator, which was pioneered by [[sola
et al|[2017] (see Figure [2.12)). Their work combines £; loss and adversar-
ial loss (see Equations (2.21)) and (2.23)) to generate realistic images from
inputs, such as edge maps or semantic segmentations. 'Wang et al.| [2018b]
further improved upon this idea using a coarse-to-fine generator, a multi-scale
discriminator, and by adding perceptual loss-based terms to the overall loss
function.
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Generator Discriminator

Real

Fake

Figure 2.12: U-Net-based GAN. The U-Net utilizes the input image to condition the generator.
The discriminator classifies the output as real or fake with the help of the corresponding
ground truth image provided by the dataset.

Face Swapping with FSGANv2. One application of GANSs, which is es-
pecially relevant for this thesis, is face swapping [Natsume et al., 2018b;
Pumarola et al., 2018}, Natsume et al., 2018a], replacing a target’s face with
that of a source. Among the most widely used early frameworks was Deep-
FaceLab, which was open-sourced in 2018 E[, with academic papers published
only later [Petrov et al., 2020} [Liu et al., 2023]]. Another prominent method
is FSGANvV2 (Face Swapping GAN version 2) [Nirkin et al., 2019, 2022],
which does not require subject-specific training, handles minor occlusions

effectively, and produces highly realistic results. FSGANv2 consists of three
main steps: reenactment and segmentation, face inpainting, and blending into
the background.

In the first step, a segmentation mask of the source is generated and the recur-
rent reenactment generator (G,) is used to transfer the position and expression
of the source to the target face. G, is trained as a GAN using an application-
specific loss (see Equation (]T_B[)). The L,pp term of the loss is a combination
of L loss (cf. Section 2.1 and a domain-specific perceptual loss (compare
Equation (2.24)) with the pretrained classifier (VGG-19) trained on face recog-
nition and attribute classification datasets. The generator is conditioned with
98 landmarks extracted with the method discussed by Wang et al.|[2021a]. As

Thttps://github.com/iperov/DeepFaceLab
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the quality of the generated images suffers if the pose difference between the
target and the source is too large, the reenactment generator works iteratively.
To this end, the authors developed an additional model consisting of 12 fully
connected layers, which estimates the landmarks in an intermediate position
between the target’s and the source’s pose. The landmarks are then used as
an input to G, and the generation process is repeated until reaching the target
pose.

In the second step, the generated face is compared to the segmentation mask of
the source. The regions of the face that are not visible in the synthesized face
due to occlusions in the original image are inpainted using the face inpainting
generator (G,).

Finally, in the third step, the generated face is adjusted to the skin tone and
lighting conditions with a blending generator (G;) trained with the Poisson
blending loss proposed by the authors.

2.5.2 Diffusion Models

Recently, diffusion models [Sohl-Dickstein et al., 2015; Ho et al., 2020]
have been shown to bear GANs on image generation in terms of quality and
diversity [Dhariwal and Nichol, |2021]. The essential idea behind diffusion
is to train a model to reverse the gradual addition of noise to images. The
training cycle is divided into the forward and reverse process. During the
forward process, Gaussian noise is progressively added to a training sample
Xo at each timestep ¢ according to a variance scheduler g;. Following Ho et al.
[2020], this can be written as a Markov Chain of forward transitions:

T
gxirlxo) := | | gCalxiy), (2.26)
t=1
g(xlxi1) = N (i AT = Brxir, BD. (2.27)

Here, N denotes a normal distribution with mean +/1 — 8;x,_; and variance
B:1. They also provide an equation to efficiently sample noisy images at an
arbitrary timestep ¢ directly from the initial image:

q(xilx0) = Vaxo + V1 - e, (2.28)
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with € indicating sampling noise from the isotropic standard normal distribu-
tion (€ ~ N(0,I)) and @, = [[,_; as with @, = 1 — 3.

During the backward process, the denoising network, defined by its parameters
0, tries to predict a slightly denoised x;_; from x;. Equivalently to the forward
process, this can be described by a Markov Chain:

T
poxor) = pGer) | | poCeilx), (2.29)

Po(xi—1lxe) 1= N(xe—1; po( Xz, 1), 2p(xy, 1)), (2.30)
where uy(x;, t) and 2y(x,, t) are the predicted Gaussian mean and the covariance
matrix. When 2y(x,, 1) is fixed to 5,1 and py(x;, 1) 1s described using the noise
€(x;, t) predicted by the network, this can be expressed as:

1 -
Ve

With these equations, Ho et al. [2020] were able to derive a simple loss

po(xlx) == N(x-1; — = eo(x;, 1)), B, (2.31)

function for training the diffusion model. They start from the variational lower
bound of the negative log-likelihood:

L = E Dk (p(xr|xo)llp(xr))] +
D Drr (p(xialxi, xo)lIpa(xi-1 1)) — log pa(xolxr), (2.32)

>1

with the Kullback-Leibler divergence Dg;. After several simplifications, they
arrive at the following approximation for the loss function:

Liimple = By |lle = (i, DI (2.33)

which can be directly used for training the neural network as described in
Algorithm 2.

Model Architectures. Denoising models are usually implemented using
U-Net- [Ronneberger et al., 2015] or Transformer-based [Vaswani et al.,
201°7] architectures [Ho et al., 2020; Nichol and Dhariwal, 2021}, Rombach
et al., 2022; Peebles and Xie, 2023]]. For their original diffusion model
DDPM, Ho et al. [2020] used the U-Net-based PixelCNN [Salimans et al.,
2017] and adjusted it by replacing some residual blocks [He et al., 2016]
with self-attention blocks and by injecting diffusion time via Transformer
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Algorithm 2 Training of diffusion model according to [Ho et al. [2020]
for number of training iterations do
Sample initial image xo ~ g(xo)
Sample timestep ¢ ~ {1,...,T}
Sample noise € ~ N(0, 1)
Update the diffusion network’s weights () by:

Vo He - & ( Va,xo + 1 — ae, I)HZ

end for
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Figure 2.13: High-level overview of the typical U-Net architecture for diffusion models.
During the reverse diffusion process, it receives the noise-modified input, which is passed
through several ResNet and attention blocks to predict the noise for the next step. To influence
image generation, conditioning can be passed as an embedding through cross-attention into
the attention layers. Additionally, a timestep embedding (t) is inserted. [llustration adjusted

from Po etal] (2023).

sinusoidal position embedding [Vaswani et al.,[2017] into the residual blocks.
Since then, various variations of this architecture have been proposed, such
as increasing the number of attention blocks and their respective attention
heads [Nichol and Dhariwal, 2021]; Dhariwal and Nichol, 2021]] or using
BigGAN [Brock et al., 2019] residual blocks [Dhariwal and Nichol, 2021]].

Moreover, Nichol et al.| [2021] have leveraged the attention elements to inject
text conditioning into the model. A high-level overview of a typical U-Net

used in diffusion is presented in Figure 2.13]
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Guidance and Conditioning. Similarly to the development in GANs
and other generative approaches, one important direction of research has been
to incorporate a condition c to steer the output. The earliest approaches to
achieve class-conditional image generation with diffusion models passed ¢
together with the time step encoding to the diffusion network [Nichol and
Dhariwal, 2021; Zhou et al., 2021} Lyu et al., 2022]. Dhariwal and Nichol
[2021]] showed that using classifier guidance for conditioning can improve
the image quality and allows for adjusting the strength of the influence of
c. To achieve this, the scaled gradient of a pretrained classifier is added to
the noise prediction of the diffusion model during sampling. Later, Ho and
Salimans| [2021]] proposed classifier-free guidance, simplifying guidance by
removing the dependence on a separate classifier. They employ a conditional
denoising model €y(x;, ¢) and replace the conditioning with a null label ) with
a certain probability during training. In this way, it learns to also function as
an unconditional model. During sampling, the output of the class-conditioned
version of the model is added to that of the unconditional model, replacing the
external classifier used for classifier guidance:

€(x; | ¢) = (x| 0) + 5 (€9(x; | ©) — e9(x; | D)), (2.34)

where s is the guidance scale, which is often referred to as the CFG scale. Note
that if the CFG scale is set to 1, this becomes the formula for unconditional
diffusion.

Latent Diffusion. Stable Diffusion [Rombach et al., [2022], an open-source
large-scale text-to-image model, builds on these advances. Its main improve-
ment over its predecessors, such as DALL-E [Ramesh et al., 2021], 1s the
usage of a pretrained autoencoder [Esser et al., 2020] to downsample the
input to the latent space prior to passing it through the diffusion process. This
reduction in dimensionality allows the model to focus its learning capacity on
the semantics of the image data rather than barely perceptible high-frequency
details contained in the pixel space. Therefore, training this latent diffusion
model (LDM) is computationally more efficient.

Customization. Still, fine-tuning an LDM to customize it to specific needs
requires large computational resources. An alternative approach is to employ
an adapter, an additional network that connects to the original pretrained
model [Mou et al., [2023; Zhang et al., 2023]]. For example, IP-Adapter [Ye
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et al., 2023]] can be used to add image prompt capabilities to Stable Diffusion.
It consists of a pretrained image encoder (CLIP [Radford et al., 2021]), which
1s applied to the prompt image, a small projection network to convert the
embedding into the required dimensionality, and additional cross-attention
layers to pass the image prompt into Stable Diffusion’s U-Net [Ronneberger
et al., |20135]] via decoupled cross-attention. Only the projection network and
the added cross-attention layers need to be trained, making this a compute-
efficient way to adjust Stable Diffusion to specific needs.

Editing. Another important research direction is guided image synthesis.
SDEdit [Meng et al., 2021] allows for guided image editing by first perturbing
the image (or only a given region) with Gaussian noise and then using the
standard reverse diffusion process. As the input image is not converted to
random noise but only distorted to a certain degree, the output is guided by the
coarse structures of the input image. The degree to which the original image
is perturbed depends on the strength parameter f,, which can range from zero
to one.

Faster Sampling. One drawback of diffusion models is the slow generation.
While other generative approaches, such as GANs, can create samples in a
single step, diffusion models require a large number of network evaluations,
leading to low efficiency. One way to speed up the generation process is by
reducing the number of necessary sampling steps. The authors of DDIM
[Song et al., [2021]] achieve this by using a non-Markovian process, which
can be used for reverse diffusion during sampling for models trained with the
DDPM objective. Others distill existing models, e.g., using a teacher-student
approach to create faster models [Salimans and Ho, 2022]]. Song et al. [2023]]
improve upon this idea, demonstrating that their distilled Consistency Model
allows high-quality image generation with a single step. Latent Consistency
Models (LCM) [Luo et al., 2023a]] transfers this idea to latent diffusion models,
which can easily be applied to arbitrary pretrained models without training
using LCM-LoRA [Luo et al.,[2023b].

2.5.3 Implications of Memorization of Original Images

Even though GANs and diffusion models have been shown to generalize well
and not merely reproduce the original data, there is a remaining risk of models
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overfitting on a specific subset of the training images [Nagarajan et al., 2018;;
L1 et al., 2023; Somepalli et al., [2022; Feldman and Zhang, 2020; Webster
et al., 2019]. This memorization can severely impact the privacy of individuals
appearing in the training data of generative methods [Otroshi-Shahreza and
Marcel, [2024; Tinsley et al., 2020, 2022].

Its probability can depend on many factors, such as model size, training dataset
size, or the amount of duplicates in the dataset. Feng et al. [2021] demonstrate
that for StyleGAN2 and BigGAN the likelihood exponentially decreases with
the number of samples in the training dataset. Somepalli et al.| [2022] show
that pixel-level reproduction for the diffusion model DDPM [Ho et al., 2020]
1s unlikely as long as the training set is sufficiently large. However, they also
find the memorization probability specifically for the latent diffusion model
[Rombach et al., 2022]] trained on the LAION-5B dataset [Schuhmann et al.,
2022] to be surprisingly high. This could be due to the large number of image
duplicates or training specifics, such as the number of gradient updates being
large enough to cause overfitting. Moreover, [Carlini et al., 2023]] demonstrate
that training data can be directly extracted from popular models like Stable
Diffusion and Imagen [Saharia et al., 2022] and suggest that they are more
prone to memorization than GANSs.

Strategies to mitigate memorization include data deduplication or differential
privacy (DP) [Dwork et al., [2006], clipping gradients and adding noise to
them during training [Abadi et al., 2016]. This strategy has been successfully
applied to GANs [Xu et al., 2019] and small-scale diffusion models [Chu et al.,
2023]], but can affect data utility.



Chapter 3

Related Work: Face De-Identification
with Utility Retention

In this chapter, we discuss existing strategies for face de-identification in
image data while retaining their usefulness for later applications. We first
contextualize synthesis-based image anonymization, on which the two novel
approaches introduced in this work are based, within the broader landscape of
biometric privacy-enhancing techniques. Next, we introduce relevant datasets
and evaluation strategies to quantify the performance of these approaches,
followed by an in-depth discussion of the state of the art. Finally, we analyze
possible applications for downstream tasks that rely on detailed facial features,
as well as the current limitations of existing approaches.

3.1 Biometric Privacy-Enhancing Techniques for Images

There exist a multitude of techniques designed to mitigate the risks to personal
privacy linked with sharing, storing, and processing biometric image data.
Following the taxonomy introduced by Meden et al.| [2021]], these biometric
privacy-enhancing techniques (B-PET) for images can be divided into three
groups according to their point of application within a biometric recognition
system: at the inference level, at the representation level, or at the image level
(see Figure [3.1)).

Inference-level techniques are utilized when data is employed for matching
or classification purposes. These techniques ensure that the data is used
solely for the intended purpose [[Terhorst et al., 2020]]. Representation-level
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Figure 3.1: Taxonomy of biometric privacy-enhancement techniques following Meden et al.
[2021]]. Our approaches introduced in Chapter [ belong to the group of synthesis-based
techniques operating on the image level.

techniques are applied to a template representation obtained from the original
image data and use strategies such as feature removal [Terhorst et al., 2019] or
homomorphic encryption [Wingarz et al., 2022; Pulido-Gaytan et al., 2021]].
Finally, image-level techniques often directly alter the image. They are well-
suited for anonymizing images intended for human observers and do not
impose constraints on the representation that can be extracted from it. This
flexibility allows for a broad range of downstream applications, making them
the focus of this study.

Image-level techniques can be further categorized into three distinctive classes
(cf. Figure [3.1): adversarial, obfuscation and synthesis-based approaches.
Adversarial approaches utilize adversarial perturbations, examples, or noise
to modify the original image data in a manner that is often imperceptible
to humans. Nevertheless, they can significantly reduce the performance of
re-identification models [[Chhabra et al., 2018}, Gafni et al., [2019]. A concern
with these approaches is that they typically cannot prevent identification by
humans and only protect against specific models. Obfuscation techniques,
on the other hand, comprising traditional methods like masking or heavily
blurring privacy-sensitive regions, can prohibit recognition by humans as well
as automatic identification. However, these methods substantially distort the
visual data, reducing its utility for downstream analysis by humans or for
computer vision applications that rely on facial details [Klomp et al., 2021
Hukkelas and Lindseth, [2023; Lee and You, [2024]. Addressing this limitation,
synthesis approaches generate artificial image data that serves as a surrogate
for the original face instead of obfuscating it. Thus, they offer enhanced
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utility retention. Moreover, they are target-generic, differentiating them from
adversarial approaches. To capitalize on these advantages, the two novel
approaches we will introduce in Chapter @] follow this concept.

3.2 Synthesis-Based Privacy Enhancement

In this section, we describe several recently developed state-of-the-art deep
learning-based approaches of this group as well as the metrics and datasets
used to evaluate them before introducing our two novel approaches in Chap-

ter dl

3.2.1 Datasets

We start by detailing the datasets we use in this work, all of which are publicly
available.
LFW. Labeled Faces in the Wild (LFW) [Huang et al., 2008]| contains 13,233

images of 5,749 celebrities sampled from the “Faces in the Wild” database
[Berg et al., 2004], reducing labeling errors and image duplicates. It was

Figure 3.2: Examples of image pairs from the LFW dataset []Huang et al.[, |2008[|. Matched
pairs (top) contain two photos of the same person, while mismatched pairs (bottom) contain
two images showing different people.
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collected to support the development of face recognition in unconstrained
environments with different facial expressions, lighting conditions, focus,
resolution, occlusions and backgrounds. As it contains labels for pairs of
images that show the same person (matched pairs) or two different persons
(mismatched pairs), it is commonly used for evaluating face verification (see
Figure[3.2). In recent years, it has been established as a benchmark for privacy
protection of synthesis-based de-identification approaches [Maximov et al.,
2020;; Gatni et al., 2019].

CelebA. The CelebFaces Attributes (CelebA) dataset [Liu et al., 2015b]
consists of 202,599 images with 10,177 unique identities. For all of our ex-
periments, we use the aligned and cropped version of the test data split of
CelebA, which contains 19,962 images. The dataset provides annotations on
identity, landmark location, and binary attributes describing features such as
head shape or expression. However, we only use it to illustrate the quality of
faces anonymized with the approaches described in this work.

Biwi. The Biwi Kinect Head Pose Database [Fanelli et al., [2013]] (hereafter
referred to as “Biwi”) is comprised of 14,934 images of 20 volunteers. These
were recorded while the subjects were seated approximately one meter away
from a Kinect, which was used to capture the ground truth head pose data. The
recordings display head poses with Euler angles ranging between +75° yaw
and +60° pitch.

JAFFE. This dataset contains 213 grayscale images with a size of 256 X 256
pixels of ten female Japanese volunteers acting out seven facial expressions:
happy, sad, fear, disgust, anger, surprise and neutral [Lyons et al., 199§].
Images labeled as fear, disgust, or anger are not used in this study, as these
emotions have been found to be challenging to classify on this particular
dataset in previous research [Cho et al., [2020; Lyons et al., 1998]]. This de-
cision leaves us with 122 images, about 30 for each expression. Despite its
modest size, the dataset is widely used as a baseline for emotion detection
[Chen et al., 2020b;; (Cho et al., 2020].

AffectNet. AffectNet is a large-scale dataset comprising approximately one
million facial images displaying various expressions [Mollahosseini et al.,
2019]]. These images were gathered from three search engines across six lan-
guages. Half of the dataset was manually labeled with the following emotion
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categories: neutral, happy, sad, surprise, fear, disgust, anger, contempt, and a
non-face class. As the test split is not publicly available, we use the validation
split of this dataset to quantify retention of emotion after de-identification. We
exclude images of the contempt and non-facial categories because the emotion
detection model we use is not trained to classify these. This results in 3,497
images, about 500 for each emotion.

WIDER FACE. WIDER FACE [Yang et al., 2016] is a public dataset that was
collected for training and testing face detection models. It was derived from
WIDER [Xiong et al., 2015]], which used event categories from Large Scale
Concept Ontology for Multimedia (LSCOM) [Naphade et al., 2006] to query
search engines such as Bing or Google for up to 3,000 images per category.
For WIDER FACE, images without faces and near-duplicates were manually
removed, resulting in a total of 32,203 images. On these, 393,703 faces were
labeled with bounding boxes, tightly outlining the forehead, chin and cheek.
For the purposes of this study, the training split, which contains 12,880 images
and 159,393 faces, was used to train YOLOVS (cf. Section [2.3.2) and DSFD
models (see Section [2.3.4). The validation split with 3,226 images and 39,697
faces was used to evaluate the models, as the ground truth for the test split has
not been publicly released. This approach is justified, as the validation data is
never used to influence training and it is necessary to align with prior work for
fair comparison [Klomp et al., 2021]].

Figure 3.3: Examples demonstrating the different levels of difficulty for the ground truth
bounding boxes given by the WIDER FACE dataset [ Yang et al., 2016]. Green: “Easy”, Blue:
“Medium”, Red: “Hard”.
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Figure 3.4: Left: the distribution of face sizes in the WIDER FACE dataset I]Yang et al.l, |2016|].
Right: image from WIDER FACE showcasing the different scales of faces appearing in this
dataset. The boxes represent the given ground truth bounding boxes, with colors indicating

sizes as given in the legend.

The faces of this dataset are typically divided into three levels of difficulty:
“Easy,” “Medium,” and “Hard”, which are based on their detection rate when
using FaceBox [Zitnick and Dolldr, 2014] (see Figure 3.3)). Another important
characteristic of the dataset is the distribution of the sizes of the ground truth

bounding boxes. Figure [3.4] shows that the large majority of the faces are
contained in boxes smaller than 30 X 30 pixels. The implications of this
distribution for one of our novel approaches will be discussed in Section4.3]

3.2.2 Evaluation Metrics

We use the datasets introduced in the preceding section to evaluate the perfor-
mance of the synthesis-based approaches to de-identification discussed in this
work. These are commonly evaluated regarding their ability to protect images
against automated recognition (privacy protection), image quality and utility

for downstream applications [Maximov et al., [2020; Hukkelas et al., [2019;
Klomp et al., 2021} Hukkelas and Lindseth, [2023].

Privacy Protection. Following the work of |Gafni et al.| [2019] and Maximov|
[2020], we quantify privacy protection with a modification of the pro-
cedure established for benchmarking face verification on Labeled Faces in

the Wild [Huang et al., 2008]]. To this end, we anonymize one of the images

of each matched pair given by the dataset, but not the other. Mismatched
pairs also stay unchanged. The two face recognition models, FaceNet and
ArcFace (see Section [2.4)), are employed to compute the distance between the
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Face
Verification

Anonymization

Figure 3.5: Evaluation procedure for privacy protection. First, one of the images of a matched
pair from the LFW dataset (see Section [3.2.1) is anonymized using the approach we want
to evaluate. Then, a face recognition model is used to perform face verification against the
second image of the matched pair. If the anonymized image is not recognized as the same
person, privacy protection is good.

two images of a pair in the embedding space. This distance is used in turn
to decide whether they can still be recognized as the same person with the
help of a threshold. This is visualized in Figure [3.5] From the ten subsets of
the dataset, consisting of 300 matched and 300 mismatched pairs each, the
aggregate performance of the face recognition model is evaluated. In each step
of the cross validation scheme, nine of the subsets are used to determine the
threshold distance in the face similarity space at which the False Acceptance
Rate (FAR) is 1073. The True Acceptance Rate (TAR) is then measured on the
last remaining subset. This is repeated ten times in total, each time changing
the subset that is used for evaluation. Finally, the estimated mean TAR fizag
1s reported as given by

Z 1121 li

o (3.1)

MTAR =

where #; is the TAR when using subset 1 for evaluation. Additionally, the
standard error of the mean is calculated with

Serr = s (3.2)

5
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with the estimate of the standard deviation &, which can be determined using

it = firar)?
5 .

This metric is then employed to compare the privacy protection performance

of different de-identification approaches. The lower the TAR, the better the

protection against recognition.

Image Quality. Fréchet Inception Distance (FID) [Heusel et al., 2017] is

often used to estimate the quality of generated images, as a good (low) FID

o=

(3.3)

value correlates with human perception of similarity. It builds on the idea

of the Inception Score [Salimans et al., 2016] to use the image classification
model Inception v3 (cf. Section 2.2)) trained on ImageNet [Deng et al., 2009]
to evaluate quality (see Figure [3.6). For FID, the image features calculated

by the inception network after the last pooling layer are extracted. To them,
two normal distributions are fit, one for the real and one for the generated

Real Inception v3

Classification

N, 2)
|
Fréchet Distance = FID

A
N, Z)

Classification

Figure 3.6: The Fréchet Inception Distance (FID) compares a real dataset with a synthetically
generated one, estimating the quality of the generated images. First, both datasets are
processed by an Inception v3 model and the feature vectors from the network’s last pooling
layer are extracted. Then, from all the feature vectors of each dataset, two multivariate
Gaussian normal distributions are derived. The Fréchet distance between the distributions is
called the FID, with lower distances indicating better image quality.
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dataset. Then, the FID is calculated using the closed-form solution of the
Fréchet distance for multivariate normal distributions [Dowson and Landau,
1982]]:

FID = ||y = pgl” + Tr (S, + Z, — 22,2, (3.4)

where u, and u, are the means of the distributions for the real and the
generated dataset and 2, and 2, their respective covariances. Despite recent
criticism of its dependence on ImageNet classes and the assumption that
features can always be represented by a normal distribution [Betzalel et al.,
2022; Jayasumana et al., 2023], it remains a standard metric for evaluating
synthesis-based de-identification [Hukkelas et al., 2019; Maximov et al., 2020;
Hukkelas and Lindseth, [2023]].

An alternative metric that does not rely on features following a normal
distribution is Kernel Inception Distance (KID) [Binkowski et al., 2018]], as it
uses Maximum Mean Discrepancy (MMD) as a distance metric. We use it in
addition to FID to obtain a more complete estimate of image quality.

Data Utility. While TAR, FID and KID are important to quantify the
performance of de-identification methods, they do not quantify the utility of
the resulting images.

Therefore, we use two additional metrics, the retention of head pose and
of facial expression, to estimate the utility for downstream tasks connected
to the analysis of humans. To measure head pose retention, we apply each
de-identification method to the Biwi dataset and afterwards calculate the faces’

Original Anonymized
) | )
e >
./'i\i‘ . = ‘

Angry ?

Figure 3.7: To evaluate utility retention, the images of a dataset labeled with expressions are
anonymized with different de-identification approaches. Then, the accuracy of a machine
learning-based expression classification model is calculated. The higher the accuracy after
anonymization, the better the utility retention.
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Euler angles using the approach of [Ruiz et al. [2018]. We then compute the
difference to the ground truth given by the dataset and compare this to the

value calculated for the original data. The lower the Mean Absolute Error
(MAE), the better.

The conservation of facial expression is judged by applying each de-
1dentification approach to the JAFFE and AffectNet datasets, which contain
labels for facial expressions. Then, we measure the accuracy of emotion
detection models [Serengil and Ozpinar, 2021; Pham et al.,[2021]] before and
after de-identification (see Figure [3.7).

Another way to evaluate data utility is to directly measure the implications for

the downstream task when anonymized instead of original data is used. For

example, Klomp et al.| [2021]] established measuring the utility for training a

face detection model by comparing the performance of face detection models
trained on original data to the same model trained on anonymized data (see
Figure 3.8)). To quantify the performance, the mean Average Precision (mAP)

[Everingham et al., 2005] is computed using the precision and recall of a

model considering only predictions above a given confidence threshold:

. True Positives (TP)
Precision = — — (3.5)
True Positives (TP) + False Positives (FP)

Model Training

|
(1T

Model Evaluation

Original Dataset

Original Validation Set

Figure 3.8: Evaluation of the data utility of anonymized data for training face detection
models by directly measuring the performance change in comparison to using real data.
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loU Threshold = 0.5

loU =
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Figure 3.9: (a) Visualization of IoU. The green bounding box represents the ground truth; the
blue bounding box is a prediction made by an object detection model. The area of overlap
between ground truth and prediction determines the numerator of the IoU, the combined
area (area of union) is the denominator. (b) If the IoU between prediction and ground truth
is higher than the threshold, it is considered a true positive (TP); if it is lower, it is a false
positive (FP). In case no prediction has been made that overlaps with the ground truth, this is
a false negative (FN).

True Positives (TP)
True Positives (TP) + False Negatives (FN)’

The definition of a true positive in object detection depends on the Intersection

Recall = (3.6)

over Union (IoU)
Area of Overlap

ToU = (3.7)

Area of Union ’
of the bounding box predicted by the model with the ground truth bounding
box (see Figure [3.9). For our evaluations, we set the required IoU to 0.5.
The calculation of precision and recall is repeated, decreasing the confidence
threshold from one to zero in steps of 0.001 to create the precision-recall curve.
The average precision (AP) is then calculated by integration:

1
Asz P(r)dr. (3.8)
0

To get the mean Average Precision this is repeated for all object classes we
want to detect and the average is computed:

1 N
mAP = — ; AP;. (3.9)

However, as there is only one class in face detection, the mAP is equal to the
AP. The value ranges from zero to one, with one indicating the perfect score.
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3.2.3 Current Synthesis-Based De-Identification Approaches

We employ the metrics introduced in the previous section to assess synthesis-
based de-identification approaches. Existing approaches are based on a broad
spectrum of technical solutions. Some rely on standard image processing
techniques to automatically replace faces or individual facial components with
those of real donors [Xu et al., 2015; Bitouk et al., 2008; Mosaddegh et al.,
2014]]. Others employ statistical models [[Gross et al., 2005, 2006}; Newton
et al., 2005; |Du et al., [2014; Meng et al., 2017], such as the k-same method
that identifies the k most similar faces in a video and substitutes each of them
with their common averaged face [Newton et al., [2005]. However, in this
work we focus on deep learning-based approaches, as these models typically
create more natural-looking images by leveraging the recent developments
in the field of generative machine learning, such as Generative Adversarial
Networks (see Section [2.5.1)) or diffusion models (cf. Section [2.5.2)), which
can synthesize photo-realistic faces [Karras et al., 2020, 2021a; Rombach
et al., 2022].

The de-identification techniques to which we compare our novel approaches,
Conditional Identity Anonymization GAN (CIAGAN) [Maximov et al., 2020],
DeepPrivacy [Hukkelas et al., 2019], DeepPrivacy2 [Hukkelas and Lindseth,
2023]] and Latent Diffusion Face Anonymization (LDFA) [Klemp et al., 2023],
naturally blend these generated faces with the background. To achieve this,
the characteristics of the original image have to be considered.
Keypoints-Based Approaches: CIAGAN and DeepPrivacy. CIAGAN and
DeepPrivacy incorporate a masked version of the original image together with
its facial landmarks or keypoints to guide the synthesis process by training a
GAN with a U-Net-based [Ronneberger et al., 2015]] generator. While these
two approaches are very similar on a high level (see Figure [3.10), they differ
in several details.

DeepPrivacy adopts a GAN architecture inspired by proGAN (cf. Sec-
tion[2.5.1)), replacing the original unconditional generator with a U-Net-based
design. This modification enables the model to be conditioned with keypoints
and the masked-out image. Training follows the progressive growing tech-
nique of |[Karras et al.| [2018]], with both the generator and the discriminator
initialized with an 8 X 8 pixel resolution, which is doubled multiple times
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Anonymization

e

Figure 3.10: On a high level, the anonymization process of CIAGAN and DeepPrivacy is
similar. Both use a masked version of the original image and facial landmarks extracted from
it as input for a U-Net-shaped generator of a GAN to generate anonymized images. In detail,
the approaches differ significantly in the number of facial landmarks or keypoints needed, the
approach to generate the masked area, as well as the GAN training and architecture.

by appending 3 X 3 convolutional layers to the network until the target out-
put size is reached. The model is trained on the Flickr Diverse Faces (FDF)
dataset [Hukkelas et al., 2019] containing 1.47 million human faces with at
least 128 x 128 pixels for 40 million iterations. As an input to the generator,
DeepPrivacy uses seven keypoints at the ears, the center of the eyes, the nose,
and the shoulders provided by Mask R-CNN [He et al., 2017]. While these
can be reliably extracted for most images, the dependence on shoulder key-
points leads to low-quality outputs for tightly cropped faces. During training,
keypoints are also provided to the discriminator, improving pose retention.
For the generator’s second input, a masked version of the original image,
DeepPrivacy leverages Dual Shot Face Detector (see Section [2.3.4)) to locate
the face region and replaces it with random noise.

The U-Net generator employed by CIAGAN is based on the design of |Shel-
hamer et al.|[2014]] and can be conditioned similarly. However, instead of
seven keypoints, it employs 27 of the 68 landmarks provided by dlib [King,
2009], outlining the jaw, nose, and mouth. This choice significantly influences
utility retention and privacy protection. As the landmarks contain information
on head positioning and expression, they help to preserve these attributes
and to generate faces that blend more naturally into the original background.
On the other hand, they carry information on the identity, which can leak
to the anonymized image. Moreover, relying on detailed landmarks also
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affects the type of images the approach can be applied to, as they often can-
not be extracted for low-resolution or otherwise challenging faces. For the
second input, CIAGAN, unlike DeepPrivacy, only masks the area within the
detected landmarks instead of a bounding box for the face and inpaints it
with monochromatic pixels. Another important difference is that CIAGAN
relies on an additional one-hot identity guidance vector, encoding the output
identity, as an input to the generator. This helps steer the network away from
the landmarks, avoiding to reproduce the original face too closely. In addition,
it can be used to create similar-looking synthetic faces for creating tempo-
rally consistent videos when the same identity guidance vector is given to
the generator for each frame. Conversely, DeepPrivacy does not control the
output identity, therefore creating different faces in each frame when applied
to videos.

Keypoints-Free Approaches: DeepPrivacy2 and LDFA. In contrast to Deep-
Privacy and CIAGAN, DeepPrivacy2 and LDFA are keypoints-free approaches.
Thus, they can anonymize faces even when no keypoints or landmarks can be
detected.

DeepPrivacy? was originally designed for full-body anonymization, only re-
sorting to face anonymization if the required Continuous Surface Embeddings
(CSE) of the entire body cannot be obtained. In this thesis we only consider
its face de-identification functionality to allow for a fair comparison to the
other approaches. It improves upon DeepPrivacy in terms of image quality
by replacing the previous GAN with SG-GAN [Hukkelas et al., 2022], a
StyleGAN-based architecture (compare Section [2.5.7)) that they adjusted for
faces and trained on the FDF256 dataset [Hukkelas and Lindseth, 2023]]. Simi-
larly to DeepPrivacy, a masked-out version of the original image is used as an
input to guide the anonymization. For this, the standard StyleGAN generator
1s exchanged with a U-Net generator, allowing image-to-image translation.
LDFA was developed for the anonymization of vulnerable road users (e.g.,
cyclists or pedestrians) for tasks related to intelligent transportation systems,
such as training a transformer-based semantic segmentation model or perform-
ing face detection on anonymized data without prior training on de-identified
images. Unlike all other approaches, it does not rely on GANs and instead em-
ploys Stable Diffusion (cf. Section [2.5.2) to generate faces (see Figure [3.11).
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Figure 3.11: Overview LDFA. Faces detected by RetinaFace are the targets for anonymization.
Inpainting is applied to the area of the detected bounding box (white), the additional 32
pixel around the face provide context to improve image quality. After 50 steps of forward
diffusion, adding Gaussian noise to the image, the result is used as a starting point for the
reverse diffusion process together with the masked-out context.

The simple, yet effective two-step pipeline starts by detecting face bounding
boxes using RetinaFace [Deng et al., 2020]. The area of the image where
the face has been detected, extended by 32 pixels to each side, is passed into
Stable Diffusion. Before the reverse diffusion process starts to inpaint the
masked-out area of the original, the image is subject to 50 forward diffusion
steps, each adding Gaussian noise. This heavy distortion is meant to avoid a
close reconstruction of the original. Yet it also removes structural cues, for
example, regarding occlusions within the bounding box, making it harder to
produce realistic transitions between the original background and the inpainted
area. Moreover, despite this measure, LDFA cannot provide more privacy
protection than DeepPrivacy or CIAGAN, even though they rely on explicit
guidance from keypoints or landmarks.

3.2.4 Applications and Limitations of Previous Work

The approaches described in the previous section can significantly facilitate
the sharing, storage and processing of datasets for academic and commercial
use by ensuring regulatory compliance without compromising data utility.
However, currently no existing solution provides perfect utility retention and
is applicable to every possible downstream use case. In the rest of this section,
we first present possible application scenarios and then discuss how far the
approaches introduced previously can satisfy their specific requirements.
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Sharing, Analyzing and Storing Videos for Complete Semantic Un-
derstanding. One scenario is to apply anonymization to images or videos
from sensitive domains such as surveillance or patient data that still require
detailed semantic understanding of the captured scenes. For example, Wilson
et al.| [2022] discuss applications for mitigating privacy risks created by
sharing videos of patients for telehealth, remote training for clinicians or
dataset sharing for computational research, specifically for the assessment
of autism symptoms in children. For this application, anonymized data
would have to retain details such as facial expressions as well as gaze and be
applicable to video. Another use case is to de-identify surveillance footage
to reduce the risks of an unauthorized attacker viewing the material and to
increase acceptance from the monitored individuals. For instance, Ravi et al.
[2021] discuss employing such techniques for residents of an Active and
Assisted Living facility who have given consent to being monitored by the
home’s personnel for safety reasons. Here too, applicability to video and
retention of expressions could be required to correctly assess potentially
dangerous situations.

Training Machine Learning Models for Downstream Tasks. Another
scenario is to anonymize datasets meant for training machine learning models
prior to making them publicly available to the scientific community or compa-
nies. Many computer vision tasks, such as face detection, keypoint detection,
action recognition or people tracking, do not depend on privacy-sensitive
features identifying individuals. Instead, they rely on characteristics such as
generic human shape and texture (face detection, people tracking) or head
position and expression (keypoint detection, action recognition). Therefore,
these tasks can be performed on and learned from the data downstream, even
after appropriate anonymization. Among these applications, face detection
probably has the least stringent prerequisites on anonymization to preserve
details such as keypoints or expression, but requires robustness to crowded
scenes, various types of occlusions or complicated lighting conditions.
Moreover, the diversity of the original dataset has to be retained.
Applicability of Previous Work. Of the approaches discussed above, only
CIAGAN seems applicable to the first scenario, as it works on videos and
aims to retain detailed facial structures by utilizing a substantial number of
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landmarks. However, CIAGAN often creates low-quality images for chal-
lenging head positions and occlusions and cannot retain complex expressions
or gaze. Consequently, in the next chapter, we will introduce a novel, more
robust approach using denser landmarks to conserve even more detail without
significantly reducing privacy protection.

The second use case can, in principle, be addressed by all of the approaches.
However, while Klomp et al.| [2021]] show that anonymized training data can
be employed to train high-quality face detection models, the low quality of
the synthesized faces when landmarks or keypoints cannot be extracted for
CIAGAN or DeepPrivacy and the comparatively weak privacy protection
of LDFA and DeepPrivacy? limit their usefulness. Thus, we will present a
second keypoints-free approach, improving upon both privacy protection and
data utility retention compared to existing approaches.



Chapter 4

Two Novel Approaches for
Synthesis-Based Privacy Enhancement

In this chapter, we present two novel approaches for synthesis-based privacy
enhancement that were developed in the context of this thesis [Leibl et al.,
2023; Leibl and Mayer, 2024]]. They are based on a similar idea, namely
using synthetically generated source faces to guide the anonymization process,
but are optimized towards different objectives, as discussed in the preceding
chapter. The first approach, which we call DetailedPrivacy in this thesis, aims
to retain fine-grained facial features such as head position, gaze and detailed
expressions.

The second approach, StablePrivacy, also uses a source library to guide
de-identification, but refrains from using facial keypoints to retain detailed
features. Instead, it employs rough structural guidance. Therefore, it is
applicable to images where no or not all keypoints can be detected due to small
face size, occlusions or other challenging conditions. While this approach
cannot transfer details such as the exact expression to the anonymized image,
it can preserve more coarse features such as a realistic human appearance.
Images anonymized with this approach can, for example, be used as training
data for face detection models.

We start with providing an overview of the approaches and comparing them
to each other in Section 4.1l In Sections and we evaluate our novel
approaches against state-of-the-art approaches for their respective use case.
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4.1 Overview of the Approaches

4.1.1 DetailedPrivacy: De-Identification Retaining Facial Details

DetailedPrivacy is our approach for anonymizing faces focusing on retaining
detailed facial features. It combines FSGANV?2 (see Section[2.5.1)), a powerful
face swapping method, with a carefully created library of synthetic source
faces and an automatic source selection mechanism designed to balance two
competing objectives: safeguarding privacy and maintaining data utility.

The first component of our approach is the source library. The idea is to
create a collection of images from which we can later choose the most
suitable source, because, contrary to face swapping, we are not restricted
to using the image of a specific real person. Moreover, employing only
synthetic source faces ensures that the generated images cannot infringe
upon the privacy rights of a third person. To build this library, we generated
100 faces with StyleGAN?2 (cf. Section[2.5.1]) and optimized them for their
use in DetailedPrivacy by creating additional views of the synthetic faces
from different angles. This is implemented by applying dlib’s [King, 2009]]
facial landmark detector to extract 68 facial landmarks and computing the
rotation matrix of a given face. From this matrix, an attribute vector is
generated using the method developed by Meil3ner et al. [2022], which can
be employed to iteratively adjust the yaw angle for each of the 100 seeds
to the required head position. This way, for each source, we create five
images at different angles (approximately 25°, 15°, 0°, —15°, —25°), which
we finally resized to 256 x 256 pixels. Examples from the resulting source
library are given in Figure 4.1} The second component of our approach is
the automated selection of a source image for each target, as handpicking is
unfeasible when anonymizing large-scale datasets. Our approach relies on
two parameters influencing this choice: face similarity measured by Euclidean
distance in FaceNet’s embedding space (see Section [2.3)) and head pose,
estimated using Hopenet [Ruiz et al., 2018]. While a source image that closely
resembles the target may better preserve data utility, opting for a face with
greater dissimilarity may yield better privacy protection. The source pose
can influence anonymization as large differences to the target lead to more
significant adjustments by FSGANvV2, which can cause identity leakage and
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Figure 4.1: DetailedPrivacy’s source library is a collection of 100 synthetic face images
generated with StyleGAN2 (see Section [2.5.1)). For each face, five different views were

created depicting the same face at different Euler angles (yaw angle: 25°, 15°, 0°, —15°,
—-25°).

reduced texture quality, as discussed by Nirkin et al.| [2022]]. Empirically, we
found that choosing a face with a pose roughly similar to the target while also

maximizing facial dissimilarity provides the best balance between privacy
protection and data utility retention. To implement such a selection process,
we first identify the three candidate faces from our source library with the
largest FaceNet embedding distance from the target. We randomly select
one of them to guide the de-identification. This avoids a unique mapping
that could be reversed by an attacker trying to undo the anonymization. For
the chosen candidate, we use the generated view that depicts the face at the
pose most similar to the target’s. The benefits of this selection process are
further quantified and discussed in Section 4.2.2] Finally, we pass the source
as an input to FSGANvV2, which leverages 98 landmarks from the target
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Dataset

Figure 4.2: Overview of DetailedPrivacy. First, a suitable source library of synthetic faces
that do not infringe privacy rights is created using StyleGAN2. The source selection process
chooses a suitable image from the source library for each target image, which we want to
anonymize. The source face is replaced by the target using the face swapping approach
FSGANV2 (cf. Section [2.5.1). The resulting face image is de-identified, exhibiting little
similarity to the original face while maintaining key attributes like pose and expression.

face determined by HRNet [Wang et al., 20214] to retain the head position
and facial expression for the anonymized image. A visual overview of our

approach is given in Figure 4.2]
De-identification of Videos. With some minor modifications, our approach
extends naturally to videos. For this, maintaining a consistent real-to-fake

identity mapping [Maximov et al., 2020] is crucial for ensuring coherence

across frames. Changing the fake identity for a given real person during a
video sequence would interfere with tasks performed on the de-identified
video. To enforce consistency, we use our source selection process on the
first frame to assign a synthetic source face to each target face based on its
distance in the similarity embedding space. For the rest of the video, we
choose only from the five views generated for that source when optimizing for
pose similarity.



4.1 Overview of the Approaches 57

4.1.2 StablePrivacy: Robust De-Identification with Strong Privacy Pro-
tection

StablePrivacy, our second approach for synthesis-based de-identification, re-
lies on Stable Diffusion (sd-v1-5-inpainting E[) for generating realistic
inpaintings of the facial region that we want to anonymize. It does not require
keypoints to guide face generation. Instead, a noise-modified version of the
original image is employed, utilizing the SDEdit technique, along with a
source face passed to Stable Diffusion using the IP-Adapter with pretrained
weights (ip-adapter_sdl5 E[) Even though previous work has explored
keypoints-free de-identification [Hukkelas and Lindseth, 2023; Klemp et al.,
2023]], our approach provides uniquely strong privacy protection due to the
usage of source faces as well as robustness in complicated scenes because

of structural guidance from the target image. A graphical overview of our
approach is shown in Figure 4.3]

Latent Space _
Forward Diffusion - g
A Shortened | @

Target Dataset

Source Library

g3t gaiaction Image Prompt iIP—Adapter
Figure 4.3: Overview of StablePrivacy. It starts by masking the facial region of the original
image and encoding both the masked and the original image into Stable Diffusion’s latent
space. Then, Gaussian noise is applied to the original image, maintaining some of the
structural details with a shortened forward diffusion process (strength = 0.7) using SDEdit (cf.
Section[2.5.2). The masked as well as the noisy image are then passed to Stable Diffusion’s
U-Net for reverse diffusion. Simultaneously, a synthetic source face, selected for minimal
similarity to the target, is processed by the IP-Adapter as an image prompt. Guided by these
inputs, Stable Diffusion inpaints the previously masked region, creating an anonymized output
image.

'https://huggingface.co/runwayml/stable-diffusion-inpainting/blob/main/sd-v1-5-inpainting.ckpt
Zhttps://huggingface.co/h94/IP-Adapter/tree/main/models
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Similarly to DetailedPrivacy, we create a library of synthetic source images
with StyleGAN?2 to ensure that no real individual’s privacy is compromised.
However, the dataset is significantly larger, containing 1,000 faces. Moreover,
the images were manually curated, discarding faces with excessive occlusions
by hair, glasses or other objects and balancing the gender distribution by
choosing equal numbers of female and male faces. Additionally, instead of
relying on multiple views, we adjusted the Euler angles of the heads (yaw
angle) to approximately O degrees [Meiliner et al., 2022] to ensure the image
prompts contain sufficient relevant features to guide the identity transfer.
Inspired by the source selection process of DetailedPrivacy, StablePrivacy
automatically chooses a source from our library that is sufficiently different
from the target. This is achieved by requiring a minimum distance in the
face similarity space between the source and the target, which is calculated
using FaceNet (compare Section [2.4). The threshold distance is empirically
determined and fixed to 1.6 for all experiments.

Once a suitable source is chosen, it is processed through IP-Adapter’s projec-
tion network and passed into the attention layers of Stable Diffusion’s U-Net
using decoupled cross-attention. Its influence on the output image is regulated
by the classifier-free guidance (CFG) scale.

To define the modification area, our approach requires bounding box coordi-
nates outlining the face. These coordinates can be obtained either from a face
detection model or, when available, from ground truth annotations provided by
the dataset. Optionally, the size of the inpainting area can be increased by an
additional margin around the bounding box to ensure even weakly identifying
features, such as the hair, are changed.

When an image contains multiple faces that need to be anonymized, our ap-
proach handles them sequentially. For each face, the associated bounding
box is extended by 100 pixels to each side (see Figure 4.4} large blue boxes)
and this area is cut out and passed to StablePrivacy. As the region around
the face provides context for the inpainting, it improves image quality. After
anonymization, only the area modified by inpainting (see Figure 4.4], small
red boxes) is used to replace the corresponding area in the original image.

In order to guide the inpainting process for better utility retention, two ver-
sions of the original image are prepared as input, limiting the identifying
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StablePrivacy

Figure 4.4: Image from WIDER FACE demonstrating anonymization of multiple faces in a
single image. Individual image regions (larger blue boxes), each outlining one face (smaller
red boxes) for anonymization, are cut out and sequentially passed to StablePrivacy. After
anonymization, only the inpainted area (red box) is used to replace the corresponding area in
the larger original image.

features they contain. In the first, the face is blacked out. In the second, it is
superimposed with Gaussian noise, which can be regulated through a strength
parameter (see Section [2.5.2)) that ranges from zero (no noise) to one (only
noise). The more noise is added, the less identity information can leak to the
output image, yet ensuring the underlying structure remains vaguely intact can
benefit robustness and utility retention. After empirical validation, which we
will discuss in detail in Section 4.3.4] we found a value of 0.7 works best for
faces of a reasonable size. Only if faces are smaller than 30 X 30 pixels, we
find it acceptable to reduce the strength to 0.5, improving structural guidance
at the expense of privacy protection. However, as the small size of these faces
already limits recognition, less stringent protection is required. This choice is
validated through several experiments in Section4.3.4]

Apart from the strength, other parameters like the size of the inpainting area
and the CFG scale affect the trade-off between privacy and data utility of our
approach. Their choice is also discussed in Section 4.3.4]

4.1.3 Comparison of the Novel Approaches

After outlining our two novel approaches, DetailedPrivacy and StablePrivacy,
in the previous sections, we compare them directly, illustrating their similari-
ties and highlighting the differences that help them to excel at their specific
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use case.
Both approaches employ similar strategies for de-identification, each using
synthetic source faces in combination with structural cues from the original
image to guide the anonymization. In DetailedPrivacy, the structural infor-
mation consists of landmarks extracted from the target face. These contain
detailed information about head position as well as expression and can be used
to create temporally consistent videos. However, landmarks can leak identity
to the output and cannot be extracted for challenging images or low-resolution
faces. Therefore, their usage poses limits to privacy protection and robustness.
In contrast, StablePrivacy relies on structural cues from the noise-modified
original image, which only holds rough information on head position and
expression, but additionally includes information about the structure of facial
occlusions and can be obtained for all images. While this approach facilitates
realistic anonymization under difficult conditions, it also tends to leak identi-
fying features, as discussed in Section4.3.4]

To counteract identity leakage, both approaches rely on a source face from
an image library to steer the inpainting model away from creating faces too
closely resembling the original. However, the structure of the source libraries
differs, as they are chosen to work well with their specific inpainting approach.
For DetailedPrivacy, five different views of each source are generated, as this
reduces the number of iterations necessary to adjust the pose of the source
face to that of the target with FSGANv2. In contrast, StablePrivacy does
not require multiple views. Instead, faces are frontalized to avoid one-sided
depictions that offer limited information for other angles.

Moreover, the source selection process in both approaches is very similar, us-
ing FaceNet to find source faces that are sufficiently different from the original.
Our ablation studies in Sections @.2.2] and 4.3.9| show the importance of this
step for privacy protection. However, unlike StablePrivacy, DetailedPrivacy

additionally requires selecting the view of the source that aligns best with the
target position.

Finally, the two approaches differ in the inpainting method they use. While De-
tailedPrivacy relies on a more lightweight GAN-based approach, StablePrivacy
uses a latent diffusion model, which is much larger. Therefore, DetailedPri-
vacy can be used with a smaller GPU, making it more accessible for many
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users.

4.1.4 Differentiation from Face Swapping and Training on Synthetic
Data

Before we continue with the evaluation of our novel approaches against the
state of the art, we first clarify the distinction between de-identification, face
swapping and the generation of fully synthetic data.

Although technically similar, our synthesis-based de-identification approaches
differ from face swapping as they are optimized for a distinct objective. Face
swapping is designed to convincingly replace the target’s face with that of
a specific real person, effectively placing the source individual into a scene
they were not in. However, these methods typically lack safeguards against
identity leakage of the target face to the final image, increasing the risk of
re-identification. In comparison, our approaches focus less on the source and
more on protecting the privacy of the target.

Additionally, face swapping is generally designed for modifying a limited
number of images or videos. In such cases, users can manually select source
and target faces that already share similarities or even fine-tune models for
specific individuals. This flexibility allows for the creation of artificial images
that are often indistinguishable from real ones.

In contrast, de-identification is intended for large-scale datasets and prioritizes
anonymization over realism. Therefore, de-identification requires an entirely
automated selection process that ensures privacy protection. The main objec-
tive is not to create visually undetectable swaps but to maximize privacy by
preventing identity leakage while preserving data utility.

Another important difference exists between de-identification and fully syn-
thesizing data [Joshi et al., 2022]. Both can be used as a substitute for real
data in training machine-learning models for the analysis of humans. Indeed,
several studies have explored generating training data entirely using generative
machine-learning models, such as GANs, for applications like face recog-
nition [Boutros et al., 2023, 2022; Kolf et al., 2023]] and facial expression
classification [Niinuma et al., 2020]. However, this approach is not suitable
for tasks that require processing complex scenes. Crowded environments,
global lighting conditions and occlusions, etc., are difficult to synthesize, yet
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essential for high-quality training datasets in tasks like face detection.

Due to these challenges, we focus on de-identification, only changing the
relevant facial regions while preserving the original scene context rather than
generating entirely synthetic images.

4.2 Evaluation of DetailedPrivacy for Retaining Facial De-
tails

4.2.1 Experiments

We start with the evaluation of DetailedPrivacy. Examples of faces anonymized
with this approach are shown in Figure @d.5] In this section, we only consider
keypoints- or landmarks-based de-identification tools, i.e., CIAGAN and Deep-
Privacy, for comparison. We do not include the keypoints-free techniques
LDFA, DeepPrivacy?2 or StablePrivacy, as they cannot retain detailed features.

Figure 4.5: Examples from the CelebA dataset (see Section anonymized with De-
tailedPrivacy. It can handle difficult lighting, partial occlusions and a variety of head posi-
tions, conditions other approaches often struggle with. While some of the images have a
somewhat artificial look, convincing realism to a human observer is not the main focus of
de-identification. Instead, we focus on privacy protection and utility retention.
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De-ID Method FaceNet (|) [%] | ArcFace (1)[%] | KID(l) |FID()) |
Original 98.60 + 0.76 96.13 + 1.81 N/A N/A
Face Pixelization 16 x 16 |  0.56 + 1.67 0.33+0.26 | 0.0417 £0.0012 | 43.09
CIAGAN 3.40 + 0.65 583+ 1.97 |0.0105+0.0007 | 13.30
DeepPrivacy 10.90 + 1.93 6.63 +£2.12 0.0014 £ 0.0002 | 2.37
DetailedPrivacy 9.03 + 1.01 11.47 £2.25 | 0.0146 + 0.0008 | 13.26

Table 4.1: Performance for privacy protection (TAR measured using FaceNet or ArcFace) and
image quality (KID, FID) evaluated on LFW for keypoints-based synthesis approaches for
de-identification compared to pixelization serving as a baseline. Lower TAR implies better
privacy protection. Lower values for KID and FID indicate better image quality.

Instead, these will be analyzed in Section [4.3]in the context of a different use
case.

Basic Image Quality. The basic image quality of de-identified images is
quantified with KID and FID as discussed in Section[3.2.2] Table {.1]shows
the quality of our pipeline compared to the original unaltered LFW dataset,
face pixelization as a baseline traditional anonymization technique and to
the synthesis-based de-identification approaches CIAGAN and DeepPrivacy.
While we achieve significantly better KID and FID than the baseline method,
CIAGAN and DeepPrivacy perform even better. However, these metrics only
capture image quality across the entire dataset and do not account for specific
scenarios. For instance, our approach often produces more realistic outputs
for faces viewed at large angles or in challenging poses. As exemplified in
Figure 4.6], our approach introduces fewer artifacts on a profile-oriented face
(row 4) and handles the difficult occlusion by the shoulder (row 5). Moreover,
even though achieving a certain level of image quality is beneficial, the main
objective of de-identification approaches is more retaining details of the face,
like the exact pose or facial expression, which cannot be quantified by these
basic metrics, and less on maximizing realism.

Privacy Protection. Another key metric for de-identification is how well
it can prevent re-identification. The examples shown in Figure give a
qualitative comparison of the different approaches. Focusing on the charac-
teristics humans rely on when recognizing faces (see Section 2.4.2)), such
as the shape and color of the eyes, the thickness of the lips or the shape of
the nose, it can be seen that all anonymized images are significantly altered.
DetailedPrivacy can change the color of the eyes (see rows two and four) and
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Original Pixelization CIAGAN DeepPrivacy DetailedPrivacy

Figure 4.6: Qualitative comparison of images from CelebA (cf. Section 3.2.1) de-identified
using pixelization with a 16 by 16 blur kernel, CIAGAN, DeepPrivacy and our approach,
DetailedPrivacy.

significantly modify the shape of the nose (see rows one, three and six), while
the changes in the form of the lips and eyes are more subtle. For CIAGAN
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and DeepPrivacy, on the other hand, these changes are more pronounced. The
retention of these characteristics can be traced to the usage of landmarks and
keypoints. The sparse keypoints used by DeepPrivacy only retain the distance
between the eyes and nose or the approximate width of the face, giving the
model the freedom to change facial features. CIAGAN employs more detailed
landmarks, but omits the outer landmarks of the mouth region, as well as those
around the eyes and the lower part of the nose. Therefore, it leaves their exact
shape unspecified. In contrast, DetailedPrivacy uses 98 landmarks that clearly
outline many facial features, but still achieves good anonymization by relying
on the guidance from the source face to reduce the resemblance to the original.
For a quantitative evaluation of the privacy enhancement, we use the TAR
measured with ArcFace or FaceNet. As discussed in Section [3.2.2] a lower
TAR indicates anonymized faces are harder to re-identify. The results shown
in Table {.1|demonstrate that CTAGAN achieves the strongest anonymization,
reducing the TAR from 98.60 % to 3.40 % when FaceNet is used as the
recognition tool and from 96.13 % to 5.83 % for ArcFace in our experiments.
DeepPrivacy is outperformed by our approach for FaceNet, but achieves better
privacy protection on ArcFace. DetailedPrivacy provides reasonable privacy
protection, reducing the TAR to 9.03 % for FaceNet and 11.47 % for ArcFace.
For most of the results above, FaceNet outperforms ArcFace in terms of re-
identifying anonymized faces in our setting. In contrast, the opposite is true for
DetailedPrivacy, as its source selection process depends on FaceNet to choose
sources that ensure significant differences to the originals. By maximizing
the distance between the original and the de-identified images specifically in
FaceNet’s feature space, this influences privacy protection when performance
is measured with the same recognition model. However, our de-identification
approach demonstrates comparable protection against ArcFace, which is not
part of the anonymization process. Thus, illustrating the strategy’s broader
effectiveness. Some examples of pairs from LFW successfully anonymized
with DetailedPrivacy are given in Figure 4.7] On the other hand, Figure 4.§]
shows instances where ArcFace re-identified the anonymized faces. Notably,
failed anonymization often occurs repeatedly for the same individual, which
might indicate especially distinctive traits (e.g., an unusual head shape) that are
difficult to conceal. Furthermore, in these failure cases, the face replacement is
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Figure 4.7: Examples of matched pairs from LFW (see Section 3.2.1)) that were successfully
anonymized with DetailedPrivacy, preventing ArcFace recognition. The left image in each
pair is always the one left unchanged, while the right has been anonymized.

Figure 4.8: Examples of matched pairs from LFW (see Section l where DetailedPrivacy
anonymization did not prevent ArcFace recognition. The left image in each pair is unchanged,
while the right image has been anonymized.
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often incomplete, a limitation of our approach we will further discuss in Sec-
tion4.2.3] As CNN-based classifiers are often biased towards texture [Geirhos
et al., 2019], we speculate that this influences re-identification. Even though
DetailedPrivacy is outperformed on this metric by other approaches, we argue
that the primary barrier to the widespread adoption of de-identified data is not
insufficient privacy protection but rather limited data utility retention. While
all approaches can significantly enhance privacy, they will only be widely
adopted if they are suitable for the intended task, in a way comparable to the
original data.

Retention of Detailed Face Data Utility. Therefore, assuming a reason-
able level of privacy protection, from our point of view, the primary focus
should be on metrics that directly assess data utility retention. To this end,
we use the retention of head pose and facial expression to estimate the utility
for downstream tasks linked to the analysis of humans. Our evaluation of
pose retention given in Table 4.2] demonstrates that our approach maintains
the yaw and roll Euler angles better than all other approaches. However, as
the example images in Figure 4.9 show, DetailedPrivacy struggles to create
high-quality faces for high pitch angles. Overall, DeepPrivacy achieves a
better result on the Mean Absolute Error across the three Euler angles because
it performs much better on pitch. The poor performance of CIAGAN in this
task is likely a consequence of its training on CelebA, which has a strong
bias towards frontal images, rather than a fundamental limitation of the model.
Consequently, it tends to generate unrealistic frontalized faces for extreme
poses (see, e.g., Figure 4.6 row four). This results in bad retention of the
Euler angles. DetailedPrivacy is very effective at preserving facial expression,

De-ID Method | Yaw (|) | Pitch (]) | Roll () | MAE (])
Original 4.42 6.67 3.25 4.81
CIAGAN 8.31 10.03 5.22 7.85
DeepPrivacy 4.31 6.63 3.52 4.82
DetailedPrivacy | 4.16 8.14 3.03 5.11

Table 4.2: Yaw, pitch, roll, and Mean Absolute Error (MAE) of Euler angles, as computed
using Hopenet [Ruiz et al.| [2018] on the Biwi dataset (see Section[3.2.T)). “Original” denotes
the results on the unaltered dataset, while “CIAGAN,” “DeepPrivacy,” and “DetailedPrivacy”
show performance after the respective de-identification method was applied.
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Figure 4.9: Two examples from the Biwi dataset (cf. Section|3.2.1)) for two different volunteers.
For each, the top images are the originals, while the bottom images were anonymized using
DetailedPrivacy. The approach is robust to large yaw and roll angles, but often creates
unrealistic images for high pitch angles (see image six of the first example and image three of
the second).

as can be seen in the examples given in Figure 4.10] even though there is
some complexity to human emotion that cannot even be captured with the 98
landmarks guiding our approach. Table 4.3| demonstrates that it surpasses all
other de-identification methods on emotion retention.

The baseline accuracy for emotion classification on original JAFFE (see

Section [3.2.1)) images using DeepFace’s emotion recognition [Serengil and
Ozpinar, 2021]] is 66 %. When the images are de-identified with CIAGAN
and DeepPrivacy, this number drops to 27 % and 29 %, respectively. De-

tailedPrivacy, on the other hand, retains 57 % accuracy. DeepPrivacy’s poor

| De-ID Method | Accuracy JAFFE (1) [%] | Accuracy AffectNet (1) [%] |

Original 66 44
CIAGAN 27 20
DeepPrivacy 29 N/A
DetailedPrivacy 57 31

Table 4.3: Evaluation of performance retention for emotion detection after de-identification
on the JAFFE and AffectNet datasets (see Section @) First, the accuracy is measured on
the original images and then again after CTAGAN, DeepPrivacy or our approach was applied.
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Figure 4.10: Comparison of images from JAFFE (left) and AffectNet (right). See Section
for details. The top row consists of original unaltered images from the respective dataset,
while the images in the bottom row were anonymized with DetailedPrivacy.

performance is expected, as the model never sees the original image and only
takes seven key points (left/right eye, left/right ear, left/right shoulder, nose) to
guide the anonymization process, leaving the expression ambiguous. Thus, it
creates a random facial expression, with a bias to those appearing most often
in its training dataset (FDF [Hukkelas et al., 2019])

CIAGAN, despite utilizing a subset of 27 out of the 68 facial landmarks that
are extracted with dlib 2009], performs even worse on this task. This
1s likely due to the absence of the outer landmarks of the mouth region and

the landmarks around the eyes and the lower part of the nose, which means
that the expression is only coarsely defined. Moreover, the model struggles
with faces viewed at larger angles, where lower image quality further impacts
its effectiveness. On the other hand, as DetailedPrivacy utilizes 98 landmarks
clearly outlining detailed facial expressions, it achieves the best results on this
metric.

As the JAFFE dataset is rather limited in size, we repeat our experiments
on the larger AffectNet (see Section [3.2.1]) using ResidualMaskingNetwork
[Pham et al., 2021]], because the classes predicted by this model align with
the ground truth given by the new dataset. The results demonstrate that our

approach preserves expressions on this dataset as well, though accuracy drops
from 44 % for the baseline to 31 % after anonymization (cf. Table d.3)). As
DeepPrivacy cannot be fairly evaluated on this dataset we do not include its
results. This is because AffectNet only provides tightly framed facial images,
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lacking the keypoints at the shoulders and the background surrounding the
face, which DeepPrivacy relies upon for quality. CIAGAN’s performance is
probably negatively affected because AffectNet includes more faces at larger
angles than JAFFE.

4.2.2 Ablation Study

In this section, we validate the suitability of the source selection strategy pro-
posed for DetailedPrivacy. Table d.4] presents the effect of several alternative
ways to choose the source image on privacy protection against FaceNet and
ArcFace, image quality, as well as retention of expression and pose.

Our results demonstrate that randomly selecting a source from the library of
synthetic images significantly lowers privacy protection, reduces performance
on emotion detection and slightly decreases pose retention. However, image
quality measured by KID and FID remains roughly the same.

Similarly, choosing a source image solely based on maximal distance from
the target in the face embedding space without accounting for pose similarity
also results in weaker privacy protection compared to the proposed approach.
Surprisingly, selecting the closest sources enhances emotion detection perfor-
mance after de-identification. This likely occurs due to expression features
being tightly coupled with identity features in the face similarity embedding.
Therefore, faces that already have expressions resembling the original will
be favored when selecting the closest source faces. This facilitates the exact
replication of the expression by FSGANvV2, leading to better results. Never-
theless, this method fails as a de-identification strategy because it leads to an

| De-ID Method | FaceNet (1) [%] | ArcFace (1) [%] | KID(l) | FID (1) | Acc. JAFFE (1) [%] | MAE Pose ({) |
DetailedPrivacy | 9.03 + 1.01 1147 +2.25 [ 0.0146 + 0.0008 | 13.26 57 5.11
Random 21.87+3.10 | 21.53+324 | 0.0141+0.0008 | 13.05 52 5.29
Furthest 11.00 + 3.09 16.03 £3.39 | 0.0149 + 0.0009 | 13.71 56 533
Closest 50.10 £ 3.11 42.53+3.87 | 0.0114+0.0008 | 11.04 61 5.26

Table 4.4: Comparison of several alternative ways to select source faces for de-identification
with DetailedPrivacy. The first row gives the baseline results. “Random” indicates that images
were selected randomly from the source library, whereas “Furthest” and “Closest” denote
choosing the images with the largest or smallest distance to the target in the facial similarity
embedding space without accounting for pose similarity. The accuracy of emotion detection
after de-identification (JAFFE dataset) and the Mean Absolute Error of pose estimation (Biwi
dataset) are determined after de-identification.
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unacceptable re-identification rate of 50.10 % for FaceNet.

4.2.3 Limitations

Even though DetailedPrivacy demonstrates robust data utility retention and
privacy protection for faces with challenging poses, expressions and back-
grounds, the image quality of the de-identified images suffers for unusual
poses. An example is shown in the first image of the first row of Figure 4.11]
but the same phenomenon can be observed in Figure 4.9} especially for large
pitch angles of the face as discussed in Section4.2.1 The underlying cause for
this limitation is the lack of images of similar poses in the library of synthetic
source faces, as FSGANv2 depends upon such images as a starting point for
its iterative adjustment of the source to the target position. The greater the
difference between the facial yaw, pitch, or roll angles, the greater the degra-
dation of identity and texture quality [Nirkin et al., 2022]]. In our pipeline, this
could be mitigated by including faces at more unusual angles in the source

library. Thus, using the source selection process, faces closer to the target

Figure 4.11: Failure cases of images from CelebA (see Section anonymized with
DetailedPrivacy, highlighting the limitations of our approach. Large head angles often lead
to reduced image quality, while significant occlusions can be partially removed or result in
unnatural skin tones in the synthesized faces. Additionally, generated elements such as teeth
and glasses can appear artificial. In some instances, the surrogate face fails to fully cover the
target face, leading to incomplete anonymization.
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pose could be chosen. However, we have only included faces with yaw angles
up to + 25 °. Generating faces with even larger angles with the technique used
in this work [MeiBner et al., 2022] leads to images with more artifacts and can
cause significant changes in identity features, causing inconsistency between
different views.

Another limitation rooted in the source library is the unrealistic appearance
of generated glasses, which are often incomplete, as shown in the second
and third images of the first row of Figure d.11] This could be addressed by
removing people with glasses from the source library, but this would also
reduce the diversity of the anonymized images. Synthesis of teeth also often
leads to artificial results, which can be seen in the second to last image.
While our approach deals well with small occlusions, larger occlusions from
sunglasses, microphones (last two images, first row) or hands covering the
face (first image, second row), are challenging to recreate in a realistic fashion.
Instead, they are often partly removed. Additionally, the second and third
images in the second row show that unrealistic skin tones can be generated for
people with beards or other large facial occlusions.

Finally, the last image shows that faces are sometimes only incompletely cov-
ered by the surrogate face, which could negatively affect privacy protection.
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4.3 Evaluation of StablePrivacy for Anonymizing Training
Data

While DetailedPrivacy was designed to retain fine-grained facial details, Sta-
blePrivacy focuses on retaining coarser features. It can create high-quality
anonymizations even for challenging images, making it ideal for de-identifying
training data for tasks such as face detection. In this section, we compare our
approach to the state of the art for this use case.

4.3.1 Privacy Protection and Image Quality

Similarly to the last section, we first evaluate privacy protection and image
quality of StablePrivacy, before discussing task-specific data utility retention.
The example faces anonymized with the different approaches shown in Fig-
ure illustrate these properties qualitatively. Our anonymizations look
highly realistic and results are obtained robustly for challenging images con-
taining occlusions such as hats (row two), beards (row four) or glasses (row
five) as well as difficult poses (row two) and expressions (row seven). More-
over, as it does not use keypoints, our approach is free to change features that
make faces similar in human perception, such as the shape of the eyes or the
thickness of the lips and eyebrows (cf. Section [2.4.2). Notably, in several
examples the shape of the entire face is altered (e.g., rows six and seven).

Tabled.5]includes the results from the last section for original unaltered data,

| De-ID Method | FaceNet (1) [%] | ArcFace () [%] | KID () | FID () |
Original 98.60 + 0.76 96.13 + 1.81 N/A N/A
Face Pixelization 16 X 16 0.56 = 1.67 0.33 £0.26 0.0417 £0.0012 | 43.09
CIAGAN 3.40 + 0.65 583+197 | 0.0105+0.0007 | 13.30
DeepPrivacy 10.90 + 1.93 6.63 £2.12 | 0.0014 +0.0002 | 2.37
DetailedPrivacy 9.03 + 1.01 1147 £2.25 | 0.0146 + 0.0008 | 13.26
DeepPrivacy2 11.64 + 1.97 8.60 £ 1.76 | 0.0004 +0.0002 | 1.34
LDFA 12.92 + 2.51 9.40 £2.39 | 0.0014 +0.0002 | 2.58
StablePrivacy 0.70 + 0.48 0.90 + 0.33 | 0.0017 +0.0003 | 3.36

Table 4.5: Comparison of privacy protection concerning FaceNet or ArcFace and image
quality (KID, FID) evaluated on LFW. The baselines (original and pixelization) show the
upper and lower limits for re-identification. StablePrivacy offers the best privacy protection
among the synthesis-based face de-identification approaches.
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Figure 4.12: Visual comparison of StablePrivacy with other de-identification approaches when
applied to images from LFW (see Section[3.2.1). Our anonymizations are highly realistic even
for challenging images and substantially alter the face providing good privacy protection.

anonymization by pixelization as a baseline for traditional methods without
consideration of utility, and the keypoints-based de-identification methods
(CIAGAN, DeepPrivacy and DetailedPrivacy) for comparison. Addition-
ally, we evaluate our approach against the recent keypoints-free approaches
LDFA and DeepPrivacy?2 (see Section[3.2.3). While DeepPrivacy, DeepPri-
vacy2, DetailedPrivacy and LDFA all substantially reduce the probability of
re-identification, there remains a considerable risk which might be unaccept-
able for some applications. In comparison, CIAGAN offers much stronger
protection, but reduces the image quality significantly.
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Our method, StablePrivacy, robustly creates images of a reasonable quality,
while substantially improving upon all others (besides pixelization) concern-
ing privacy protection for both FaceNet (0.70 %) and ArcFace (0.90 %). As
discussed in Section [d.2] results for FaceNet are better as the model is utilized
in the source selection process, but the performance for ArcFace is compara-
ble.

The effectiveness of privacy protection is further illustrated by Figure #.13]
showing distance distributions for mismatched (orange) and matched (blue)
LFW pairs before (Figure 4.13j) and after (Figure 4.13p) anonymization of
matched pairs with our approach. As mismatched pairs are not de-identified,
their distribution is unaffected. At the same time, the distances in matched
pairs are increased significantly as one of the images is anonymized, caus-
ing distributions to substantially overlap. Thus, it is not possible to select
a threshold value that unambiguously separates them, which leads to a low
re-identification rate as explained in Section [3.2.2]  All pairs that could
nevertheless be classified as matching pairs after de-identification with Sta-
blePrivacy are shown in Figure 4.14] Even though privacy protection has
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ation protocol with original, not anonymized data. uation protocol with one of the images of each
matched pair anonymized by StablePrivacy.

Figure 4.13: Comparison of distances in the face similarity space of ArcFace of matched pairs
(blue) and mismatched pairs (orange) from the LFW dataset. Matched pairs originally show
the same person and have low distances, while mismatched pairs show different people and
therefore have high distances. After anonymization of the matched pairs, their distribution is
more aligned with that of mismatched pairs, demonstrating the strong privacy protection of
StablePrivacy.



76 Two Novel Approaches for Synthesis-Based Privacy Enhancement

Figure 4.14: All image pairs from the LFW dataset (see Section for which anonymiza-
tion with StablePrivacy has failed. Many of them look significantly different to human
observers, which leads us to the assumption that features outside the face, such as hair, could
affect re-identification among the limited number of identities in LFW.
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failed in those cases, many of the pairs look visibly different to a human
observer. One explanation for the result could be that the face recognition tool
1s exploiting features that are not relevant to the human visual system. Another
explanation could be identification based on features outside the face, such as
hair, which remain unchanged by StablePrivacy when used with our default
parameters. Although such features would probably not suffice to uniquely
identify a person among a larger population, this is more likely within the
rather small LFW dataset. The idea that features outside the face influence
recognition on this benchmark is supported by our experiments discussed later
in this chapter (see Section 4.3.4) showing that altering a larger area around
the face with inpainting somewhat improves de-identification.

4.3.2 Utility Retention for Training Face Detection Models

The previous experiments have demonstrated that our approach can produce
high-quality realistic images and provide state-of-the-art privacy protection.
In this section, we present our experiments illustrating StablePrivacy’s ability
to retain utility for training face detection models on anonymized data.

As discussed in Section [3.2.2] we compare the mean average precision (mAP)
of a DSFD face detection model [L1 et al., 2019] trained on the original
WIDER FACE dataset with that of the same model trained on this dataset
anonymized with one of the different de-identification approaches. To per-
form well on this task, these approaches must create surrogates that resemble
real faces so that the detection model can transfer its ability to localize faces
learned on the de-identified data to detecting real faces at evaluation time.
While detailed features like expression and facial pose do not need to be
retained for individual images, preserving the diversity found in the original
dataset is important so the face detector can learn from a realistic distribution.
As the images in the dataset typically contain multiple faces, each needs to
be anonymized individually. We described how this is implemented for Sta-
blePrivacy in Section 4.1.2] CIAGAN has been adjusted to apply a similar
process, using the ground truth locations provided by WIDER FACE to cut out
areas of the image containing faces to anonymize and then insert them back
into the original image one by one. LDFA, DeepPrivacy and DeepPrivacy?2
have their own processes to anonymize multiple faces as described in their
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respective publications [Hukkelas and Lindseth, 2023; Klemp et al., 2023]].
Still, to ensure a fair comparison, we adjusted their de-identification pipelines

to use ground-truth-provided bounding box coordinates to outline the faces
to anonymize instead of bounding boxes predicted by an additional detection
model, as suggested by [2023]]. DetailedPrivacy cannot be included in
this evaluation because it requires the extraction of detailed landmarks, which
1s often not possible on images of this dataset.

Following Klomp et al. [2021]], we trained the DSFD model for 60,000 itera-
tions using the official PyTorch implementationﬂ with a VGG-16 backbone
(see Section , a learning rate of 2.5 X 10~* and a batch size of four. We still
measure systematically lower detection performances, indicating differences

in the experimental setup. According to our results presented in Figure 4.15]
CIAGAN has the weakest utility retention, likely because its required land-
marks are difficult to extract reliably for small faces and its limited ability to
create high-quality outputs for occluded and non-frontalized faces. In contrast,
DeepPrivacy achieves much better results as it only needs seven keypoints
from the nose, eyes, ears and shoulders, which can be acquired even for more
challenging images. Notably, the detection model trained on its anonymized
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Figure 4.15: Results of DSFD face detection trained on the original and on anonymized
WIDER FACE datasets, revealing the impact of various anonymization techniques. Among
them, StablePrivacy delivers a notable performance advantage compared to alternative de-
identification approaches.

3https://github.com/Tencent/FaceDetection-DSFD
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data even outperforms that of DeepPrivacy2 by 1 % on easy faces and by
an even more substantial margin on medium (5 %) and hard (9 %) faces.
However, LDFA, the second best approach in our evaluation, achieves even
better results with mAP on average across all levels of difficulty being only
5 % worse then when DSFD is trained on the original data. Still, StablePrivacy
performs best, improving upon LDFA by 2 % for the easy and medium level
and 1 % for the hard level. Additionally, StablePrivacy offers much stronger
privacy protection as demonstrated in the previous experiments. Nevertheless,
there is still a performance gap of 3 to 4 % compared to training the model on
original data. To confirm that findings on utility retention are not specific to
the chosen detection model, we replace DSFD with YOLOv8 nano [Redmon
et al., 2015; Jocher et al., [2023]], a more recently developed model and repeat
the experiment. As can be seen in Figure 4.16] the results remain comparable.
As before, we use the original training split of WIDER FACE and the same
dataset anonymized by the different de-identification approaches. We train the
YOLO model for 90 epochs with a batch size of 16. Although absolute results
differ compared to DSFD, with slightly better mAP for most approaches for
the easy and medium difficulty levels and worse for the hard level, importantly,
the relative performance ranking of the approaches remains the same.
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Figure 4.16: Results for a YOLOvVS8 nano face detection model trained on the original and
on anonymized WIDER FACE datasets, showing the influence of various anonymization
techniques. Similarly to the DSFD model, the results demonstrate that our approach, Sta-
blePrivacy, performs best for retaining utility for training deep-learning-based face detection
models on anonymized data.
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Figure {.17] illustrates the precision-recall curves from which these results
are calculated as described in Section [3.2.2] StablePrivacy achieves better
precision for all corresponding recall values, even though its curve converges
with LDFA’s towards final segment. The good performance of StablePrivacy
is probably due to its ability to incorporate structural guidance, allowing it to
create realistic images even for challenging scenes as shown in Figure §.18]
These examples illustrate that our approach can create good results for large
groups (top right and directly below), heavy occlusions (the hat in the upper
left image, the skier’s helmet, and the instruments in the bottom right image)
and challenging light conditions (see the kayaker).
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Figure 4.17: The precision-recall curves from which the mAP for face detection is calculated.
Comparing the models trained on data de-identified by the different approaches, it can be seen
that StablePrivacy has the highest precision for all recall values.
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Figure 4.18: Images from WIDER FACE (see Section de-identified by StablePrivacy.
The anonymized faces look realistic, even for challenging images containing large groups
(top right and directly below), heavy occlusions such as the hat in the first image, the skier’s
helmet or the instruments in the bottom right image and difficult light conditions as in the
image of the kayaker.
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4.3.3 Visualizing the Influence of Anonymization on Detection

In this section, we aim to validate whether the detection model utilizes the
facial features available when faces are anonymized with surrogates and does
not rely solely on cues from other regions such as hair or the body. Addition-

Criginal

Lk

' ." r. ok . Y
= ] i -4
Ay {_,.rl_,l '4’4‘2-‘?‘*:_-:;-".! w1

AL
¥l

Figure 4.19: The left images of each column show bounding boxes predicted by YOLOvS
trained on original data and data anonymized by the different approaches. The right images
depict the corresponding Class Activation Maps (CAMs) using a red-to-blue color scale, with
red indicating the areas with the highest influence on the model’s prediction. The white boxes
highlight regions that demonstrate model behavior discussed in the text. Images are from the
original WIDER FACE validation split (see Section @
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ally, we examine how detection strategies differ between models trained on
the original data compared to those trained on the various anonymized data.
To this end, we visualize the class activation maps computed using Eigen-
CAM [Muhammad and Yeasin, 2020; (Gildenblat, 2021]] applied to the last
convolutional layer of the classification branch of YOLO’s head in Figure 4.19]
The results indicate that all synthesis-based anonymization approaches lead
to detectors utilizing facial features in a manner similar to those trained on
original data. However, CIAGAN-derived YOLO shows a noticeably weaker
response to the faces in the images from the first and second column, failing
to highlight many relevant areas. In the third column, it performs better, but it
still misses the more challenging faces, such as those of the riders (cf. white
boxes). Moreover, the first column demonstrates a similar response of all
models to round shapes such as the balloons. On the other hand, the second
column reveals a divergence: while most models that learned detection on
anonymized data react strongly to bare skin (for example, the raised hand of
the person in front or the hand of the woman holding the baby on the left), the
model trained on the original data shows considerably less sensitivity. This
behavior may be attributed to the presence of at least some low-quality faces
in anonymized datasets, where unrealistic anatomical characteristics drive
detectors to focus more on color cues.

4.3.4 Influence of Parameters on the Privacy Utility Trade-Off

As explained in Section 4.1.2] StablePrivacy has multiple parameters affecting
the trade-off between privacy and data utility of the output data. Here, we
analyze their exact impact.

Strength Parameter. We begin by examining how different values of the
strength parameter affect performance, as summarized in Figure 4.20] To
reduce variability, we retain a single source image across all targets. As
the strength value grows from 0.1 to 1, the model receives progressively
weaker structural guidance from the original image, causing image quality to
decrease, as shown by KID and FID rising from 0.0005 and 1.35 to 0.0115 and
10.89, respectively. Concurrently, privacy protection continually improves,
as indicated by the diminishing TAR when tested on LFW with FaceNet or
ArcFace. Although a low strength of 0.1 only slightly reduces TAR compared
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Strength FaceNet (]) [%] | ArcFace (|) [%] KID (}) FID (})
0.0 (original) 98.60 + 0.76 96.13 + 1.81 N/A N/A
0.1 93.80 + 1.33 90.23 + 2.12 0.0005 + 0.0002 1.35
0.2 72.17 + 2.19 73.17 £ 2.85 0.0007 + 0.0002 1.61
0.3 39.57 + 2.85 42.67 +4.15 0.0010 = 0.0002 | 2.01
0.4 15.53 + 2.31 18.23 +2.73 0.0017 = 0.0003 | 2.67
0.5 523 +1.44 6.13 + 1.48 0.0028 + 0.0004 | 3.69
0.6 243 +0.73 2.22 +0.73 0.0045 + 0.0005 | 5.06
0.7 1.47 + 0.60 1.00 + 0.60 0.0063 + 0.0005 | 6.58
0.8 1.33 £ 0.42 0.67 +0.21 0.0078 + 0.0007 | 7.94
0.9 1.07 £ 0.36 0.50 £ 0.27 0.0092 + 0.0008 | 9.10
1.0 0.77 + 0.40 0.47 +0.16 0.0115 £ 0.0008 | 10.89

Privacy Protection for Different Strengths

Image Quality for Different Strengths
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— % —— ArcFace 0020 —4— KID 5
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fj 40 0.010
20 0.005 5
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00 01 02 03 04 05 06 0.7 08 09 1.0
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Figure 4.20: The influence of the strength parameter on privacy protection and image quality
of StablePrivacy. Larger strength results in better de-identification, but reduces image quality.
In our main experiments, we use a value of 0.7.

to the unprotected original data from 98.60 to 93.80 (FaceNet), it declines more
steeply between 0.1 and 0.5, reaching 5.23 %. Further increases in strength
produce diminishing returns on improving privacy protection. The images in
Figure 4.21]illustrate this trend. For instance, looking at the first row, faces
generated using a low strength value look highly realistic but resemble the
original. On the other hand, for a strength of 0.9, faces look completely altered
but contain obvious artifacts such as the unrealistic skin tone in the first row or
the hair in the image in the last row. Considering the trade-off between privacy
and quality, we choose a strength value of 0.7 for our primary experiments,
which sufficiently obfuscates identities without excessively compromising
visual quality.
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Original 0.1 0.3 0.5 0.7 0.9

Figure 4.21: Example images from LFW (cf. Section anonymized with our approach
for different choices of the strength parameter (0.1 to 0.9), illustrating the trade-off between
privacy protection and realism. For low strength values, faces clearly resemble the original,
while for high values, they appear completely altered but contain more obvious artifacts, such
as the hair in the last image in the last row.

CFG Scale. The next crucial parameter affecting the balance between
privacy and utility in anonymized images is the CFG (guidance) scale
and Salimans|, 2021]]. The higher it is, the more closely the Stable Diffusion
model follows the image prompt. This becomes apparent in Figure 4.22]

While for the example in the first row facial features such as the thickness
of the lips and the shape of the nose change more significantly for higher
values of the CFG scale, the face is altered to a slightly more frontalized
position. The deviation from the original towards the image prompt is even
more evident in the second row, with the increasing change in expression and
the removal of the slight occlusion by the snowflakes. This could reduce the
diversity of expression, pose, occlusions or other features in the anonymized
training dataset by aligning it with the much smaller source library, potentially
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Original CFG =1 CFG =3 CFG =5 CFG =7

Figure 4.22: Example images from the LFW dataset (see Section anonymized with
StablePrivacy. The higher the CFG (guidance) scale, the more closely the Stable Diffusion
model follows the image prompt during inpainting. Facial features such as the thickness of
the lips and the shape of the nose resemble the source more closely for higher values of the
CFG scale. At the same time, pose and expression also align more closely with the image
prompt, potentially reducing the diversity of anonymized training datasets.

Guidance Scale | FaceNet (1) [%] | ArcFace (1)[%] | KID() |FID() |
1.0 13.00 + 1.32 14.07 = 1.79 | 0.0009 +0.0002 | 2.18
3.0 2.03 +0.43 3.07+0.73 | 0.0012 +0.0002 | 2.75
5.0 0.70 + 0.48 1.17 £ 0.47 | 0.0017 + 0.0003 | 3.38
7.0 0.53 +0.31 0.76 + 0.47 | 0.0024 + 0.0004 | 4.16

Privacy Protection for Different CFG Scales Image Quality for Different CFG Scales
4.5

5 —— FaceNet
—— ArcFace no 0
rc

X 10 0.0020 = KD 35
o % —+— FID E

s s 0.0015 1 3.0

00010 | L 25

0 2.0

1 2 3 4 5 6 7 1 3 5 7
Guidance Scale Guidance Scale

Figure 4.23: The influence of the CFG (guidance) scale on our approach. Larger guidance
scales improve privacy protection but reduce image quality. We choose a value of 5.0 for our
main experiments, balancing privacy protection and image quality.
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hindering a downstream model from learning the real variety.
Quantitatively, this is confirmed by Figure 4.23] Raising the CFG scale
enhances privacy protection as the TAR measured by FaceNet and ArcFace
declines from 13.00 % and 14.07 % to 0.53 % and 0.76 %, respectively. At
the same time, image quality is diminished with FID increasing from 2.18
to 4.16. As the model adheres more closely to the features of the image
prompt, it must deviate more from the original face, thereby anonymization
1s strengthened. However, this also means that the model has less freedom
to incorporate the structural guidance from the SDEdit technique, resulting
in lower image quality. For our main experiments, we use a CFG scale of
5.0, since further increases offer minimal benefits to privacy, but substantially
reduce visual quality.

Area of Inpainting. Finally, we investigate the effect of increasing the area
of inpainting. While enlarging this area to include, for example, hair and
ears can improve privacy, it reduces the faithfulness to the original image
content, as a larger region is changed. The effect can be seen in the rightmost
image of Figure 4.24] showing that objects unrelated to identity, like the medal
in this example, can get significantly distorted if they lie within this region.
The red solid box in the leftmost image highlights the area of inpainting
used by our baseline implementation of StablePrivacy for our experiments
on the LFW dataset. It is based on the tight bounding box provided by

Original Add. Area = 0 Add. Area = 15 Add. Are
-~ =wun T mmun W

T Re))
Il
w
o

Figure 4.24: Example image from LFW (see Section showcasing the effect of increasing
the area of inpainting during anonymization with StablePrivacy by 15 or 30 pixels in all
directions. The red solid bounding box on the original face highlights the default area of
inpainting; the dashed bounding box illustrates the extended area. Choosing this parameter
too large can arbitrarily change the context of the scene.



88 Two Novel Approaches for Synthesis-Based Privacy Enhancement

Additional Area | FaceNet (]) [%] | ArcFace (1) [%] | KID (|) | FID ()) |
0 0.70 + 0.48 0.90 + 0.33 | 0.0017 + 0.0003 | 3.36
15 pixels 0.6 £ 0.20 0.53 +0.34 | 0.0040 £ 0.0005 | 5.44
30 pixels 0.47 + 0.27 033 +0.21 | 0.0052 +0.0006 | 7.08

Table 4.6: The influence of the area of inpainting. A larger area improves privacy protection,
but reduces image quality. O is the default value for StablePrivacy used in all other experiments.
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(c) Additional inpainting area = 30 pixels
Figure 4.25: Comparison of face similarity distances of matched pairs with one image
anonymized by StablePrivacy (blue) and mismatched pairs (orange) from LFW for different

sizes of the inpainting area. For larger inpainting areas, the distribution of anonymized pairs
aligns even more closely with the distribution of pairs showing entirely different people.

DSFD with no additional padding. Extending this area by 15 or 30 pixels
to all sides, as illustrated by the dashed bounding box, further improves de-
identification to 0.6 and 0.47, respectively, as given in Table 4.6} However, at
the same time, FID rises from 3.36 to 7.08, indicating a worse image quality.
Figure [4.25]illustrates the effect on the distribution of distances in ArcFace’s
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embedding space, demonstrating that the distances between mismatched pairs
in LFW become indistinguishable from the distance between matched pairs
where one image is anonymized with StablePrivacy when the inpainting area
is increased. This supports our hypothesis that non-anonymized features
outside the face contribute to the re-identification of anonymized faces, as
discussed for Figure d.14]in Section4.3.2] Nevertheless, we ultimately discard
this option as it leaves a large area around the original face to be changed
arbitrarily, which potentially leads to reduced data utility.

4.3.5 Privacy Protection for Small Faces

In Section 4.1.2] we proposed using lower values for the strength parameter
of StablePrivacy if faces are sufficiently small. Here, we experimentally
validate this choice and suggest additional strategies depending on privacy
requirements.

The idea is based on the observation that smaller faces are inherently more
difficult to re-identify [Knoche et al., 2022]]. This allows us to lower our
method’s strength parameter, improving image quality and potentially data
utility without sacrificing privacy. To experimentally find appropriate values
for a given size, we simulate the effect of face size by rescaling the images
of LFW, then applying our anonymization, and repeating the measurement
of the TAR with FaceNet similarly to our experiments in Section4.3.1] The
outcomes in Table show that a strength setting of 0.5 offers acceptable
anonymity for faces of about 30 x 30 pixels, but privacy protection deteriorates
quickly for larger faces at this strength. Consequently, our primary strategy,
outlined in Section.1.2] uses a strength of 0.7 for faces exceeding 30 x 30
pixels, and 0.5 for all other faces. Apart from achieving better data utility,
the main advantage of this approach is a significant speed up in computation

‘ Size ‘ Strength = 0.5 ‘ Strength = 0.4 ‘ Strength = 0.3 ‘
30 x 30 pixels | 3.53 £0.87 10.13 £ 1.11 | 28.04 +£2.38
20 x 20 pixels | 3.46 + 1.54 8.06 + 1.41 19.87 +2.56
10 x 10 pixels | 2.50 +0.95 451+ 1.78 7.37+1.94

Table 4.7: Privacy protection of our approach for different strength values and face sizes
measured by TAR with FaceNet.
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time as fewer diffusion steps are required for the large majority of the faces in
WIDER FACE.

Alternative strategies can be chosen depending on the user’s privacy needs. For
applications focusing on stringent privacy protection, a uniform strength of 0.7
is recommended. If the priority shifts towards data utility and computational
efficiency, scaling the strength with face size becomes viable. To this end, we
additionally investigate two alternative scaling schemes:

e Variant One: For descending face sizes of 30 x 30, 20 X 20, and 8 X 8
pixels, we employ strength values of 0.5, 0.4, and 0.0, respectively. For
larger faces, we use the default value of 0.7.

e Variant Two: A more granular approach setting the strength to 0.7
for faces of at least 30 x 30 pixels, lowering it to 0.5 for faces of at
least 25 x 25 pixels, then to 0.4 for at least 20 X 20 pixels, to 0.3 for
at least 15 x 15 pixels, to 0.2 for at least 10 x 10 pixels, and disabling
anonymization for all faces smaller than that.

While both scaling schemes slightly outperform our primary strategy in de-
tector accuracy (cf. Table {.8), they do so only at the expense of privacy
protection. The second variant, for example, significantly compromises pri-
vacy at smaller face sizes, as indicated by a TAR of 19.87 % for 20 x 20 pixel
faces and a strength of 0.3 (see Table 4.7). In contrast, consistently using a
strength of 0.7 for every face size yields the most robust privacy protection
among these schemes, but results in slightly worse detector performance and
significantly increased computation time.

| Size vs. Strength Variants | Easy [mAP] (1) | Medium [mAP] (1) | Hard [mAP] (1) |

StablePrivacy 0.89 0.87 0.78
Constant Strength = 0.7 0.88 0.87 0.78
Variant One 0.89 0.88 0.79
Variant Two 0.90 0.88 0.80

Table 4.8: Comparison of the mAP of DSFD when trained on WIDER FACE anonymized by
StablePrivacy with different schemes of scaling the strength according to face size.
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4.3.6 Impact of Using Anonymized Data on Model Scaling

Thus far, we have shown that using the right parameter choices and strategy to
scale strength according to face size, StablePrivacy can create high-quality,
realistic-looking anonymized images, provide state-of-the-art privacy protec-
tion and preserve utility for downstream training of face detection models.
Here, we extend our assessment of data utility for this task with YOLOVS us-
ing its five different size variants (nano, small, medium, large, and extra-large)
to study the impact of increasing the number of model parameters on perfor-
mance. Our hypothesis is that for larger detection models, the performance
gap will widen, as they rely on a sufficient variety of learnable features that
may be compromised in anonymized data and have more capacity to overfit
on specific artifacts of the anonymized images.

It is validated by Table 4.9 demonstrating that the mean mAP gap across diffi-
culty levels grows from 4.23 % (YOLOv8n) to 5.64 % (YOLOvV8x). This trend
is evident in Figure 4.26| (a) for the blue line describing StablePrivacy without
further modification. Interestingly, when looking more closely at the perfor-
mance gap for the individual levels of difficulty (cf. Figure 4.26] (b) to (d)), it

Difficulty
Data Model I VT @) [ Medium 1 (4) | Hard 1 (4) Mean T(4)
YOLOVSn | 93.76 (4.20) | 91.43 (4.10) | 77.07 (4.40) | 87.42 (4.23)
YOLOvV8s | 95.43 (5.01) | 93.66 (4.79) | 80.85(4.79) | 89.98 (4.86)
Original YOLOVSm | 95.99 (5.55) | 94.39 (4.98) | 82.72 (5.29) | 91.03 (5.27)
YOLOVSI | 96.21 (5.67) | 94.85(5.25) | 83.67 (5.23) | 91.58 (5.38)
YOLOvV8x | 96.15 (6.09) | 94.83(5.49) | 83.98 (5.33) | 91.65 (5.64)
Average | 95.51 (5.30) | 93.83 (4.92) | 81.66(5.01) | 90.33 (5.08)
YOLOvV8n 89.56 (-) 87.33 () 72.67 (-) 83.19 ()
YOLOVSs | 90.42 (-) 88.87 (-) 76.06 (-) 85.12 (-)
StablePrivacy | YOLOv8m 90.44 (-) 89.41 (-) 77.43 (-) 85.76 (-)
YOLOVS8I 90.54 (-) 89.60 (-) 78.44 (-) 86.19 (-)
YOLOVSx | 90.06 (-) 89.34 (-) 78.65 (-) 86.02 (-)
Average 90.20 (-) 88.91 () 76.65 (-) 85.26 (-)

Table 4.9: Comparison of YOLOVS face detection models’ mAP scores when trained on
original and on StablePrivacy-anonymized datasets for the different difficulty levels of the
WIDER FACE dataset. The values in brackets (4) describe the performance difference. The
row “Average” gives the average over model sizes, while the “Mean” column presents the
average across levels of difficulty.
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Figure 4.26: The performance gap between the YOLOVS size variants: nano (n), small (s),
medium (m), large (1) and extra-large (x) when trained on original data versus data anonymized
by StablePrivacy. The comparison includes three scenarios: (1) StablePrivacy without further
modifications, (2) with additional inpainting for data augmentation, and (3) with additional
inpainting combined with further preprocessing of the source faces. Among these, the third
scenario results in the smallest performance gap.

can be seen that for “hard” the trend differs from the other levels. Particularly,
it does not grow significantly after model size m. Concerning the absolute
values, Figure (a) demonstrates that models based on anonymized data
reach their maximum performance at the large scale, while the performance
of the model trained on original data improves also beyond that point, though
the rate of increase declines. This indicates that the anonymized data imposes
constraints on the benefits of scaling model size. Again, the trend is different
for the hard level, for which mAP continually improves. We suspect that the
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Figure 4.27: The absolute performance of YOLOVS size variants: nano (n), small (s), medium
(m), large (1) and extra-large (x), when trained on original versus data anonymized by Sta-
blePrivacy. The comparison includes three scenarios: (1) without further modifications, (2)
with additional inpainting for data augmentation, and (3) with additional inpainting combined
with further preprocessing of the source faces. Among these, the third scenario results in the
best performance and, unlike the baseline StablePrivacy, leads to continual improvements
with model size similar to when training on original data.

performance drop partly stems from the model overfitting to inpainting arti-
facts produced by Stable Diffusion, such as frequency-domain patterns [Corvi
et al., 2023} 2022]. These artifacts may make the model predict bounding
boxes based on artificial cues, ultimately hindering its ability to generalize to
non-anonymized data.

To mitigate this effect, we applied Stable Diffusion to modify additional re-
gions of the anonymized training images outside of the face area, as illustrated
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Figure 4.28: Additional inpainting is applied to the training images outside the facial regions
to prevent the face detection model from learning to associate inpainting-specific artifacts
with faces. The white and gray boxes in the left image illustrate the regions we process. They
are cut out and sequentially passed to Stable Diffusion. Using a shortened forward diffusion
process (SDEdit method) to only add limited noise to the image ensures the resulting images

resemble the originals. These then replace the associated region in the larger image.

in Figure 4.28] We subsequently retrained our detection models with the goal
to promote a clearer separation between inpainting artifacts and genuine facial
features. For each training image, we first applied k-means clustering (k = 3)
to the ground truth face bounding boxes to generate candidate sizes for the
inpainting area. Next, a region, sized to match one of the candidates, yet with
the position chosen at random while avoiding overlap with any face bounding
box, was cut out and passed to Stable Diffusion for inpainting. Again, we use
the SDEdit technique, shortening the forward diffusion (strength 0.7) to retain
structural guidance. Thus, the generated images resemble the original, but
contain the same inpainting-method-specific artifacts as the anonymized faces.
We repeat this step between one and fifty times for each image.

As shown in Table 4.10] (“Augmentation”), this only leads to a slightly higher
mAP for the smallest model, but leads to greater improvements for larger
models. The performance of the extra-large model improved on average by
0.90 % mAP across all difficulty levels, with the gain being more pronounced
for “easy” faces and less substantial for “hard” faces. We hypothesize that
details within the anonymized facial region, whether realistic features such
as the nose and eyes, or inpainting-specific artifacts, play a more significant
role in detecting large, “easy” faces. In contrast, for smaller, more challenging
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Difficulty

Data Model - =2 51 @) [ Medium 1 (4) | Hard 1 (4) Mean T (4)
YOLOv8n | 89.72 (0.16) | 87.46 (0.13) | 73.07 (0.40) | 83.42 (0.23)

YOLOv8s | 90.93 (0.51) | 89.18 (0.31) | 76.28 (0.22) | 85.46 (0.35)

Augmentation YOLOv8m | 91.46 (1.02) | 89.90 (0.49) | 77.98 (0.55) | 86.45 (0.69)
YOLOvV8L | 91.79 (1.25) | 90.49 (0.89) | 78.94 (0.50) | 87.07 (0.88)

YOLOv8x | 91.21 (1.15) | 90.28 (0.94) | 79.26 (0.61) | 86.92 (0.90)

Average | 91.02 (0.82) | 89.46 (0.55) | 77.11 (0.46) | 85.86 (0.61)

YOLOv8n | 90.43 (0.87) | 88.15(0.82) | 73.85(1.18) | 84.14 (0.96)

YOLOv8s | 91.62 (1.20) | 90.00 (1.13) | 77.18 (1.12) | 86.27 (1.15)

Augmentation + Preprocessing | YOLOv8m | 92.08 (1.64) | 90.74 (1.33) | 78.72 (1.29) | 87.18 (1.42)
YOLOVS] | 92.36 (1.82) | 91.00 (1.40) | 79.41 (0.97) | 87.59 (1.40)
YOLOv8x | 91.92 (1.86) | 90.97 (1.63) | 79.93 (1.28) | 87.61 (1.59)

Average | 91.68 (1.48) | 90.17 (1.26) | 77.82 (1.17) | 86.56 (1.30)

Table 4.10: Data utility retention measured with the mAP of YOLOVS face detection models
of different size (n, s, m, I, x). Training data was anonymized with StablePrivacy. In
the "Augmentation" variant, additional inpainting was applied, while the "Augmentation +
Preprocessing” variant also preprocesses source faces. The values in brackets (4) describe the
performance difference to the baseline StablePrivacy.

faces, contextual information outside the inpainted area, such as the person’s
body, becomes increasingly important. Therefore, inpainting artifacts have a
reduced impact on detecting these harder cases, thus limiting the effect of our
augmentation method at this level of difficulty. This interpretation is supported
by the class activation maps illustrated in Figure 4.29] They show that for
large faces, the region most important for the model’s prediction is a small
part in the center of the face, while for smaller faces, the whole face and even,
to a lesser extent, the surrounding area are considered.

Notably, as demonstrated in Figure this augmentation strategy slows the
increase of the performance gap with model size.

To assess whether the observed improvements were due to mitigating the
association of inpainting artifacts with faces, or simply a byproduct of gen-
eral data augmentation, we applied the same method to the WIDER FACE
evaluation data instead of the anonymized training set. Our experiments show
that the effect of altering the validation data on the models trained on original
data 1s negligible, with a 0.04 % decrease in performance on average across
difficulty levels and model sizes. In contrast, models trained on anonymized
data exhibited a 1.41 % mAP decline on average, suggesting that artifacts
in the additionally inpainted regions misled the model into producing worse
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Figure 4.29: The top images in each set show the face bounding box predictions made by

YOLOVS large, trained on the original data (left). The corresponding class activation map
(right) uses a red-to-blue color scale, with red indicating areas of highest influence on the
model’s prediction. For large faces, a relatively small area is used to make the decision. The
bottom images show the same results for the model trained on anonymized data. All images
are from the original validation split of WIDER FACE (see Section[3.2.1)), only training data
is anonymized.

predictions. These findings support our hypothesis that specific artifacts intro-
duced by the inpainting method influence face detection in models trained on
anonymized data.

Moreover, we find that combining the above augmentation strategy with addi-
tionally preprocessing source faces with MTCNN [Zhang et al., 2016], cutting
out the image tightly around the face and resizing it to 112 x 112 pixels

significantly improves data utility by 1.30 % mAP on average (cf. Table d.10]
“Augmentation + Preprocessing’). This combined strategy not only leads to
the lowest performance gap (see Figure 4.26)), but also results in the mAP
continually improving with model size, resembling the trend observed for the
original data (cf. Figure with the exception of the easy difficulty level.
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4.3.7 Analysis of the Role of the Source Library Size

In this section, we analyze the influence the number of sources has on pri-
vacy protection and image quality. Understanding this allows us to consider
alternative methods to build the source library for which only a limited num-
ber of images can be acquired. Changing the variety of source faces could
influence the diversity of the anonymized images, impacting data utility, or
affect privacy protection, which depends on the availability of a source face
that is sufficiently dissimilar from the target. To explore this, we anonymized
the WIDER FACE training dataset with StablePrivacy, varying the number of
images in the source library, using either 1, 100 or 2000. The effect on utility
retention can be seen in Table while Table .12 presents the impact on
privacy protection.

Only when using an extremely small number of source faces, namely one,
utility suffers (cf. Table .11]), with mAP decreasing on average across diffi-
culty levels and model sizes by 0.69 %. Notably, this affects the detection of
the larger, easy faces more severely than of the smaller, harder faces, further
indicating that detailed features given by a variety of faces are more relevant
in detecting easy faces and less in detecting hard faces. With 100 source faces,
the performance is nearly equivalent to the baseline using 1000, and increasing
to 2000 provides no additional improvement.

Moreover, Table .12 shows that changing the number of source faces only
has limited influence on privacy protection. Using 2000 sources reduces the

Difficulty
. of M /
Nr. of Sources 1= VT () | Medium 1 (4) | Hard T (1) ean T(4)
1 Source 89.18 (-1.03) | 88.13 (-0.78) | 76.39 (-0.26) | 84.56 (-0.69)

100 Sources 90.34 (0.14) | 88.98 (0.07) | 76.82(0.17) | 85.38 (0.13)
2000 Sources | 90.04 (-0.16) | 88.70 (-0.21) | 76.51 (-0.14) | 85.08 (-0.17)

Table 4.11: Data utility retention for different numbers of StyleGAN2 source faces (1, 100,
2000). Performance is measured with the average mAP of YOLOVS face detection models
of the different sizes (n, s, m, 1, x) when applied to WIDER FACE with difficulty levels
easy, medium and hard. The performance difference (4) is relative to the model trained on
data anonymized with the baseline StablePrivacy using 1000 sources. Only using one face
negatively impacts data utility retention, but when using 100 or more source faces, the effect
is negligible.
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Model FaceNet () [%] ‘ ArcFace (|) [%] ‘
StablePrivacy Baseline 0.70 £ 0.48 0.9 +£0.33
1 Source 1.17 £ 0.58 0.90 + 0.56
100 Sources 0.80 + 0.27 0.67 = 0.33
2000 Sources 0.77 £ 0.26 0.52 £ 0.10

Table 4.12: TAR when varying the number of StyleGAN2-generated source faces. Although
using 2000 source faces yields a slightly stronger protection, employing fewer still offers
good privacy.

TAR for ArcFace, but the trend is not clear, as performance on FaceNet almost
stays the same. However, even using only 1 or 100 sources results in strong
privacy protection similar to the baseline of 1000.

In conclusion, smaller source libraries of about 100 faces can be used without
significantly compromising data utility or privacy protection.

4.3.8 Analysis of the Effect of Alternative Source Libraries

As the experiments discussed in the last section have shown that the number
of source faces has limited influence on StablePrivacy, it seems reasonable
to explore alternative source libraries even if only a few faces are available.
At present, StablePrivacy leverages faces synthesized by StyleGAN?2, leaving
some risk of identity leakage from its training data to the final image, which
can again cause privacy concerns (cf. Section [2.5.3|for a detailed discussion).
To avoid this risk, images of a small group of volunteers could be used for the
source library instead. As long as only a limited number of people is involved,
this could be a practical alternative strategy because managing consent remains
feasible. Additionally, unlike artificial images, real images do not contain
artifacts that can be transferred to the anonymized images and diminish data
utility. To assess the potential benefits, we replace the synthetic sources with
100 images of real people from the FFHQ dataset [Karras et al., 2021b].

Another alternative strategy to address the issue of identity leakage could be
to use computer graphics-generated faces. To evaluate this, we employ 100
faces from the Face Synthetics dataset [Wood et al., 2021]], which were created
using techniques inspired by the visual effects industry. While these faces
do not look perfectly realistic, they have been shown to bridge the domain
gap between real and computer graphics-generated images well enough to
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Figure 4.30: Left: examples from the two alternative source libraries used for StablePrivacy
in this section. The images in the top row are real faces from FFHQ [Karras et al., 2021b], the
images in the bottom row are computer graphics-generated faces from the Face Synthetics
dataset [Wood et al., 2021]]. Right: images from LFW (see Section [3.2.1)) anonymized using
the sources on the left.

be used as training data for learning to parse real faces [Wood et al., 2021]].
Qualitatively, the effect on de-identification can be seen in Figure {.30] which

shows images from both alternative source libraries as well as examples of
faces from the LFW dataset anonymized with them. Even though image
quality seems to suffer somewhat when using sources from Face Synthetics,
both strategies can create realistic outputs that look significantly different from
the original. The qualitative impact of these alternatives on privacy protection
can be seen in Tabled.13] It demonstrates that TAR values only vary within the
margin of error from the baseline results. On the other hand, the effect on data
utility is more significant (see Table d.14). For real faces from FFHQ, mAP
improved most for easy faces (1.10 %), and less for the higher difficulty levels,
with 0.81 % for medium faces and 0.46 % mAP for hard ones. On average
across difficulty levels and models, the utility gain was 0.79 %. In contrast
to real sources, the overall effect on utility when using Face Synthetics is

| Model | FaceNet (1) [%] | ArcFace (1) [%] |
StablePrivacy Baseline 0.70 £ 0.48 0.9 +£0.33
FFHQ Sources 0.90 = 0.40 0.87 = 0.37
Face Synthetics Sources 0.63 = 0.27 0.70 £ 0.43

Table 4.13: Influence on privacy protection measured via TAR when using alternative real
(FFHQ) or computer graphics-generated (Face Synthetics) faces as sources.
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| Alternative Sources | Easy T (4) | Medium 1 (4) | Hard7(4) | Mean 1 (4) |

FFHQ 91.30(1.10) | 89.72(0.81) | 77.11(0.46) | 86.04 (0.79)
Face Synthetics 88.49 (-1.72) | 87.87 (-1.04) | 76.33 (-0.32) | 84.23 (-1.03)

Table 4.14: Comparison of utility retention when using alternative source faces (FFHQ
and Face Synthetics) to guide StablePrivacy for creating the anonymized training dataset.
Performance is measured with the average across the five size variants of YOLOVS for the
different levels of difficulty of the WIDER FACE dataset. The performance difference (4) is
relative to models trained on data anonymized with the baseline StablePrivacy.

negative, with mAP decreasing by 1.03 % on average across models. However,
a similar trend of reduced impact with increasing difficulty can be observed,
with performance decreasing by 1.72 % on average across model sizes for
easy, 1.04 % for medium and only 0.32 % for hard faces. This is in accordance
with our previous observations from Sections {4.3.6| and [4.3.7| that artifacts
affect detection differently for the individual difficulties. Figures .31 and @.32]
show examples of the anonymized WIDER FACE training data used for this

experiment.

4.3.9 Ablation Study

In this section, we systematically evaluate our approach by means of an
ablation study, removing each of the following key components: IP-Adapter,
source selection, and SDEdit. The results in Table [4.15demonstrate the impact
on image quality (KID and FID) and de-identification (FaceNet, ArcFace).
First, omitting the IP-Adapter strongly reduces privacy protection, with the
TAR climbing to 24.30 % for FaceNet and 19.89 % for ArcFace. This suggests

| De-ID Method | FaceNet (1) [%] | ArcFace (1) [%] | KID(l) |FID(]) |
StablePrivacy 0.70 + 0.48 0.90 +£0.33 | 0.0017 +0.0003 | 3.36
w/o IP-Adapter 24.30 + 1.89 19.89 +2.92 | 0.0007 +0.0002 | 1.94
w/o source selection 22 +0.54 2.00 = 1.06 0.0050 + 0.0005 6.10
w/o SDEdit 0.60 + 0.25 0.53+0.27 | 0.0028 +0.0004 | 4.56

Table 4.15: Ablation Study: Evaluating the impact on privacy (FaceNet and ArcFace) and
image quality (KID and FID) when removing IP-Adapter, source selection, or SDEdit from
StablePrivacy. The results confirm that all three components contribute to achieving the
desired balance between privacy protection and data utility.
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Figure 4.31: Examples from WIDER FACE (see Section 3.2.1) anonymized with StablePri-
vacy using real faces from FFHQ as sources.



102 Two Novel Approaches for Synthesis-Based Privacy Enhancement

4 B A\~ 4
-‘.“b{ \.

Figure 4.32: Examples from WIDER FACE (see Section | anonymized with StablePri-
vacy using computer graphics-generated faces from the Face Synthetic dataset.
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that without the IP-Adapter, StablePrivacy tends to reconstruct the original
face too closely based on the noise-modified input image. Even though this
significantly improves image quality measured by KID from 0.0017 to 0.0007,
the high TAR makes this choice unacceptable for de-identification.

Next, randomly choosing sources instead of using source selection according
to distance in the face similarity space leads to a moderate increase in TAR
to 2.2 %, highlighting the source selection process’ role in enhancing privacy
protection. Surprisingly, this also leads to a significantly higher KID and FID
indicating lower image quality.

Finally, using random noise instead of leveraging structural guidance by
adding limited noise to the original image with SDEdit before processing with
Stable Diffusion slightly enhances the TAR to 0.60 % for FaceNet and 0.53 %
for ArcFace. However, this comes at the expense of substantially reduced
image quality, with KID rising to 0.0028.

Overall, these findings confirm that all three components, IP-Adapter, source
selection and SDEAdit, are essential to achieve the desired balance between
privacy protection and data utility.

4.3.10 Limitations

Our previous experiments have shown that StablePrivacy can robustly create
high-quality outputs (see Figure 4.18]in Section 4.3.2)) and retain the features
necessary for training a face detector on anonymized images (cf. Figure .15
in Section 4.3.2). Still, the WIDER FACE dataset contains a variety of
challenging images causing unrealistic output (cf. Figure 4.33)). The first
image in the top row presents faces in a variety of unusual poses, typical for
sports scenes, resulting in heavily distorted anonymized faces. The image
in the middle (bottom) of that row shows a couple with faces in very close
proximity to each other, causing the bounding boxes defining the area for
inpainting to intersect. As these are processed one after the other, this causes
artifacts in the overlapping region. The image above is originally blurry, while
the faces anonymized by StablePrivacy are sharper than the surroundings. The
rightmost image of the first row originally showed a man looking away from
the camera. Due to the bias of the model for faces looking in the direction of
the camera, it was inpainted in an unrealistic angle.
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Figure 4.33: Example images from WIDER FACE (see Section 3.2.1) de-identified with Sta-
blePrivacy. Unusual poses, blurry images, extremely small faces and overlapping inpainting
areas can cause low-quality anonymizations.

An additional limitation of our approach is the runtime: It takes 3.42 seconds to
de-identify a single face on average on our hardware (Nvidia Quadro GV100)
when a strength of 0.7 is used. While this runtime is comparable to LDFA
[Klemp et al.| 2023]], the other diffusion-based approach, it falls far short of
the speed of GAN-based methods and can be prohibitively slow for large
datasets. For the 13,233 faces in LFW this adds up to 12.57 hours and to
151.42 hours for WIDER FACE (159,393 faces). However, StablePrivacy can
be easily processed on multiple GPUs in parallel as the anonymization process

is completely independent for each image. Moreover, we discussed strategies
to speed up anonymization by adjusting strength according to face size and
privacy requirements in Section 4.3.5] Additionally, recent work, such as
the development of Latent Consistency Models (see Section [2.5.2)) promises
to reduce the computational cost of using Stable Diffusion by substantially
reducing the number of backward diffusion steps necessary to create high-
quality images. Yet, our experiments using the Hugging Face implementation
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of LCM reveal that although runtime is significantly decreased, image quality
suffers with the FID increasing from 3.36 without LCM to 8.73 or 8.75,
depending on the number of diffusion steps (see Table 4.16). Moreover, as
shown in Figure 4.34] many of the generated images exhibit obvious artifacts.
Finally, we want to point out that while we took care to balance the source
library with respect to gender, there are other biases such as skin color or age
that are not considered in the current work.

De-ID Method | FaceNet (]) [%] | ArcFace (1) [%] | KID (]) | FID () |
StablePrivacy 0.70 + 0.48 0.90 £ 0.33 | 0.0017 £ 0.0003 | 3.36
LCM 10 steps 0.57 £ 0.26 0.60 £ 0.38 | 0.0067 + 0.0006 | 8.73
LCM 6 steps 0.30 + 0.31 0.57 £0.26 | 0.0073 £ 0.0006 | 8.75

Table 4.16: Image quality is significantly reduced when LCM is used to speed up the
anonymization process. Privacy protection improves, but probably due to unrealistic deforma-
tion of faces.

Figure 4.34: Images from the LFW dataset (see Section 3.2.1) anonymized with StablePrivacy
when using the LCM technique to reduce the number of diffusion steps to ten (top row) or six
(bottom row).



Chapter 5

Summary and Outlook

In this thesis we propose two novel approaches to synthesis-based face de-
identification: DetailedPrivacy and StablePrivacy. Each achieves a unique
balance in the privacy — data utility trade-off according to the requirements of
their use case. Furthermore, they differ in the data they can be applied to.
DetailedPrivacy (cf. Section.2)) can retain the precise face pose and expres-
sion from the original to its surrogate. Compared to state-of-the-art approaches,
it stands out for its strong preservation of expression, while the pose retention
is limited by weak results for the pitch angle. In terms of privacy protection, it
trails behind other approaches like CIAGAN and StablePrivacy but achieves
comparable performance to DeepPrivacy, DeepPrivacy2 and LDFA (see Sec-
tion[4.3.1] Table4.5]). An additional constraint of this approach is its limited
usefulness for smaller faces for which the extraction of detailed landmarks is
not possible. A key advantage, on the other hand, is that it can be applied to
video data, as it creates temporally coherent faces for consecutive frames.

In contrast to DetailedPrivacy, StablePrivacy focuses on transferring human
appearance only to the anonymized images, resulting in exceptionally strong
privacy protection that surpasses all other tested approaches. Moreover, it
produces high-quality results even for small, occluded or otherwise chal-
lenging faces. This makes it ideal for anonymizing complex face detection
datasets meant for training deep learning-based models, as demonstrated in
Section 4.3.2]

Both StablePrivacy and DetailedPrivacy are limited to de-identifying faces.
Therefore, it is important to note that humans can be identified by features
outside the face, for example, by their gait [Cutting and Kozlowski, [1977;
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Stevenage et al., 1999} dos Santos et al., 2022], unique tattoos or scars. To ad-
dress this issue, CTAGAN [Maximov et al., 2020]] and DeepPrivacy?2 [Hukkelas
and Lindseth, 2023]] also explore full-body anonymization, aside from face
de-identification. StablePrivacy could in the future also be extended in this
way, possibly without retraining, as its generative components, IP-Adapter
and Stable Diffusion, are already trained on diverse datasets featuring entire
human bodies. Should fine-tuning or retraining of the IP-Adapter module
prove necessary, the Flicker Diverse Humans (FDH) dataset provided by
Hukkelas and Lindseth| [2023]] could be a suitable resource. However, as
full-body anonymization changes a larger area of the original image, it will
probably have a negative influence on data utility. This effect can be observed
in our experiments with an increased inpainting area in Section 4.3.4] (see
Figure §.24).

An additional privacy concern for both de-identification approaches is the
potential identity leakage from the dataset the generative method was trained
on to the final anonymized image, as discussed in Section [2.5.3] To promote
the real-world usage of our approaches, it would be beneficial to quantify this
risk. For avoiding this issue, we suggested using alternative source libraries in
Section 4.3.8] Future work could investigate the usage of additional computer
graphics-generated source libraries to determine whether data utility can be
improved.

Another possible direction of research could be to further explore the influence
of landmarks on the privacy — data utility trade-off. The FSGANv2 component
of DetailedPrivacy could be retrained to utilize different numbers of landmarks
to observe the effect on the metrics discussed in Section[4.2] Similarly, Sta-
blePrivacy could be extended, for instance, by using a customized ControlNet
[Zhang et al., 2023] to include guidance from a varying number of landmarks.
Furthermore, it would be interesting to evaluate whether StablePrivacy is
suitable for de-identifying data for other computer vision tasks, such as human
keypoints detection or action recognition. Adding guidance from a limited
number of keypoints to StablePrivacy (i.e., with ControlNet) could further in-
crease the utility for these applications. Yet, the potential influence on privacy
must be considered.

Overall, to foster the widespread usage of anonymization for a broad range of
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datasets in computer vision, it is crucial to demonstrate high levels of utility.
To this end, de-identification approaches need to be further refined to close
the performance gap between original and anonymized data.
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Appendix A

Notation

Here, we clarify the mathematical notation used in this thesis. When possible,

we have chosen unique parameters for our equations. However, there are

some cases where the usage of a certain parameter is so common that using a

different one for the sake of disambiguation would cause confusion.

Parameter Meaning

Where

(0

o %)

Auxiliary parameter used to derive the loss func- Section[2.5.2

tion for diffusion models a; = 1 — B, with the vari-
ance . Can also be interpreted as the amount of
signal preserved at timestep t

Variance of noise

Margin in triplet loss. @ is more common in the
literature on triplet loss and contrastive learning
[Schroft et al., 2015]].

Noise typically sampled from a Gaussian distribu-
tion
Learning rate

Scale factor for hypersphere radius in face face
recognition. More commonly denoted as s [Deng
et al., 2019; Wang et al., 2018a]

Weighting factor. A,,, is typically referred to as a
[Karras et al., 2018]].

Section|2.5.2

Section 2.4

Section[2.5.2

Section|2.1
Section 2.4

Sections 2.3

and

2.5.1




128 Notation
u Mean Sections[2.5.2
and [3.2.2
) Angle between Weights W of the final classifica- Section[2.4
tion layer and representation r in face recognition.
In the literature [Deng et al., 2019} [Liu et al., 2017]]
this is typically denoted as 6.
o standard deviation Section|3.2.2
P Variance Sections[2.5.2
and (3.2.2
0 All learnable parameters {W;, b,-}f:1 of a neural net- Section[2.1
work
b Learnable bias parameter of a neural network Section|2.1
c Index describing the class label in classification, Sections[2.2
detection or face recognition tasks to[2.4
c Conditioning input for GANSs or Diffusion models Sections[2.5.1
and[2.5.2
d Channel dimension of an image or a feature map Sections[2.2
and 2.3
h Height of an image or a feature map Section|2.3
Dimension of a convolutional kernel Section|2.2
Confidence predicted by YOLO. More commonly Section|2.3
denoted as C [Redmon et al., [2015]]
m Angular margin Section (2.4
M Number of samples in a mini-batch Section[2.5.1
S Guidance (cfg) scale Section|2.5.2
S Stride for CNN kernels Section|2.2
S Number of grid cells in one dimension. § X § 1s Section[2.3
the total number in two dimensions.
t Timestep index Section|2.5.2
T Total number of timesteps Section|2.5.2
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w Width of an image or feature map Section|2.3

w Weight vector describing the weights of a percep- Section|2.1
tron or single neuron

A\ Weight matrix describing the weights of a neural Sections[2.1
network and 2.4

A\ Intermediate latent space in StyleGAN Section|2.5.1

X Spatial coordinate Section|2.3

X Input to a neural network Section (2.4

y Spatial coordinate Section|2.3

y Ground truth of a data set Section|2.1

z Noise Section[2.5.1

Table A.2: Mathematical notation used in this thesis.

Notation Explanation

N(x;u,2) Variable x follows the Gaussian distribution with mean ¢ and covariance 2

E Expected value

Z~p; Sample z from distribution p,
I Identity matrix

[x]. max(0,x)

wt Transposed matrix W

Tr(A) Trace of matrix A
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Notation

Table A.3: Relevant acronyms used in this thesis.

Acronym Explanation

ANN
CloU
CNNs
Conv.
CSP
DFL
DPM
DSFD
FC
FEM
FPN
FSL
GAN
ILSVRC
LDM
MAE
MSE
NMS
PAL
PCA
PS
ReLU
SGD
SIFT
SSL
SPP
SPPF
SVM
YOLO

Artificial Neural Network
Complete Intersection over Union
Convolutional Neural Networks
Convolutional layer

Cross-Stage Partial connections
Distribution Focal Loss
Deformable Part Model

Dual Shot Face Detector

Fully Connected Neural Network
Feature Enhancement Module
Feature Pyramid Network

First Shot Loss

Generative Adversarial Network
ImageNet Large Scale Visual Recognition Challenge
Latent Diffusion Model

Mean Absolute Error

Mean Squared Error
Non-Maximum Suppression
Progressive Anchor Loss
Principal Component Analysis
Perceptual Sensitivity

Rectified Linear Unit

Stochastic Gradient Descent
Scale-Invariant Feature Transform
Second Shot Loss

Spatial Pyramid Pooling

Spatial Pyramid Pooling Fast
Support Vector Machine

You Only Look Once
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