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Metrics Matter—Source Camera Forensics for Large-Scale
Investigations

SAMANTHA KLIER and HARALD BAIER, Faculty of Computer Science, Research Institute CODE,
University of the Bundeswehr Munich, Neubiberg, Germany

Source Camera Forensics (SCF) techniques play a crucial role in digital investigations, particularly for attributing the origin of
incriminating content. While traditional SCF methods, such as Sensor Pattern Noise (SPN), perform well in verification tasks,
they often fall short for large-scale screening scenarios. This article proposes a shift in evaluation focus, from verification-
oriented metrics (e.g., False-Positive Rate), which aim to prevent false convictions, to investigation-oriented metrics (e.g.,
Recall), which prioritize minimizing evidence loss. To this end, we evaluate three approaches: the classic SPN method;
CompaRe, an efficient SPN-based variant; and the Media Source Similarity Hash (MSSH), a non-SPN approach that leverages
JPEG structural metadata. On a contemporary dataset, MSSH achieves perfect Recall (1.0), albeit with a lower Precision (0.25).
In contrast, the classic SPN and the CompaRe approach reach higher Precision values (up to 0.6 and 0.7, respectively), but
their Precision drops below 0.1 for Recall values exceeding 0.7, rendering them unsuitable for the given use case in which
evidence preservation is critical. Additionally, MSSH offers a speedup of over 500× compared to SPN-based methods and
demonstrates its suitability for large-scale investigations.
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1 Introduction
Source Camera Forensics (SCF) is an important area of digital forensics and includes several sub-disciplines,
such as determining the brand of a camera used to capture an image [25]. However, assigning an image to a
physical device has gained by far the most attention [1, 10, 13, 20, 27, 32]. Recently, it was proposed that two
primary phases of SCF should be distinguished, in fact: (i) investigation and (ii) examination [20]. For example,
when a large Child Sexual Abuse Material (CSAM) server has been seized, along with numerous cameras and
potential suspects, the investigation initially benefits from rapid presorting of images based on their source. Later
on, in an in-depth examination—when key images and suspects have been identified—the objective is to verify
whether a key image was indeed captured with the suspect’s camera.
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For the source verification in forensic examinations, a widely adopted approach is based on the Sensor Pattern
Noise (SPN), as introduced by Lukas et al. [21] and further refined by Goljan et al. [15]. This method has remained
to be the de-facto standard in SCF [20] due to its high accuracy. Later, it was adapted for the use on large-scale
databases [16, 23, 35], but the implicit shift in the use case that occurred from verification to identification was not
fully embraced. In particular, commonly used performance metrics—such as the False-Positive Rate (FPR)—do
not align with the priorities of the investigative phase, which primarily aims to minimize the loss of potential
evidence [20].

Furthermore, recent studies have shown that SPN-based approaches cannot be reliably applied to post-processed
images [2–4, 11]. Here, a particular challenge is the immediate image post-processing performed by smartphones,
including various capturing modes and imaging enhancement techniques such as super-resolution [37]. While
these techniques are already standard in modern smartphones, they are gradually being introduced to traditional
digital cameras as well [8]. Hence, in large-scale investigations, where manual curation of images is not feasible,
this poses an increasingly significant problem.

For example, in 2023 alone, roughly 36 million NCMEC reports [26] of CSAM uploads were received, flooding
digital forensic laboratories worldwide. Although the investigators still lack adequate technical support, the
demanded triage [9, 18, 30] has become a fact for CSAM cases due to limited digital forensic resources and despite
the ethical considerations of overlooking victims in CSAM cases, as the lesser of two evils, as pointed out by
Casey et al. [9]. Consequently, investigators often just search the well-known Exif metadata of CSAM for camera
models associated with the suspect [29], a process that is time-consuming, prone to errors, and easily undermined
when metadata has been removed.

Therefore, we evaluate three SCF techniques in the context of an investigative use case and address the gap in
appropriate performance evaluation metrics.
 

Contributions.

(1) We justify the selection of the evaluated approaches, namely the classic SPN [15], CompaRe [6], and Media
Source Similarity Hash (MSSH) (see Section 3.1).

(2) We argue for the used image set, including images captured in different modes, a high overlap of devices
from identical models, and the absence of common metadata, making it particularly challenging to map an
image to its source (see Section 3.2).

(3) We highlight the critical importance of Recall for the evaluation in an investigative scenario, where missing
a relevant match has more severe consequences than false positives (see Section 3.3).

(4) We evaluate the three approaches based on their (i) overall identification performance, (ii) individual
device discrimination, and (iii) robustness on non-standard image modes. We find that the MSSH achieves
near-perfect Recall across tests and significantly outperforms SPN-based methods, while the classic SPN
approach achieves superior Precision (see Section 4).

(5) We analyze the respective runtime performance both theoretically and empirically, demonstrating that
MSSH is dominated by image reading time alone, whereas SPN-based methods involve costly filtering and
signal processing steps, making them over 500 times slower in practice (see Section 4.4).

  Structure of Article. In Section 1, we introduce the context of SCF investigations, before we review related
work in Section 2. Subsequently, we explain our methodology in Section 3 and present the evaluation results and
a discussion in Section 4. Finally, we conclude our article in Section 5.

2 Related Work
In this section, we introduce the different purposes of SCF and the associated requirements. Then, we present
three SCF approaches, namely, the classic SPN approach, CompaRe as an efficient derivative of SPN, and the
MSSH which is not based on the SPN, but on structural metadata.

Digital Threats: Research and Practice, Vol. 6, No. 4, Article 27. Publication date: December 2025.
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2.1 Use Case Specific Evaluation of SCF Approaches
A widespread mismatch between the SCF use case that is targeted with efficient approaches and the metrics
used for their evaluation has been criticized, by Klier and Baier [20]. In their work, they distinguish between an
investigation phase, which may include identification and exploration approaches, and a subsequent examination
phase with the aim of verification. Consequently, they propose that approaches should be evaluated according to
their purpose, hence, differently.

With regards to the investigation stage, they emphasize the importance of Recall (REC) for identification
and Completeness [31] for exploration (e.g., carried out by clustering), respectively, complemented by Precision
(PREC) or Homogeneity [31]. In their subsequent analysis, they find that only 5% of the available approaches
have been evaluated under that premise. Of these approaches, only Valsesia et al. [34] and Bharathiraja et al. [7]
fit the scope of this article. Both are based on the principles of SPN and have been evaluated on the outdated
Dresden Image Database (DIDB) [14]. However, they are not available for our evaluations. Consequently, there
is no SCF approach established for an investigative scenario.

2.2 Classic SPN Approach for Reference
The SPN approach, as initially proposed by Lukas et al. [21] and refined due to Goljan et al. [15], is by far the most
studied SCF technique [20]. It was specifically developed for Verification purposes and evaluated accordingly,
with False Acceptance Rate (FAR) and False-Negative Rate (FNR). Until today it is the de-facto standard, due
to the impressive results of a large-scale evaluation conducted by Goljan et al. [15] back in 2009. They reported
a FAR of below 2.4 · 10−5 and a FNR of less than 0.0238 based on over 1 million images of almost 7,000 devices
from 150 digital camera models.1 However, the computations needed 3 months to conclude, while including only
images with less than 6 MP to reduce the computational time.

The underlying principle of the SPN approach is that each sensor has a unique noise pattern which it inevitably
introduces to every captured image and can be leveraged for forensic purposes [21]. Basically, Lukas et al. [21]
and Goljan et al. [15] use a denoising filter for the reversed purpose, as shown in Equation (1). This means that
a common denoising filter � , such as the Wiener Filter [15], is applied to the image � which yields a denoised
version of � that can be subtracted from the original to obtain the noise residual # :

# (� ) = � − � (� ). (1)

This noise residual can be used to directly compare two images [23], but, more often a so-called camera
fingerprint is calculated by averaging noise residuals of several non-saturated images. Those so-called flat images
ideally depict a bright blue sky. In any case, the subsequent comparison between two noise residuals or a noise
residual and a camera fingerprint is based on cross-correlation of which finally the peak-to-correlation energy
ratio [15] is calculated as a single value to express the fitting whereas a value of >60 is considered a match.

However, recent studies have raised concerns about the generalized application of SPN-based methods to
images captured by modern smartphones [4, 17], primarily due to the extensive post-processing that occurs
immediately after capturing. These concerns are well-founded when considering how the SPN approach operates
in contrast to contemporary imaging techniques—such as super-resolution, which merges multiple frames into a
single high-resolution image [37]. Notably, this technique is no longer exclusive to smartphones, as it is being
adopted in DSLR cameras as well [8].

2.3 CompaRe as Efficient SPN Derivative
Despite these new concerns, the computational cost of the SPN approach has always been an issue. Therefore,
several adaptions with the goal to improve its efficiency have been proposed [20], e.g., CompaRe by Bernacki [6].
In their evaluation they found that CompaRe yields the best results among seven other SPN-based approaches,

1downloaded form Flickr.com.
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such as Valsesia et al. [35], in terms of runtime and storage efficiency, as well as their effectivity based onReceiver
Operating Characteristics (ROC).

Similarly, to the classic SPN approach, CompaRe [6] uses a denoising filter to obtain the noise residual from � .
However, to reduce further computational and storage costs, subsequently a compact representation of the noise
residual is generated and saved. Therefore, the noise residuals are divided into sub-matrices of which the traces are
calculated and saved. Consequently, the noise residuals get reduced to a compact size of, e.g., 640 × 480 px which
can be used as input or substitute for other noise based approaches, e.g., Goljan et al. [15] or Mandelli et al. [22].

However, CompaRe was not evaluated on images of modern smartphones. This is particularly concerning, as the
classic SPN approach, which procedure is similar, yet more accurate, struggles with these devices, as discussed in
Section 2.2. Moreover, CompaRe was evaluated only in terms of ROC and Area under Curve (AUC). In contrast,
the efficient approach of Valsesia et al. [35] was evaluated in terms of Recall and Precision, as expected for an
investigative approach, and additionally with ROC and AUC. Hence, it remains unclear whether the performance
of CompaRe for the intended use case is appropriate.

2.4 MSSH as Efficient Non-SPN Derivative
In stark contrast is the concept of the MSSH [19], making it inherently more reflective of software configurations
than hardware characteristics. As a result, the authors deliberately refer to the identification target not as a
camera or device, but more broadly as a source.

The MSSH yields a multi-part Similarity Digest (SD) of which the first part is determined by the JPEG
structure itself, as defined by the JPEG markers in the byte sequence of the file, e.g., FF C4 for the Define Huffman
Table marker. In contrast, the second part represents the markers of the APP1 segment which stores commonly
known metadata, such as Exif. Those markers are extracted in their order of appearance, and a set of n-grams is
generated. Subsequently, the set elements are concatenated in alphabetical order which is the SD.

Listing 1. The MSSH source SD of a Samsung Galaxy S9, the two parts are separated by a line break.

Similarly, to the SPN approach, an SD can be used to directly compare two images, or a so-called source SD
can be generated based on several images from the same source. For example, Listing 1 shows the source SD from
a Samsung Galaxy S9 smartphone. While this source SD is based on several images from the same source, unlike
the SPN approach, there is no value in using many similar images. Instead, images taken with different capturing
modes should be used. However, one image each is sufficient, as the MSSH is based on a binary feature set, hence,
a particular sequence of markers is simply existent or not.

Consequently, the comparison between two SDs is performed using set similarity measures. Specifically, the
Jaccard index and the Tversky index have been proposed, with each being particularly well-suited for different
tasks: the Jaccard index for direct SD-to-SD comparisons, and the Tversky index for comparisons involving a
source SD.

However, a potential vulnerability of the MSSH is missing metadata, e.g., due to deletion by the user to preserve
their privacy. Therefore, the MSSH has been evaluated on images in their original state and after deleting all
metadata with the result, that the approach is functional in either case. In particular, the MSSH was tested on a
dataset with ≈ 50,000 images from 287 devices of 189 unique models, containing old DSLR cameras, as well as
contemporary smartphones. On this dataset, the MSSH yielded an AUC value of 0.99 which deteriorates only
slightly to 0.97, after all metadata has been stripped.

Therefore, the MSSH is a promising candidate for the use in an investigation, but the demanded performance
evaluation in terms of RECs and PRECs is missing.

Digital Threats: Research and Practice, Vol. 6, No. 4, Article 27. Publication date: December 2025.



Metrics Matter—Source Camera Forensics for Large-Scale Investigations • 27:5

Table 1. Statistics of the Dataset Used for the Evaluation

PrnuModernDevices Dataset

Date of Publication 2021
Number of Devices 22
Number of Unique Models 17
Number of Images 550
Number of JPEGs 520
Types of Images Flat, natural, bokeh
Number of Images for Reference Generation 154
Number of Images for Evaluation 366

3 Methodology
In this section, we present the methodology of our evaluation and introduce the implementation details of the
selected approaches, and argue for the dataset and the performance metrics used.

3.1 Implementations and Execution
We select the classic SPN approach (see Section 2.2), CompaRe (see Section 2.3), and the MSSH (see Section 2.4)
due to the following reasons. Firstly, the classic SPN approach is the de-facto standard for SCF and serves as
a well-studied reference with unprecedented accuracy. Secondly, the CompaRe approach is supposedly the
best efficient derivative. Thirdly, the MSSH is a promising, technically alternative approach that is tailored for
pre-processing purposes.

For the evaluations, the openly available source codes of the classic SPN approach,2 and the MSSH3 have been
used, while the CompaRe implementation used by Bernacki [6] has been made available to us upon request. For
the MSSH two different functions to compare SDs have been proposed, in particular, the Jaccard and the Tversky
Index. Generally, the latter of the two is advised to be used if a source SD can be generated, as it is the case in our
scope. Hence, we use the Tversky Index of the MSSH throughout our experiments.

The execution environment is a commodity hardware laptop, running Windows 11 Pro on a Core i7 CPU, with
32 GiB RAM and an SSD. Also, no parallelization or other performance optimizations have been introduced to the
available source codes and all calculations are performed on the CPU.

3.2 Dataset
For our evaluation we select the PrnuModernDevices dataset [17] which is one of the more recently published
datasets. We list its main statistics in Table 1. Overall, the 2021 published dataset contains 550 images, of which
520 are JPEGs, from 22 devices of 17 smartphone models.

Although PrnuModernDevices is a rather small dataset comprising 550 images, it provides key advantages
over other datasets for our setting. For example, there is a high overlap of devices from the same models (i.e.,
29%), which is important for assessing the ability to differentiate individual devices. Moreover, to analyze the
general applicability of an approach on images stemming from a smartphone, images taken in different capturing
modes are available. It also provides “flat” images to generate a strong reference pattern for the SPN approaches.

Therefore, the FloreView [5] dataset, which is newer (i.e., published 2023) and bigger (6,637 images), is inferior in
both other aspects, with a device-model overlap of only 9% and providing images captured only in standard mode.
In contrast, while the large (11,732 images) and widely used VISION [33] dataset, has a significant device-model

2https://dde.binghamton.edu/download/camera_fingerprint/.
3https://github.com/SamKlier/mssh.
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overlap of 20%, it is from 2017 and contains only images of smartphones before the era of AI-based imaging.
Consequently, while the PrnuModernDevices dataset is small, it enables the evaluation of the most critical aspects
of SCF better than other larger datasets.

However, due to the constraint that the MSSH is only applicable on JPEG files, 30 non-JPEG files had to be
excluded. Furthermore, the MSSH may be vulnerable to the deletion of common metadata, such as Exif, for which
tools are widespread and easy to use. Therefore, in the upcoming evaluations, the MSSH is always applied to the
images in their original state and without any metadata,4 as denoted by the without metadata affix. However,
such anti-forensic measures were not introduced for the SPN based approaches, as tools that, e.g., introduce
misleading noise, are not widespread.

  Reference Generation. Consequently, the references of a camera or source are generated, as imposed by each
approach. In particular, this means that for the classic SPN and CompaRe all “flat” images per device have been
used to generate a noise based reference pattern by averaging. In contrast, for the reference pattern of the MSSH,
the file container structures of one “flat,” one “nat” and one “bokeh” image per device were used and combined in
one feature set for the generation of the source SD. Each image that was used for any reference generation has
been excluded from the subsequent evaluations.

3.3 Evaluation Metrics
As we target at investigative approaches we make use of both Recall (see Equation (3), also referred to as True-
Positive Rate (TPR)) and Precision (see Equation (2)) as evaluation metrics as proposed by Klier and Baier [20].
In our context, the aim of a high Recall value is to minimize evidence loss. In contrast, a suitable Precision ensures
that only a manageable amount of unrelated images (false-positives) need to be investigated further. In contrast,
the FPR is a key metric for Verification due to the utmost importance of preventing false convictions. However,
at this stage, no convictions are made and large data volumes are only reduced, hence, the FPR is dispensable.
However, they found that only Recall/TPR is commonly used, mostly alongside the FPR which are the two metrics
considered by ROC curves of which often the AUC is used as a single metric, to evaluate the performance [20].

The general work on ROCs in contrast to Precision Recall Curves (PRCs) of Davis and Goadrich [12] also
states that ROCs can be misleading and PRCs may be more informative, depending on the use case. Consequently,
they advocate for a “context aware” selection of evaluation metrics which is along the lines of Klier and Baier
[20]. McDermott et al. [24] generally agree with their recent work on AUC and Area under Precision Recall
Curve (AU-PRC), but argue that the AU-PRC, as a single metric to determine model performance, should not be
generally used, as it favors inadvertently higher-prevalence sub-groups. Therefore, they conclude that Precision
and Recall can and shall be considered, depending on the use case, yet, the AU-PRC should not replace the AUC
as a single performance metric.

While these works have emphasized the limitations of ROC and AUC in investigative contexts—particularly
due to their poor reflection of operational relevance—we include them here for the sake of comparability with
prior literature. However, in alignment with the goals of investigation-driven SCF, we place greater interpretive
weight on Recall and Precision, which more directly capture the need for evidence completeness and triage
feasibility. Accordingly, PRC-plots are emphasized in our analysis and discussion. However, the results are not
evaluated in terms of AU-PRC to avoid favoring the higher prevalent sub-groups. We use the following evaluation
metrics throughout this study:

—Precision: The proportion of true positives among all positive predictions:

Precision =
TP

TP + FP
. (2)

4Metadata was stripped with ExifTool’s “-all=” command.
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—Recall/TPR: The proportion of true positives identified out of all actual positives:

Recall =
TP

TP + FN
. (3)

—FPR: The proportion of false positives among all actual negatives:

FPR =
FP

FP + TN
. (4)

—ROC curve: A plot of the TPR against the FPR at various threshold settings.
—AUC : The area under the ROC curve, providing a single measure of performance across all classification
thresholds.

—PRC : A plot of Precision against Recall for different threshold values. Additionally, we provide the baseline
for the PRCs which indicates the results of a random guessing approach and is the positive ration of the
used dataset.

The concrete calculations of the evaluation metrics were executed with scikit-learn5 which provides a function
for each given metric and curve and automatically determines the tested thresholds.

4 Evaluation
We begin by evaluating the performance of all approaches on the complete dataset. Next, we examine whether
the MSSH’s ability to distinguish individual devices is indeed inferior to that of SPN-based methods, as suggested
by its design. We then analyze the impact of different capture modes on the performance of each method and
assess their runtime efficiency both theoretically and empirically. Finally, we evaluate the worst-case scenario for
MSSH to stress-test the most promising candidate for use in investigative contexts.

4.1 Overall Identification Performance
First, the overall performance on the complete dataset is evaluated, as shown in Figure 1. On the left side (Figure
1(a)), the ROC curve is shown and the corresponding AUC value is plotted in its legend. The more important, use
case specific performance, in terms of PRC is shown on the right side (Figure 1(b)). As shown, all methods clearly
surpass the baseline levels.

  Curves of the MSSH. Notably, the curves of the MSSH appear unusual due to the dominance of straight
lines. For example in Figure 1(a), the red curve of the MSSH jumps straight to a TPR of 1.0; however, the green
curve exhibits a small notch, before reaching a TPR of 1.0. The same can be observed for the PRCs, e.g., in
Figure 1(b). Please refer to Appendix Tables A1 and A2, for a detailed excerpt of the MSSH results. However,
these results can be explained, as per definition, the ROCs and PRCs start and end at (0.0, 0.0)/(1.0, 1.0) and
(0.0, 1.0)/(1.0, baseline), respectively. Also, the MSSH yields no values in the low TPR, respectively Recall
regions, hence the jump or straight decline. Finally, once reached, the high TPR/Recall values are retained. Again,
this results in a mostly straight line. Therefore, while the curves appear unusual, they can be explained by the
fact, that the MSSH shows little dependency on the used thresholds. However, the curves have to be interpreted
with caution, as, e.g., a Precision of > 0.3 in Figure 1(b) was not achieved by the MSSH.

  PRC. Overall, the MSSH demonstrates a robust Recall of ≈ 1.0 and a Precision of ≈ 0.25, whereas varying
the threshold has minimal effect on the outcome of the MSSH. Notably, even in the absence of metadata, the
method remains its performance mostly, as shown by the performance of the MSSH without metadata curve. In
contrast, the classic SPN approach exhibits a distinct performance sweet spot, with both Recall and Precision
peaking around ≈ 0.6. Before this point, both metrics show a weaker performance. Beyond this point, Precision
declines so sharply that any further gain in Recall comes at an impractically high cost, rendering the tradeoff
5https://scikit-learn.org/, version: 1.5.1.
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Fig. 1. Evaluation results of the complete PrnuModernDevices dataset.

practically ineffective. Finally, CompaRe shows relatively strong Precision at very low Recall values, comparable
to the classic SPN and exceeding the MSSH, but its Precision falls below that of the MSSH for Recall values
above ≈ 0.2.

Therefore, CompaRe performs the weakest among the evaluated approaches, particularly with respect to the
most critical metric, Recall. In contrast, the MSSH is the only approach that achieves a perfect Recall of 1.0 with a
PREC of >0.25 which is significantly above the baseline, while the other approaches show hardly a benefit to
guessing for Recall values above 0.8. However, while the MSSH is robust and easy to deploy, as it eliminates the
need for a delicate calibration process, it also implies a lack of flexibility, as the absence of a tradeoff between
Recall and Precision prevents adaptation to specific investigative scenarios. On the contrary, the classic SPN
shows receptivity for different thresholds which suggest that it is tunable in theory. However, it has a narrow
optimal operating range in practice, which indicates a lack of robustness.

  ROC Curve. Regarding the AUC (see Figure 1(a)), the MSSH performs best with distinction and its effectiveness
remains nearly unchanged in the absence of metadata, as indicated by the comparable AUC values of 0.94 versus
0.93. In contrast, both the classic SPN approach and CompaRe exhibit substantially lower AUC values, respectively,
0.79 and 0.69. However, both AUC values are far below the values reported for these approaches on older datasets,
e.g., 0.99 [33] for the classic SPN approach and 0.93 for CompaRe, respectively, on the VISION dataset or a subset
of the DIDB, but match with the observations of Iuliani et al. [17] on this dataset. However, the ROC shows that
meaningful low FPRs can only be achieved with the classic SPN which matches the use case of Verification for
what it is originally intended.

4.2 Individual Source Identification
Unlike the SPN-based approaches, the MSSH cannot distinguish hardware devices by design, but may be able to
differentiate distinct source cameras by their configured software. Therefore, it remains unclear to which extent
certain cameras, e.g., of the same model, can be distinguished by the software traces used. To analyze the ability of
the MSSH to differentiate devices and models, the source SDs of each device are evaluated in terms of uniqueness.
Therefore, in Table 2, each compartment symbolizes one distinct source SD. For instance, the two devices of the
Huawei PSmart2019 have a unique SD whereas the P10, the three P20pro and the P30lite all share the same SD.
Notable devices that share the same source SD have been identified to be challenging for the SPN approach [17],
as well.

Digital Threats: Research and Practice, Vol. 6, No. 4, Article 27. Publication date: December 2025.
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Table 2. List of Devices in the PRNU
Modern Devices Dataset,

Compartmentalized per Unique
MSSH SD, Sorted by Brand

Brand Model Device

Apple iPhone11 C20
iPhone11 C21

Apple iPhone11ProMax C22

Apple iPhoneX C19

Huawei

P30lite C01
P20pro C02
P20pro C03
P20pro C04
P10 C09

Huawei PSmart2019 C05

Huawei PSmart2019 C06

Huawei P20lite C07
P20lite C08

Samsung GalaxyS6 C13

Samsung GalaxyS9 C14

Samsung GalaxyS9+ C15

Samsung GalaxyA70 C16

OnePlus 6T C17
6 C18

Xiaomi MiNote10 C10

Xiaomi RedmiNote8T C11
MiA3 C12

Therefore, the approaches have been evaluated on two subsets (see Figure 2), containing (i) all devices with a
non-unique source SD (see Figure 2(a) and (b)), and (ii) all devices with a unique SD (see Figure 2(c) and (d)).

Overall, the results are along the lines of Section 4.1. However, the subset of devices with non-unique source SDs
is per design particularly challenging for the MSSH, but the performance of the other approaches deteriorates even
more. In contrast, on the subset with devices that have a unique source SD the performance of the MSSH improves
significantly in terms of Precision with retained near perfect Recall whereas the performance of the classic SPN
an CompaRe improves evenly across Recall and Precision. Consequently, the devices that are problematic for the
MSSH in this dataset are also problematic in terms of their SPN and vice-versa.

4.3 Identification on Bokeh and Natural Images
Due to the fact that bokeh images are known to be problematic for the SPN approach, we evaluate the approaches
on two further subsets (see Figure 3), containing all images taken in standard capturing mode (see Figure 3(a) and
(b)), and all images taken in bokeh mode (see Figure 3(c) and (d)).

Here, the results of the MSSH are almost unaffected by the different capturing modes and also in comparison to
the results of Section 4.1. However, the performance differences of the classic SPN approach are tremendous and
collapses for bokeh images, in contrast to images taken in the standard capturing mode. Although for these images
a Recall of >0.8 is achievable with meaningful PREC values of 0.6, the decline in Precision is rapid again and
close to baseline for very high Recall values exceeding 0.9. Interestingly, CompaRe is hardly affected and retains
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Fig. 2. Contemplation of subsets to evaluate the performance on problematic devices.

its performance for bokeh images which, however, is already at a low level. Therefore, while the performance of
the MSSH is agnostic to the tested capturing modes, the classic SPN approach provides a clear advantage in terms
of Precision for images taken in standard capturing mode.

4.4 Evaluation of Runtime Efficiency
The runtime efficiency of the approaches varies notably due to their distinct computational dependencies. In any
case, an image with a file size of 1 Bytes has to be read from storage.

Subsequently, the MSSH extracts the used features directly and linearly from the byte stream, yielding a
runtime complexity of O(1). In contrast, the classic SPN and CompaRe operate on the pixels, to extract the noise
and, hence, require decoding with O(# ) [36] (# being the resolution) of the visual content first. Subsequently,
in the extraction phase, their performance is primarily governed by the noise filtering operations, which are
computationally intensive and also depend on image resolution. For example, an efficient implementation of
the Wiener Filter has a runtime complexity of O(# ;>6(# )) [28]. During the comparison phase, the classic SPN
relies on 2D cross-correlation over the original image dimensions, resulting in a complexity of O(# ;>6(# )),
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Fig. 3. Contemplation of subsets to evaluate the performance on images taken with different capturing modes.

whereas CompaRe also performs a cross-correlation, but on fixed-sized downsampled images e.g., (640 × 480
px), leading to a constant complexity of O(1). In contrast, the MSSH compares short digests with set operations,
which results also in a complexity of O(1).

In practice, this means that all approaches read the image from storage, but, only for the MSSH this phase
is dominating the runtime efficiency. The other approaches further need several steps of signal processing
operations. Therefore, in our experiments on a commodity laptop, the MSSH generated its reference patterns
for all 22 devices in ≈ 15 seconds whereas the classic SPN and CompaRe needed ≈ 23 minutes, respectively.
The subsequent comparisons of each image to the reference patterns were concluded in 63 hours, 51 hours, and
6 minutes, respectively, by the classic SPN, CompaRe, and MSSH. Therefore, MSSH is over 500 times faster than
CompaRe and over 600 times faster than the classical SPN approach.

4.5 MSSH Worst Case
Our findings underscore the limitations of classic SPN and its efficient derivative, CompaRe, in investigative pre-
processing scenarios. Specifically, these approaches fail to achieve a REC of approximately 1.0 without sacrificing
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Fig. 4. Evaluation of the worst case for the MSSH, and hence, only images taken in standard mode of devices with non-unique
MSSH SD are included.

PREC to unusable levels in most scenarios. This shortcoming, combined with prohibitive runtimes—often in the
order of weeks or months for realistically sized datasets—renders them impractical for large-scale investigations
where timely data reduction without evidence loss is critical. In contrast, the MSSH consistently demonstrates a
REC of 1.0 across all evaluated scenarios, including challenging subsets, and does so with runtimes bounded by
the speed the image is read from storage.

Therefore, we evaluate the robustness of the MSSH’s REC even further by considering the worst case: A subset
composed solely of images taken in the standard capturing mode from devices with non-unique source SDs, as
shown in Figure 4. However, even under this condition, the MSSH maintains a perfect REC of 1.0. But, this perfect
REC throughout our evaluations comes at the cost of a consistently low PREC. This means that a substantial
number of false positives are inevitably introduced alongside the true matches which can be a problem. However,
if the MSSH proves to yield a robust REC of ≈ 1.0 on other and larger studies, it will be a valuable addition
for initial filtering stages in large-scale investigations, where completeness of evidence must be preserved and
processing must scale.

5 Conclusion and Future Work
The domain of SCF is dominated by approaches used to verify that an image stems from a specific camera with
high certainty. However, the differing demands in the investigate phase are overlooked. Thus, we identified two
promising candidates for this purpose, namely CompaRe and MSSH, and compared their performance to the
de-facto standard for SCF, the classic SPN approach. Most notably, the MSSH is the only approach that achieves
a Recall of 1.0 which is the most critical metric for a pre-processing step in an investigation. Moreover, our
evaluation shows that the MSSH outperforms the classic SPN approach also in terms of Precision for newer
smartphones, in most scenarios. This is surprising, as the MSSH is the only approach that does not distinguish
between hardware devices by design, but software configurations. However, even when the worst case for the
MSSH is considered, CompaRe in comparison is ineffective, while the classic SPN approach is only superior in
low FPR areas which are not the main concern in an investigation. Additionally, it is evident that the runtime
performance of the SPN approaches is significantly inferior to the MSSH.

However, enhancing the Precision of the MSSH would be beneficial under the constraint that a Recall/TPR
of ≈ 1.0 can be sustained. Moreover, the combination with more accurate approaches, such as the classic SPN
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approach, should be studied. Unfortunately, the two evaluated SPN-based approaches encounter issues with
the same cameras as the MSSH, thereby indicating that a combination of both approaches, as is, may not be a
satisfactory solution.Therefore, SPN-based approaches must be enhanced or superseded for contemporary devices.

Yet, while this work suggests that the MSSH is a robust and practical pre-processing approach for real-world
scenarios, experiments with larger and ideally more realistic datasets are needed.
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Appendix

A Exemplary Results of MSSH

A.1 MSSH ROC Values

Table A1. TPR and FPR Yielded by the MSSH, for the Given
Threshold, on Images with Metadata, as Presented in Figure 1(a)

TPR FPR Threshold

0.9978165938864629 0.11436889166146808 1.0
0.9978165938864629 0.11717612809315867 0.9688
0.9978165938864629 0.12778124350176753 0.96
0.9978165938864629 0.14743189852360158 0.9583
0.9978165938864629 0.1486795591599085 0.95
0.9978165938864629 0.1496153046371387 0.9444
0.9978165938864629 0.15242254106882927 0.9394

1.0 0.15242254106882927 0.9375
1.0 0.15335828654605946 0.9286
1.0 0.16895404449989604 0.9231
1.0 0.18954044499896028 0.92
1.0 0.19089207735495944 0.9048
1.0 0.1909960490746517 0.9
1.0 0.1926595965897276 0.8966
1.0 0.19359534206695778 0.8929
1.0 0.1981700977334165 0.8824
1.0 0.19993761696818466 0.88
1.0 0.20014556040756915 0.8667
1.0 0.20180910792264503 0.8621
1.0 0.20212102308172178 0.85
1.0 0.2048242877937201 0.8421
1.0 0.2066957787481805 0.8333
1.0 0.21085464753587024 0.8095
1.0 0.21303805364940737 0.8
1.0 0.2205240174672489 0.7778
1.0 0.22634643377001457 0.7619
1.0 0.2295695570804741 0.75
1.0 0.24038261592846746 0.7368
1.0 0.24225410688292784 0.7222
1.0 0.2430858806404658 0.7143
1.0 0.25493865668538157 0.7
1.0 0.2601372426699938 0.6923
1.0 0.260241214389686 0.6875
1.0 0.27375753794967767 0.6842
1.0 0.2893532959035142 0.68

(Continued)
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Table A1. Continued

TPR FPR Threshold

1.0 0.29777500519858596 0.6667
1.0 0.3004782699105843 0.65
1.0 0.30962778124350177 0.6471
1.0 0.3244957371594926 0.64
1.0 0.326367228113953 0.6364
1.0 0.3394676647951757 0.6316
1.0 0.33957163651486794 0.625
1.0 0.34123518402994385 0.6207
1.0 0.34425036390101893 0.619
1.0 0.3598461218548555 0.6154
1.0 0.36171761280931586 0.6111
1.0 0.36265335828654605 0.6071
1.0 0.3880224578914535 0.6
1.0 0.3936369307548347 0.5833
1.0 0.4017467248908297 0.5789
1.0 0.40257849864836764 0.5714
1.0 0.40372218756498235 0.5625
1.0 0.43127469328342694 0.56
1.0 0.4322104387606571 0.5556
1.0 0.433873986275733 0.5517
1.0 0.4364732792680391 0.55
1.0 0.43834477022249946 0.5455
1.0 0.44395924308588064 0.5417
1.0 0.44915782907049284 0.5385
1.0 0.45009357454772303 0.5357
1.0 0.45019754626741526 0.5333
1.0 0.45477230193387397 0.5294
1.0 0.46153046371386985 0.5263
1.0 0.46236223747140776 0.5238
1.0 0.47275940944063216 0.52
1.0 0.47473487211478477 0.5
1.0 0.47567061759201495 0.4848
1.0 0.5057184445830734 0.48
1.0 0.5092534830526096 0.4762
1.0 0.5205864004990642 0.4737
1.0 0.5343106674984405 0.4706
1.0 0.537117903930131 0.4688
1.0 0.5475150758993553 0.4615
1.0 0.5531295487627366 0.4583
1.0 0.5566645872322729 0.45

(Continued)
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Table A1. Continued

TPR FPR Threshold

1.0 0.5599916822624246 0.4483
1.0 0.5663339571636515 0.44
1.0 0.566541900603036 0.4333
1.0 0.582761488875026 0.4286
1.0 0.5879600748596382 0.4231
1.0 0.6103139945934706 0.4211
1.0 0.6219588271990019 0.4138
1.0 0.6539821168642129 0.4118
1.0 0.6614680806820544 0.4091
1.0 0.6642753171137451 0.4062
1.0 0.6917238511124973 0.4
1.0 0.6926595965897276 0.3939
1.0 0.699209814930339 0.3929
1.0 0.7044084009149512 0.3846
1.0 0.7060719484300271 0.381
1.0 0.7110625909752547 0.3793
1.0 0.7113745061343315 0.375
1.0 0.7254106882927843 0.3684
1.0 0.7255146600124766 0.3667
1.0 0.7386150966936993 0.3636
1.0 0.7396548138906217 0.36
1.0 0.7424620503223124 0.3571
1.0 0.7561863173216885 0.3529
1.0 0.7658556872530672 0.35
1.0 0.7714701601164483 0.3438
1.0 0.7929923060927427 0.3333
1.0 0.8103555832813475 0.32
1.0 0.8122270742358079 0.3182
1.0 0.8222083593262632 0.3158
1.0 0.8478893740902474 0.3125
1.0 0.8530879600748597 0.3077
1.0 0.8540237055520898 0.303
1.0 0.8574547723019339 0.3
1.0 0.87117903930131 0.2941
1.0 0.8752339363693076 0.2857
1.0 0.8780411728009981 0.2812
1.0 0.9104803493449781 0.28
1.0 0.9170305676855895 0.2727
1.0 0.932626325639426 0.2692
1.0 0.9435433562071117 0.2632

(Continued)

Digital Threats: Research and Practice, Vol. 6, No. 4, Article 27. Publication date: December 2025.



27:18 • S. Klier and H. Baier

Table A1. Continued

TPR FPR Threshold

1.0 0.9463505926388023 0.24
1.0 0.9490538573508006 0.2381
1.0 0.9491578290704928 0.2333
1.0 0.9510293200249532 0.2273
1.0 0.9566437928883343 0.2143
1.0 0.9575795383655645 0.2121
1.0 0.9621542940320232 0.2105
1.0 0.9688084840923269 0.2069
1.0 0.970576003327095 0.2
1.0 0.9732792680390934 0.1905
1.0 0.9788937409024745 0.1818
1.0 0.9798294863797047 0.1786
1.0 0.9877313370763152 0.16
1.0 0.9933458099396965 0.1562
1.0 0.9952173008941568 0.1515
1.0 0.9980245373258474 0.125
1.0 0.9989602828030776 0.1212
1.0 1.0 0.08

A.2 MSSH PRC Values

Table A2. Precision (PREC) and Recall (REC)
Yielded by the MSSH, for the Given Threshold,

on Images with Metadata, as
Presented in Figure 1(b)

PREC REC Threshold

0.045454545454545456 1.0 0.08
0.045499701967017685 1.0 0.1212
0.045540419608233074 1.0 0.125
0.045663010967098704 1.0 0.1515
0.045745105872952455 1.0 0.1562
0.04599317131954208 1.0 0.16
0.04634689334142886 1.0 0.1786
0.04638914210473007 1.0 0.1818
0.046644261126387615 1.0 0.1905
0.04676809966302461 1.0 0.2
0.046849427168576104 1.0 0.2069
0.04715815485996705 1.0 0.2105
0.0473727761688043 1.0 0.2121

(Continued)
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Table A2. Continued

PREC REC Threshold

0.047416916865099905 1.0 0.2143
0.04754983388704319 1.0 0.2188
0.047683498178032274 1.0 0.2273
0.04777302597267133 1.0 0.2333
0.04777800959732944 1.0 0.2381
0.047907949790794976 1.0 0.24
0.04804363788943669 1.0 0.2632
0.048578701739499366 1.0 0.2692
0.049364087087734425 1.0 0.2727
0.049701573521432445 1.0 0.28
0.051443333707738965 1.0 0.2812
0.051599819738621 1.0 0.2857

0.051827543283919884 1.0 0.2941
0.05261344055140724 1.0 0.3
0.052813653136531365 1.0 0.303
0.05286852129747201 1.0 0.3077
0.053175432485777316 1.0 0.3125
0.05474539803968444 1.0 0.3158
0.05538089480048368 1.0 0.3182
0.055501696558410085 1.0 0.32
0.056648113790970935 1.0 0.3333
0.05813658288905814 1.0 0.3438
0.05853783231083844 1.0 0.35
0.05924201267623852 1.0 0.3529
0.06027108830109225 1.0 0.3571
0.06048600105652403 1.0 0.36
0.060565987833906376 1.0 0.3636
0.06159225389994621 1.0 0.3667
0.06160053799596503 1.0 0.3684
0.06273972602739726 1.0 0.375
0.06276552007674387 1.0 0.3793
0.06318112843150779 1.0 0.381
0.06332089036361123 1.0 0.3846
0.06376165947375749 1.0 0.3929
0.0643258426966292 1.0 0.3939
0.06440725636338068 1.0 0.4
0.06689060902585074 1.0 0.4062
0.06715542521994135 1.0 0.4091
0.06787196206283343 1.0 0.4118
0.07111801242236025 1.0 0.4138
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Table A2. Continued

PREC REC Threshold

0.07237673830594185 1.0 0.4211
0.07492229674464257 1.0 0.4231
0.07554016163615372 1.0 0.4286
0.07753512781445743 1.0 0.4333
0.07756138865368332 1.0 0.44
0.0783709787816564 1.0 0.4483
0.07880247763248452 1.0 0.45
0.0792661820699204 1.0 0.4583
0.08001397624039133 1.0 0.4615
0.0814366998577525 1.0 0.4688
0.0818295515454708 1.0 0.4706
0.0838060384263495 1.0 0.4737
0.08551157580283794 1.0 0.4762
0.08605787298008268 1.0 0.48
0.09099940393403537 1.0 0.4848
0.0911624203821656 1.0 0.5
0.09150849150849151 1.0 0.52
0.09337410805300714 1.0 0.5238
0.09352664896875638 1.0 0.5263
0.09478476821192053 1.0 0.5294
0.09565580618212197 1.0 0.5333
0.09567578859410905 1.0 0.5357
0.09585600669736291 1.0 0.5385
0.09686971235194586 1.0 0.5417
0.09798887462558836 1.0 0.5455
0.09836769759450172 1.0 0.55
0.09889872597711077 1.0 0.5517
0.09924160346695558 1.0 0.5556
0.09943551888840643 1.0 0.56
0.10550564386086156 1.0 0.5625
0.10577367205542725 1.0 0.5714
0.10596945858398889 1.0 0.5789
0.10791705937794534 1.0 0.5833
0.10930787589498807 1.0 0.6
0.11606690319310695 1.0 0.6071
0.11633223266446532 1.0 0.6111
0.11686654758867059 1.0 0.6154
0.12151764393738392 1.0 0.619
0.12245989304812835 1.0 0.6207
0.12298603651987111 1.0 0.625
0.12301907064195541 1.0 0.6316

(Continued)
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Table A2. Continued

PREC REC Threshold

0.12732832916319156 1.0 0.6364
0.12796870634255378 1.0 0.64
0.13329452852153667 1.0 0.6471
0.13679808841099164 1.0 0.65
0.1378687537627935 1.0 0.6667
0.14131440913298365 1.0 0.68
0.14817211258492397 1.0 0.6842
0.15467747382641 1.0 0.6875

0.15472972972972973 1.0 0.6923
0.15738831615120275 1.0 0.7
0.16380543633762518 1.0 0.7143
0.1642754662840746 1.0 0.7222
0.16534296028880865 1.0 0.7368
0.17179294823705926 1.0 0.75
0.17381404174573056 1.0 0.7619
0.17758821248545947 1.0 0.7778
0.18268847227762267 1.0 0.8
0.1842316975060338 1.0 0.8095
0.18724448078495504 1.0 0.8333
0.1886326194398682 1.0 0.8421
0.1906744379683597 1.0 0.85
0.1909128803668195 1.0 0.8621
0.1921947125472094 1.0 0.8667
0.19227539882451722 1.0 0.875
0.19235615287694247 1.0 0.88
0.19373942470389172 1.0 0.8824
0.19741379310344828 1.0 0.8929
0.19818260493292947 1.0 0.8966
0.19956427015250544 1.0 0.9
0.1996512641673932 1.0 0.9048
0.20078912757562473 1.0 0.92
0.2198751800288046 1.0 0.9231
0.23693740300051733 1.0 0.9286
0.23804573804573806 1.0 0.9375
0.2376495059802392 0.9978165938864629 0.9394
0.2410337552742616 0.9978165938864629 0.9444
0.24218335983041867 0.9978165938864629 0.95
0.24373333333333333 0.9978165938864629 0.9583
0.27105575326215897 0.9978165938864629 0.96
0.288510101010101 0.9978165938864629 0.9688
0.2935131663455363 0.9978165938864629 1.0
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