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Abstract. We build a leveled fully homomorphic encryption (FHE)
scheme that achieves IND-CCA1 security under the learning with er-
rors (LWE) assumption in the standard model. It is the first scheme of
this kind that does not rely on succinct non-interactive arguments of
knowledge (SNARK) to obtain security against active adversaries. In-
stead, we use the gadget lattice trapdoors introduced by Micciancio and
Peikert [Eurocrypt 2012] in combination with a dual version of the GSW
FHE scheme [Gentry, Sahai, Waters, Crypto 2013]. Instead of proving
the integrity of a ciphertext with a SNARK, we use the gadget trapdoor
to recover the LWE noise of a ciphertext. This ensures IND-CCA1 se-
curity because it allows us to determine whether a ciphertext queried to
the decryption oracle will reveal information about the secret key to an
adversary.

Our scheme is fully compact, multi-hop and requires very few changes to
the original GSW scheme beyond the key generation and decryption algo-
rithm. In particular, the homomorphic operations remain unchanged. We
also follow ideas from Bourse et al. [Crypto 2016] to obtain IND-CPA®
security almost for free, without requiring correctness.

Keywords: Fully Homomorphic Encryption - Chosen-Ciphertext Secu-
rity - Gadget Trapdoors

Important note: The proof of Theorem[{.]] is incorrect, therefore the claims of
IND-CCAL1 security are currently unsupported. In short, game Gs and G4 are
statistically distinguishable. We give more detail on the issue in Section[[.3 We
thank an anonymous CRYPTO reviewer for pointing this out.

The randomized evaluation algorithm from Section [5 may still be used with
dual-GSW or GG-GSW to obtain IND-CPAP security, but the proof of IND-CCA1P
security from Theorem [5.1] does not hold for the same reasons. A revised proof
is in the works.

1 Introduction

Fully homomorphic encryption (FHE) is a powerful primitive that allows com-
putation over encrypted data without needing access to the secret key. Since
Gentry’s seminal paper [25], the field has seen dramatic improvements in the
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efficiency and functionality of FHE schemes. See, e.g. [TOQITTII7ITR23] for some
of the key developments. However, as FHE approaches usable performance for
practical applications, it becomes increasingly important to consider its security
in more advanced models.

Historically, the security of FHE schemes has overwhelmingly been analyzed
in the context of passive adversaries, i.e. in the indistinguishability under chosen-
plaintext attack (IND-CPA) model. While this is a natural starting point, this
may be overly optimistic in practice. Among other things, the security of an
IND-CPA-secure FHE scheme depends on the honesty of the party performing
the homomorphic evaluation. Yet, this party can mount a host of practical at-
tacks, ranging from simple distinguishing attacks to catastrophic key-recovery
attacks. Furthermore, the difficulty of running such attacks is not necessarily
correlated to their impact, e.g. a single leaked decryption of a ciphertext may
allow an adversary to recover the secret-key in some cases [29].

Higher security models. Motivated by key-recovery attacks on approximate
FHE schemes, Li and Micciancio [29] introduced the IND-CPA” (IND-CPA
with restricted decryptions) security notion. In addition to being able to observe
encryptions and homomorphic evaluations as in the IND-CPA model, an adver-
sary may query decryptions of honestly generated ciphertexts. While originally
thought of as exclusively relevant for approximate FHE schemes, it was later
shown that so-called “exact” FHE schemes suffer from similar attacks if their
correctness guarantees are chosen too low [I6JI5].

Classically, the next target beyond IND-CPA security is indistinguishability
under non-adaptive chosen-ciphertext attack (IND-CCA1). Here an adversary
may see the decryption of arbitrarily chosen (possibly malformed) ciphertexts
before receiving a distinguishing challenge. This is a well-studied notion, and
security in this model already excludes key-recovery attacks against active ad-
versaries.

Finally, beyond the CCA1 bound one may look at security against active
adversaries with adaptive queries. It is well-known that the IND-CCAZ2 security
model is not achievable for homomorphic encryption as it forbids any malleabil-
ity. However, some intermediary models have been shown to be achievable. In
this direction, Manulis and Nguyen [32] have introduced the vCCA notion, and
recently Yang et al. [38] have introduced IV-CCA. Both models essentially allow
an adversary to make adaptive decryption queries, but ensure that the cipher-
texts do not depend on the challenge ciphertext.

Usual Techniques. Unfortunately, to date only a few techniques are known
to provably achieve these higher levels of security, and each incur significant
overhead.

A statistically correct CPA-secure FHE scheme achieves IND-CPA® security
[29]. While one may therefore consider that exact FHE schemes are beyond the
scope of CPAP style notions, we view achieving CPAP security through cor-
rectness as its own method. Correctness is a delicate property for FHE schemes.
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There is often a mismatch between theoretical upper bounds governing cor-
rectness guarantees and practical efficiency considerations. Using correctness to
argue CPAP security implies that it becomes a security property which must
hold with overwhelming probability. However, in practice correctness is often
seen as a performance property that can be tuned to achieve better efficiency.
In particular, some applications may not require exponentially low decryption
failure rates and a user may accept to set parameters such that decryption fail-
ures happen with noticeable probability e.g. 271%, to reduce the computational
overhead. Additionally, libraries often use heuristic arguments to estimate cor-
rectness [3] in order to improve efficiency, which may be exploited by a malicious
adversary [16].

Known CPA” attacks rely on the dependence of the decryption algorithm on
the LWE noise of a ciphertext. Li et al. [30] have shown that this can be mitigated
through noise flooding at decryption. However this requires the noise flooding
term to come from an exponentially wide distribution. Notice that the security
of both methods, correctness and noise flooding, require correct upper bounds
on the noise of a ciphertext, and their performance scales with the tightness of
these bounds.

To obtain security against active adversaries i.e. CCA1 or the recently intro-
duced vCCA or IV-CCA security, the main technique is to prove that cipher-
texts are well-formed via proofs of knowledge [I432I38]. The evaluator proves
that the evaluation algorithm has been correctly executed on valid inputs. This
significantly increases the computational overhead of evaluation, often relies on
strong knowledge assumptions and also hurts the compactness of the underlying
FHE schemes. The latest iteration [38] of this technique is based on the LWE
assumption, but the proof still grows poly-logarithmically with the circuit size.

Outside of FHE. If we consider existing techniques to achieve security against
active adversaries outside of the scope of FHE, the landscape is different. The
well-known Fujisaki-Okamoto transform [24] is a highly efficient technique to
obtain IND-CCA2 security, but is fundamentally incompatible with homomor-
phism by design. However, the (light) Cramer-Shoup encryption scheme, and
the hash proof system framework that followed it [I9J20] achieve CCA1 security
by embedding an implicit proof of knowledge within the ciphertext. Most im-
portantly for our purposes, it is an additively homomorphic encryption (AHE)
scheme. Unfortunately, to the best of our knowledge no translation of the tech-
nique to lattice-based schemes exists, not even if we only ask for AHE schemes.
In light of this, we ask the following questions.

Can we construct an FHE scheme that achieves IND-CCA1 security without
relying on SNARKs? Can we achieve IND-CPAP security without exponential
noise flooding or statistical correctness?
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1.1 Owur Contributions

We answer both questions positively. Our main result is a leveled FHE scheme
that achieves IND-CCA1 security under the LWE assumption in the standard
model without requiring SNARKs. It is a variation of the (dual) GSW scheme
[27], fully compact, multi-hop, and requires minimal changes to the existing
constructions. In particular, ciphertext size scales very similarly to the original
scheme and all homomorphic operations are unchanged. Along the way, we also
provide the first CCAl-secure lattice-based AHE scheme that does not use proofs
of knowledge to achieve security. It is a variation of the CCAl-secure encryption
scheme given by Micciancio and Peikert [34].

Next, we extend the CPA” model to the CCA1 setting. Recall that Brzuska
et al. [I3] have shown that vCCA security does not imply CPAP security, hence
CCAT1 security also does not imply CPAP security. Intuitively, an active adver-
sary should always be stronger than a passive one, since it should have access to
any information that a passive adversary does. Thus, as in [I3], we introduce a
CPAP version of the IND-CCA1 game by augmenting the latter with the CPA”
oracles (cf. Figure [I]).

Finally, we upgrade our CCA1 scheme to achieve IND-CCA1? security over
NC!, independently of its correctness guarantees. We obtain this “almost for
free”, following techniques introduced by Bourse et al. in the context of circuit
privacy [8]. We extend their randomized homomorphic evaluation algorithm for
branching programs to the dual setting. We then prove the IND-CCA1” security
of the scheme for branching programs from the LWE assumption. As shown by
Brakerski and Vaikuntanathan [I2], this allows the use of GSW (and our scheme)
to homomorphically evaluate any circuit in NC!.

Importantly, our security proof is fully independent of the correctness prop-
erty of the scheme. In particular, it does not depend on the LWE modulus gq.
This allows us to reclaim some of the loss in the size of the parameters incurred
to obtain IND-CCA1P security, by trading off correctness for greater efficiency.
Beyond this, it is possible to use our scheme with any (possibly heuristic) noise
estimation strategy without compromising security. In particular, our scheme is
robust against mistakes in the noise estimation. Any parameter set that yields
a secure LWE problem may be used (although the scheme may not decrypt any-
more).

1.2 Ouwur Techniques

Our starting point is the CCAl-secure encryption scheme given by Micciancio
and Peikert [34]. It is a dual-style encryption [26] that uses gadget trapdoors to
control the noise. Simplifying away some details, a ciphertext has the form:

c=sT[A1|UG — A1R]+ €T + (0,m) mod ¢

where R is the secret key, G = (1,2,...,21°89 " DHTRT, € ZZ‘X”Iqu is the gadget
matrix and (s € Z, U € Z3*", e € Z;) is the encryption randomness. Note that
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R is chosen such that Ay = [A1]UG — A R] is statistically close to uniformly
random. Decryption happens by using the LWE inversion algorithm for gadget
trapdoors from [34]. They prove CCA1 security by showing that decryptions are
statistically independent of R and then use a puncturing argument. We refer the
reader to [34] for more details.

This already nearly gives a CCAl-secure AHE scheme. However, sampling
U randomly for every encryption breaks homomorphism. Our observation is
that the only purpose of U is to be able to make the puncturing argument in the
security reduction. We show that it is possible to prove the CCA1 security of the
scheme under the LWE assumption through a careful analysis of the distribution
of the decryption queries. Hence, we may fix U = I,,,, and obtain ciphertexts
of the form:

c=sT[A1|G —AR]+e"T+ (0,m) mod q.

We clearly obtain an AHE scheme, and we will show that we maintain CCA1
security. Taking this as a basis, we consider how to move to FHE. The structure
of the gadget trapdoor is linear, so we cannot support BGV/BFV [12[9] style
multiplications. However, the approximate eigenvector structure of the (dual)
GSW scheme [27] appears as a natural candidate. Using the Alperin-Sheriff
Peikert version [6], a dual GSW ciphertext is of the form:

C=AS+E+uG € z]*moed

where G = (1,2,...,2°89 )T © L, € Zmxmlosd, A = ] is the public-

1
—RA;
key, and R is the secret-key. Now, if the matrix A had a gadget trapdoor similarly
to our AHE scheme, we could prove the CCA1 security in the same way. This
is exactly our approach; we embed a smaller (transposed) gadget matrix G =
(1,2,...,28 1Y o 1, € Zy logaxn ip the public-key A. Consider now the new
ciphertext:

Ay
C=]|-x E Z(m+n)><(m+n) logq.
{GRAl] S+E+uG e’z

Decryption happens in two phases. Ignoring the details for now, the first
phase recovers the message p1 € Z,. In the second phase, we compute,

[R|L,106](C — pG) = GS + [R|L,,.106 4 |JE.

We then use the LWE gadget inversion algorithm to recover E, and output the
message p if || E|| is small enough. Clearly, the scheme is additive. For multiplica-
tion, we use the same operation as in the original scheme [6]. More precisely, for
two ciphertexts C; and Cy where C; = AS®+E®) +,G, Mult(Cy, Cy) = C;-X
where X < G71(Cy) with GX = C,. Notice that our trapdoor R for the inver-
sion algorithm is the same object as a (dual) GSW key. In particular, we observe
the same approximate eigenvector phenomenon:
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Tr(Mult(Cy, Cs) — p1112G) = Tr(ASW + EM + 11 G)X — pq 4o G
= G(S1X + 11S2) + TR(EWX + 1, E?),

where Tr = [R|L,10g¢]- Hence, we obtain a (leveled) FHE scheme and can prove
its CCA1 security in exactly the same way as the AHE construction. Since our
scheme uses two gadget matrices G, we call it GG-GSW for double-gadget GSW.

Proving IND-CCA1 security. We prove the IND-CCA1 security of the
GG-GSW scheme using two main ideas. First, the distribution of the output
of the decryption algorithm is independent of the secret key R. We leverage this
fact to introduce an inefficient decryption algorithm based on a statistical search-
LWE oracle, and show that the distribution of its output is identical to that of the
legitimate decryption algorithm. Second, since we only consider CCA1 security,
the challenge ciphertext is only issued after access to the decryption oracle is
revoked. In the reduction, this allows us to progressively modify the distribution
of either the challenge ciphertext or the public key by alternating between using
the legitimate decryption algorithm and the oracle-aided one.

Obtaining IND-CCA1P security. To avoid basing security on correctness
or using exponential noise-flooding, we construct a randomized evaluation algo-
rithm for branching programs. This happens in two steps.

First, consider the randomized homomorphic evaluation algorithm intro-
duced by Bourse et al. [8]. They take advantage of the particular noise growth
properties of GSW over branching programs to construct a circuit-private scheme
using only modest noise-flooding. In particular, they introduce the following
rerandomization technique for GSW ciphertexts:

_ 0
C' = Cgaw - G, (V) + (yT>

where G:arlld(V) is chosen according to a discrete Gaussian with parameter r
and y is a small noise flooding term. We will call this algorithm the BDMW
randomization. They show that C’ is a fresh encryption with noise distributed
according to a discrete Gaussian with parameter r|le||. Ignoring some details,
they show that using this randomized multiplication procedure, the output of
the homomorphic evaluation of a branching program is a fresh ciphertext with
noise that only depends on the norms of the noise of the input ciphertexts.

We generalize their technique to the dual setting. This simply entails porting
the relevant lemmas to support matrix noise E instead of vector noise. However,
we cannot conclude IND-CCA1” security yet, as the noise of the output still
depends on the noise of the input ciphertexts in a noticeable way.

To remedy this, we use the HintLWE problem introduced by Kim et al. [28].
In this problem, an adversary must distinguish an LWE challenge given some
noisy hints, i.e. the adversary receives
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(A,As+emod g,e+Yy)

and must distinguish As + e from random. Kim et al. give a reduction between
LWE and HintLWE given the correct distribution for y. In our scheme, we will
use this to our advantage to show that the dependence on E left by the BDMW
randomization has no impact on the security of the input ciphertexts.

Putting it together, let us describe our randomized evaluation algorithm. On
input some branching program IT and ciphertexts Cy, ..., C;, we first add the
noise-flooding term Y; to obtain (C},...,C}). We then evaluate the branching
program using the BDMW procedure.

Ignoring some details, we are able to show that the noise of the evaluated
ciphertext only depends on E; + Y;. From this, we prove IND-CCA1” security
using the HintLWE assumption.

1.3 Related Works

A recently published concurrent work by Ogilvie uses the HintLWE assumption
to obtain IND-CPA” and KR-CPA” seccurity [35]. Their work focuses on im-
proving the analysis of noise-flooding techniques in the bit-security framework
to reduce the overhead it generates. This is orthogonal to our work. They give
an improved analysis for general LWE and RLWE schemes, which still requires
exponential noise-flooding. On the other hand, we give a tailored approach to
the GSW scheme and branching programs, which allows us to use polynomial
noise-flooding. Recently, Libert [3I] gave multiple proofs of CCA1 security for
AHE schemes over small message spaces. They show that adding this constraint
on the message space gives enough of an information-theoretical advantage to
prove CCA1 security for schemes for which no proof is otherwise known such as
Damgard’s ElGamal [21].

2 Preliminaries

Notation. We write vectors in lower-case bold font (e.g. x) and matrices in
upper-case bold font (e.g. A). For vectors vy,...v;, we write [vi|va|...|v;] to
denote the matrix whose columns are the v;. For matrices Aq,...,A;, we write
A =[A;;...; Aj] to denote the matrix A that is the vertical concatenation of

’ A
the A, ie. A = [A--l] For any set S, we write x & S to denote that = is

1
sampled from the uniform distribution over S. For any probability distribution
D, we write x < D to denote that x is sampled according to the distribution D.
2.1 Gaussian Distributions

For any o > 0, the spherical Gaussian function on R™ with parameter o is defined
as p,(x) = exp(—n||x||?/0?) for all x € R™. For a rank-n matrix S € R™*" and
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a vector ¢ € R", the ellipsoidal Gaussian function on R" centered at ¢ with
parameter S is defined as:

ps.c(x) = exp(—m(x — c)T(STS) "} (x — ¢))
for all x € R™. Note that equivalently, pg is the function with covariance matrix
3 = STS. The spherical case is obtained when S = ¢ - I,, and we write pyc. If
c = 0, we write ps(-). For a set A, ps(A) denotes } ., ps(x).

2.2 Lattices

An m-dimensional lattice A is a discrete additive subgroup of R™. For an integer
k < m and a rank k matrix B € R™**  A(B) = {Bx € R™ | x € Z*} is the rank-
k lattice generated by the columns of B. We write A* to denote the dual lattice
{veR"|(v,A) € Z} and we write A (B) to denote {v € Z™ | Bv = 0 mod ¢}.

For a rank-n lattice A4, S € R™*", and ¢ € R"”, the ellipsoidal Gaussian
distribution with parameter S and support A + ¢ is defined, for all x € A + c,
as:

ps(x)

Date =
A+ ,S(X) ps(/l-f- )

Definition 2.1 (Smoothing parameter [33]). For an n-dimensional lattice
A and a positive real € > 0, the smoothing parameter n.(A) is the smallest s such

that p1s(A*\ {0}) <e.

Lemma 2.1 (|33], Lemma 3.3). For any n-dimensional lattice A and € > 0,

In(2n(1+1/¢))

s

Ne < An (A)

where A (A) is the smallest real number r > 0 such that dim(span(ANrB)) =n
and B is the n-dimensional unit ball centered at the origin.

Lemma 2.2 ([34], Lemma 2.4). Let n,m,q > 2 with ¢ = p¢ a power of a
prime p. Let € > 0,n > n-(Z™) and s > n be reals. Then for uniformly random
A ezZy ™, if

m > max {n n log(3+2/¢) nlogq+log(2+ 2/5)}

, 1
log p log(s/n) ®)
then s > 7725/5(/1;-(A)) except with probability at most §. In particular, letting
s =2n.(Z) and € = negl(n), m = nlogq + w(y/logn) fulfills Equation .
Lemma 2.3 ([7], Lemma 1.5). Let A C R" be a lattice and r > n.(A) for

some € € (0,1). For any c € span A, we have

>y <ol
— &

If ¢ = 0 then the bounds holds for any r > 0 and € = 0.

Pr([Date,r
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Lemma 2.4 (Simplified generalized leftover hash lemma [22]). Let e be
any random variable over Zy' and f : Zg" — Z’;. Then,

A((Xe, X, f(e)), (X, f(e))) < % PR IO

where X & Zy*™ and r & Zy and Hu(e) is the min entropy of e.

2.3 Matrices

For any matrix B = (by,...,by,,) € R™*™ we write || B|| to denote the maximum
norm of the columns of B. i.e. ||B|| = max;(||b;||). There exists a singular value
decomposition B = QDPT with Q € R™*™ and P € R™*™ are orthogonal
matrices and D € R™™ is a rectangular diagonal matrix with nonnegative
entries s; > 0. The diagonal entries s; are called the singular values of B. The
largest singular value of B is written s;(B) and the least singular value s, (B).
We have s1(B) = maxy ||Bv|| > ||B|| where the maximum is taken over the unit
vectors v € R™.

Lemma 2.5 (J37], Theorem 4.4.5). Let A € R™*" be a subgaussian random
matriz with parameter «. There exists a constant C > 0 such that for all t > 0
we have

Pr[s1(A) > Ca(vm + vn +t)] < 2exp (—t?)
Empirically, the constant C' is a value close to 1/+/2m.

Lemma 2.6 (J2], Lemma 3). For anyc > 1/v/2x, rank-n lattice 4,0 < e < 1,
and matriz S such that s,(S) > n.(A), we have

1
Pr[|Das|| > s1(S)ev/n] < 1f§(0m_6_mz)n_

2.4 The LWE Problem and Variations
We prove our schemes secure under the matrix version of the LWE assumption.

Definition 2.2 (LWE [36]). Let n,m, q, k be positive integers. Let x be a prob-
ability distribution over Z;"Xk. The learning with error assumption, written

LWEﬁym’q’X, asserts that for any PPT adversary A, the following two distri-

butions are computationally indistinguishable:
(A, AS + E mod ¢q) =, (A, U)
$ mxn $ nxk $ mxk :
where A <= Z", S <= Zy* ", U « Zi*%, B < x. More precisely for any PPT

adversary A, the following advantage must be negligible in the security parameter:

AdVHYE(N) == | Pr[A(1*, A, AS + E) = 1] — Pr[A(1}, A, U) = 1]|
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If the error distribution is the discrete spherical Gaussian with parameter a

we may write LWEF Ga

Apart from the standard LWE problem, we will also use the HintLWE variant.
In this setting, the adversary gets a tuple of hints to help with distinguishing the
LWE challenge. This notion was introduced by Kim et al. [28] in the context of
proofs of knowledge. They show that there is a reduction between the standard
LWE problem and the HintLWE problem with slightly wider parameters. We
give here a specialized version for our setting. We work in the plain (matrix)
LWE setting instead of MLWE. Additionally, our hints only cover the noise term.
Since the hints do not cover the LWE secret, we present the problem with uniform

keys S & Zg”, but any secret distribution that yields a secure LWE problem is
possible.

Definition 2.3 (HintLWE). Let n,m,q,k,t be positive integers. Let x and & be

probability distributions over Z;”Xk and C be a distribution over Z. The Hint-

LWE problem, denoted HintLWEfL”tT;ﬁ;]C’X 1s the task of distinguishing the following
distributions:

e (A AS+Emod q,71,...-Y,21,---Zt) forAiZg”", SiZ:}Xk, E + yx,
(Vs 7)< Ctand z; = v; - E+Y,; with Y; < &€ fori € [t].

o (A7B,fyl7...fyt,z1,...zt)forAﬁquX",BﬁZ;”Xk,E<—)O (V1)
Ct and z; =v; - E+Y; with Y, + & fori € [t].

The following theorem shows the hardness of matrix HintLWE under the
matrix LWE assumption when the error is sampled from a discrete Gaussian
distribution. This is just a direct adaptation of [28] Theorem 1] to the matrix
setting.

Theorem 2.1. Let n,m,q, k,t be positive integers and let C be a distribution
over Z'. Let B > 0 be a real number which satisfies Z;zl |v;1> < B for any

possible (vy1,...,v:) sampled from C. For 01,09 > 0, let 0 > 0 be a real number

defined as % = 2(% + B). If o > V2-n.(Z) for 0 < e < 1/2, then there
1 2

exists an efficient reduction from LWEﬁ,Jn’q?(7 to HintLWE’fL:';;ZfI:gl that reduces

the advantage by at most 2mk - €.

The proof is essentially unchanged from [28, Theorem 1]|. In the original
HintLWE problem statement, the roles of the secret and the noise are symmetric.
We only need to generalize the statement to matrix noise. This follows from a
simple vectorization argument and the rest of the reduction is unchanged.

2.5 Gadget Trapdoors

Let g be a positive integer and set | = [log ¢]. Following [34], we call a vector g
of the form g = (1,2,...,2""!) a gadget vector. We similarly define the gadget
matrix G = g7 ® I,, = diag(gT,...g7) € Zf}x"l.

We recall the gadget LWE inversion algorithm introduced by Micciancio and
Peikert [34].
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Lemma 2.7 (adapted from [34], Theorem 5.4). Let n,k,m be positive
integers and q be a power of two. Let G =1, ®g € Zg‘logqxn be the (transposed)
gadget matriz. Let Ay € Z"*", R € Z"°eDXm gnd T = [R|I,10g4)- Let,

A,y
A= {G —RAJ '

Let B = AS + Emod g for any S € Z;‘Xk and some E € ng+"logq)Xk

such that ||E| < ¢/4s" with s’ < y/$1(R)?+ 1. There exists a deterministic
polynomial-time algorithm Invert that on input (Tr, A, B), returns (S, E).

In short, the Invert algorithm first computes [R|L,, 104 ¢]A = GS+[R|In log g -
It then uses the particular structure of the gadget matrix to recover (S,E),
given that [R|I,10g4]E is sufficiently short. Finally, it outputs S and E = B —
AS. We refer the reader to [34] for the details. We abuse notation and call
Invert(Tgr, A, B) both for matrices A of the form above, or the transposed ver-
sion where A’ = [A]|G — A R/].

The gadget matrix also allows to sample for any vector u € Zy, a short vector
X € Zy" such that Gx = u.

Definition 2.4 (adapted from [34], [6], [8]). There is a randomized, effi-
ciently computable function G._L,(-) : Ly — ZZ“Og 9V such that x « G} (v) is

rand rand
drawn from a distribution close to a discrete Gaussian DA;—(G)JFG(;: (V). where

Gd_ei() denotes the deterministic bit decomposition. For any matriz V € Zy*P,

we similarly define X « G..1 (V) to be the matriz in ZZ“Og X 4hat has been
obtained by applying Gr_aid individually to the columns of V. We write G™! to

denote that either Gd_ei or Gr_aid can be used.

2.6 Homomorphic Encryption

Definition 2.5 ((Fully) Homomorphic Encryption). A public-key homo-
morphic encryption (HE) scheme HE = (Gen, Enc,Dec,Eval) for a family of
functions F and a message space M is a quadruple of PPT algorithms such
that:

e Gen(1*): Output a public key / secret key pair denoted (pk,sk).

e Encpc(m): On input a message m € M and the public-key pk, output the
encryption of m denoted ¢ < Encpx(m). We write ¢ < Encpx(m;r) to denote
that ¢ is an encryption of m with randomness r.

e Decy(c): On input a ciphertext ¢ and the secret key sk, output m < Decg(c)
with m € MU {L}.

e Evaly(f,c1,...,¢): The public key pk in the input is optional. On input a
function f € F, and a tuple of ciphertexts c1,...,c;, output a ciphertext
¢+ Bvaly(f,c1,...,0).
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HE is a fully homomorphic encryption (FHE) scheme if F is the set of all the
efficiently computable functions. If for all functions f € F and all plaintexts
my,...,my € M, it holds that:

Pr{Decs (Evalpk(f,c1,- .-, a)) # fima,...,my)] < negl(X)

we say that HE is statistically correct. If the above always holds, we say that HE
is perfectly correct. We depart from the convention of assuming that a so-called
“exact” FHE scheme is statistically correct. We consider an exact FHE scheme
to be a scheme where the expected result of a decryption is f(mq,...,m;) as
in the equation above. In particular, an exact scheme can have arbitrarily low
correctness probability.

We use the standard definitions of IND-CPA and IND-CCA1. The definition
of IND-CPAP® security may be found in [29]. We recall them in Appendix

3 Revisiting IND-CPAP Security

As shown by Brzuska et al. [I3], CCA1 security does not imply CPA” security.
The intuition behind this separation is that whenever the noise growth of an
FHE scheme is message-dependent, an adversary may mount a distinguishing
attack by submitting two challenge messages mg and m; that lead to different
noise behaviors. This does not help in a CCA1 attack since the decryption oracle
is disabled before the challenge bit is even drawn.

Lemma 3.1. If there exists a statistically correct, IND-CCA1-secure HE scheme,
then there exists an approximate HE scheme that is IND-CCA1 secure but not
IND-CPAP secure.

Although this follows from [13], we provide a different proof in Appendix since
we will reuse the construction in the next section.

3.1 New Definitions

We define the IND-CCA1” security game. Informally, the adversary gets access
to the decryption oracle first. Once it is ready the game enters into a second
phase, where the adversary now has access to the CPAP encryption, decryption,
and evaluation oracles.

Definition 3.1 (IND—CCAlD). Let IT = (Gen, Enc, Dec, Eval) be a public-key
HE scheme. Consider the IND-CCA1” experiment given in Figure |1l The ad-
vantage of an adversary A is given by:

1
AV A (V) = [ Pr{Expp 3OO (0) = 1] - 5.

We say that II is indistinguishable against non-adaptive chosen-ciphertext at-

tack and passive decryption (IND—CCAlD) if for all PPT adversaries A, the

advantage Adv%\ta_CCAlD(/\) is negligible in .
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( N
Exph5 o4 () Ep (1m0, m1) with mo,m1 € M
1: (pk,sk) « Gen(1) 1: ¢+ Encpr(me)
9. 54 ADeCsk('>(pk) 2: S+ SU(mo,mi,c)

3: et
3: b {0,1),5:=0 et

a: b <_AEb(‘),H(~)7D(~)(S)
D(j) with j € {1,...,]S|}

1: if S[j].mo # S[j].ma

then return L

5: return (b < b)

Decs(c)

2
3: else
4:

1: return Decs(c) return Decy(S[j].c)

H(f,J) with f € F and J = (ju,... )

1: &<« Eval(f, S[jil.c,...S[jl-c)
2: S« SU(f(S[j1]-ma,...S[H]-mo), f(S[j1]-m1, ... S[H].m1),¢é)

3: return ¢

\- J

Fig. 1. The IND-CCA1” experiment Exp%\ta'CCAlD (A), with the unrestricted decryp-
tion oracle Decg () and the CPAP oracles Ey(mo, m1), H(f, J), and D(j).

The following lemma shows that IND-CCA1 and IND-CPA® security do not
imply IND-CCA1? security. Indeed, the CCA1 oracle may uncover a partial hint
to an attacker that requires the CPAP decryption oracle to complete.

Lemma 3.2. If there exists a statistically correct, IND-CCA1 secure HE scheme,
then there exists an HE scheme that is both IND-CCA1 secure and IND-CPAP
secure, but not IND-CCA1P secure.

Proof. We use a similar construction to the one used in the proof of Lemma (3.1
However, we now puncture the decryption algorithm on a single message m.,.
We place an encryption ¢,, of m,, as a hint in the public key. Decrypting this
hint requires the unrestricted decryption algorithm, as an IND-CPA® adversary
cannot get ¢, to be in the state of the restricted decryption oracle. On the
other hand, using this hint is only possible in the challenge phase, as the attack
exploits the message-dependent noise to distinguish. In more detail:

Let IT’ be as in the proof of Lemma Without loss of generality, suppose
that the size the of message space M is exponential in the security parameter. If
not, we can simply provide the hint in the form of encryptions of the bit decom-
position of m,,, adapting the encryption, evaluation, and decryption algorithm
accordingly.
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We construct II in a similar manner to Lemma but change the key
generation algorithm and the decryption algorithm as follows:

e Gen(1%): Sample a key pair (pk’,sk’) < Gen’(1*). Sample a random message
o & M and compute ¢, Enc;,k/ (my). Return the public-key pk =
(pk’, cw) and the secret-key sk = (sk’, m,,).

e Dec(c): Parse ¢ as (cg, ¢1). Compute m = Dec(cg) and d = Dec(cy). If either
m or d is the 1 symbol, return L. If d = m,, return m + «, where a # 0 is
a fixed public element. Else return m.

Again, the scheme remains IND-CCA1 secure because « is independent of
the secret key and public. The reduction chooses m,, itself, so it has no is-
sues answering all decryption queries. Furthermore, from the point of view of
a IND-CPA® adversary, the scheme is perfectly correct. An adversary cannot
get an arbitrary ciphertext in its state, as this would contradict IND-CPA se-
curity. In particular, it cannot have ¢,,, or any homomorphic evaluation of it as
part of its state. Recall that for perfectly correct schemes, IND-CPAP security
is equivalent to CPA security.

However, in the IND-CCA1” game an adversary can query its unrestricted
decryption oracle with the ciphertext ¢ = (cy, '), where ¢ <= Encpe(m’) is an
encryption of any arbitrary message m’ # m,, to obtain m,,. The rest of the
attack proceeds as in the proof of Lemma [3.1] with B = m,. a

Lemma 3.3. Any public-key FHE scheme that is IND-CCA1 secure and statis-
tically correct achieves IND-CCA1Y security.

Proof. The proof is very close to the one proving that IND-CPA security and
statistical correctness implies IND-CPA® security [29]. The distinction is that
the reduction uses its CCA1 oracle to answer the decryption queries of the first
phase. The second phase then runs the reduction from the CPA” case. O

4 CCA1 Secure FHE Scheme From Gadget Trapdoors

We begin by introducing a CCA1l-secure AHE scheme based on the CCAl-secure
encryption scheme by Micciancio and Peikert [34]. We then present our main
construction, a leveled FHE scheme that combines the AHE scheme with the
GSW message encoding [276].

4.1 A CCA1 Secure AHE Scheme

Let n, m, ¢ be integers, and a a Gaussian parameter that define an LWE problem.
Let s be another Gaussian parameter, p a plaintext modulus and D > 0 some
bound. We leave the details of the choices of these values to the presentation of
our main construction.

Our AHE scheme is the CCAl-secure encryption scheme from [34] with two
modifications. First, we use a standard message encoding for lattice-based en-
cryption, which allows to simplify the scheme and remove the mod 2¢q arithmetic.
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Second, we remove the tag U that was used as a puncturing tool in the original
scheme.

e AHE.Gen(1%): Choose A; + Zg=™, R« Dgf:nrlogq] and x < D7’;. Com-
pute Ay = G—A; R mod ¢,a3 = —Ajx mod q. Return the public key /secret-
key pair,

pk .= A = [A1]Az]az], sk:= (R, x).
o AHE.Enc(pk, u € Z,): Sample z <> Z7', 1 « D, es ¢+ Dyl ey « Dy
where o/? = ||le1]|? + a?m and set e = (e1, e, e3). Return

c"=2TA+e"+(0,Ap)T modgq
where 0 has dimension m + n[logq| and A = 1.
e AHE.Dec(sk = (R, x),c = (c1,cC2,¢3) € Z" X zalesdl 7.y
1. Call Invert(Tr, A, (c1,cz2)) where Tr = [R;I,,] to recover values z,e =
(e1,e3) such that (c1,c2)T =2TA + €T mod g.
2. If ||le]| > D, return L.
3. Return [A~Y(c3 — (c; —eq,x))].

Proposition 4.1. The scheme above is correct, additively homomorphic and
achieves IND-CCA1 security under the LWE assumption.

We postpone the proof to the next section, as both the AHE scheme and the
main FHE construction have a similar structure.

4.2 CCA1l-Secure FHE Scheme

Our CCA1l-secure leveled FHE scheme combines the key generation and decryp-
tion ideas from our AHE scheme with the gadget-based message encoding and
homomorphic multiplication from the GSW scheme.

Let n > 0 and ¢ be a power of 2, we set [ = logq. Let a > 0 be a Gaussian
parameter. Let m = nl and set m = 2m + 1 and k = m - [. The secret key
generation uses a Gaussian parameter s = 2(maAv/k). The scheme supports a
message space M C Zg4, but GSW is most often used with a binary message
space {0, 1} as this gives better noise growth properties. Therefore we present
the binary message space version and point out that it generalizes to M C Z,
through standard techniques [27].

Let g = (1,2,...,2!71) be the gadget vector. Our scheme uses a gadget
matrix G = Iz, ® g7 € Z;ﬁx’“ for message encoding and a transposed gadget

matrix (of different dimension) G=1,® g € Zy'*" for the gadget trapdoor to

ensure CCA1 security.
Let D < min{wﬁ,é} with B = C - s (2y/m + V) + 1 where C is

the constant from Lemma[2.5] Note that for any relevant parameter set, the left

bound is the minimum. However it will help during the security proof to have
both bounds.

Our CCAL1 leveled FHE scheme GG-GSW is defined as follows:
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o GG-GSW.Gen(1}): Sample A; & ZM*" R« Dymsm o and x <& Dy .
Compute Ay = G—RA; mod g and a; = —xTA; mod g. Return the public
key /secret key pair,

A
pk=A = [Ay| € Z"" sk:= (R,x)

=
ag

o GG-GSW.Enc(pk = A,z € {0,1}): Sample S & Z7<%, E; « Dk, ., Es ¢
DF . ... es < Di , where E = [Eq|L,). Set E = [Ey; Eg;el] € Z™%F, the
vertical concatenation of the noise terms. Return,

C=AS+E+ G modg

o GG-GSW.Dec(sk, C):
L. Set tx = (x,0™,1) € Z* and Tr = [R[L,,|0™] € Z7**™.
2. Compute y = tIC mod ¢q. Then set p = L%yi] where y; is the penulti-
mate coeflicient of y.
3. Call Invert(Tgr, A, C — uG) to recover values S, E such that C = AS +
E + 1G mod q. If this step fails, return L.
4. If |E|| > D return L.

5. Return p.

We are using uniform LWE secrets S & ZZX’“. As we will see, this does not
impact the noise growth properties of the scheme and therefore this choice has
no significant negative effect on its efficiency. However it will be useful in the
security proof of our IND-CCA1” construction. For the CCA1 scheme, one may
choose any key distribution that yields a hard LWE problem.

Lemma 4.1 (Correctness). Let C=AS+E+ G mod g for any S € ZQX’“
and p € {0,1}. Then the decryption algorithm returns p if |E| < D.

In particular, let ¢ = 2(s?am+/k -logn). If (pk, sk) < GG-GSW.Gen(1*) and
C + GG-GSW.Enc(pk, i), we have p < GG-GSW.Dec(sk, C) with overwhelming
probability over the randomness of the key generation and encryption algorithm.

Proof. The correctness of the scheme follows from combining the arguments of
the correctness of the (dual) GSW scheme, that ensures the success of Step
and the correctness of the Invert procedure, which ensures the success of Step
and {4l More precisely, let (pk = A, sk = (R, x)) < GG-GSW.Gen(1*). We have
that,

IxIl < svm and si(R) < Cs (2v/m + VA) 2)

except with probability 27 where the first inequality follows from Lemma
and the second comes from Lemma 2.5

Let C = AS +E + G mod ¢ be as in the statement of the lemma. We have
y = txC = txE + ut«G. Hence Step |2| is correct if the magnitude of (ty,e)
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is less than ¢/8, where e is the penultimate column of E. It follows from the
Cauchy-Schwartz inequality and Equation that,

[(tx, @)l < VIx|P+1-[lef < Vs?-m+1-D<q/8 (3)

Note that AS + E is the concatenation of k vectors As; +e; for ¢ € [k]. Step
is successful if the invert procedure returns e; for all i. By Lemma this is

the case if ||e;|| < ¢/4+/s1(R)? 4+ 1. From Equation , we have

q q
led < D < 5 S e ()

It follows from Equations 3| and [4] that for E such that ||E| < D, the de-
cryption algorithm successfully returns g with overwhelming probability over
the randomness of the key generation algorithm.

For the second statement, let C = AS + E 4+ uG < GG-GSW.Enc(pk, 11).
We consider the distribution of a vector e = [e1;eq;e3] where e < Dzm 4,
€ < Dy s €3 < Dz, where E = [E1|I,,]. Note that E is the concatenation
of k such vectors. We have that

Iter, es)ll < av/m+1, lesl| < - 51 (E)v/m. (5)

except with negligible probability, where the first inequality comes from
Lemma 2.3 and the second from Lemma with ¢ = 1 and Lemma We
then note that

lell = V/llexles]|> + [le2]|? (6)
< \Jo2(m+ 1)+ 52 5, (B)2m (7)

S\/oﬂ(m+1)+s2-(C~a(\/%+\/m+\f)\)+1)2m (8)

where the last inequality hold with overwhelming probability from Lemma[2.5
From the first statement of the lemma and a union bound, we know that the
ciphertext C correctly decrypts if the term in [§| is less than D. Noticing that
C-a(Vk+vm+ V) +1=06(ak), it is sufficient that

8\/% > \/a2(m+ ].) 4 52 9(a2k)m
S -m

g > 8+/(s>m + 1)(a?(m + 1) + s20(ak)m)
q=1 (52am\/g)
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Homomorphic Operations The main difference between our scheme and the
regular GSW scheme is in the key generation. Hence, once our trapdoored matrix
A is generated, our scheme behaves as the GSW scheme. In particular, it inherits
all the homomorphic properties from it. We define the homomorphic operations
in exactly the same way as in [6], and show that the noise growth behavior
remains unchanged.

(] Add(Cl, C2): 01 H CQ = Cl + CQ,

e Mult(Cy,Cs): C; D Cy + Cp - G1(Cy). As in the original GSW scheme,
this operation is non-commutative and right associative. A scalar-ciphertext
product between a and C is computed as CHa «+ C- G~ (aG).

Lemma 4.2. Let C1,Cy be two ciphertexts encrypting pi, pe with noise B
E® respectively. Then Cy B Cy is an encryption of i + po and has noise
ED + E®); C,ECy is an encryption of py - po and has noise EMX + py B,
where X < G71(Cy).

The proof is essentially unchanged from [6, Lemma 3.5]. We write it down
for completeness.

Proof. We have C; = AS;,+E® + 1;G. The first statement follows from linearity.
For the second statement, let tx and Tgr be defined as in Step [I] from the
decryption algorithm. We have,

tI(C, 0 Cy) = tI(AS; + EM 4+ 1,G)X
=tTEWX + 41 tI(AS; + E?) + 11,G)
=tI(BEVX + i E®) 4 ot ]G

Tr((C1 D Cy) — p1p12G) = Tr(AS; + EY + 111 G)X — 112G
= G(S$1X + 111S2) + TR(EWX 4 1, E?).

4.3 CCA1 Security

Theorem 4.1. The above scheme is IND-CCA1-secure under the LWE assump-
tion. More precisely, for any PPT adversary A against the IND-CCA1 security
of the scheme, there exist an L\WE distinguisher B such that

AdviE D OO (V) < AdvEYE(X) + negl(M).

We first give an intuition on why the scheme is CCAl-secure. As in [34],
the condition on the norm of E in Step [ is set in such a way to reject all
ciphertexts with a noise that would make the Invert procedure fail. This allows us
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to argue that the output of the decryption procedure is statistically independent
from the secret key. We leverage this fact to introduce a second decryption
method, based on a statistical search-LWE oracle, which does not need a gadget
matrix embedded in the public-key. The crux of the proof is that we can freely
switch back and forth between decryption methods, since in the IND-CCA1
game, the adversary does not get access to the decryption oracle anymore once
it receives the challenge ciphertext. This allows us to first switch to the oracle-
aided decryption method to establish the linear relationship between C; and
C, without using a puncturing argument, since we can still decrypt without the
gadget G. We then switch back to the regular decryption algorithm to be able
to use the LWE assumption.

Important note. The following proof of Theorem is incorrect, therefore
the claims of IND-CCA1 security are currently unsupported. It is possible for
a statistical adversary to distinguish between game G3 and (G4: a statistical
adversary can compute S from (A;,C; = A4S + E;) and with overwhelming
probability, ||Ca — A2S|| is small in game G5 but big in game G4. We thank an
anonymous CRYPTO reviewer for pointing this out.

Proof. We first describe an alternate decryption algorithm that uses a statistical
search-LWE oracle instead of the secret-key sk = (R, x) to decrypt. The oracle
OAa () is parametrized by the public-key matrix A and the bound D. On input a
matrix B € Z’;IX’ﬂ Oa (B) outputs the tuple (S, E) if there exists S € ZZX’“7 Eec
2% such that B = AS + Emod ¢ and ||E|| < D. Otherwise it outputs L.
Recall that for relevant parameters, the LWE function is injective so the oracle is
well-defined. We describe a decryption algorithm Dec®A() that has oracle access
to Oa(:) in Figure[2] In Lemma [4.3] we show the following claim.

~
Dec?A()(C):
1: for peM
2 if OA(C—pG) # L
3: then return u
4: return L
- J

Fig. 2. The oracle-aided decryption algorithm Dec®a()(.).

Claim. Let (pk,sk) < GG-GSW.Gen(1*). For all C € Zg”k, we have that

Pr[GG-GSW.Dec(sk, C) # Dec?21)(C)] < negl())

with the probability going over the randomness of the key generation algorithm.
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We consider a sequence of hybrid games. For each index i, let W; be the
event that the adversary A wins in game G;.

Game Gy: This is the normal IND-CCA1 game.

Game G1: In this game, we change how decryption queries are answered. Upon
receiving a decryption query, the challenger uses the oracle-aided decryption
algorithm Dec®a(") instead of GG-GSW.Dec. It follows from Lemma that,

| Pr[Wo] — Pr[W1]] < negl(\).

Game G3: We now change how the public key is computed. Sample A; &
Zy*™ and also a3 & Zq directly from the uniform distribution. Compute Ay =
—RA; and set A = [A;; Ay;al] as usual.

Notice that since decryption queries are now answered through the statistical
search-LWE oracle, it is not an issue that A5 does not contain the G term. Hence,
it follows from the leftover hash lemma that,

| Pr[W;] — Pr[Wa]| < negl()).

Game G3: In this game, we change how the challenge ciphertext is computed.

Sample S & Zp*k By ng_’a and e3 + Dza as usual then let C; = A;S +
E; mod ¢ and ¢} = alS + e] mod ¢. Let,

CQ = 7RCl + EQ mod q

where Eq + D’Zﬂms. Set C = [Cy; Cy;cl], the vertical concatenation of Cy, Cs
and cl. The challenge ciphertext is then C* = C + 1, G. Notice that,

Cy = —RA;S — RE; + E5 mod q.

We show that the distribution of —RE; + Es conditioned on the view of the
adversary is statistically close to ng B the distribution of E5 in game Gbs.

Recall that decryption queries are answered with Dec®A() and are independent
of R. It is therefore sufficient to consider the distribution of r] E;+e&] conditioned
on the public-key, where r; and e; are the i-th rows of R and €;. Fixing pk, we
have that r; is sampled from a coset of A;-(AI). It follows from Lemma and
Lemma that the distribution of —rE; + €] is negligibly close to Dy, g,

where E = [E;|I,,,]. Finally, from a union bound we have,
| Pr[Wa] — Pr[Ws]| < negl()).

Game G4: In this game, we switch back to the trapdoor-based decryption.
We change the public-key again to be pk = [A1;G — RA;; —xA,], and use
the original decryption algorithm GG-GSW.Dec to answer decryption queries. It
follows from the same arguments as in the hops from Gy to G5 that,
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| Pr[Ws] — Pr[W]| < negl(\).

Game G5: In this game, Cy & Z;"Xk and c3 & Z’; are now sampled from
the uniform distribution. We have that game G4 and G5 are computationally
indistinguishable under the LWE assumption, from a standard reduction where
we use the LWE challenge to simulate C; and c3.

| Pr[W,] — Pr[Ws]| < AdviYE(\).

Game Gg: Finally, in game Gg we return to using the oracle-aided decryption
algorithm Dec®A() to answer decryption queries. It follows from Lemma
that,

| Pr[W5] — Pr[We]| < negl(A).

Let us consider the view of the adversary in game Gg. The public key and
the challenge ciphertext are

Al Cl _
pk= |G -RA;|, C"=|-RC;+Ey| + uG.
—xA; c3

The challenger uses the oracle-aided Dec®A () algorithm to answer decryption
queries. This is statistically independent from R and x. Therefore, it follows from
the leftover hash lemma that the distribution of (A1, RA;,xA;,C1,RCy,c3)
is statistically close to the uniform distribution. Thus, the advantage of the
adversary in Game Gy is negligible,

1
Pr[Ws] < 5t negl(\).
O

Lemma 4.3. Let (pk = A sk = (R,x)) + GG-GSW.Gen(1*). For every C €
7mxk
q )

Pr[GG-GSW.Dec(sk, C) # Dec®2()(C)] < negl())
with the probability going over the randomness of the key generation algorithm.

Proof. For any C € Z?Xk, it follows from the injectivity of the LWE function
that there exists at most one unique tuple (S,E, pu) € (Z;‘Xk X 2™k % Z4)
such that C = AS + E + puG with |E| < D. If no such tuple exists, both
GG-GSW.Dec(sk, C) and Dec®A()(C) return L.

If < Dec®A()(C) with p # L, then there exists a tuple (S,E) € ZZX’“ X
Z™*k such that C — uG = AS + E and ||E|| < D. Let bad be the event that
Equation (2) does not hold. It follows from Lemma [4.1] that GG-GSW.Dec(sk, C)
returns p as well, unless the event bad happens.
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Conversely, if 4 + GG-GSW.Dec(sk, C), then it follows from Step [3] and
of the decryption algorithm that there exists (S, E) € ZZX’“ x Z™*k such that
C = AS+E + G and ||[E|| < D. Since there exists at most one tuple that
fulfills this relationship, Dec®2()(C) returns u too. We have,

Pr[GG-GSW.Dec(sk, C) # Dec®2)(C)] < bad < negl())

4.4 A Time Space Tradeoff

It is possible to decrypt without x, using only R. The decryption algorithm can
run Step andfor both C—0G and C—1G, and retain the message u € {0,1}
for which Step [4] is successful. In fact, this is possible for any polynomially-sized
message space M C Z,, although the time-space tradeoff worsens.

In more detail, the scheme is modified as follows. Set m = 2m and k = m - .
Let D' < with B = C - 5 - (2¢/m + VA) + 1 where C is the constant from
Lemma Let G =15, ®gT € ZTXF’”.

e Gen(1?): Sample A, & Zy*" and R < Dy'[™. Compute Ay = G —
RA; mod g. Return the public key/secret key pair,

pk= A = [21} € Z7" sk:=R.
2

o Enc(pk = A,z € {0,1}): Sample 8 & Zp*%, By + DxF, By « DIk
with E = [E;|I,,,] and set E = [E; Ey]. Return,

C=AS+E+uG mod gq.

e Dec(sk, C):

1. Set Tr = [R|1,,]. For b € {0,1}, call Invert(Tgr, A, C — bG) to recover
values (S®) E®). If there is not at least one tuple (S®) E®) £ |
return L.

2. For b € {0,1}, if C = AS® + E® 4 bG mod ¢, set u = b and E = E.
If this step fails, return L.

3. I |E|| > D’ return L.

4. Return p.

It is clear that both correctness and CCA1 security are preserved. Since we
do not need x to decrypt anymore, this allows us to use A = [A1; As] € ngxn.
In turn, this implies that the ciphertext is now a matrix of size 4m? - [ instead of
(2m+1)2-1, and that we tolerate a noise E with norm bounded by ¢/4B instead

of q/8sy/m.
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5 Achieving IND-CCA1” Security

We now consider how to achieve IND-CCA1? security. Since GSW is an exact
FHE scheme, we can set the parameters to obtain statistical correctness and
obtain IND-CCA1” security through Lemma and Theorem 4.1

However, this is somewhat unsatisfactory. Most applications do not require
such high correctness guarantees in practice, and would benefit more from trad-
ing off correctness for better performance. In this section, we show how to obtain
IND-CCA1?” secure GSW under parameters that do not provide statistical cor-
rectness.

5.1 Rerandomizing Dual-GSW

Our randomized evaluation algorithm requires two components. A first noise-
flooding term Y that decouples the rerandomized ciphertexts from the input
ciphertexts. This will be chosen according to the HintLWE problem. The second
component ensures that the noise remains independent of the message during
multiplication. This will use the GSW rerandomization technique introduced by
Bourse et al.[8] generalized for dual-GSW.

Note that the results of this section can also be used to obtain a CPAP-
secure scheme from the CPA-secure dual-GSW scheme. Indeed, the results do
not depend on the public-key A or the decryption procedure at all. In the rest
of the paper, G_! (-) is the procedure defined in Definition

rand

Lemma 5.1 (adapted from [8], Lemma 3.1). Let ¢, > 0, and let r >
nE(Aql(G)) be a Gaussian parameter. For any full rank matriz E € Zg”k,v €

Zy,ifr> maX<8((1 — 6)(26/)2)—#7 V5(1 + 51(E)) w)
A((S,Sx,Ex +y),(S,u,e)) <& +2¢

where X <+ G;id(v) has parameter r, S & Zng,u & Z’;,y < Dzm, and

€ « Dy e with B = [E[Ly].

Proof. The proof is unchanged from [8, Lemma 3.1]. We simply replace the use
of [8, Lemma 3.6] with its matrix generalization Corollary Using matrix
E instead of vector e also introduces a factor 2 in the first term of the bound
through the generalized leftover hash lemma [2.4]

In the rest of the paper, we overload the notation and write GG-GSW.Encp(pk, x)
to denote using the encryption algorithm with an ellipsoidal discrete Gaussian
noise distribution with parameter I".

Lemma 5.2 (adapted from [8], Lemma 4.1). Let r = 2(ask/Xlogk))
with o and s the Gaussian parameters for the encryption and the key genera-
tion respectively. Let (pk = A, sk) < GG-GSW.Gen(1}). Let C = AS + E «
GG-GSW.Enc(pk,0). For any V € Z;ﬁx’“ , we have
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rand

(c SGIL(V)+Y, C) 2 (C',C)

where G__~.(-) has parameter r, <~ Dymxk ., an — - .Encr(pk,
here G}, () h Y < Dgnxr ., and C' + GG-GSW.E k,0

rand

with I = r[B|Ly).

Notice that r = 2(s1(E)y/Alog k) is sufficient for Lemma It follows from
Lemmas and [2.6] that with overwhelming probability ,

Sl(E)

IN

51(E1) + s1(E2) + s1(e3)
(- (VE+Vm+VX) +6O(s - s1(B1)Vnl)
(asV'k - nl)

<o
o

Therefore we can choose r = Q(ask\/)\log k)) The proof of Lemma
then simply follows from replacing with Lemma [5.1] the corresponding lemma in
the proof of [8, Lemma 4.1]. We also get the following corollary by noting that

Corollary 5.1. Let vy > 0 and vy = 2((ask 4 71)\/Alog(k)). Let A, C and V
be defined as above. We have,

((C+¥)-Goy(V)+Y,C) 2 (C,C)

rand
where Y <« Dymxk s G L) is parametrized with v, Y <+ Dymxk p, and
C’ < GG-GSW.Encr(pk,0) with I' = ro[E + Y|L].

5.2 GG-GSW For Branching Programs

Let us recall the technique introduced by Brakerski and Vaikuntanathan [12]
to homomorphically evaluate branching programs. Then, we will introduce our
randomized evaluation algorithm.

Permutation branching programs. A permutation branching program IT of
length L and width W with input space {0, 1}! is a sequence of L tuples of the
form (var(t), 70, m¢,1), where

e var(t) : [L] — [I] is a function that associates the tuple for the t-th step to
an input bit zyar(r)-

o T 0,71 ¢ [W] — [W] are permutations associated to the ¢-th step of the
program that dictate the change of the state as a function of an input bit

Lyar(t)-
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On input a tuple (z1,...,7;) € {0,1}!, the program IT proceeds as follows.
At every period t € [L], the program has a state v; € {0,1}", with the initial
state vo = (1,0,...,0). Then, for every t € L and w € [W], the state is computed
recursively as

Vt[w} = Lvar(t) rUt—l[ﬂ'tjll (w)] + (1 - xvar(t)) : fUt—l[ﬂ't_’Ol (’LU)]

where vi[w] is the w-th coefficient of v;. The output of the program is 1 if
vz[0] =1 and 0 otherwise.

Randomized homomorphic evaluation of branching programs. Let (pk =
A, sk) + GG-GSW.Gen(1*"). The homomorphic evaluation Eval(11, (Cy,...C;))
of a branching program IT on input (Cy,...C;) proceeds as follows. The initial
state Vo = (G, 0,...,0) is a tuple of noiseless encryptions of vo = (1,0,...,0).
For i € [I], the evaluation algorithm rerandomizes C; and sets,

C; =C;+ Yil (9)

where Y'i < Dzmxk,r,- Then the program is iteratively evaluated as,

Viw] = Clu ‘G;r{d(vt—l[ﬂgll(w)])+((;C(/ar(t))'G;r{d(vt—l[W;&(w)])+Tt,715

10
where Yy < Dymxn ., 3 The evaluation algorithm outputs the ciphertext
V. [0].

We now analyse the behavior of our randomized homomorphic evaluation
algorithm over branching programs. The following results follow the methodology
from Bourse et al. [8] exactly, simply replacing the relevant parts with their
matrix equivalent, so we omit the proof.

Lemma 5.3 (adapted from [8], Lemma 5.3). Let r; > 0 be a Gaussian
parameter and let ro = 2((ask+r1)y/Alog(k)). Let p,vo, vy € {0,1} and (pk =
A sk) «+ GG-GSW.Gen(1*). Let C = (AS+E+ uG) + GG-GSW.Enc(pk, z) and
C'=C+Y with Y + Df,. . . We have,

(c’ CGIL (V) +(G-C) - GL(Vo) +Y, c) 2 (V!,C)

rand rand

where V, < GG-GSW.Encp(pk,vy) for b € {0,1}, Y < DF T and V! «+

GG-GSW.Enc=(pk, vy) with = = (I''I" + 2r2ETE)2 and E = [E + Y|Lz].

Informally, this lemma shows that after one step of the evaluation of a branch-
ing program, the noise of the output is independent of the message bits, but
depends on the noise E +Y of the (rerandomized) input ciphertext. Finally, the
following lemma covers the induction over the evaluation of the whole branching
program.
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Lemma 5.4 (adapted from [8], Lemma 5.4). For a branching program
I :{0,1}! — {0,1} of length L, let 7¢; be the number of times the i-th variable
x; has been called aftert steps of the evaluation. Let pk,r1,ro be as in Lemmal5. 3,
For any (x1,...1;) € {0,1}, let C; = AS; + E; + 2;G + GG-GSW.Enc(pk, z;).
For all t € [L] and w € [W], let V,[w] be as defined in Equation (10). We have,

(Vilwl, (€l ) # (Vi (Co)iy)

L\ 1/2
where Vi, < GG-GSW.Encr, (pk, v¢[w]) with I, = ro (2 22:1 Tm-EiEiT) and
E; = [E; + Yi|L,,).

5.3 IND-CCA1” Secure GSW Without Correctness Guarantees

We are now ready to show that our randomized homomorphic evaluation algo-
rithm makes GG-GSW an IND-CCA1” secure leveled FHE scheme for branching
programs.

Theorem 5.1. GG-GSW with the randomized evaluation algorithm for branch-
ing programs from Lemma achieves IND-CCA1P security under the HintLWE
assumption. More precisely, for any PPT adversary A that makes I = I[(\) en-
cryption queries and h = h(\) homomorphic evaluation queries, there erists a
PPT HintLWE distinguisher B such that,

HintLWEX-b®

IND-CCA1P s
AdVGG—GSW,A ()\) S l . AdVB a

(A) + negl(A\)

Proof. We consider a sequence of games G;. For every index i, let W; be the
event that the adversary wins the game G;.

Game Go: This is the normal IND-CCA1” game.

Game (G1: Similarly to the changes we made in the proof of CCA1 security
from Theorem [£.1] the queries to the unrestricted decryption oracle are answered
through a statistical search-LWE oracle. Additionally, we change how the public-
key is computed. Let A; & Zg*™ and ag & Zy. Set A = [Ay; —RA;;a]] the
vertical concatenation of A;, —RA; and aJ. As in the proof of Theorem we
have

[Pr[Wo] — Pr[W1]| < negl(X).

Game G3: We now change the CPAP oracles. Consider the following modifi-
cations.

e E(mg, mq): For every encryption query, the oracle returns C = AS + E +
mpG mod ¢ as usual. When updating the state, it additionally keeps track
of the encryption noise E, i.e. S < SU (mg,m1,C, E).
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e H(I1,J): Similarly, for every homomorphic evaluation query, the oracle keeps
track of the noise in the ciphertext, i.e.

S U (IT(S[j1]-mo, - - - S[je)-mo), I (S[r]-ma, ... S[jj-ma), &, E),

where E is computed from the corresponding S[j;].E and the evaluation
randomness.

e D(j): If S[j].mg # S[j].m1, return L. Else the restricted decryption oracle
sets u = S[j].mp and E = S[j].E and runs Step [4] and [5| of the decryption
algorithm.

In game Gy, if S[j].mo = S[j].m1 the restricted decryption algorithm re-
turns Decy;(S[j].C). Remember that if there exists any S € Z7** and E with
|E| < D such that S[j].C = AS + E + S[j].mo mod ¢, Step [3| of the de-
cryption algorithm will return E. Notice that in game G5 we have S[j].C =
AS + S[j].E + S[j].mo mod q. It follows from the injectivity of the LWE func-
tion that E = S[j].E. Hence the output of the oracles in game G; and Gs are
identical, and we have Pr[IW;] = Pr[W3].

Game G3: In this game, we change how the encryption oracle answers queries.
On input a query (mg,m1), sample S & Z;’Xk, E; « ’DgfoflC and eg <+ Dza as
usual then let C; = A1S + E; mod ¢ and ¢l = alS + el mod ¢. Let,

02 = —RCl + E2 mod q

where Eg < Dynixi s. Set C = [Cy; Cy; cl], the vertical concatenation of Cy, Cs
and cl. The encryption oracle returns C = C 4+ mG. Let E; = —RE; + E,
and set E = [E;; Eg;el]. The oracle updates the state with E. As in the proof
of Theorem we have

| Pr[Wa] — Pr[Ws]| < negl(X).

Game G,4: In this game, we modify the encryption algorithm as follows. The
oracle simply outputs

C=C'+mG

where ¢/ & Zg_”k is directly sampled from the uniform distribution. The oracle
still samples E € Z™** and updates the state with C and E as in game G3. We
show that game G5 and G4 are indistinguishable under the HintLWE assumption.

To this end, we introduce a series of intermediary hybrid games G'3 ;. Without
loss of generality, we can assume that an adversary A makes [ = [()\) queries
to the encryption oracle and h = h(\) queries to the homomorphic evaluation
oracle. Then, for j € [I] we define:

Game G3;: In this game, the first j encryption queries are answered as in
game G3. The last [ — j encryption queries are answered as in game G,4. For
convenience we define game G390 to be game G3. We show in Lemma that
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; k,h,rq,C
| Pr[Ws —1] —Pr[Ws ;]| < Adv; MtWEn g (N). It follows from a standard hybrid

argument that,

in k,h,rq,C
| Pr[Ws5] — Pr[Wy]| < - Adv: PLWEK hor1 € 0.

Finally, notice that in game G4, the key and the ciphertexts are negligibly
close to uniformly random and we have,

Pr[Wy] = % + negl(\).

a

Lemma 5.5. For j € [l], we have that game G3;_1 is computationally in-
distinguishable from Gs; under the HintLWE assumption. More precisely, for
any PPT distinguisher A that distinguishes between game Gs;_1 and game

Gs,j, there exists a PPT distinguisher B such that |Pr[Ws ;j_1] — Pr[W3 ;]| <

HintLWES 171-¢
»m,q,a
Advy, (A).

Proof. The distinguisher B receives a HintLWE challenge tuple

(A", B)), (LHY) = E' + YW _ ),

where A’ = [Ay;al],B = [By;b]] € ZI"F x ZF, E' = [Eqy;el] € Z7*F x 7k
and Y'¥) = [ng);ygwﬁ] € ZM** x ZF + Dymiixr ., for ¢ € [h]. The task is
to distinguish whether B = A’S’ + E’ mod ¢ for some S’ € Z2** or is uniformly
random.

The distinguisher B samples R and sets A = [A;, —RA;,a]]. Then it runs
A(1*, A), initializes the state S and answers queries as follows:

e E(mg,mq): The i-th encryption query is answered as follows.

- If ¢ < j: Sample S, Eq, e3 and compute C and E as in game G3. Output
C and update the state with S'U (mg, m1, C, E).

- If i > j: Return C = C’ + m;, G with C’ & Zg”k and update the state
as in game Gy.

- Ifi = ] Set Cl = B1 and C3 = b3. Compute CQ = 7RCl + E2 mod q
with Eg < Dynaxk . Output C = [Cy; Cy;cl] + myG and update the
state with S + S U (mg, m1,C, L).

e H(II,J): Without loss of generality, we consider the single-hop case. For the

multi-hop case, B keeps track of the “chain” of homomorphic operations to
be able to sample from the right distributions.
On input (I1,J) the ¢-th homomorphic evaluation query for ¢ € [h], let
Ci1,...Cp be the ciphertexts corresponding to the tuple of indices J, let
Z1,...,2p € {0,1} be the corresponding messages they encrypt and let E;
be the corresponding ciphertext noise i.e. x; = S[i].mp and E; = S[i].E for
1€ J. Let & = II(xq,...,xy). Set,
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- [E: + Y;[Ly] with Vi < Dymxs ., if i #j
O EWIL,] ifi=g

The evaluated ciphertext is computed as C GG-GSW.Encp, (pk, &) where
FL =T2 (2 Zi:l TLJ'EZ'E;»F) .

e D(j): Queries to the restricted decryption oracle are answered as in game

Gs.

Recall that the restricted decryption oracle is unchanged between game Gg
and Gy. It follows from Lemma [5.4] that the output of H is correctly distributed.
Finally, notice that if B = A’S’ + E’ mod ¢, then B perfectly simulates hybrid
G3,j—1 whereas if B is uniformly distributed, B simulates G5 ;. Hence, B outputs
b’ the output of A and has the same advantage in the HintLWE problem as A. 0O

Corollary 5.2. Let 0 = 2(v/)\) . Let o = 20 and r1 = 20v/h. Then, GG-GSW
with the randomized evaluation algorithm for branching programs from Lemmal. 3
achieves IND-CCA1P security under the LWEfl’Wq’U assumption. More precisely,
for any PPT adversary A that makes | = l(\) encryption queries and h = h(\)
homomorphic evaluation queries, there exists a PPT LWE distinguisher B such

that,

k
AdVEEESSAT () < 1 Advg 7 () + negl(X)

Proof. We have that 2(1/a? + h/r?) = 2(1/40? + 1/40?) = 1/0?. From The-
orem it follows that if ¢ > v/2n.(Z) for some 0 < ¢ < 1/2, we have
HintLWES 271 -C LWEY

Adv, e (X)) = Advg ™7 (N)+2mke. We conclude the proof by setting
e <27 and using Lemma‘m O

5.4 Parameters

Finally, we highlight a key advantage for parameter selection. Because our proof
of IND-CCA1® security does not rely on correctness, we can fix parameters
that ensure LWE hardness while, independently, pushing correctness margins
extremely aggressively.

Let us first consider the security requirements. Choose a target LWE problem
with parameters n,m, k, q,o with n = poly(}), ¢ = poly(n) some power of two,
m = 2(nlog q) for the leftover hash lemma, k = mlog ¢ to fit the gadget matrix
and s = 2(maAvk). We also need o = 2(y/n) and following Corollary
we set @ = 20 and r; = 20v/h, for some polynomial h = poly(n) (note that
in practice it is possible to choose t the hint budget as min(h,d), where h is
an upper bound on the expected number of homomorphic evaluations and d an
upper bound on the number of decryptions). From Lemma we also require
ro = Q((ask +71) )\log(k)). Let Lnax = poly(n) be the maximum size of the
branching programs we accept.
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From the constraints, let us set n = O()), s = O(n?), o = O(y/n), 1 =
O(Vhn), ro = O(n® + nvh) and ¢ = O((n'® + n'®h) L., a power of 2. Note
that assuming n > h, which would be the case for a lot of applications, we have

7y = O(n°) and g = O(n'® Lyay).

Lemma 5.6. Let IT be a branching program of length L. Let (z1,...x;) € {0,1}!
and C; = GG-GSW.Enc(pk, ;) fori € [I]. Let € ¢ GG-GSW.Eval(II, (C1, ..., Cy)).
With, the above parameters, we have Decg (C) = II(x1,. .. x;) with overwhelming

probability.

Proof. Let E; be the noise matrices of C;. From Lemma [5.4] we have that the
noise E of C follows a discrete Gaussian distribution with parameter matrix

1/2
I =1 (2221 TL,Z‘EZ‘EZ-) where E; = [E; + Yi[L]. We have s (I') <

ra /25, Toi(su (BE]T) + 1) with Ef = B, + Y.

As discussed in Section we have s (E}) < ¢ with § = O(ask/logn +ry)
for all ¢, except with negligible probability. Since ), 77, ; = L , we have, s, (") <
V2ry - L - (6% +1). It follows from Lemma and a union bound that with
overwhelming probability, |E|| < s1(I")v/mlogn < v/2ry - L - (62 + 1)y/mlogn.

Finally, Lemma gives that GG-GSW.Dec(C) returns II(xy,...x;) with
overwhelming probability for,

é(S\/>7’2 max52\/7jn)
O((n*® + n'°h + n°Vh + n°h) Lynax)
é((n18 + nloh)Lmax)

a

Trading correctness for better performance. Notice that Theorem [5.1] re-
lies on the rerandomization from Corollary which itself only needs an upper
bound on E + Y. In particular, IND-CCA1” security holds for any modulus ¢
that yields a secure LWE instance. Say we decide to trade off evaluation cor-
rectness for better performance. In that case, we may simply ignore the above
lemma and choose ¢ through a tool like the lattice estimator [5], while using our
favorite heuristic to estimate evaluation correctness. Importantly, none of the
security guarantees rely on having “good” correctness estimations.
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4 )
Exp%\{a’CPAD \) Es(mo, m1) with mo, mi € M
1: (pk,sk) « Gen(1%) 1: ¢4 Encp(my)
2. b£{071}75:® 2 S<_SU(mO7m17C)

5 b e AEb(')’H(‘)’D(‘)(s) 3: returnc

4: return (b < b) N
D(j) with j € {1,...,]S|}

1: if S[j].mo # S[j].ma

then return L

2
3: else
4:

return Decy (S[j].c)

H(f,J) with f € F and J = (ju,... )

1: &< Eval(f, S[jil.c,...S[jl-c)
2: S« SU(f(S[j1]-mao,...S[H]-mo), f(S[j1]-m1, ... S[H].m1),¢é)

3: return ¢

Fig. 3. The IND-CPA® experiment Exp%\ﬁ'CPAD (A).

Definition A.2 (IND-CCA1). Let II = (Gen, Enc, Dec) be a public-key encryp-
tion scheme. Consider the IND-CCA1 experiment given in Figure[l The advan-
tage of an adversary A is given by:

1
Advip 3 M () = [PrExpp 1M () = 1] - 5.

We say that II is indistinguishable against non-adaptive chosen-ciphertext at-
tacks (IND-CCAL1) if for all PPT adversaries A, Advng’a'CCAl()\) is negligible in
A

B Proof of Lemma [3.1]

Proof. Let II' = (Gen’,Enc’,Dec’, Eval’) be an exact IND-CCA1 secure FHE
scheme. We build an approzimate FHE scheme II = (Gen,Enc,Dec, Eval) as
follows:

e Gen(1%): Return (pk,sk) < Gen’(1%).
e Ency(m): Return ¢ = (Ency, (m), Encyy (m)).
e Eval(f,c): Parse c as (cg, c1). Return é = (Eval’(f, c), c1).
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4 )

Bl 4 ()
1: (pk,sk) < Gen(1)

2 (mo,m,s) « AP0 (pk)

3: b {0,1}
4: c" <« Enc(pk,my)
5: b <« A(s,c")
6: return (b Zz b
- J

Fig. 4. The IND-CCA1 experiment Exp%\{a'ccm (A).

e Decy(c): Parse c as (cg,c1). Compute m = Decly(co) and d = Decl,(c1). If
either m or d is the L symbol, return 1. If d = 0 return m. Else return
m + «, where a # 0 is a fixed public element.

We only give the case of univariate functions f, but the general case follows
naturally. Notice that IT is an IND-CCA1 secure approximate FHE scheme.
Indeed, since « is public, the reduction can handle the modification of the de-
cryption algorithm by using its IND-CCA1 decryption oracle and adding o when
appropriate.

However, there exists an efficient IND-CPA” attack on IT. Query (0, B) to
the encryption oracle for any non-zero B. This adds (0, B, ¢) to the state. Then
query the subtraction of ¢ with itself. This adds (0,0,¢) to the state of the
oracles, where ¢ = (cg, ¢1). We can now query ¢ (more precisely its index) to the
decryption oracle. If b = 0, Decg(c1) = 0, and the oracle returns 0. If b = 1,
Decek(c1) = B. In that case, the oracle returns a message m # 0. This allows us
to distinguish the cases and win the IND-CPA” game. O

C Technical Lemmata

In this section, we generalize Lemma 3.6 and 3.7 from [§] to the matrix setting.

Lemma C.1 (|26], Corollary 2.8). Let A CZ™ be a lattice, 0 < e < 1, and
r > 0. For any vector ¢ € R™, if r > n.(A), then we have

e | )

Lemma C.2 ([4], Lemma 2.13). For any rank-n lattice A C R™ and ¢ €
(0,1/2),

An(A) < Vn-ne(A).
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For any A € Z*F ¢ € ZF, let A= AF(A) X Z™ and € = (c,0) € ZF+™. For
E € Z™** a full row-rank matrix, let E = [E|L,] € Z7*®+m) and r > 0, we
consider
Epre = {Ev|v Djiiert Lap={ved:Ev=0}.
Lemma C.3 (adapted from [8], Lemma 3.6). Lete,r > 0. For any A €

ZZXk, ceZF and E € Zm¥k ¢ full row-rank matriz, let LA g be as defined
above. If r > n.(LA ), then

AEx+y,€) <2

/
where X < ’DAé(A)JrC_’T, Y < Dgm ., and €' DZm,rET .

The arguments from [§, Lemma 3.6] get adapted to the matrix setting us-
ing standard techniques by considering the pseudoinverse of ETE instead of the
inverse of ||e[|?. The proof combines the techniques from [8] to show the inde-
pendence from ¢, with techniques from [2[T] for the matrix results.

Proof. Let E = [E[L,] € Zm*(k+m) ¢ = (¢,0) € Z*™ and A = AL(A) x Z™.
Consider the distribution
gE,nc = {EV | V DA+é,r}‘

Fix some z € Z™, and let £, :={v € A+é:Bv= z}. The probability mass
assigned to z by & is the mass assigned to the coset Lz by D, .. Therefore it
is proportional to p,(L;).

The lattice Lo g = {v € A : Ev = 0} is orthogonal to the rows of E. Notice
that for any w, € L,, we have that £, = L+ w,. The support of the distribution
EisEA+ Ec+Z™ =7™, so w, exists.

Let J be the pseudoinverse of E. Lette L.. Let u, = J7z. Note that u, is
orthogonal to L. In particular, u, is orthogonal to t — u,. It follows that:

p(r1L.) = p(uy) - p(r~' L. — uy).

The rest of the proof follows as in [8]. For r > 7.(La g), it follows from
Lemma [C1] that,

1-¢
-1
L)=|——1| p(L)- .
) = | To1] o) o)
Hence the statistical distance between Dy, &, and £ = ED fter IS at most
1— 135 < 2. O

14 —

If we set A = G, we obtain the following corrolary.
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Corollary C.1. Let ;7 > 0. Let E € Z™** be a full row-rank matriz and
ceZ™, ifr > 5(1+ 51(E)) In2k(+1/e) then

T

A(Ex+y,e) <2

where X <= Dp1(a)te,r Y ¢ Dzm o, and e D, g -
Proof. This follows directly from Lemma and Lemma

The following two lemmata bound the smoothing parameters of the La g
and the Lg g lattices.
Lemma C.4. Let ¢ > 0. Let k > nlogq + w(y/Iogn). For E € Z™** q full

row-rank matriz and A ¢ Z;’Xk, let Lo g be as defined above. We have

In 2k(1 + 1/z)

™

N:(LaE) < k- 20:(Z)(1+ s1(E))

We essentially follow the proof of [8, Lemma 3.7|, replacing the explicit basis
for A (G) by a generic bound.

Proof. With overwhelming probability, A, (A) is a rank-k lattice. We have that

Ar(AF(A)) < VEk - ne(Af (A)) < 2n.(Z) where the first inequality follows from
L_emma and the second from Lemma It follows that there exists a basis
B for A7 (A) such that,

IB]| < VEA(4 (A))
<k- 2776(2)

The lattice LA g = AN ker E, so LA g has rank k. The rest of the proof is
unchanged from [8, Lemma 3.7] and the lemma follows.

Lemma C.5. Lete > 0. For E € Z™** q full row-rank matriz, let Lg & be as
defined above. We have

In2k(1+1/¢)
7r

n:(Lae) < V5(1+51(E))

The proof follows directly from the proof of [8, Lemma 3.7|, simply replacing &
with E when defining the shortest vectors uy.
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