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Abstract. Blind signatures are a central primitive for privacy-preserving applications such as e-
cash, anonymous credentials, and e-voting. In the post-quantum setting, existing constructions
typically follow one of two paradigms: either signatures are realized as non-interactive zero-
knowledge (NIZK) proofs of valid underlying signatures, or they are obtained from identification
schemes via the Fiat—Shamir transform. In both approaches, the resulting signatures deviate
syntactically from standard signatures, incurring additional verification overhead and limiting
compatibility with existing infrastructures. In contrast, classical constructions such as blind
Schnorr yield signatures that are indistinguishable from ordinary ones. Achieving this property
in the lattice setting has remained an open problem.

We present BRaccoon, the first lattice-based blind signature scheme that achieves concurrent
security while producing signatures that are syntactically identical to those of a standard sig-
nature scheme. Our construction builds on the rejection-free lattice signature scheme Raccoon,
and extends the “blind signatures from a signature assumption” paradigm of Fuchsbauer and
Wolf (EUROCRYPT 2024) to lattices. At a high level, we introduce blinding at the commitment
stage and enforce correct challenge and response generation via linearly homomorphic encryption
combined with NIZK proofs. As a result, BRaccoon signatures preserve the algebraic structure
of Raccoon signatures while remaining compact: in an optimized instantiation, signatures are
32 KB, public keys are 10 KB, and total communication is 847 KB for up to 2%? signatures.

A central technical challenge stems from discrete Gaussian sampling, where blinding induces a
non-trivial distributional shift that precludes direct security reductions. To overcome this, we
introduce a modified scheme Raccoon* that explicitly captures this shift. We prove that one-
more unforgeability of BRaccoon tightly reduces to the unforgeability of Raccoon™, which in turn
reduces to that of Raccoon.

For a concrete instantiation, we develop a hybrid proof framework that combines lattice-based
zero-knowledge arguments for linear relations with arithmetic zk-SNARKSs for hash compu-
tations, linked via structured commitments. Our work demonstrates that concurrently secure
blind signatures with standard-signature syntax can be achieved in the lattice setting, providing
a viable path toward practical and interoperable post-quantum privacy-preserving systems.
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1 Introduction

Blind signatures, introduced by Chaum in the 1980s [Cha82], are an interactive variant of digital
signatures with the key property that the signer learns nothing about the message being signed, while
the transcript of the signing protocol remains unlinkable to the resulting signature. These features
make blind signatures a fundamental building block for privacy-preserving applications such as e-
cash [Cha82], e-voting [IKSAO03], and anonymous credential systems [BL13]. In recent years, they
have also seen increasing practical deployment, for example in systems such as TumbleBit [HABT17]
and Privacy Pass [DGST18].
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Blind signatures can be constructed under a variety of classical hardness assumptions, including
RSA [Cha82], discrete logarithms [PS00, BL13, HKL19, CAHL'22], and bilinear pairings [Bol03,
FHKS16, HLW23]. However, Shor’s algorithm and ongoing advances in quantum computing increas-
ingly threaten such assumptions, creating strong demand for efficient constructions based on quantum-
resistant primitives. Despite this urgency, blind signatures in the post-quantum setting remain signif-
icantly less mature and less well understood than their classical counterparts. Addressing this gap is
the focus of this work.

Desirable properties. Before proceeding, we highlight properties that are particularly relevant for the
practical deployment of blind signature schemes. In typical applications, multiple signing sessions may
occur concurrently and interleave with other protocol executions. Consequently, it is essential for such
schemes to provide concurrent security. Notably, this property is achieved automatically by protocols
with only two moves, but is non-trivial otherwise.

While simple and efficient two-move constructions exist under classical assumptions—thanks to
their favorable algebraic structure—such as those based on RSA [Cha82] or bilinear pairings [Bol03,
FHKS16, HLW23], no analogous solutions are known in the post-quantum setting. The only practical
approach to obtaining two-move blind signatures in this regime is to follow Fischlin’s generic trans-
formation [Fis06], where the resulting signature consists of a non-interactive zero-knowledge (NIZK)
proof attesting to the validity of a signature under some underlying signature scheme. This paradigm
has proven particularly successful for lattice-based constructions [AKSY22, dPK22, BLNS23a], and
has recently been extended to other families following the hash-and-sign paradigm, e.g., multivariate
and code-based signatures [BFM*25a]. Moreover, recent work by Baum et al. [BBB'26] demonstrates
practical instantiations using VOLE-in-the-head techniques and MAYO as an underlying multivariate
signature scheme.

Although these approaches can be practically efficient—particularly in terms of interaction—their
reliance on NIZK proofs leads to an important drawback: the final signature is itself a proof of knowl-
edge of a signature, rather than a conventional signature. As a result, the computational cost and
structural complexity of the proof system are inherited by every verifier and propagate to higher-level
protocols, leading to increased verification overhead and more complex interfaces. In the post-quantum
setting, where both signatures and zero-knowledge proofs are comparatively expensive, this overhead
becomes particularly pronounced.

This observation motivates a key design goal: while auxiliary zero-knowledge mechanisms may be
unavoidable during the interactive issuance phase, they should be confined to this phase, ensuring that
the final output remains a standard signature under the underlying scheme. This preserves the native
verification interface, enables reuse of existing implementations, and facilitates seamless integration
into systems that already support the base signature scheme. Importantly, this goal aligns with his-
torical practice: classical blind signature schemes — ranging from Chaum'’s blind RSA to blind Schnorr
and blind ECDSA — were obtained by adapting existing signatures while preserving their format and
verification procedures, reflecting a strong preference for compatibility that is likely to persist in the
post-quantum setting.

Constructing such schemes. Taking Schnorr signatures as the canonical example, blind signatures
have traditionally been obtained by applying blinding techniques to identification schemes, which are
then transformed into signature schemes via the Fiat-Shamir (FS) transform. A key drawback of
this approach is that the resulting protocols are typically not round-optimal, and therefore concur-
rent security does not follow automatically. Indeed, it has been shown in the work of Do, Hanzlik
and Paracucchi [DHP24] that standard parallel repetitions of X-protocols with (polynomially) small
challenge spaces cannot yield blind signatures secure against polynomially many concurrent execu-
tions. While this limitation does not apply in general to exponentially large challenge spaces, it is
well known that Schnorr signatures in particular are vulnerable to ROS attacks [BLLT21], and thus
only achieve weaker—often impractical-—sequential security. As a consequence, existing approaches
often resort to designing specialized “blindable” identification or signature schemes that avoid such
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attacks. Notable examples include recent constructions based on group actions [HLM 25, HLPP26]
and lattice-based schemes achieving concurrent security at the cost of additional rounds and heavier
machinery [KLR25].

Avenues around these problems. For Schnorr signatures, several alternative approaches have been pro-
posed to restore concurrent security. One direction is the use of clause blind Schnorr signatures [FPS20].
Another line of work, introduced by Fuchsbauer and Wolf [FW24] and later followed by Maire and
Pulval-Dady [MPD25], constructs blind signatures directly from the signature assumption. In the work
of Fuchsbauer and Wolf [FW24], which constructs a blind signature scheme for Schnorr signatures,
the user first commits to its randomness and message before receiving the signer’s first message, and
later proves in zero knowledge that the challenge was computed correctly. This, however, requires
proving knowledge of pre-images under the hash function, while the security of Schnorr signatures
themselves relies on modeling the hash as a random oracle, leading to a conceptual tension. To resolve
this, they instead assumes that Schnorr instantiated with a concrete hash function (e.g., SHA-256) is
unforgeable. Although this constitutes a non-standard assumption, it can be viewed as a minimal and
practically motivated strengthening, and is implicitly adopted in several recent works on blind sig-
natures [BBBT26], SNARK-friendly signatures [ZSET24, ADK24, FR25] and anonymous credentials,
both in the classical [Fas26, PPZ24, WOS™25] and post-quantum settings [PWFW23, FR25].

Towards a solution. A key advantage of the “blind signatures from a signature assumption” paradigm
of Fuchsbauer and Wolf [FW24], is that it simultaneously addresses the challenges identified above: if
the security of the blind signature can be reduced to the EUF-CMA security of the underlying signature
scheme, then concurrent security is obtained, and the resulting blind signatures retain the exact format
of standard signatures. Unfortunately, adapting this paradigm to the post-quantum setting—and in
particular to lattice-based signatures—is far from straightforward. Existing concurrently secure post-
quantum blind signature schemes either produce signatures that are NIZK proofs of valid signatures,
include NIZK components in the final signature (e.g. Kloss et al. [KLR25]), or require designing entirely
new identification and signature schemes.
This leads us to the following research question:

Can we design a blinding technique for lattice-based signature schemes that yields blind signatures
which simultaneously are (i) concurrently secure, (ii) syntactically identical to standard signatures,
and (iii) practically efficient?

1.1 Owur Contributions

We affirmatively answer the above question. At a high level, we show that the “blind signatures from a
signature assumption” paradigm of Fuchsbauer and Wolf [FW24] can be adapted to the lattice setting,
despite several fundamental obstacles.

Our starting point is to investigate whether the approach of Fuchsbauer and Wolf [FW24], which
works naturally for Schnorr signatures, can be transferred to lattice-based Fiat—Shamir signatures.
In the classical setting, Schnorr’s algebraic structure enables relatively simple blinding techniques. In
contrast, lattice-based signatures introduce significant additional challenges. A first major obstacle is
the use of rejection sampling [Lyu09], which ensures that the output distribution of signatures does
not leak information about the secret key. In the blind signature setting, however, the final signature
is only seen by the user, so the signer cannot verify whether rejection is required. Designing oblivious
rejection sampling would in turn risk violating blindness, making this approach problematic.

To circumvent this issue, we build on Raccoon [dPKPR24], a rejection-free lattice-based signa-
ture scheme that avoids the need for rejection sampling. While this eliminates one major barrier,
there are more to be solved: the Raccoon challenge generation is not a simple hash evaluation,
but involves an extendable-output function (XOF) and an internal sampling procedure that is not
zero-knowledge-friendly. To address this, we adapt the techniques of Policharla et al. [PWFW23] to
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modify the SampleInBall procedure so that rejections become sufficiently rare, enabling efficient zero-
knowledge proofs. Furthermore, we instantiate the hash function using Poseidon [GKR™21], which is
more amenable to efficient NIZK proofs than SHAKE-based constructions.

A second key challenge arises from the need to ensure blindness while producing standard-looking
signatures. In our protocol, the user introduces a blinding shift to randomize the final signature,
analogously to blind Schnorr signatures. However, unlike in the Schnorr setting, this shift leads to a
non-uniform distribution in the lattice setting, potentially leaking information. To overcome this, we
introduce a novel intermediate signature scheme, Raccoon™, which internalizes this distributional shift
by allowing the signing algorithm to take the shift as an explicit input. The blinding shift is sampled
from a distribution wide enough to statistically drown the distribution of the signer’s initial response.
This is what ensures blindness of the final signature, but it also increases the size of the resulting
signature. Concretely, for our 128-bit parameter set supporting up to 232 blind-signing queries, the
signature size grows from about 11 KB for Raccoon to 32 KB for our blind-signature instantiation,
while the public key size grows from about 2 KB to 10 KB. We show that the unforgeability of
Raccoon® reduces to that of Raccoon, enabling a tight security reduction for our blind signature.

Finally, we develop a proof framework that enforces correct behavior of both parties while preserv-
ing a practical communication profile. In particular, the user proves that the challenge derived from
the blinded commitment is computed correctly and that its encryption under a linearly homomorphic
scheme is consistent. To achieve this, we combine lattice-based linearly homomorphic encryption and
zero-knowledge proofs for linear relations with arithmetic zk-SNARKSs for hash-preimage constraints,
instantiated using Poseidon. These components are linked via structured commitments. The dominant
communication cost comes from the proofs of knowledge exchanged during the blind-signing protocol:
our direct instantiation has total communication below 3.2 MB, while using proof-size optimization
techniques reduces this to about 850 KB. These figures are based on existing lattice proof systems,
and further improvements in lattice-based zero-knowledge proofs or in the concrete encoding of our
statements would directly reduce the overall communication.

Overall, our construction BRaccoon is a concurrently secure blind signature scheme whose outputs
are syntactically identical to standard Raccoon signatures, demonstrating that this goal can also be
achieved in the lattice setting.

1.2 Related Work

Table 1 summarizes the state of the art in lattice-based blind signatures, which is the primary focus of
this section. For a broader overview of blind signatures from other quantum-safe assumptions—which
currently remains limited—we refer to the work of Hanzlik et al. [HLMT25, Appendix A].*

Fischlin-based constructions. Several lattice-based blind signatures follow Fischlin’s framework
[Fis06], which yields two-move protocols where the final signature consists of a NIZK proof of knowledge
of a valid pre-signature on a commitment to the message. Early lattice-based instantiations include
the work of Agrawal et al. [AKSY?22], whose security relies on the tailored one-more-ISIS assumption,
and the work of del Pino et al. [dPK22], which instead relies on more standard lattice assumptions
but at the cost of significantly larger signatures and transcripts.

Another round-optimal construction in the same “NIZK-in-the-signature” paradigm is the work by
Lyubashevsky et al. [LNP22a], which requires fixing in advance an upper bound Qs on the number
of signatures per key, resulting in public key size and running time that grow linearly with Q.
More recently, Jeudy and Sanders [JS25a] (with refinements in [JS25b]) reduces communication and
signature size by reusing commitment entropy, at the cost of tagged public keys and maintaining state
to avoid tag reuse.

Connections to anonymous credentials and SEPs. Several lattice-based anonymous credential
constructions can be adapted to yield blind signatures. Notably, the schemes based on the ISIS-f

4 The currently known concurrently secure schemes from non-lattice assumptions include [HLM™*25], based
on group actions, and [BBB™26], based on multivariate quadratic systems.
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assumption family from Bootle et al. [BLNS23b] and a STARK-friendly variant of Dilithium from
Policharla et al. [PWFW23], known as zkDilithium, can be viewed as further instances of the “NIZK-in-
the-signature” paradigm. The latter replaces the SHAKE-based XOF with the Poseidon hash function
and adapts the SamplelnBall procedure accordingly (see Appendix G). However, existing implemen-
tations of SamplelnBall [PWFW23] focus on the proof system and do not realize the full unlinkable
signing protocol, which is why we omit them from Table 1.

Similarly, post-quantum analogues of signatures with efficient protocols (SEPs) [CL03] can be used
as building blocks for blind signatures [JRS23, AGJ"24]. In both anonymous credential systems and
SEPs, unlinkable presentation of signatures typically requires either interactive verification or the
generation of fresh NIZK proofs. Notably, all of the above constructions are round-optimal, and thus
concurrent security follows automatically.

Schnorr-style constructions. An alternative line of work attempts to follow the template of classical
Schnorr blind signatures. The first lattice-based construction in this direction is due to Riickert [Riic10],
with subsequent optimizations in [AEB20, AHJ21]. However, Hauck et al. [HKLN20] showed that the
original security analyses of these constructions are flawed. They also provide a provably secure vari-
ant achieving sequential security, but this comes at the expense of extremely large signatures and
communication, as well as a very limited number of queries per public key.

Finally, a recent four-move Fiat—Shamir-based construction aiming at concurrent security is given
in [KLR25]. However, it incurs substantially larger communication costs and is based on tailored
blinded identification scheme.

Discussion and comparison. In summary, in all existing post-quantum constructions, the final
signature differs syntactically from a standard signature: it either consists of a NIZK proof of a valid
signature or resembles a tailored blindable identification scheme. This stands in contrast to classical
blind signature schemes, where the output typically retains the standard signature format.

Our scheme BRaccoon is, to the best of our knowledge, the first lattice-based blind signature scheme
that produces signatures syntactically identical to those of the underlying signature scheme. While this
comes at the cost of a non-optimal number of rounds (4) and higher communication (847 KB), it yields
two important advantages. First, the resulting signature and public key are only 32 KB and 10 KB
and therefore ranks among the most compact schemes in Table 1. Second, one-more unforgeability of
BRaccoon reduces directly to the unforgeability of Raccoon, so that both schemes rely on the same
underlying lattice assumptions.

For clarity, Table 1 omits auxiliary assumptions on hash functions and NIZK proof systems. For
instance, [BLNS23a] relies on SHA-2/SHA-3. In contrast, our instantiation uses Poseidon [GKR™21],
while the security of the associated NIZK proofs and homomorphic encryption components can be
reduced to MLWE assumptions or statistical arguments.

1.3 Technical Overview

Our construction. The main design goal of our blind signature scheme, BRaccoon, is to produce
signatures that are syntactically indistinguishable from standard lattice-based signatures. As a starting
point, we use Raccoon, a rejection-free Fiat—Shamir lattice signature scheme that produces Dilithium-
style signatures without relying on aborts.

At a high level, our protocol preserves the structure of a Raccoon signature while introducing a
blinding transformation at the commitment stage; see Figure 1 for an overview. Recall that a Raccoon
signature consists of three steps: sampling randomness to form a commitment value w, deriving a
challenge ¢ via hashing, and computing a response z that binds the challenge to the secret key.

In our blind-signing protocol, the user first commits to the message msg together with a blinding
factor r using a commitment scheme (which we can make extractable in our one-more unforgeability

5 We refer to [NS26, ALP26] for recent analyses of the hardness of ISIS-f and related SIS-with-hints assump-
tions.
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Table 1. Comparison of concurrently secure lattice-based blind signature schemes. The column Qs denotes
the maximum number of signing queries per key supported by the security proof. We defer to Appendix F a
brief discussion on how the data in this table was obtained.

Non-standard vk Comm. sig Sec.

Scheme assumptions (KB) (KB) (KB) (bits) #Moves Qs
Proof of knowledge of signature (Fischlin approach)
[AKSY?22] OM-ISIS 0.8 1.4 452 109 2 264
[dPK22, HSS24] - ~56 ~1000 ~ 100 128 2 204
[LNP22a] — 1331 16384 150 128 2 2'8
[BLNS23b, LSS24] ISIS-f° 1 22 27 128 2 264
[JRS23, AGJ24] - 48 45  79.6 128 2 232
[BLNS23a] - 1 63 22 128 2 220
[JS25a, JS25D)] - 36.0 53.2  36.3 125 3 232
Blinded identification scheme (ad-hoc construction)

[HKLN20] - 443.7 34037.3 79155 128 3 7
[KLR25] — ~ 122750 ~ 9000 =~ 350 128 4 264
Our scheme (regular signature)

3110  28.00 220

BRaccoon np Raccoon 10 3150 31.78 128 4 232
3260 43.10 264

28.00 220

BRaccoon npLaB Raccoon 10 847 31.78 128 4 232
43.10 204

proof). The signer then samples fresh randomness r’ and computes the corresponding commitment
w’ as in the underlying signature scheme. The user re-randomizes this value using r to obtain w and
derives the challenge ¢ from it.

To enforce correct challenge computation, the user encrypts ¢ under a linearly homomorphic en-
cryption scheme, obtaining ctx., and proves via a NIZK proof 7 that this encryption is consistent
with the committed values. The signer then homomorphically computes an encryption of the response
7' using the signing key s, randomness r’ and ctx., yielding ctx,/, and provides a proof mo that this
computation was performed correctly.

Finally, the user decrypts ctx, to obtain z’ and adds the blinding factor r to derive z. The resulting
signature sig = (¢, z) satisfies the original Raccoon verification equation (up to a slight adjustment of
the acceptance bound), and is therefore syntactically identical to a standard Raccoon signature.

Security reduction. Proving one-more unforgeability of our construction assuming only the unforge-
ability of Raccoon naturally suggests simulating the BRaccoon signing oracle using access to a Raccoon
signing oracle. However, such a direct simulation fails to perfectly reproduce the distribution of signa-
tures generated by BRaccoon. In particular, the signatures obtained in the reduction are distinguishable
from those produced by a genuine BRaccoon execution.

This issue does not arise in the setting of [FW24], where all randomness is sampled uniformly. In
that case, adding a blinding shift preserves uniformity and therefore leaves the signature distribution



BRaccoon: Concurrently Secure Blind Lattice Signatures from Raccoon 7

Signer(vk = (A, t = As),sk = s, ek) User(vk = (A, t), msg, ck, ek, dk)
Sample bounded r <$ Dy;
Cnsg,r + Com(ck,r, msg)

Cmsg,r
-
Abort if m; does not verify
Sample bounded r’ <$ Dy ; w' < Ar’
/
w
_
w <« W + Ar; c < H.(vk, w, msg)
ctx. < Ency(ek, ¢);
Compute NIZK m;
CtXe, ™1
- -
Abort if m; does not verify
ctx, + Enca(ek,r’) + ctx. - s;
Compute NIZK 75
CtXy,/, T2
_

Abort if 72 does not verify
z' < Dec(dk,ctx,); z <z +r
Output signature sig = (¢, z)

Fig. 1. High-level message flow of the blind signature protocol. Local computations, as well as the explicit
computation of the error, rounding, and hint generation, are omitted. Each NIZK proves correctness of the
corresponding move.

unchanged. In contrast, lattice-based schemes rely on discrete Gaussian sampling. Introducing an
additive blinding shift results in a convolution of distributions, thereby altering the output distribution
and preventing a straightforward simulation.

To overcome this obstacle, we introduce a modified signature scheme, denoted Raccoon®, that
captures the precise distributional effect of the blinding transformation. We first reduce the one-more
unforgeability of BRaccoon to the EUF-CMA security of Raccoon®, and then show that Raccoon™ itself
is unforgeable assuming the security of Raccoon. This yields a tight and modular security argument.
Furthermore, we show that strong unforgeability of Raccoon implies strong one-more unforgeability of
BRaccoon. Blindness, on the other hand, follows from a standard composition of following properties:
statistical drowning (r has to be much larger than r’), the hiding of the commitment scheme, the
IND-CPA security of the homomorphic encryption scheme, and the soundness and zero-knowledge
guarantees of the underlying NIZK proofs.

Bridging lattice and hash constraints. A key challenge in instantiating our protocol concretely is
the design of efficient NIZK proofs for the statements arising in the second round. Most of these
statements consist of linear relations over module lattices together with explicit £5-norm bounds. For
such statements, we rely on the framework of Lyubashevsky, Nguyen, and Plancon (LNP) [LNP22b],
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which provides efficient proofs for relations of the form
As=t (mod q)

subject to norm constraints on s. However, a complication arises when the user derives the challenge
from the blinded commitment, i.e., the proof 7;. The language L; to be proven using a NIZK inher-
ently mixes two types of constraints: linear lattice relations and non-linear arithmetic operations cor-
responding to hash computation and sampling procedures. These belong to different proof paradigms.
Lattice-based proof systems are optimized for linear relations with norm bounds, while hash evalua-
tions are naturally expressed as arithmetic circuits. Combining both within a single framework would
either incur prohibitive overhead (if expressed as a circuit) or sacrifice efficiency (if embedded in a
lattice proof system).

To resolve this, we decompose the statement Ly = Ly ; MLy 2 into two parts L1 ; and L; > and link
them via commitments. Concretely, we employ the BDLOP schemes from [BDL*18] to commit to all
relevant witness components, including msg, w, and r and also to bind the tuple (w, msg,c) along
the different proofs. Since binding in BDLOP depends only on the short commitment randomness,
we can avoid enforcing norm constraints on the committed values inside the arithmetic proof. This
significantly reduces the complexity of the resulting Rank-1 Constraint System (R1CS), which only
needs to capture arithmetic consistency.

On the arithmetic side, we provide dedicated R1CS encodings for the Poseidon hash function
[GKR*21], the SamplelnBall procedure [PWFW23], and the verification of BDLOP commitments. In
particular, we implement SamplelnBall using a truncated Fisher—Yates shuffle [Knu97], ensuring uni-
form support while avoiding data-dependent branching by using modular reductions as in [PWFW23].

To further reduce complexity, all polynomial operations for BDLOP commitments are carried out
in the NTT domain, where polynomial multiplication reduces to component-wise multiplication. This
allows us to express consistency checks using only linear constraints and coordinate-wise products,
avoiding expensive convolution operations in the circuit.

In summary, the first proof, instantiated using the LNP framework, establishes correctness of the
lattice relations, including commitment openings and the computation of w and ctx.. The second proof,
realized as a zk-SNARK; ensures that the committed values are consistent with the hash computation
of the challenge. The binding property of the commitments guarantees that both proofs refer to the
same underlying values. Finally, the LNP proofs can be compressed using LaBRADOR [BS23, PKNT25],
which significantly reduces their contribution to the total proof size, as reflected in Table 1.

Instantiation. Finally, we instantiate all building blocks concretely and provide detailed parameter

choices, communication complexity estimates, and signature sizes. Our evaluation demonstrates that
the resulting construction is practical, while achieving the desired structural and security properties.

2 Background

2.1 Notation

We recall standard notation and definitions, following [MR04] and [LS15, §2].

Rings. Throughout this paper, let R denote the cyclotomic ring Z[X]/(X™ + 1), and let R, denote
its reduction modulo ¢, i.e.,R, = R/qR = Z[X]/(¢, X™ + 1).

Norms. Let z € Ry be written as z = Z?:_ol a; X" with a; € (—q/2,q/2]. We define its co-norm and

2-norm as
Joloo =maxfal  and 22 = [ a2
i
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For a vector z = (zl7 . 2) € Rg, we extend these norms component-wise:

Izl = max|[zilloc  and lzllz = /D llzl3.
%

Modulus Rounding. Let q,v € N\{0} with ¢ > 2. We define the modulus rounding function|-],: Z, —
Z\q/2v| as follows.
For x € Z, represented in {0,...,¢ — 1}, |z], = 2’ is the unique integer 2’ € {0,...,|¢/2"| — 1}
such that
x=2"2"+2" (mod q),

where 2" € {—2v71, ... 2v=1 — 1}
Module Lattices. Let R be a ring and let A € RF*¢. The module lattice generated by A is defined as
L(A)={Az|z e R"} C R"
The kernel module lattice of A is defined as
LY(A)={z€cR'| Az=0} C R".

In our setting, the relevant rings are R = R and R = R,. The ring R naturally embeds into Z™ by
mapping a polynomial to its vector of coefficients. Consequently, when R = R, £(A) and £*(A) can
be viewed as integral lattices in R™* and R™, respectively. Reducing modulo ¢ yields the corresponding
lattices over R,.

Additional Notation. We let A denote the security parameter. The notation a <% X indicates that a
is sampled uniformly from a set X'. We use PPT to denote probabilistic polynomial-time algorithms.
For a cryptographic scheme Scheme consisting of several algorithms, we write Scheme.A to denote a
specific algorithm A within the scheme. & denote the statistical indistinguishability.

2.2 Discrete Gaussian Distribution

We recall some standard definitions and properties regarding distributions over lattices [MR04, GPV08,
LS15, Peil6]. A distribution D over R, is a map D: R, — [0,1] such that ) _ D(z) = 1. Distribu-
tions over R, are typically obtained by reducing modulo ¢ a distribution — speciﬁcally, in our case, a
Gaussian distribution — over R, viewed as Z™ C R™.
For any s > 0 and ¢ € R™ we define the Gaussian function on R™ centered at ¢ with scaling
parameter s as
0s,c(x) = exp(—||x — ¢*/5?).

Given a lattice A C R"™, the discrete Gaussian distribution over A is

0s,0(X)
D s,C = 777
As,e(X) oeel)

where 05(A) is the Gaussian mass of A,

QS,C(A) = Z Qs,c(x)~

xeA

When omitted, the subscripts s and ¢ are taken to be 1 and 0 respectively, while A is taken to be
R=Z™

We conclude the section with some classic results that are useful to generate secure parameters
for lattice-based schemes. To see how the size of the parameter s affects the tails of the distribution
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Dz s,¢, following [MRO04, §3] we define, for any real € > 0, the smoothing parameter of A, denoted by
ne(A), as the smallest s such that g;/,(A* \ {0}) < e. Here A* denotes the dual lattice

A" ={x]|(x,y) € Z Vy € A}.

The smoothing parameter, intuitively, describes the smoothness of the distribution obtained by sam-
pling random points on A and adding a noise with Gaussian distribution of parameter 7.(A). The
smaller € is, the closer this distribution is to the uniform distribution on R™.

The following result gives an upper bound for 7.(4), relating it to the successive minima A1, ..., Ay,
of A and A*.

Lemma 1 ([MRO04, Lemm. 3.2 and 3.3]).

Ji [In(@n(l+27)
VD = 'A”W}'

n1/27 (A) < min {

For s larger than the smoothing parameter, one has the following tail inequality on Dy s.
Lemma 2 ([GPVO08, Lem. 4.2]). Let < Dy . For any € >0, any s > n(Z), and any t > 0,

1+e€

Prllz| > t-s] < 2"
rfjz] >t s] < 2e e

We also have, for any s, the following tail inequality for 2-norms on D ;.

Lemma 3 ([PKN'25, Lem. 2.1]). Let s > 0. For x <5 D}, ,, we have

Pr[[[x[l, = e'/4s vk < 270,

2.3 Lattice Problems

In this subsection we recall some standard lattice problems such as the Module-SIS and Module-LWE,
which are formally described in [LS15], and the Hint-MLWE, which is a variant of MLWE described
in [KLSS23]. We also introduce the SelfTargetMSIS problem from [DKL*18].

Definition 1 (Module-SIS (MSIS) [LS15]). Let A < RE*‘. The Module-SIS problem with param-
eters k, ¢ > 0 and 0 < B < q consists of finding z € Rfl such that Az =0 over R, and 0 < ||z||, < B.
An adversary A solves the MSIS, ¢ g problem with advantage Adv%S|S(A) if,

Pr[0 < |z], < BAAz=0|A + RF* stz A(A)] = AdVPE(N).

Definition 2 (Module-MLWE (MLWE) [LS15]). The Module-LWE problem with parameters k, ¢ >
0 and an error distribution D over R, asks the adversary A to distinguish between the following two
tuples:

1. (A,As+e)
2. (A,b),

where A € R’;XZ, s «$ D is a secret vector, e <5 D* an error vector and b s R’;. A is said to have

advantage Adv{"VE(N\) in solving MIWEy, ¢ p if,

|Pr[res =1 }A . ngxé;s + D% e+ D";res A(A, As + e)”
—|Prfres =1 | A < RE“ b < RE;res « A(A,b) ]| > Advi{™E())
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Definition 3 (Hint-MLWE (H-MLWE) [KLSS23]). Let k,¢,Q be positive integers, D1 and Dy be
probability distributions over Rq, and C be a subset of Rq. The Hint-MLWE problem H-MLWE, ¢ p, p,.0
then asks an adversary A to distinguish between the following two cases:

1. (A, As, (¢i,2i)icq)) for A + ngx(uk)
2. (A,b,(¢i,2i)iciq)) for A Rgx(“k)’b - R’;X(Hk),

where s < DT ¢; < C fori € [Q], and z; == ¢; -s + y; where y; < D5 for i € [Q].

Definition 4 (SelfTargetMSIS [DKLT18]). Let k, £ be positive integers and 0 < n < q. Let H: RE x
{0,1}* — C be a cryptographically secure hash function modeled as a random oracle. Then, given

kxe k ‘ *
(A, t) € R*" x Ri, the Self-Target MSIS problem asks an adversary A to find (z, 1) € R x {0,1}
such that 0 < ||z, < 1 and H([A | t] - r,u) = ¢, where r = [z ¢|T. A is said to have advantage

AdvTeEeMSIS () i solving SelfTargetMSIS, , , if

HA [ 4] 1, 0) =

Pr
NO<|zll, <n

A — REXE, (r = H ,u) « AH(A,t)} > Adv eSS ),

2.4 Blind Signatures

A blind signature (BS) scheme, introduced in [Cha82] and later formalized in [PS96] can be defined
as a 4-tuple of PPT algorithms (Setup, KGen, IT := (User, Signer), Verify), where II := (User, Signer) is
an interactive protocol between a user, who holds a message msg, and a signer, who holds a signing
key sk defined as below,

— pp < Setup(1*): Takes the security parameter A as input and outputs public parameters pp.

— (sk,vk) < KGen(pp): Take parameters pp as input and output a secret key sk and a verification
key vk.

— IT := (User, Signer): This is the interactive protocol between a user and a signer, each entity has
a set of subroutines that we describe below,

o (p1,state;) < Usery(pp,vk, msg) : The user uses a verification key vk and a message msg €
{0,1}* to compute a state state;, and a first message p1. The message p; is sent to Signer.
(p2, stateg) <— Signer, (pp, sk, p1): The signer uses a secret key sk and the first message p; to
compute a state stateg and a message pa. The message p2 is sent to User.

(ps, statey,) < Usera(pp, vk, state;,, p2): The user uses a public key vk and the message ps to

compute a state state;,; and a message p3. The message ps3 is sent to Signer.

pa < Signer,(pp, sk, stateg, p3): The signer uses a secret key sk and the message p3 to compute

a message p4. The message py is sent to User.

o o < Users(pp, vk, state;;, p4): The last part of the interaction, where the user uses p4 to derive
a signature o or L if the signing protocol fails.

— Verify(pp, vk, msg, sig): A verification algorithm that takes as input a verification key vk, a message
msg and a signature sig and outputs a bit to indicate whether the signature is deemed valid (1)
or invalid (0).

At the end of the protocol, the user obtains a valid signature sig on msg without learning anything
about the signing key, while the signer learns nothing about the message. More precisely, we require
the following three properties to hold (as in [Cha82, PS00, SU12|),

Definition 5 (Correctness). A blind signature BS = (Setup, KGen, (User,
Signer), Verify) is correct if there exists a negligible function negl(\) such that for any message msg,
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we have that

pp <5 Setup(1?),

(sk,vk) < KGen(pp),

(p1,statey;) <3 Usery (pp, vk, msg),
Pr | Verify(pp, vk, msg, sig) = 1 | (p2, stateg) < Signer, (pp, sk, p1), > 1 —negl(\).
(ps, , state;,) < Usera(pp, vk, state;,, p2),
p4, <5 Signer, (pp, sk, stateg, p3),

sig < Users(pp, vk, state;;, p4)

Definition 6 (Blindness). A blind signature scheme BS, consisting of (Setup, KGen,
IT := (User, Signer), Verify), is blind if for all polynomial-time adversaries A, there exists a negligible
function AdvE!gD()\) such that for any two message msgy, msg,, we have :

pp < Setup(1?),

(vk, msg,, msg, , stateg) <+ .A(pp),

b+s{0,1},

Vb € {0,1}, (p1,, statey, ) <8 Usery (pp, vk, msg;),

(P2,b, P2,1—b, Stateg) < A(pp, states, p1,b, P1,1-),

Vb € {0,1}, (p3,p, statey, ,) < Usera(pp, vk, statey 1, p2.5),
(Pa,ps pa,1-b, Stateg) <8 A(pp, stateg, p3.5, 03,1-b),

Vb € {0,1},sig;, < Userz(pp, vk, statey, ,, pap),

if Le {sigy,sig,_1} then {sigy,sig,_;} ={L, L},

b* < A(pp, sig, Sig;_p, Stateg)

Definition 7 (One-More Unforgeability). Let Qs: N — N. A blind signature (Setup, KGen, IT :=
(User, Signer), Verify) is one-more unforgeable if for every polynomial-time adversary A that makes at
most Qs(\) concurrent queries there exists a negligible function Advgg/'UF()\) such that,

pp < Setup(17),
KGen(pp) < (sk, vk), < AdvgYF (),

{(mq,sig;) Yicjy s ASEC PP (pp)

Vi € [€], Verify(pp, vk, m;, sig) = 1
r
V1<i<j<{m;#m;

where £ = Q4(\) + 1 and Signer(pp, sk, -) denotes the algorithms Signer, (pp, sk, -) and Signer,(pp, sk, )
given as oracle to the adversary, given their respective inputs they output honestly computed py and
p4. The adversary plays as the user in the blind signature.

Remark 1 (One-more Strong Unforgeability). In this work, we also consider the notion of one-more
strong unforgeability, in which the adversary wins the one-more unforgeability experiment if it pro-
duces a fresh signature on an already signed message. One-more strong unforgeability is defined
similarly to standard one-more unforgeability, with a slight change in the winning condition of the
adversary from

V1<i<j<Qs(A)+1,m; #my, to

V1<i<j<Qs(N)+1,(my,sig;) # (my,sig;).

3 The Raccoon Signature and Its Modified Variant

In this section, we introduce Raccoon®, a modified version of Raccoon used as an intermediate step in
the security proof of our blind signature. Raccoon™ keeps the same verification equation as Raccoon,
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but modifies the signing procedure so as to capture the distributional shift in the signature induced
by the blinding process of our blind signature protocol. We first recall Raccoon and then describe
Raccoon®. Finally, we show that the EUF-CMA security of Raccoon™ reduces to that of Raccoon,
which will allow us to prove the security of our blind signature.

3.1 Raccoon Signature Scheme

Raccoon [dPPRS23, dPKPR24, dEK'23, DKM ™24] is a rejection-free lattice-based digital signature
scheme based on the H-MLWE [KLSS23] and MSIS [LS15] assumptions. In particular, the Raccoon
variant that we now describe is the one by del Pino et al. [DKM*24] where the noise distribution is
a discrete Gaussian rather than a sum of uniform.

Table 2. Parameters description for Raccoon, Raccoon™ and BRaccoon

Parameter Description

R4 Polynomial ring Z[X]/(q, X" + 1)

l Secret dimension

k Public key dimension

B3 Norm bound on (z, h)
By Norm bound on (r’,e’)

Byw Norm bound on (r,e)

Vg Public key rounding parameter

Vw Commitment rounding parameter

D¢ Key generation distribution
D Signing randomness distribution

Dw Blinding factor distribution
Ow! Gaussian width of the randomness in w’
Ow Gaussian width of the randomness in w
ot Gaussian width of the user signing key secrets in t

Construction Overview. Let ¢4 = |q]., and ¢w = [¢].,,- The public parameters pp include the security
parameter A, the ring R, and two hash functions H and H.. The first hash compresses the verification
key and the message into a fixed-length digest © = H(vk, msg) € S, where in our concrete instantiation
S = {0,1}?*. The challenge hash is modeled as

H.:SxRi —=C,

and maps (i, w) to the challenge space C = {c € Ry | |I¢||.o =1, [|c[|; = w}. In the security proof of
Raccoon, H, is modeled as a random oracle. The scheme, given implicitly generated public parameters
pp by a setup algorithm, works as follows:

KGen Samples A < RF*‘ and (s, eqg) < Df x Df, computes t = |A s + ey, and outputs
vk = (A,t) and sk = s.

Sign On input (vk, sk, msg), where msg is an arbitrary-length string, computes p = H(vk, msg), sam-
ples (r',e') + D%, x D¥,, and computes w' = |A -1’ + €'],,,. It then sets ¢ = H.(u,w’) and
z' = c-s+1 € R.. Finally, it computes

h=w —|A-2 —2%.c-t], €Rl

and outputs sig = (¢,z’, h).

Verify On input (vk, msg, sig), where sig = (¢,z’, h), recomputes u = H(vk,msg) and w = |A -z’ —
2" . c-t],, + h. It then computes ¢ = H.(p, w) and accepts if ¢ = ¢ and ||(2’,2" - h)||, < Bo.
Otherwise, it rejects.
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KGen(pp) PreSign(pp)
10 AsREX 1: (r,e)« D& x DE
(s, exg) < Dy x Df 2: return (r,e)

2

3: t=|As+ el
4: vk:=(A,t)
5: ski=s

6

return (sk, vk)

Sign(pp, state, sk, msg, r, e) Verify(pp, vk, sig, msg)

1: if (r,e) > By Abort 1: (c,z,h) < parse(sig)

2:  p:= H(vk, msg) 2:  p = H(vk, msg)
(r,,e/)<—D€\,/ x DE, 3: ¢ =Hc(u, |Az — 2" ct],, +h)
w = Ar +¢€ 4: if c=c and||(z,2"h)|]> < B}
W= LW/ +Ar+el,, 5: return 1
6: return 0

¢:=Hc(u,w)
zi=cs+r +r

y = |Az — 2" - ct],,,
h=w-y

© o N O ok W

10: sig:=(c,2,h)
11: if [|(z,2""h)|2 > B> Restart

12 : return sig

Fig. 2. Protocol description of Raccoon*. The protocol is given implicitly generated public parameters pp by
a setup algorithm. The values (r, e) « D¢, x DE are auxiliary inputs that model the blinding process of our
blind signature scheme. Note that Dy is chosen such that Dyy4w’ & Dw which implies that one cannot link
w’ tow (resp. cs + 1’ to cs+1’ + 1)

Lemma 4 (Theorem 5.1 [DKM™%24]). Let Qs be the number of signing queries. The signature
scheme described above is correct and EUF-CMA secure under the H-MLWE ¢ q. 0¢,0,,.c and
SelfTargetMSIS, ;11 k¢ Bugs @SSUMptions.

3.2 Raccoon*: A Modified Version of Raccoon

We now provide a description of Raccoon®. This signature scheme models the behavior of our blind
signature construction introduced in Section 4. To this end, we first mimic the behavior of Raccoon, and
then apply a shift to the signature in order to capture the blindness mechanism of our blind signature.
This transformation is crucial for the security proof, as without it the views of the adversary in
consecutive games would no longer be indistinguishable. A complete description of the key generation,
signing, and verification algorithms is given in Figure 2.

Security of Raccoon®. We will now show that the security of Raccoon® reduces to the security of
Raccoon. Note that since the schemes are really close to each other, there will be redundancy with the
proof of the correctness of the underlying signature scheme in [DKM™24].
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Theorem 1 (Correctness). The Raccoon™ signature scheme in Fig.2 is correct, where w is the 1-
norm of ¢, and, if vy > 4, signatures are bounded by

Bj = et (wog + 0w + ow)V/n(k + £) + (w27 + 2%+ Vnk.
Proof. See Appendix C.1 for detailed calculations.

Theorem 2 (Unforgeability). Consider an adversary A breaking the EUF-CMA of Raccoon™ in
Figure 2 making at most Qu, and Qs queries to the random oracle H, and the signing oracle, respec-
tively, then there exist an adversary B breaking the EUF-CMA of Raccoon such that

AdVEUF—CMA ()\) < AdVEUF—CMA()\)

Raccoon*, A Raccoon, B

Proof (sketch). The proof proceeds through a sequence of games. The first game corresponds to the
EUF-CMA experiment instantiated with Raccoon™. In the second game, we simulate the hash oracle
via lazy sampling. Finally, in the last game, we simulate the signing oracle of Raccoon® using the
signing oracle of Raccoon, by adding a shift to the Raccoon signature and programming the oracle on
¢, which concludes the argument. See Appendix C.2 for the full proof.

4 Concurrently Secure Blind Signature from Raccoon

We now introduce BRaccoon, a concurrently secure blind signature scheme whose security reduces to
the Raccoon™ signature scheme, whose security, in turn, reduces to the Raccoon signature scheme. The
protocol consists of four moves and produces signatures that are syntactically identical to standard
Raccoon signatures, up to a suitable parameter adjustment that allows blinding.

4.1 Protocol Overview

Our blind signature protocol follows a design paradigm inspired by the “blind signatures from a sig-
nature assumption” paradigm of Fuchsbauer—Wolf [FW24] in combination with subsequent threshold
lattice signatures [GKS24, GHK*25], combining commitment schemes, public-key encryption, and
NIZK proofs. At a high level, the user computes a commitment Cmegr to the message together with
a blinding factor (using a commitment scheme that in the security proof allows extraction). The
signer responds with a commitment w’ following the underlying signature scheme. The user then re-
randomizes this commitment using randomness r, computes the signature challenge, and encrypts it
(ctx.) under a linearly homomorphic encryption scheme, proving correctness in zero-knowledge (using
language L1). The signer completes the signature computation in the encrypted domain and returns
an encrypted response ctx, along with a NIZK proof of correct computation (using language Ls),
which the user decrypts and unblinds to obtain the final signature (c, z).

By construction, the output is a standard signature of the underlying scheme, while blindness and
one-more unforgeability are enforced through commitments, encryption, and NIZK proofs. Figures 3
and 4 detail the different algorithms that define our blind signature scheme. We denote by pp the
collection of public parameters required to instantiate all the cryptographic building blocks used in
our blind signature scheme. In the real protocol, these parameters are generated transparently from
public seeds (or, equivalently, from the root of a PRG tree): all public matrices and auxiliary public
values used by the commitment schemes, the homomorphic encryption scheme, and the NIZK proof
systems are deterministically expanded from these seeds. Hence, no trusted setup is required, and the
explicit public parameters may be generated on demand. In the security reductions, we model this
seed expansion as a random oracle.



16 Hanzlik, Manulis, Mula, Pulval-Dady, Silde, and Slamanig

Language descriptions. To achieve blindness and one-more unforgeability, our blind signature pro-
tocol relies on several non-interactive zero-knowledge proofs for carefully designed languages. These
languages enforce consistency between protocol rounds and enable the security reductions. For read-
ability, we omit explicit domain specifications whenever they are clear from context.

3(r, e, w, msg) s.t,

CS.Verify(pp, (msg,r,e), Crmsg,r.e) = 1,
(Crsg.r,es CtXe, W', | W = [W + Ar +e],,,,

vk = (A, t), ek, pp) | u = H(vk, msg)

¢ =He(p, w),

ctx, = HE.Enc(pp, ek, ¢)

L1 =

The language L; enforces honest computation of the challenge ¢ and its encryption. In particular,
it guarantees that the challenge is derived consistently from the committed message msg and the
corresponding commitment w, and that the ciphertext ctx, encrypts exactly this value. Moreover, L,
links the randomness used across protocol rounds, preventing the user from adapting the challenge to
the signer’s behavior.

3(r',€,s, e) s.t,
w = Ar' + ¢,
(CtXyr, CtXe, CtXypr, W', |t = [AS + kg ] s,
vk = (A, t),ek, By, pp) | ctx,, = HE.Enc(pp, ek, '),
ctx, = HE.Eval(pp, ek, fs, (ctx,, ctx,)),
1(r', )]y < Bw

|_2 =

The language Lo ensures that the signer computes the encrypted response honestly. In particular,
it enforces that ctx, is obtained by homomorphically combining a fresh encryption of r’ with the
encrypted challenge and the signing key. This prevents a malicious signer from embedding subliminal
information or deviating from the prescribed computation, which is essential for blindness. Here and
in the protocol below, f is defined as the function f,(b,c) =a-b+ c.

KGen(pp) Verify(pp, vk, sig, msg)

10 AcsRE 1: (c,z,h) = parse(sig)

2: (s,exg) ¢ Df x DF 2t p:=H(vk, msg)

3: t:=[As+ ek 3: ¢ =Hc(u, |[Az — 2" ct],,, +h)

4: vki=(A,t) 4: if c=c And|(z,2""h)|2 < B} then
5: sk:i=s 5: return 1

6: return (sk,vk) 6: return(

Fig. 3. KeyGen and Verify algorithms of BRaccoon.

4.2 Security of the Protocol

Theorem 3 (Correctness). Let B} = e’ (woy + 0w + 0w) /n(k + 0) + (w2 + 2%+ 1)/nk where
w s the 1-norm of c. Let sig = (¢, z,h) be a blind signature generated by honest participants using our
protocol BRaccoon. We claim that the signature sig is valid with overwhelming probability.

Proof. Since Raccoon™ faithfully models the signing procedure of our blind signature protocol in the
honest-participant setting, the correctness of our blind signature scheme follows directly from the
correctness of Raccoon™ and the correctness of the underlying primitives, including the non-interactive
zero-knowledge proofs NIZK, the homomorphic encryption HE, and the commitment scheme CS.
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User1 (pp, vk, msg, ek, dk) Signer, (pp, ek, sk, vk, C)
1: (r,e) « D, x D% 1: (r',e') « D, x D%,
2: Chsgr,e = CS.Com(pp, (r, e, msg)) 2: wi=Ar +¢
3: state, := (r,e, msg, vk, ek, dk) 3: stateg = (ek,sk,vk,r’,e’)
4: return (Cmsgr,e,Statey) 4: return (W', stateg)
Userz (pp, state, w') Signer, (pp, stateg, 71, Ctx.)
1: wi=|w +Ar+el,, 1: if NIZK, .Verify(m) = 0 then
2: = H(vk, msg) 2 abort
3: c=Hc(u,w) 3: ctxy = HE.Enc(pp, ek, 1)
4: ctx. = HE.Enc(pp, ek, c) 4: ctxy = HE.Eval(pp, ek, f, (ctxc, s, ctx,/))
5: m = NIZK_, .Prove(pp, msg,r,e, w, 1) 5: w2 = NIZK,.Prove(pp,r’, e’ s, ex)
6 : state, := statey||(c, w) 6: return (m2,ctx,)
7: return (state,, m,ctx.)

Users(pp, state, w2, ctx},)

1: if NIZKy,.Verify(m2) = 0 then

2 abort

3: 2z’ = HE.Dec(pp, dk, ctx,/)
4 z:=27 +r

5: y:=|Az—2"ct],,

6: h=w-y

7: return sig = (c,z,h)

Fig. 4. User and Signer subroutines for BRaccoon.
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We now show that the blind signature scheme BRaccoon is one-more (strongly) unforgeable as-
suming the underlying signature scheme Raccoon™ is (strongly) unforgeable. Concretely, any adversary
that wins the one-more (strong) unforgeability game against BRaccoon can be converted into an ad-
versary that forges Raccoon®. Thus, the security of Raccoon™ (and of the base Raccoon scheme) implies
the security of BRaccoon. What is more, this directly implies that one-more (strong) unforgeability of
BRaccoon holds concurrently. We formalize this below.

Theorem 4 (One-More Unforgeability). Consider an adversary A breaking the one-more un-
forgeability of our protocol BRaccoon in Figure 1. Then there exist PPT adversaries R,B,C, D,

E,V such that R breaks the EUF-CMA security of Raccoon™ with Qs()\) queries to the signing or-
acle ORaccoon” " B breaks the setup indistinguishability of the commitment scheme CS, C breaks the
extractability of CS, D breaks the zero-knowledge property of o, € breaks the soundness of w1, and V
breaks the circuit privacy of HE. In particular, for any security parameter A, we have:

Qsetup
2l'€

AZVEE (A) < Advy

+ Qs - Advedc (V)
+ Qs - AdVEE S ()
+ Q.- AdVZ (V)
+ Qs - Advi ()
+ AdvETE-CMA (1))

Raccoon, R

;0 Kext »lext s Dext ()\) +

Proof. We prove one-more unforgeability via a sequence of hybrid games, each introducing a controlled
modification, until we obtain a reduction to the EUF-CMA security of Raccoon*.

Go: We start with the initial game Gg, in which the protocol is executed honestly and the adversary
A interacts with the OMUF game instantiated with our protocol shown in Figure 3 and Figure 4.
By definition of the OMUF game, the adversary A issues at most Qs concurrent signing queries. The
reduction R forwards all messages from the signer to the adversary without any modification. Let Sq
denote the event that the adversary wins in game Gy.

G1: In game G, we modify the way the public parameters of the commitment scheme are generated.
Recall that, in the real protocol, the public matrices used by CS are not sampled explicitly by a
trusted party, but are deterministically expanded from public seeds. We model this seed expansion
as a random oracle Oseyyp. Instead of answering the setup-expansion queries honestly, the challenger
first samples the public seeds that will define the parameters of CS and then programs Ogetyp On these
seeds so that the resulting matrices are distributed as in the simulated setup

(PPcs, T) +— Setupgy(17).

All subsequent queries to Ogetyp are answered consistently with this programming, while all other
oracle queries are answered as in the real game. The only way in which this programming can be
detected before the public seeds are revealed is if the adversary queries Ogetyp On one of these seeds in
advance. Let Badset,p denote this event. If the seeds have length x and the adversary makes at most
Qsetup setup-oracle queries, then
Qsetup
K

2

Conditioned on —Badsetyup, the adversary’s view differs from the real setup only in that the public ma-
trices are generated according to the simulated setup distribution. Hence, by setup indistinguishability
of the commitment parameters, there exists a PPT adversary B such that

Qse

a1, Kext » lext ;Dext ()\) + 2;UP .

Pr[Badsetup] <

|Pr[So] — Pr[S1]| < Advy ©
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For our BDLOP-based instantiation, setup indistinguishability follows from the MLWE assumption,
since the simulated matrices have the form B = SA + pE for short S, E, which is computationally
indistinguishable from uniform.

Ga2: In game G2, we modify the subroutine Signer; so that, upon receiving a commitment Cpsg,r e
from the adversary, it uses the trapdoor T to extract the values (msg, r,e). If the extraction fails, the
subroutine outputs | and aborts. Let So be the event that the adversary wins in game Gg, and let
Fo denote the event that extraction fails. The two games G1 and G2 are identical unless the event F,
occurs, that is,

S1 A=Fy <= S, A —Fs.

Therefore, by the difference lemma, we have
|Pr[S1] — Pr[S2]| < Pr[Fs].
By the extractability of the commitment scheme, there exists a PPT adversary B such that
Pr{Fs] < Qs - AdvE (M), (1)
where @), is the number of signing queries. Combining the above bounds, we obtain,
|Pr[S1] — Pr[Ss]| < Qs - Advgse (V).

G3: In game Gg, the proof o forwarded by the subroutine Signer, is replaced by its simulated proof.
Let S3 denote the event that the adversary wins in game Gg. By the zero-knowledge property and a
union bound over the at most Qs signing queries, we obtain

|Pr[Ss] — Pr[Ss]| < Qs - AdvEX 5 (N).

G4 In game G4, we modify the subroutine Signer, so that the challenge ¢ is recomputed from the
values (msg, r,e) extracted from the commitment Crsg r.e-
More precisely, the reduction computes

= H(vk, msg) and ¢ =H.(, w),

where
w=|w —|—Ar—|—ehw .

The ciphertext ctx,. and all remaining components are computed exactly as in Ggs. Let S; denote the
event that the adversary wins in game Gy.

We now show that any adversary distinguishing Gz from Gy yields an adversary against the
soundness of the proof system .

Suppose there exists a distinguisher A that achieves a non-negligible advantage between the two
games. We construct an adversary B breaking soundness of 7 as follows. Adversary B receives a
statement (ctxc, Cmsg,r,e; W', . .. ) and a purported proof 7, and simulates the execution of the protocol
for A. Upon receiving a commitment Cpsg r e from A, B uses the extractor (from Game Gg) to recover
(msg, r,e) and recomputes

/

= H(vk, msg), ¢ =H¢(u,w).

At this point, two cases may occur:

— If ¢/ = ¢ (where c is the value encoded in the statement of 71, i.e., the value such that m proves
correctness of ¢ = H.(u, w)), then the view of A is distributed exactly as in Gs.

— If ¢ # ¢, then B outputs the statement together with 71 as a violation of soundness of 7y, since
7y is accepted while corresponding to inconsistent values of the committed data and the derived
challenge.
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Therefore, distinguishing between Gg and Gy implies that A produces, with non-negligible prob-
ability, a valid proof m; for a statement where the challenge encoded in the proof is inconsistent with
the recomputed one. This directly violates the soundness property of 7.

By a union bound over the at most @), signing sessions, there exists a PPT adversary B such that

SND
[Pr[Ss] — Pr[S4]| < Qs - Advy) 2 ().
Gs: In game Gs, we modify the subroutine Signer, by changing the way the ciphertext ctx,s is
computed. Instead of computing

ctx,s < HE.Eval(pp, ek, f, (ctxe, s, ctxy)),

we compute .
ctx,s + HE.Enc(pp, ek, f(c,s,1’)).

All other components of the protocol remain unchanged.
Let S5 denote the event that the adversary wins in game Gs.
We first observe that in both G4 and Gs, the resulting ciphertext encrypts the same plaintext
value, namely
fle,s, ') =cs+1'.

The only difference between the two games lies in the distribution of the ciphertext: in Gy, it is
obtained by homomorphic evaluation using HE.Eval, whereas in Gs, it is produced as a fresh encryption
using HE.Enc.

We assume circuit privacy in the sense that the output of HE.Eval is computationally indistin-
guishable from a fresh encryption of the evaluated plaintext. Then, by the circuit privacy property of
the homomorphic encryption scheme HE, the output of the evaluation algorithm on ciphertexts en-
crypting (¢,r’) is computationally indistinguishable from a fresh encryption of the evaluated plaintext
f(e,s,1'). More precisely, for any efficient distinguisher D, we have

HE.Eval(pp, ek, f, (ctx,, s, ctxy)) =, HE.Enc(pp, ek, f(c,s,r’)).
Therefore, there exists a PPT adversary V such that
|[Pr[Sa] — Pr[Ss]| < Qs - Advik (M),
where the factor Qs accounts for a union bound over all signing queries.

Gsg: In game Gg, we complete the reduction to the EUF-CMA security of Raccoon®. Recall that,
from Game Gz onward, the reduction extracts (msg,r,e) from each commitment Cpsgre. By the
consistency argument given earlier, these values correspond to those used throughout the execution
of the protocol.

For each signing session, the reduction proceeds as follows. Upon receiving a signing request on
(msg,r,e), it queries the Raccoon™ signing oracle and obtains a signature

(z*,c¢*,h*), wherez* =c*s+r*+r.
The reduction then simulates the protocol transcript by setting
w = Az* + 't — Ar + e.
By construction of Raccoon®, this yields
w = Ar* +e*,

which matches the distribution of w’ in an honest execution.
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Furthermore, instead of computing the ciphertext via homomorphic evaluation, the reduction sets
ctx.s < HE.Enc(pp, ek, z* —r),

which encrypts the same plaintext value used in previous games.

It follows that, for each signing session, the simulated transcript is identically distributed to an
honestly generated execution of the protocol producing a valid Raccoon® signature on the extracted
message msg.

Let £ denote the set of messages corresponding to completed signing sessions. By construction, we
have |£] < Qs.
At the end of the experiment, the adversary A outputs a set of pairs

{(msg;vg;)}jé[n]'

If the event Sg occurs, then all output signatures are valid and pairwise distinct. Since the adversary
interacts in at most ), signing sessions but outputs n > Qs + 1 valid signatures, there must exist an
index j* such that msg?. ¢ L.

Therefore, (msg}., 0. ) constitutes a valid EUF-CMA forgery for Raccoon”, i.e., a valid signature
on a message that was never submitted to the signing oracle. Thus, there exists a PPT adversary R
such that

Pr[Sg] < Advgot-OMA ().

Raccoon*, R

Finally, since the unforgeability of Raccoon* reduces to that of Raccoon, we obtain

AdVEUF—CMA (A) S AdVEUF—CMA(A)’

Raccoon* , R Raccoon,R

which concludes the reduction. Combining the bounds from all hybrid games, we obtain that for any
PPT adversary A,
Qsetup

2K

MLWE
ABRISS0N (A) < Advly

+Q, - Adveg o (N)
+ Qs - AdVEE S ()
+ Qs - AV ()

+ Qs - Advig (V)
+ AdVEUF_CMA()\) .

Raccoon, R

0,0, Kext » lext s Dext ()\) +

O

Lemma 5 (One-More Strong Unforgeability). Assume that Raccoon™ is SUF-CMA secure. Then
the same reduction as in Theorem 4 gives one-more strong unforgeability of BRaccoon. More precisely,
for every PPT adversary A, there exist PPT adversaries R,B,C,D,E,V such that

AdVERaecoon,4(A) < AdVRsccaon e (A)

Raccoon,R

+AQYE

+ Q- (AdVES (V) + AdVIR(N) + AdvES 5 (3) + AdviE » (V).

q,n, Kext  lext ; Dext ()\)

Proof (Sketch). The proof follows the same hybrid sequence as the proof of one-more unforgeability.
The only difference is in the final reduction. After the hybrids, each completed signing session cor-
responds to one signing query to Raccoon™ on the extracted message. If A wins the one-more strong
unforgeability game, then it outputs either a signature on a fresh message or a new valid signature
on a previously queried message. This is exactly a SUF-CMA forgery against Raccoon*, instead of
merely an EUF-CMA forgery. Hence the same hybrid losses apply, with the final term replaced by
AdvaUE-CMZ, (\). Finally,

Raccoon*, R

AdVSUF—CMA (A) < AdVSUF_CMA(A).

Raccoon*, R Raccoon,R



22 Hanzlik, Manulis, Mula, Pulval-Dady, Silde, and Slamanig

Theorem 5 (Blindness). Let A be any PPT adversary that wins the blindness experiment instan-
tiated with our blind signature in Figure 1 with advantage AdvE'ﬁEccoon,A()\). Then there exist PPT
adversaries B, C, D, K and S such that, for the security parameter \, we have

Advglﬁgccoon,/l()‘) < Adv'rzrlf,B(A) + AdVEISI,)C(A)
+ AdVES (A) + Advie 6 P (N) + estat

Proof (Sketch). We prove blindness through a sequence of hybrid games. We start from the real
blindness experiment. The first hybrid replaces the user proof m; by a simulated proof, which is
indistinguishable by the zero-knowledge property of 7.

We then replace the commitment to (msg,r,e) by a commitment to an independently sampled
message. By the hiding property of the commitment scheme, this hides the branch message used by
the challenger. Next, after verifying the signer proof ms, the challenger extracts the corresponding
witness. Any difference from the previous game is bounded by the knowledge error of 5.

Using the extracted signing key and first-round randomness, the challenger recomputes the response
as

z=cs+r +r,

which has the same distribution as in the real protocol. We then replace the ciphertext ctx, by an
encryption of an independently sampled challenge value, relying on the IND-CPA security of the
homomorphic encryption scheme.

In the final hybrid, all values visible to the adversary are independent of the hidden bit b: the proof
is simulated, the commitment hides the message, the ciphertext encrypts an independent value, and
the response is computed from extracted signer values together with fresh user blinding randomness.
The only remaining dependence on signer randomness is statistically hidden by the larger blinding
noise r, giving statistical distance at most €ggas.-

Thus, the adversary’s blindness advantage is bounded by

ABFE"(A) < Adv(N) + Adves’ (A) + Advis (A) + Advige P (A) + espa

The full proof appears in Appendix D.1.

5 Concrete Instantiation and Efficiency

We now give a concrete instantiation of the blind signature protocol from Section 4. We specify
the linearly homomorphic encryption scheme, the hash functions, the commitments used to link proof
components, and the concrete proof systems used for the resulting statements. We then give parameters
targeting 128 bits of security and estimate the communication cost of the interactive protocol.

5.1 Building Blocks and Proof Architecture

The main technical difficulty is to instantiate the zero-knowledge proofs for the languages L; and L.
These statements contain two different types of constraints. The module-lattice relations, including
commitments, encryptions, linear evaluations, and norm bounds, are naturally handled by lattice-
based proof systems. In contrast, the challenge generation procedure requires non-linear arithmetic: a
hash evaluation followed by the deterministic procedure SamplelnBall, which maps a hash value to a
sparse challenge polynomial

ceC={ceRy: el =1, ||, =w}

These operations are more naturally expressed as arithmetic circuits.
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We therefore use a hybrid proof architecture. Linear module-lattice relations are proved using
the LNP framework of Lyubashevsky, Nguyen, and Plancon [LNP22b], instantiated via the LaZer®
library [LSS24]. The arithmetic part is encoded as an R1CS instance and proved using a plausibly
post-quantum hash-based proof system for arithmetic circuits. The two proof systems are linked by a
BDLOP commitment [BDLT18] to the values shared between the lattice and arithmetic statements.

We use the linearly homomorphic MLWE encryption scheme described in Section A.2. Namely,
from an encryption of the challenge representation ¢ and an encryption of the first-round randomness
r’, the signer homomorphically obtains an encryption of

zZ =c-s+r,

where s is the signing key. To obtain circuit privacy, the encryption of r’ uses fresh randomness large
enough to flood the noise already present in the evaluated ciphertext.
For hashing, we use Poseidon [GKR21]. The user first computes

1 = H(msg, vk),

where msg is the message to be signed and vk is the verification key. The arithmetic proof then checks
that the committed values satisfy,

p = Poseidon(p, w),

and then verifies that
¢ = SamplelnBall(p).

In the final signature verification algorithm, the verifier knows msg and vk, and recomputes y =
H(msg, vk) directly.

The protocol requires two proofs. The user-side language L; contains both linear lattice relations
and challenge-generation constraints, so we decompose it as

L1 = L171 n LLQ.

The sub-language L; ; contains the lattice-linear relations, norm bounds, and encryption-consistency
checks. The sub-language L; o contains the arithmetic verification of Poseidon and SamplelnBall; see
Appendix G for the algorithm description. The two sub-statements are linked by a BDLOP commit-
ment to the shared values (w, msg, ¢). The signer-side language Lo contains only linear module-lattice
relations and norm bounds, and is therefore proved directly with the lattice proof system.

We consider two instantiations of the lattice proofs. The baseline instantiation uses LNP directly
via LaZer. A compact instantiation replaces the direct LNP proofs by their LaBRADOR-compressed
variant [PKNT25], reducing communication at the cost of additional prover and verifier work. In both
cases, the arithmetic proof for L; o is unchanged.

5.2 Decomposing and Instantiating L,

The language L, proves correctness of the user’s computation after receiving the signer’s first-round
value w’. The user must prove that the blinded value w is correctly derived from w’, that the challenge
representation c is obtained from the committed values, and that c is correctly encrypted.

We write BDLOP.Verify(pp,m,C) = 1 to denote the relation stating that C is a valid BDLOP
commitment to m. The commitment opening is part of the witness and is left implicit. Similarly,
HE.Enc and HE.Eval denote the corresponding MLWE encryption and evaluation relations, including
the randomness and noise witnesses. The fully expanded relations are given in Appendix H.

6 LaZer Library repository: https://github.com/lazer-crypto/lazer
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The lattice part of the user-side proof is:

( d(msg,c,r,e,w,ey) s.t.

BDLOP .Verify(pp, (msg,r,e), (ta,tg)) = 1,
BDLOP.Verify(pp, (w, msg, c), (ta’,ts")) = 1,
w =2""w+ ey — Ar—e (mod q),

ctx, = HE.Enc(pp, ek, ¢),

[(r,e)ll; < Bw,

\ lew o < 2wl

L o ((tAatB)7(tAlvtB,)aCtxcaW/a
BT vk = (AL t), ek, pp, Buw)

The error term ey, makes the rounding explicit. Equivalently, the proof shows that
w=|w +Ar+e], ,

but expressed as a linear equation plus a small coefficient-wise rounding bound.
The arithmetic part checks that the same committed values lead to the challenge:

.

(w, msg, ¢) s.t.

BDLOP.Verify(pp, (w, msg, c), (ta’, ts’)) = 1,
Lis = { ((6a’,8"), pp, k)| 1 = H(vk, msg) .
p = Poseidon(p, w),
c = SamplelnBall(p).

\ Vs

Thus, the circuit contains two Poseidon hash absorbing msg and vk then p and w, followed by the
SamplelnBall checks. The binding property of the BDLOP commitment ensures that the values used
in Ly; and L; o are the same.

5.3 Instantiating L,

The signer-side proof enforces honest computation of the encrypted response. After receiving ctx., the
signer proves that the returned ciphertext encrypts

Z =c-s+r,

and that the first-round value w’ was generated from short randomness. The statement is purely linear
over module lattices once the encryption randomness and noise terms are explicit:

(r', €', s, erg, €, Ctxyr) s.t.

w =Ar' +¢€ (mod q),

As+ e =2"t+e; (mod q),

Lo := ¢ (ctxy, ctx., W', vk = (A, t), ek, pp, Bw’)| ctx,s = HE.Enc(pp, ek, 1’; Dy),

ctx, = HE.Eval(pp, ek, fs, (ctx., ctxy)),
(', )]y < Bwr,

leello <277

\

where fs(c,r’) = ¢- s+ r'. The second equation is the linearized verification-key rounding relation.
The flooding distribution Df is chosen so that the ciphertext of r’ statistically hides the evaluation
noise while preserving decryption correctness.
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5.4 Concrete Parameters and Communication Cost

Table 3 gives concrete BRaccoon parameters’ targeting 128 bits of security for several bounds Q, on
the number of signing queries. The dimensions are chosen so that key recovery and signing forgery
security reduces to concretely hard instances of MLWE and MSIS instance at the target security level.

Table 3. Concrete BRaccoon parameters targeting 128 bits of security.

Signing queries | Algebraic params. | Gaussian params. | Rounding params. Sizes
n 256
1 210
20 0824 | 78 A ve | 52 vk size | 10 KB
@ =2 K 12 Twr | 2 55 sig size | 28.00 KB
’ 14 o 957 Vw ig siz .
w 23
n 256
1 78 210
" 82 4 ot 1= ve | 52 vk size | 10 KB
@ =2 i 12 Twr | 2 55 sig size | 31.78 KB
¢ 16 ow | 277 T e
w 23
n 256
1 78 210
o 82 9 A I ve | 52 vk size | 10 KB
@ =2 F 12 O | 2 55 sig size | 43.10 KB
¢ 22 ow | 277 T e e
w 23

For the baseline instantiation, lattice proof sizes are measured with LaZer. The arithmetic proof
for Ly 2 consists of a BDLOP opening check, two Poseidon hash p = H(vk, msg) and p = H(u, w),
and the SamplelnBall circuit. For the above parameters, the resulting R1CS contains approximately
218 constraints. The signer proof NIZK|, is implemented as four independent LNP proofs, and its
communication cost is reported as the sum of the four parts.

Table 4. Estimated communication cost of the baseline instantiation with LNP proofs.

Signing queries NIZKs Ciphertexts First-round commitment Total
NIZKL, ,  399.67 KB
Q. =220 NIZK,, <130KB | ‘X 27A0KB w': 30 KB <3.11 MB
1,2

tx, 32952 KB
NIZK,, 218624 KB | = 3299

NIZK.,, 405.35 KB
' tx.  27.46 KB
Qs = 22 NIZK,, <130KB ctx K o
NIZK, 222017 KB | P B32052KB
2 .

NIZK.,, 419.83 KB
: tx.  27.46 KB
Q. = 204 NIZK.,, <130KB | w': 30 KB < 3.26 MB
Nzk . omioss kg | S 32052 KB
, .

7 We provide a Sage script that verifies the security for our parameters; both for the signature scheme and
the other lattice-based building blocks: https://github.com/Heltorfx/BRaccoon-Parameters.
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Benchmark methodology. We also benchmarked the lattice proofs generated by LaZer [LSS24]. Proving
times include the empirical rejection rate of the LNP proofs: if N attempts produce A accepting
proofs, we report the average time to obtain one accepting proof, i.e. the average proving time per
attempt multiplied by N/A. Verification time is averaged over all verification attempts, independently
of whether the proof accepts or rejects.

The benchmarks were run under WSL2 on an Intel(R) Core(TM) Ultra 7 165U machine with 7
cores and 14 hardware threads. The WSL environment was Ubuntu 24.04.3 LTS with Linux kernel
6.6.114.1-microsoft-standard-WSL2, running on Windows build 10.0.26200.8246. WSL was configured
with 24 GB of memory and 16 GB of swap.

Table 5. Benchmarks for the lattice proofs. Proving times account for the empirical rejection rate. The signer
proof 72 is implemented as four independent proofs; the parallel estimate assumes that the four parts are
generated concurrently.

Signing queries | User proof m | Signer proof 72

| Prove  Verify | Prove, sequential  Prove, parallel  Verify, sequential

Qs =2%° 8s 2s 1 min 04 s 16 s 22 s
Qs =2 8s 2s 2 min 30 s 24 s
Qs = 2% 11.5s 225 2 min 30 s 24 s

Remark 2. The reported timings should be viewed as measurements of our current prototype rather
than optimized performance figures. Our implementation is not optimized for proving time. We there-
fore expect further implementation optimizations to substantially reduce our benchmarks.

5.5 Alternative Proof Instantiations

The protocol is independent of the concrete proof system used for the lattice statements L; ; and
Lo. Replacing the direct LNP proofs by LaBRADOR-compressed LNP proofs [PKNT25] significantly
reduces communication, while increasing prover and verifier work. The arithmetic proof for L o is
unchanged.

Since our implementation of Ly is split into four independent lattice proofs, Table 6 conserva-
tively reports the compressed Ly cost as four compressed LNP proofs. A more integrated LaBRADOR
instantiation may be able to compress the full statement more tightly, but we do not rely on this
optimization in the estimate.

Table 6. Estimated communication cost using LaBRADOR-compressed LNP proofs.

Signing queries NIZKs Ciphertexts ‘ First-round commitment Total

NIZKy, , 66 KB
Q. =2%,2% or 2% | NIZK,, < 130 KB
NIZK., 4-66 =264 KB

ctx.  27.46 KB

/: <
ctxy  329.52 KB w30 KB < 84T KB

Thus, the baseline profile gives a direct implementation using LaZer, while the compact profile
optimizes communication by compressing the lattice proofs. In both profiles, all zero-knowledge ma-
chinery is confined to the interactive rounds; the final output remains a standard Raccoon-shaped
signature.
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A Extended Background

A.1 Homomorphic Encryption Scheme

Homomorphic Encryption Scheme. A homomorphic (public key) encryption scheme HE is a
5-tuple of PPT algorithms (Setup, KGen, Enc, Dec, Eval) defined as follows. On input the security pa-
rameter A € N, the setup algorithm HE.Setup(1*) outputs public parameters pp, which include a de-
scription of the message space M. The key generation algorithm HE.KGen(pp) outputs a public/secret
key pair (ek,dk). Given pp, a public key ek, and a message msg € M, the encryption algorithm
HE.Enc(pp, ek, msg) outputs a ciphertext ctxmsg. Given pp, ek, a function f : M™ — M from an ad-
missible function class F, ciphertexts (ctxy, ..., ctx,), the evaluation algorithm HE.Eval(pp, ek, f, (ctxy
,...,Ctx,)) outputs a ciphertext ctx;. Finally, the decryption algorithm HE.Dec(pp, dk, ctxmsg) outputs
the message msg € M or L in case of decryption failure.

Correctness. A homomorphic encryption scheme is correct if for all A € N,

pp < Setup(1*),
Pr | Dec(pp, dk, Enc(pp, ek, msg)) = msg | (ek, dk) <s KGen(pp), | =1
msg s M

and for any function f € F,

pp < Setup(1*),
Dec(Eval(pp, ek, f, (ctx1, ..., ctxy,))) | (ek,dk) <8 KGen(pp),
Pr =1 —negl()).
= f(msgy,...,msg,) | (msg,,...,msg,) s M™

Vi € [n], ctx; < Enc(pp, ek, msg;)

IND-CPA Security. We recall the notion of IND-CPA (Indistinguishability under Chosen-Plaintext
Attack), which is a standard security definition for encryption schemes. Let ¢ : N - N and ¢ : N —
[0,1]. The encryption scheme is said to be (t,€)-IND-CPA secure if for all two-phase adversaries
A = (A1, A2) running in time at most t(\), we have:

pp s Setup(1*), (ek, dk) <3 KGen(pp),
Pr|b=10"|(msg,, msg,,state) < .A;(pp,ek),b s {0,1}, | <
¢ +$ Enc(pp, ek, msg; ), b’ < A2(pp, c, state)

+ e(A).

Circuit Privacy. A further security notion for homomorphic encryption schemes is circuit pri-
vacy [Gen09]. Loosely speaking, it means that the output of Evaluate does not leak any information
on the input circuit/function.

Formally, a homomorphic encryption scheme HE := (Setup, KGen, Enc, Dec, Eval) is said to be
circuit private if the following property holds:

HE.Enc(pp, ek, f(msgy, ..., msg,)) = HE.Eval(pp,ek, f, (ctxy, ..., ctx,)),
For any function f € F, any message msg; € M, i € [n] s.t ctx; = HE.Enc(pp, ek

,msg;). While the definitions above hold for general homomorphic evaluations, we desire only the
circuit privacy to hold for a restricted family of function.
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A.2 MLWE-Based Linearly Homomorphic Encryption

This subsection specifies the linear homomorphic encryption primitive used in our construction. We
present a lightweight MLWE-based encryption scheme, inspired by the BGV construction [BGV12] and
its module variant from [GHK™25], but intentionally restricted to the evaluation of linear functions
in the following family:

F={fa:M* > M, (CM)»a0C+M|acRl}. (2)

Here
M =R}

is the message space, while ® denotes component-wise multiplication. As in the original BGV construc-
tion, a key ingredient is the modulus reduction introduced in [BV11]. More precisely, ciphertexts are
defined over the larger ring R, while plaintexts are recovered modulo the smaller plaintext modulus
.

The scheme is defined in two layers. We first describe a scalar encryption algorithm encrypting mes-
sages in Rp,. We then extend it coordinate-wise to the message space M = Rf,. To avoid ambiguity,
we denote the scalar encryption and decryption algorithms by BGV.Encg. and BGV.Dec., respectively,
while BGV.Enc and BGV.Dec denote their coordinate-wise vector extensions.

By default, encryption uses the noise distribution D specified in the public parameters. When an
alternative noise distribution D’ is used, we write

BGV.Encs(pp,ek,m;D’) or BGV.Enc(pp,ek, M;D’)

for scalar and vector encryption, respectively. The distribution appears after a semicolon to emphasize
that it is an additional sampling parameter, rather than part of the plaintext input.

— pp <% BGV.Setup(1*): The setup algorithm outputs public parameters
pp = (Rq;p, k, 4, D),

where p < g is the plaintext modulus and D is a discrete Gaussian over R,. Parameters are chosen
such that MLWEy, ¢ p is hard.

— (dk,ek) <+ BGV.KGen(pp): On input the public parameters pp, sample a uniform matrix A <
RZX’“, a secret vector s <—$ D*, and an error vector e < D*. Compute

b ::As—f—peeR’q".
The encryption key is ek = (A, b) and the decryption key is dk = s.

— ctx < BGV.Encs(pp,ek,m): On input the encryption key ek = (A,b) and a scalar message
m € R,, sample encryption randomness r «$ D* and noise terms e; <% D* and es <$ D, and
compute

u::ATr+pe1€RZ, v::bTr+peg+m€Rq.

It outputs the scalar ciphertext ctx = (u,v). More generally, when an alternative distribution D’
is specified, the notation

ctx « BGV.Ency(pp, ek, m; D")

denotes the same algorithm, except that r, e;, and e are sampled from D’ instead of D.
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— ctx + BGV.Enc(pp, ek, M): For a vector message M = (My,...,M;) € M, define the vector

encryption algorithm by applying the scalar encryption algorithm coordinate-wise:
ctx = (ctx(l), - ,ctx(e)), ctx) BGV.Encs(pp, ek, M;) for j € [£].

Similarly, the notation
ctx < BGV.Enc(pp, ek, M; D’)

denotes coordinate-wise encryption using BGV.Ence(pp, €k, -; D) in every coordinate. For a scalar
¢ € Ry, we write

c=(c...,c) e M.

An encryption of ¢ may either be represented as a vector ciphertext
BGV.Enc(pp, ek, ¢),
or compactly by a single scalar ciphertext
ctx. < BGV.Ence(pp, ek, c).

In the compact representation, the same scalar ciphertext ctx, is reused in every coordinate during
evaluation.

ctx’ + BGV.Eval(pp, ek, fq, (ctxc, ctxpr)): On input f, € F, parse

ctxg = (ctxg), e ,ctxg)), ctxy = (ctxsvlf)7 . 7ctxg\?)7
where 4 ' 4 ‘ . 4
ctxg) = (u(cj),v(j)), ctxg\J} = (us\il),vggf)).

If the first input is given in compact form by a scalar ciphertext ctx. = (u., v.) encrypting ¢ € Ry,
we set _
ctxg) = ctx. for every j € [{].

Let
a=(ay,...,ap) ERZ‘;.

The evaluation algorithm outputs,
ctx' = (ctx’(l)7 ... ,ctx’(g)),
where, for every j € [{],

ctx') = (u’(j),v’(j)) = (aju(cj) + u%}, ajvg) + UE\?) mod q.

ctxfl BGV.Evalﬂ(pp, ek, fa, (ctxco, ctxpr)): The flooded evaluation algorithm first computes
ctx® < BGV.Eval(pp, ek, fq, (ctxc, ctxpr)).
It then samples an independent encryption of the zero vector using a flooding distribution Dg:
ctxg < BGV.Enc(pp, ek, 0°; Dy).

Finally, it outputs
ctx = ctx® + ctxo,

where addition is performed coordinate-wise over R,. The distribution Dy is chosen so that the
noise of ctxq statistically dominates the noise already present in ctx®'.
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— m < BGV.Decs(pp, dk, ctx): On input the decryption key dk = s and a scalar ciphertext ctx =
(u,v), output
m :=v — s’ umod ¢ mod p.
— M + BGV.Dec(pp, dk, ctx): For a vector ciphertext ctx = (ctx(1), ..., ctx(¥)), output
M = (BGV.Decs(pp, dk, ctx), ..., BGV.Decy(pp, dk, ctx(?)) € M.

Definition 8 (Decryption residual). For a scalar ciphertext ctx = (u,v) encrypting m € Ry, we
define its decryption residual as

S(ctx) =v—sTu=m+pz (mod gq),

where z is the noise term induced by the encryption randomness. For a wvector ciphertext ctx =
(ctxM ... ctx®), we define,

d(ctx) = (6(ctx(1)), cee 5(ctx(£))).
Lemma 6 (Correctness). Let
ctx’ < BGV.Eval(pp, ek, fa, (ctxc, ctxps)),

where ctxg encrypts C € M and ctxy; encrypts M € M. Suppose that, except with negligible proba-
bility, for every coordinate j € [{], the decryption residual of ctx’U) can be written as

3(ctxX'V) = a;Cj + M+ pz{)  (mod q)

with
zg) < B. (3)
Assume further that
pB < g

Then the linear homomorphic encryption scheme BGV is correct with respect to the family of trans-
formations fo € F. Namely,

BGV.Dec(pp, dk, ctx’) = fo(C,M) = a ® C + M.

The same statement holds for the flooded evaluation BGV.Evalﬂ, with B replaced by a bound By on the
total decryption noise after flooding.

Proof. Tt suffices to prove correctness coordinate-wise. Fix j € [¢] and write
ctx(cj) = (ug),vg)), ctxg\? = (ugél) vg\f})).
By definition of the decryption residual, there exist noise terms 2’8 ) and 25\? such that
5(ctxg)) = vg) - sTu(Cj) =Cj +pz(cj) (mod q)

and
5(ctx§éj)) = UEVJ[) - sTuS\j/[) = M; +pzj(\]4) (mod q).
The evaluated ciphertext in coordinate j is

') — (ajug) + US\{[)’ Otjvg) + US\?) mod gq.
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Therefore, , 4 4 4
5(ctx’(j)) = ajvg) + 111(\34) —sT (ajug) + ug\?) (mod q)
=q; (vg) — sTug)) + (Uj(gf) — sTuE\J}) (mod q)
=a;C; + M; +p(ajz(cj) + 21(\2)) (mod q).

Hence the evaluated noise is A , 4
9 = ayel? 2.

By assumption, ||z§€) loo < B and pB < ¢/2. Therefore the noise term does not wrap around modulo
q. Reducing the decryption residual modulo p removes the noise term and yields

BGV.Decy.(pp, dk, ctx’?)) = ;C; + M; mod p.
Applying this argument to every coordinate gives
BGV.Dec(pp, dk,ctx’) = a ® C + M.

For the flooded evaluation, write

ctx = etx® + ctxo,
where ctxg encrypts 0. In each coordinate, adding ctx(()j ) preserves the plaintext and only adds an
additional multiple of p to the decryption residual. Thus the same argument applies with the evaluated

noise bound B replaced by a bound By on the total noise after flooding.

Lemma 7 (IND-CPA Security). Assuming the decisional MULWEy, ; p problem is hard for the pa-
rameters generated by Setup, the scalar encryption scheme BGV.Encg. is IND-CPA secure. Conse-
quently, its coordinate-wise vector extension BGV.Enc is also IND-CPA secure.

More precisely, for any PPT adversary A, there exist PPT distinguishers B and C such that

MLWEq n x

MLWE, ».
AdVIRP-CPA(\) < Advy amt

ek'rzek*Dbgv (A) + AdVC

ek T 1 kek :Dbgy ()\)

Proof. We first argue security of the scalar encryption scheme.
The public key is of the form

ek = (A, b), b = As + pe.

By the decisional MLWE assumption, the distribution of (A, b) is computationally indistinguishable
from (A, b*), where b* is uniformly random in ’Rf;. Thus, replacing the public key component b by

. P MLWEq, 1, ke, ek - Dbgy
a uniform vector changes the adversary’s advantage by at most Advg ®(A) for some PPT
distinguisher B5.
Now consider a challenge ciphertext under a public key (A, b*) with uniform b*. An honest scalar

encryption of my has the form
u* = Alr + pey, v* = (b*)r + pea + my,.

Again, by the decisional MLWE assumption, the pair (u*, v*) is computationally indistinguishable from
a uniformly random element of R’; X Rg4. Since adding the plaintext m; to a uniform ring element
does not change its distribution, the resulting challenge ciphertext is independent of the challenge bit

. .. MLWEq n, £, +1, ke, Dpgy .. .
b. This transition costs at most Adv, ®(A) for some PPT distinguisher C.
In the final game, the challenge ciphertext is independent of b, and hence the adversary wins with

probability exactly 1/2. Therefore,

MLWEq n,x

AdVE}t\ID_CPA(A) < AdVB MLWEq n,¢

ekvzekabgv (A) _|_ Ach

ek‘*’lvkekVDbgv ()\)

The vector encryption algorithm BGV.Enc encrypts each coordinate using an independent invoca-
tion of the scalar encryption algorithm. Security of the vector scheme follows from a standard hybrid
argument over the ¢ coordinates.
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Lemma 8 (Circuit privacy via noise flooding). Let
ctx® < BGV.Eval(pp, ek, fa, (ctxc, ctxps))
be the evaluated ciphertext, where ctxc encrypts C € M and ctxy; encrypts M € M. Let
ctxo + BGV.Enc(pp, ek, 0%; Dy)
be an independent encryption of the zero vector using a flooding distribution Dy, and define
ctx = ctx® + ctxo.

Then ctx!! decrypts to
falCM)=aeC+ M.

Moreover, for every coordinate j € [£], write
(5(ctx ) C; +pz¢ 28 (5(ctx(j)) M; —|—pz(J)
and
5(ctxm) z(() ),
Then the flooded ciphertext satisfies
5(ctx£,j)) :ajCj+Mj+p(ajz(Cj)+z§\2) + z(()j) ) (mod g).

oo ooty e
evaluation noise ooatng noise

Assume that the flooding distribution is chosen so that, with overwhelming probability,

126" oo > llayz8) + 23 llow  for every j € [4],

and, more precisely, so that

( () 4 ,0) (5)

j)—i—aj Zy Fstat 2 for every j € [{].

Then the distribution of ctx?, conditioned on the plaintext fo(C, M), is statistically close to that of a
fresh encryption of fo(C, M) generated with noise distribution Dy. In particular, the flooded evaluation
leaks no additional information about the evaluated linear function beyond the output plaintext.

Proof (Proof sketch). The proof follows from the linearity of the decryption residual. For every coor-
dinate j € [¢], evaluation gives

5(ctx)) = a;6(ctx%) + 6(ctx )
= 0;C; + M +p(a;zd +2()  (mod g).

()

Adding an independent encryption of zero with flooding noise z;"’ preserves the plaintext and only

modifies the noise:
6(ctx(3)) =«;C; + M; —|—p(ajzg) + z](\? + zéj)) (mod q).
By the domination assumption on D, the distribution of the final noise term

( L) ()

D+ ajze’ + 2

is statistically close to the flooding noise z(() ) alone. Hence, conditioned on the plaintext «;C; + M;,
the flooded ciphertext in coordinate j is statistically close to a fresh scalar encryption generated with
the flooding distribution. Applying this argument coordinate-wise proves the claim for the full vector
ciphertext.
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Parameter selection. The parameters are chosen so that the decryption noise remains below the
modulus-reduction threshold after evaluation. This bound depends on the coefficients of the evaluated
function, on the randomness and error distributions used to generate the input ciphertexts, and, for
flooded evaluation, on the flooding distribution. Namely, if the input ciphertext noises are z(cj ) and

ZJ(\‘?, then evaluating fo(C, M) = a ©® C + M produces noise

29 = ;2 42

For flooded evaluation, adding an encryption of zero with noise z(()j ) produces total noise

zfﬁj) = ozjzg) + zg\i? + z(()j).
Accordingly, the modulus ¢ is chosen so that, except with negligible probability,

Pl o < % and, in the flooded case, pHZf(|j)||OO < g

for every j € [¢]. The flooding distribution is chosen wide enough so that 2
the evaluation noise ajz(cj ) —l—zj(\f[). Concretely, we set the standard deviation of the flooding distribution
to be larger than the standard deviation of the evaluation noise by a statistical security factor 24°. This
ensures that the residual contribution of the evaluation noise is statistically hidden by the flooding
noise, while correctness is preserved by choosing ¢ large enough to accommodate the resulting total
noise.

statistically dominates

A.3 Commitment Schemes

A commitment scheme CS is a triple of PPT algorithms CS := (Setup, Com, Verify) such that:

— Setup(1*) — pp. On input A, outputs public parameters pp defining the message space aux.

— Com(pp, msg) — (C,aux). On input pp and msg € aux, outputs a commitment C together with
opening information aux.

— Verify(pp, msg, (C,aux)) — b € {0,1}. Outputs 1 if (C,aux) is a valid opening of msg, and 0
otherwise.

Correctness. For all A € N, we have

Pr [Verify(pp7 msg, (C,aux)) =1 | pp < Setup(1*), msg < aux, (C,aux) +s Com(pp, msg)] =1.
Hiding. The scheme is computationally hiding if for all PPT adversaries A = (A, As):

pp < Setup(1?),

(My, My, state) «s A;(pp),
Pr|b=10V|b+s{0,1}, <
(C, aux) <= Com(pp, My),

b s As(C, state)

+ AdvER ().

1
2

Binding. The scheme is computationally binding if for all PPT adversaries A:

M1 7é M27
Pr | Verify(pp, M7, (C,auxy)) =1,
Verify(pp, Ms, (C, auxz)) = 1

pp < Setup(1>‘),
(j\417 MQ, auxi, auxa, C) <3 .A(pp)

< negl(A).



BRaccoon: Concurrently Secure Blind Lattice Signatures from Raccoon 39
FExtractable commitment schemes. A commitment scheme is extractable if there exists an alternative
setup algorithm Setupg,, that outputs (pp,7) such that:

— Setup indistinguishability. For any PPT adversary D, there exists a PPT algorithm B such
that

Setuplnd
|Pr[D(pp) =1 | pp ¢ Setup(1*)] — Pr[D(pp) = 1| (pp, T) <= Setupg,(1*)]| < Advgg 5™ (V).
— Extractability. There exists a PPT extractor Ext such that for any PPT adversary A:

Verify(pp, m, (C,aux)) = 1,| (pp, T) ¢ Setupg,q (1*),

< Adves s (V).
(m, aux) # Ext(T,C) (C, aux) < A(pp) < Advcs (M)

A.4 BDLOP Commitments
We now describe the BDLOP commitment scheme following the above formalism.

— BDLOP.Setup(1*) — pp. Sample parameters (k, n,., ¢, q) as a function of the security parameter \.
Define a distribution D over R,. Sample (A, B) s R’;X”"‘ X Rgxnr and output

pp = (k,n,,¢,¢q,D, A, B).

— BDLOP.Com((m,r),pp) — (ta,tp). On input a message vector m € Rg,

and public parameters pp, output the commitment (t4,tg) € R’; X Rg defined by

) o

— BDLOP.Verify(pp, (m,r), (t4,t5)) — b € {0,1}. Check that

o] = [B] ] et

and that r is small. Output 1 if all conditions hold, and 0 otherwise.

randomness r <$ D",

Lemma 9 (Hiding and Binding of the BDLOP Commitment). Let BDLOP be the commitment
scheme defined above. Then, for parameters chosen according to A:

— BDLOP is computationally binding under the MSISy ¢, B assumption.
— BDLOP is computationally hiding under the MLWE,, _(x1¢) k+¢,p assumption.

A.5 Extractable BDLOP Commitment

The BDLOP commitment scheme allows committing to a message m € Rg using a short randomness
r, together with public random matrices A € ’Rgxm and B € Rgxm, as

) e

The binding property follows from the MSIS assumption on the matrix [g} , as finding two distinct

openings yields a short non-zero vector in its kernel. The hiding property follows from the MLWE
assumption, provided that r is sampled from a distribution such that

(5] o))

is computationally indistinguishable from uniform.
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Ezxtractability via simulated setup. For the purpose of the security proof of our blind signature, we
rely on a simulated setup for the BDLOP commitment scheme that enables extraction. Concretely, in
the reduction, the challenger generates the public matrices (A, B) as follows. It samples A «+s$ R’;X”T

together with short matrices S < D%Xk and E < Df;"r and sets
B := SA + pE.

The commitment algorithm itself remains unchanged, namely

ta| _ |A 0
o] = LBl ] o
Using the relation B = SA + pE, we obtain

tg = St + pEr + m mod gq.

Therefore, by reducing modulo p, the error term vanishes and the reduction can recover the committed
message as
m =t — St4 mod p.

Indistinguishability of the setup. We argue that the above simulated setup is computationally indis-
tinguishable from the real one under the MLWE assumption. In particular, any distinguisher between
(A, B) sampled uniformly at random and (A,SA + pE) for short S,E can be used to construct an
adversary against the MLWE problem. Therefore, this modification is indistinguishable to the adver-
sary.

Remark 8 (Random-oracle-based setup). The simulated setup above is only used in the security reduc-
tion. In the real protocol, no trusted party is needed to generate the public matrices (A, B). Instead,
these matrices can be derived from public seeds by using a hash function, modeled as a random oracle,
to expand the seeds into pseudorandom elements of R,. Thus, all users can locally derive the same
commitment parameters. The indistinguishability argument above ensures that replacing uniformly
sampled matrices by programming the random oracle with matrices generated in the way above does
not affect the adversary’s view.

A.6 Non-Interactive Zero-Knowledge Proofs

We formally define NIZK and consider only transparent NIZK schemes without a trusted setup. Our
definition is adapted from [BEM™25b].

A non-interactive zero-knowledge proof system for a family of language £ which we denote NIZK is
defined by the following algorithms:

— pp + NIZK| .Setup(1*). Given a security parameter )\, outputs public parameters pp

— m <+ NIZK| .Prove(pp,w, z). Given a witness w, a language L € £ and a statement x such that
(z,w) € L, outputs a proof .

— 1/0 < NIZK_.Verify(pp, 7, z). Given a proof 7, a language L € £ and a statement z, outputs 1
(“accept”) or 0 (“reject”).

The algorithm Prove is probabilistic, while the algorithm Verify is deterministic. The proof system
satisfies the following properties:

— Completeness. For any language L € £ and any statement-witness pair (z,w) € L,

Pr[NIZK .Verify(pp,m,2) = 1 | ® < NIZK_.Prove(pp,w,z)] = 1.
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— e-Zero-Knowledge. There exists a probabilistic polynomial-time simulator Sim such that for any
probabilistic polynomial-time distinguisher A,

|Pr [A(pp,7) = 1: 7 < NIZK_.Prove(pp,w, z)] — Pr[A(7w) = 1: 7 < Sim(pp, L, z)]| < e.

— e-Knowledge Soundness. There exists a probabilistic polynomial-time extractor Ext such that
for any probabilistic polynomial-time prover Prove® and any language L € L, if

Pr [NIZK, . Verify(pp, 7, z) = 1 : w + Prove™(pp,L,z)] > ¢+,

for some non-negligible function 7, then Pr [(x,w) € L : w + Ext(pp, Prove™, L, z)] is non-negligible.

A.7 Rank-1 Constraint Systems

Rank-one constraint systems (R1CS) are commonly used to express computations (arithmetic circuits)
by encoding them into a suitable system of quadratic equations. Such encoding is particularly use-
ful in arguments systems—in particular, for our purposes, zero-knowledge Succinct Non-interactive
ARguments of Knowledge (zkSNARKs, [BCCT17]).

Namely, the R1CS relation is an NP-relation consisting of the statement/witness pairs
((F,k,n,m,A,B,C,v),w), where F is a finite field, k,n,m are the numbers of inputs, variables and
constraints respectively (k < n), A, B, C are m x (1 4+ n)-matrices over I, and v, w are vectors over
F of length k and n — k respectively, such that (Az) o (Bz) = Cz for z = (1, v, w). Here “o” denotes
the entry-wise product.

Several widely used argument systems take R1CS as their native input—for example, Aurora
[BCR™19], Ligero [AHIV17] and Orion [XZS22].

B Deferred Lemmas

Definition 9. For any A € RF**, et D?f’k]:/,',';WE(A) be the distribution defined as {| As+e],|(s,e)

Dﬁ X DZ}, that is, it samples from the MIWE, ;. ,, distribution with v bits dropped.
Lemma 10 (cf. [DKM™'24]). For any p > 2n - qFT R and v < log(q) — 2, we have,

Pr| Hoo (D34 MWE(A)) > — 1] >1 -9t
Lemma 11 (cf. Lemma 3.2 [DKM%24]). Let v,q be positive integers such that ¢ > 2 and set
@ = |g/2"]. Moreover, assume q and v satisfy q, = |q/2"], that is, q can be decompressed as
q=2"-q,+qu for q. in[0,2"1 —1]. Then for any x € Z,, we have,

|z —2" - |z], | <2¥ -1

and Vx, 8 € Zy, we have,

127 (lx + 61, — [x],) mod q|| <[[2”- 8] mod gl + 1] f(v)

with,
3 ifv=1,
6 ifv=2,
fwy=3° 7
12 ifv =3,

2V elsewise.
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C Correctness and Security of Raccoon*

C.1 Correctness of Raccoon*

Proof. The proof follows the same structure as the correctness proof of Raccoon in [DKM™124, Ap-
pendix C], with the additional shift introduced in Raccoon*. For completeness, we provide the full
argument.

Correctness of the challenge verification is immediate, since the challenge ¢ is recomputed de-
terministically from the verification equation. It therefore suffices to show that the norm bound is
satisfied with overwhelming probability. Recall that t = As + e, t = [t],,, 2 = ¢s + 1"+,
W =A{ +r)+ (¢ +e), and w = |W],,,. We first expand the intermediate value y computed
during verification:

y:=|Az—2"-c-t],,
= |[cAs+ Ar' + Ar — 2" - c-t],,,
= |A(X +r)+e tetct—2"-[t],) —c-eg—€ —el,,
= |W+c-a —a]

Vw )

where we rearranged terms to isolate rounding and noise contributions, and define a; :=t — 2" - [t],,
and a:=c-eg+€ +e.
We now bound the norm of the hint h=w —y:

t

HQ”"" -h mod qH2 =

2" . (w —y) mod qH2
=127 ([Wlw, = [W +c-ag —aly,,) mod g,

< ’ 2" . |c-ay — al,,, mod qH + Vnk - 2vwtl
2

<|lc-as —all, + Vnk - 2w Tt
< lle-aclly + fally + vk - 271

We now bound each term separately. First, using the definition of a; and rounding in Lemma 11, to
get

le-aclly < llelly - vink - 2%
It remains to bound |[|(z,a)||,:

I(z,2)lly = [l(cs + 1"+, c- e + €' +e),
< lle- (s,eug)lly + I(x" + 1, e + e,
< e~ (s, el + 1(x', )l + lI(r, )]l

< (llellyot + ow + ow)V/n(k +0).

Combining all bounds yields exactly the claimed norm bound B, which completes the proof that the
norm bound holds with overwhelming probability.

C.2 Unforgeability of Raccoon”

Proof. We prove unforgeability by reducing any forgery against Raccoon™ to a forgery against Raccoon
via a sequence of hybrid games.

Game Gy corresponds to the standard EUF-CMA experiment. In Game G1, we replace the random
oracle H. by a lazily sampled function. In Game Gz, we simulate the signing oracle of Raccoon™ using
access to a signing oracle for Raccoon.

We show that the adversary’s view remains identical or computationally indistinguishable between
consecutive games, and that any successful forgery in Game Gy can be transformed into a valid
EUF-CMA forgery against Raccoon.
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Go. Game Gg corresponds to the standard EUF-CMA experiment for the signature scheme Raccoon™.
The challenger samples a key pair

(vk, sk) < KGen(pp)

and gives the verification key vk to the adversary A.
The adversary is given oracle access to:

— a signing oracle Sign*(sk, -, -, ), which on input (M, r,e) returns a signature generated according
to the honest signing algorithm of Raccoon®, and
— a random oracle H..

The adversary A may adaptively query the signing oracle on at most Qg inputs and the random
oracle on at most Qn inputs.
Finally, A outputs a pair (M*,c*). We say that A wins in Gg if

Verify(vk, M*,0*) =1 and M* ¢ Q,

where Q, denotes the set of messages queried to the signing oracle.
Let Sp denote the event that A wins in game Gg.

G1. Game G is identical to Gg except that the random oracle H,. is simulated via lazy sampling.
The challenger maintains a table 7y, initially empty. Upon receiving a query (vk, M,w), the
challenger proceeds as follows:

— If (vk, M, w) € Ty, it returns the previously stored value.
— Otherwise, it samples a fresh uniform challenge ¢ from the challenge space, stores Tpy_(vk, M, w) =
¢, and returns c.

The signing oracle of Raccoon* is unchanged.
Since the lazy-sampled random oracle is identically distributed to a truly random function, the
adversary’s view in G is identical to its view in Gg. Therefore,

PI‘[Sl] = PT[SO]

Gs. In Game Go, we replace the signing oracle of Raccoon™ by a simulator that uses access to a
signing oracle for Raccoon.
Upon receiving a signing query (M, r,e), the challenger proceeds as follows:

1. Query the Raccoon signing oracle on M to obtain a valid signature (c, z, h).
2. Set
z":=z+r.

3. Sample
(r',e') <s D%, x D%,

and compute

w i=A(r+r1')+¢€ +e,
w:=|Az — 2" - ct],, + h,
h*:=h—-w+w".

4. If (vk, M, w*) € Ty, restart from Step 1. Otherwise, program the random oracle by setting

H.(vk, M, w*) := c.



44 Hanzlik, Manulis, Mula, Pulval-Dady, Silde, and Slamanig

5. If
1(z", 2" h") (|, > B,

output L. Otherwise, return the signature

o :=(c,z",h").

Correctness of the simulation. We argue that the simulated signing oracle produces outputs that
are identically distributed to those of the honest signing algorithm Sign™.

First, the value z* = cs + r’ + r has the same distribution as in Raccoon®, since z = ¢s + r’ in
Raccoon. The value w* is constructed exactly according to the definition of the commitment value in
Raccoon*, using freshly sampled randomness (r’,e’) and the adversarial input (r,e).

Moreover, the value h* is defined so that the verification equation holds by construction. Finally,
the challenge c is consistently programmed into the random oracle at the point (vk, M, w*).

Therefore, conditioned on no restart, the output distribution of the simulator is identical to that
of the honest signing algorithm Sign*.

Restart analysis. A restart occurs only if (vk, M, w*) was already queried to the random oracle.
Since at most Qy oracle queries and @5 signing queries occur, the probability of such a collision in
any given attempt is at most

(Qu +Qs) - 27,

as shown in [DKM™24, Appendix C]. Hence, the expected number of repetitions is 1/(1 — negl(A)())),
and the simulator runs in expected polynomial time. Moreover, the restarts do not affect the distri-
bution of the adversary’s view.

Reduction to Raccoon. In Game Go, the signing oracle responds to queries by invoking the Raccoon
signing oracle and applying the above transformation.

Since the verification algorithms of Raccoon and Raccoon™ coincide (for the same bound Bs), any
successful forgery (M™*,0*) produced by A in Gz is also a valid EUF-CMA forgery against Raccoon
on the same message.

Therefore, there exists a PPT adversary B such that

ARE A (A) < AR (B)-

D Security Reduction of our Blind Signature

D.1 Blindness

Proof. We prove blindness of our protocol via a sequence of hybrid games.

Go. This game corresponds to the blindness experiment defined in Section 2.4. The adversary A
selects two messages and a verification key. A random bit b € {0,1} is chosen, and the challenger
executes the protocol with the adversary using msg;,. At the end, the adversary receives signatures
(Sigy, Sigy_p) and outputs a guess for b. Let Sy denote the event that A correctly guesses b.

G;1. In game Gy, we modify the subroutine User; by replacing the proof m; with a simulated proof
generated by the simulator of the NIZK scheme.

Let S; denote the event that A correctly guesses in Gyp. By the zero-knowledge property of 1,
there exists a PPT adversary B such that

| Pr[So] — Pr[S1]| < AdvE" 5(N).
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G2. In game G2, we modify the subroutine User; so that the commitment Cheg r e is replaced by a
commitment C* to a uniformly random message from the message space of the commitment scheme.

Let S denote the event that A correctly guesses in Gg. By the hiding property of the commitment
scheme, there exists a PPT adversary D such that

| Pr[S1] — Pr[S]| < Advesp(A).

G3s. In game Gg, we modify the subroutine Users so that it attempts to extract a witness from the
proof my after verification. If extraction fails, the subroutine aborts; otherwise it proceeds as in Gs.

Let Sg denote the event that A correctly guesses in Gg. The view differs from G only if extraction
fails. By knowledge soundness of 7y, there exists a PPT adversary K such that

| Pr[Sa] — Pr[Ss]| < Advk? (N).

G4. In game Gy, we modify the subroutine Users so that, using the extracted witness (s,r’), it
recomputes
z*=cs+r +r,

where r is the blinding randomness chosen in User;.

This expression is identical to the one computed in the honest execution, hence the distribution
of z remains unchanged.

Let Sy denote the event that A correctly guesses in G4. We therefore have

Pr[Ss] = Pr[S4].

Gs. In game Gs, we modify the subroutine Usery by replacing the ciphertext ctx, with an encryption
of an independently sampled value c*.

Let S5 denote the event that A correctly guesses in Gs. By IND-CPA security of the homomorphic
encryption scheme HE, there exists a PPT adversary S such that

| Pr{Sa] - Pr(Ss]] < AdVAISPA ().

Ge. In the final game Gg, all components generated by the user are independent of the challenger’s bit
b: the proofs are simulated, the commitment hides the message, the ciphertext encrypts an independent
value, the response z is computed from extracted values and fresh blinding randomness, independent
of the challenge bit.

Hence, the adversary’s view is independent of b, except for the statistical deviation introduced by
the blinding mechanism. The only dependence on signer randomness arises from r’, which is masked
by the larger blinding noise r.

By standard bounds on discrete Gaussian distributions, we have

[l

A(r+1',r) < O<> .

Ow

In particular, for o,, > ||r’||, this yields statistical distance at most €gas.
Therefore,

1
Pr[S5] - 2‘ < €Stat-

Final bound. Combining the bounds from all hybrids, we conclude that for any PPT adversary A,
ABTE " (A) < AT 5(A) + Adves p(A) + AdVEZ (V) + Advie 577 (A) + esar-

This concludes the proof of blindness.



46 Hanzlik, Manulis, Mula, Pulval-Dady, Silde, and Slamanig

E Poseidon Hash Function

Poseidon from [GKR™*21] is a sponge-based hash function instantiated with a permutation Poseidon :
]F; — Ff, defined over a prime field F,, where ¢ denotes the state width. The permutation consists of
Totaliound = Fround + Pround Tounds structured as

Full rounds o Partial rounds o Full rounds.
Fround/2 Pround Fround/2

Each round applies the following operations in sequence: addition of round constants, application of a
non-linear S-box layer, and multiplication by a maximum distance separable (MDS) matrix M € F;Xt.
The non-linear layer is defined by the power map

S(z) =z,

where a > 3 satisfies ged(a,p — 1) = 1.The S-box is applied to all ¢ state elements, whereas during
partial rounds it is applied only to the first state element, the remaining ¢t — 1 elements being processed
linearly.

The hash function itself is obtained via a standard sponge construction with capacity ¢ and rate
r =t — c. For a target security level A, the capacity is chosen such that ¢ > 2.

F Discussion on Table 1

Table 1 combines values taken directly from the literature with a small number of estimates and
recomputations. We detail below, for each compared work, the source of the reported data.

[AKSY22]. We consider the “full-fledged blind” variant described in [AKSY22, Appendix A, Fig. 5].
In this variant the public values A and PKE.pk are derived from random oracles. For the concrete
size estimates, we use the instantiation of [AKSY22, Section 4.4]. The issuing transcript is the
exchange of t and y; concretely, only the first component y; of y = (y1,y2) is sent, since ys is
publicly recoverable from t and the verification key vk = C. This gives a communication cost of
1.37 KB. The final signature is (7,ct), whose size is estimated as 45.19 KB. Finally, vk is one
element of Z[X]/(7213, X512 + 1), so that

vk| = 512 - 13/8 = 832 bytes ~ 0.8 KB.

The scheme supports an unbounded, i.e. polynomially many, number of signing queries per public
key.

[dPK22]. We take the concrete parameters re-evaluated in [HSS24, §4.2]: the original NTRU pa-
rameter set was later observed to fall short of the claimed 128-bit security level due to attacks
on overstretched-NTRU parameters [ABD16, CJL16], while the updated parameters restore the
intended security level. This leaves the pre-signature and final signature sizes unchanged and
only mildly increases the communication cost. We also account for the induced increase in the
verification key, which consists of three elements of R,.

[AGJ*24]. For this anonymous-credential system, which refines the approach of [JRS23], we use
the size estimates reported in [AGJ*24, Tables 8.1, 8.4-8.6 and Algorithm 6.3]. Since revealing
the underlying SEP signature would make presentations linkable to the issuing session, we count
the non-interactive credential-showing proof as the blind signature analogue, i.e., as the object
given as input to public verification; its size is 79.58 KB. The communication cost counts the
issuing/signing transcript exchanged between the user and the issuer, and is estimated as

2.38 4+ 35.99 4+ 6.81 = 45.18 KB,

where 2.38 KB estimates the commitment by the size of an element of the same type, namely upk;
35.99 KB is the issuance proof size; and 6.81 KB is the size of the emitted SEP signature sent by
the issuer in [AGJT24, Algorithm 6.3].
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[BLNS23a)]. The relevant data are reported in [BLNS23a, Tab. 3 and Fig. 4]. We estimate the com-
munication cost by counting the full signing transcript exchanged between the user and the signer,
namely the user’s first message (c,ct,m1) and the signer’s response s. Thus, the communication
cost is

|1 + |ct| + |c| + [s].

For the parameters of [BLNS23a, Tab. 3], with ¢ = 7933 and ring degree d = 512, an element
of R, requires approximately 512 - 13/8 =~ 832 bytes, i.e., about 0.8 KB. Hence |c| ~ 0.8 KB,
while s € Rg contributes about 1.6 KB. The ciphertext size |ct| depends on the chosen IND-CPA
encryption scheme. The bound on the number Q; of signing queries is governed by [BLNS23a,
Thms. 3.2 and 3.3]; in our table, we set Q, = 22° as a conservative choice.

[JS25b] We used the authors’ parameter-estimation script®. The script confirms the transcript and
blind signature sizes reported in [JS25b, Table 5.5, and additionally yields the verification-key
size and the maximum number of signatures per public key.

[HKLN20] We used the signature size from [HKLN20, Fig. 9], the number of signatures per public
key specified at the end of [HKLN20, §6], and the sizes computed in [AHJ21, Table 1].

[KLR25] The sizes were computed using a script that the authors kindly provided in a private
communication.

We also used [JS25a, Table 5.4] and [KLR25, Table 1] to cross-check some of the entries in our
table.

G SamplelnBall Procedure from [PWFW23]

The SamplelnBall procedure from [PWFW23] deterministically maps a seed ¢ to a challenge vector
C € {-1,0,1}* C F} containing exactly w non-zero entries in {—1,1}. Conditioned on no abort, the
output distribution is uniform over all such vectors.

The algorithm initializes C' as the all-zero vector. It then iteratively selects w distinct positions
using a truncated inside-out variant of the Fisher—Yates shuffle. At iteration ¢, an index j is sampled
uniformly in {0,...,d — ¢} (via rejection sampling), the entries Cy_; and C; are swapped, and Cj is
assigned a random sign. This ensures that exactly w positions contain non-zero values and that their
locations and signs are uniformly distributed.

In our instantiation, the randomness used for index selection and sign generation is derived from
a Poseidon-based XOF applied to c. We assume that w is a multiple of 8, which allows signs to be
extracted in batches of eight. This choice slightly simplifies the arithmetic constraints and yields a
more efficient R1CS representation.

8 https://github.com/truncatedsampler/truncated-sampler/tree/main/scripts


https://github.com/truncatedsampler/truncated-sampler/tree/main/scripts

48 Hanzlik, Manulis, Mula, Pulval-Dady, Silde, and Slamanig

Algorithm 1 SamplelnBall using Poseidon as an XOF

1: function SAMPLEINBALL(seed)
2 C+0e{-1,0,1} cF¢

3 (h1,. s hwshoyt, .o hoywys) < PoseidonXOF (seed)
4: 59 <+ GenSigns(hy 1, ..., hyyw/s)
5: if sg = 1 then
6: Abort
7 end if
8: for i < 1 to w do
9: ¢+ q—(q mod (d—1i+1))
10: if h; > ¢* then
11: Abort
12: end if
13: j< hi mod (d—i+1)
14: swap(Cy—;, Cj)
15: C; + (—1)%9

16: end for
17: return C'
18: end function

Algorithm 2 GenSigns

: function GENSIGNS(ha, ..., hy/s)
sg—ee{0,1}"
¢+ q— (¢ mod 2°)
for i < 1 to w/8 do
if h; > ¢* then
return L
end if
b« h; mod 28
(ho, - - ., h%) < ConvBase2(h')
59+ sy || (ho, .., h7)
11: end for
12: return sg
13: end function

—_
=
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H Detailed description of L; and L,

We write vk = (Agg, t) for the Raccoon verification key and ek = (Apgy, bbgv) for the BGV encryption
key. In the optimized instantiation, the Raccoon relations, the BGV ciphertext equations, and the
BDLOP commitments are all expressed over the same modulus ¢. Hence,

bogy = AbgySbgv + hepgy  (mod ¢),

where h is the BGV plaintext modulus. The parameter search chooses ¢ and h so that BGV decryption
and the extractable BDLOP simulation do not wrap around modulo ¢; therefore no lifting quotient is
needed in the statements below.
The user computes
1 = H(msg, vk),

where p is a 2A-bit digest. Note that we use the seed representation of vk, thus in the estimate its
considered as a 2\-bit digest.
For a BDLOP commitment with parameters (A;, B;) and short randomness v, we use the shorthand

ta= Ay (mod q),

BDLOP.Com;(m;v) = (ta,tg) <
om;(m; ) = (ta,tp) {@:Bﬁ+m (med q)

In the concrete instantiation, the first commitment is the extractable first-round commitment, while
the second one is the linking commitment between the lattice and arithmetic proof components.

= msg, [, 1, €, W, C, €w, Y0, V1 Pes Ne,15 Ne,2 s.t.
t% = Apyo  (mod g),

1, = By + (msg, re) (mod ),

[7oll < B0,

th = A1v1  (mod g),

Li1= tlB = Bl’yl + (w7/-j/7 C) (mOd Q)v

’ [yl < By,
w' + Aggr +e=2""w+e, (mod gq),
[(r;e)ll2 < Bu, lewlloo < 2vel,

ctxe = (Ue, Ve),

Ue = AngVPc + hnc,l (HlOd Q),

Ve = bggvpc + hnc72 +c (HlOd q)7
(pm TNe,1, 776,2) € Benc-

((th:tp),pp,vk) :
Jw, pu,c, 1 s.t.

th =Aim  (mod g),

L1o= tp = Bim + (w,p,¢)  (mod q),
’ Il < By,

p = Poseidon(vk, msg),

p = Poseidon(pu, w),

¢ = SamplelnBall(p).

Thus, L; 2 checks only the arithmetic challenge-generation part: one Poseidon hash absorbing the
private digest p and the committed value w, followed by the deterministic SamplelnBall procedure.
The binding property of the linking BDLOP commitment guarantees that the same (w, p, ¢) is used
in L171 and L1,2.
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(ctx,r, ctx., w’, vk, ek, pp) :

Ir', e, s, eng, et (Urjs Vrjs iy Mi1,s 77j,2)§:1 s.t.
w' = Aggr’ + ¢ (mod q),

1+, €)ll2 < Bur,

Agigs + exg = 2"t 4+ ¢, (mod ¢),

(s erg)llz < Be,  lletflos <271,

&)

AR

(5))

2!

Lo =1 ctx, = (ue,ve), ctxy = (ctx
9 = (us,02 ),

Uy j = Alg,pj + i (mod g),

orj = bl pj + hnj2 + 75 (mod g),
(pjmj,1:mj,2) € B,

Uz j = SjUuc+Ur; (mod q),

Vs = SVc +vp;  (mod q), Vi € [€].

., Cctx
ctx

I R1CS Encoding of the Language L, ,

This section describes the R1CS used to encode the arithmetic part of Li 2. The circuit contains
four components: the verification of a linking BDLOP commitment, the computation of the digest
1 = H(seedk, msg), the computation of the challenge hash from (u, w), and the verification of the
SamplelnBall procedure; see Appendix G. Throughout this section, n denotes the ring degree and w
denotes the Hamming weight of the challenge vector.

In the circuit, the verification key is represented by a public seed seed,, € {0,1}?*, from which the
verification key is expanded outside the circuit. The message msg is represented as a vector of field
elements. The circuit first checks

i = Poseidon(seed,k, msg),

where p is a 2\-bit digest. It then checks
p = Poseidon(pu, w), ¢ = SamplelnBall(p),
where w is the rounded commitment value and c is the challenge. The value p is also included in the
linking BDLOP commitment, so the arithmetic and lattice statements refer to the same digest.
I.1 RICS for the BDLOP commitment
We first encode the computation of a BDLOP commitment
(ta,ts) = (Ay, By + m) € Ry x R;®,

where A € RyA*™A and B € RyB*™A are public, v € R* is the commitment randomness, and
m € Rg® is the committed message. In the language L 2, this message is

m = (W, i, ¢).

As in Boschini et al. [BCOS20], the commitment equations are checked in the NTT basis. For a
vector or matrix x, we write Z for its NTT representation. The private inputs m and 4 are supplied both
in the standard basis and in the NTT basis. The circuit therefore checks the commitment equations
in the NTT basis and the consistency between the standard and NTT representations of the private
inputs.



BRaccoon: Concurrently Secure Blind Lattice Signatures from Raccoon 51

Table 7. Protocol notation used in the R1CS encoding of L; .

Notation Meaning

n Ring degree of Ry = Z4[X]/(X™ 4+ 1).
q Modulus of the R1CS field and of the ring R, used for the arithmetic checked
in |_172.
. Bit length of the modulus, ¢, = [log,(q)].
w Hamming weight of the challenge vector output by SamplelnBall.
seed,k Public seed representing the verification key inside the circuit. It has bit length
2.
msg Message representation used in the circuit. In our estimates, msg is represented
by 256 field elements.
7 Private digest computed as p = Poseidon(seed,k, msg) and included in the link-

ing commitment.
A € RgA™™A Public matrix used in the first component of the linking BDLOP commitment.
B € Ry®*™A Public matrix used in the second component of the linking BDLOP commitment.

nA Number of rows of A, hence the number of ring elements in ta.

nB Number of rows of B, hence the number of ring elements in tg and in the
committed message m.

ma Number of columns of A and B, hence the number of ring elements in the

commitment randomness ~y.
v € Ry Randomness/opening of the linking BDLOP commitment.
m € Ry®  Message committed in the linking BDLOP commitment. In our use case, m =

(W, 11,0).
(ta,ts) Linking BDLOP commitment, defined as ta = A~ and tg = By + m.
z NTT representation of a ring element, vector, or matrix x.
u € [n]  Index of an NTT coordinate. We use u instead of w to avoid a collision with

the challenge weight.
Primitive root used to define the NTT representation.

sg; Sign bit used in the i-th non-zero coefficient of the challenge.

C Challenge vector constructed by SamplelnBall. It has exactly w non-zero coeffi-
cients.
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Table 8. Constraint-count notation for the BDLOP commitment and Poseidon hashes in the R1CS encoding
of I_]”Q.

Notation Description

By Infinity-norm bound on the coefficients of the commitment randomness ~.

Ly Bit length used to range-check ~, defined as ¢~ = [log,(5~)].

tstd State size of the Poseidon permutation used for the two hash computations.

Tstd Rate of the Poseidon permutation, i.e. the number of absorbed field elements
per permutation.

Fig Number of full rounds in the Poseidon permutation.

Piig Number of partial rounds in the Poseidon permutation.

@ S-box exponent of the Poseidon permutation.

Lo Multiplicative-depth estimate for the S-box = — x, defined as £, = [log,(a)].

Lk Number of field elements used to represent seed.k. Since seedyk has bit length
2\, one may take Ly = [2M\/{4].

Linsg Number of field elements used to represent the message. In our estimates, Lmsg =
256.

L, Number of field elements used to represent the digest u. Since p has bit length
2\, one may take L, = [2)\/{4].
Lw Number of field elements used to represent the rounded value w after the com-
pression induced by v,,.
Lgig Number of field elements absorbed by the digest hash, Lagig = Luk + Lmsg-
Lchal Number of field elements absorbed by the challenge hash, Lchai = L + Lw.
Iposeidon  Number of R1CS constraints required for one Poseidon permutation.
N2, Number of R1CS constraints used to verify the linking BDLOP commitment.
NRIC (L) Number of R1CS constraints used to hash an input of length L field elements
with Poseidon.

Table 9. Constraint-count notation for SamplelnBall and total R1CS size in the encoding of L, ».

Notation Description

txorF State size of the Poseidon-XOF permutation used inside SamplelnBall.
TXOF Rate of the Poseidon-XOF permutation.
FxoF Number of full rounds in the Poseidon-XOF permutation.
Pxor  Number of partial rounds in the Poseidon-XOF permutation.
o S-box exponent of the Poseidon-XOF permutation.
Lo Multiplicative-depth estimate for the XOF S-box, defined as £, = [log,(a/)].
Nxor  Number of XOF output elements required by SamplelnBall, namely Nxor =
w~+ [w/8].
st{alnfidnBan Number of R1CS constraints used to verify SamplelnBall.

N,ilgs Total number of R1CS constraints used for the language L 2.
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For every NTT coordinate u € [n], the commitment equations become

ma
taglul = ) Agjul;lul, a € [nal,
j=1
and
ma
teolul =Y By j[uld;[u] + My [u], b € [nB].
j=1

Since A and B are public, all products above have one public input. Thus each equation can be
embedded as one linear R1CS constraint. The ta equations contribute nna constraints and the tg
equations contribute nng constraints.

We must also ensure that the NTT values supplied for v and m are consistent with their standard-
basis coefficients. For each polynomial v = Z?;Ol v; X7 € R, the circuit recomputes

n—1

olul = > v, wenl,
=0

where ¢ denotes the chosen primitive root used by the NTT. This costs n constraints per private
polynomial. Hence the consistency checks contribute

n(ma +np)

constraints.
Finally, binding of the linking commitment requires the opening randomness « to be bounded. Let
B~ be an infinity-norm bound on the coefficients of v, and set

by = [logy(By)] -

The circuit enforces the binary decomposition, or in the binary case directly the booleanity, of the
coefficients of «. This contributes
nma(l+4y)

constraints.
Therefore, the total number of constraints for the BDLOP commitment is

NEBRp = n (na + 2np + 2ma + Lyma) . (4)

I.2 RI1CS for Poseidon
The language Ly 2 checks two Poseidon hash computations:
p = Poseidon(seed,k, msg), p = Poseidon(u, w).

The first hash binds the message representation to the digest u, while the second hash derives the
seed used by SamplelnBall from the committed digest and the rounded commitment value.
Let
Ldig = Ly + Lmsga Lepal = L;L + Ly

be the corresponding input lengths in field elements. Let tgq be the Poseidon state size, rqq its rate,
Fiq and Psg the numbers of full and partial rounds, and « the S-box exponent. We set

lo = [logy(a)].
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With our constraint accounting, each affine layer contributes one constraint per state element, and
each S-box x +— x® contributes ¢, multiplicative constraints. Thus one Poseidon permutation costs

HPoseidon == 2tstd (Fstd + Pstd) + tstdFstdga + Pstdga-

If the input length is L field elements, the number of permutations is [L/req]. Hence
L
NESD) = |

Tstd
For Ly 2, this formula is applied twice, once with L = Lgiz and once with L = Lcpar.

-‘ HPoseidon~ (5)

1.3 RI1CS for SamplelnBall

We now encode the computation of SamplelnBall, which derives a sparse challenge vector of Hamming
weight w. The procedure uses PoseidonXOF to generate enough field elements to sample both the
indices and the signs of the non-zero coefficients.

The signs are packed eight per XOF output element. Therefore, the number of XOF output ele-
ments required is

w
Nxor = w + "g" .

The first w elements are used for index sampling, while the remaining [w/8] elements provide the sign
bits.

Let txor be the Poseidon-XOF state size, rxor its rate, Fxor and Pxor the numbers of full and
partial rounds, and o’ the XOF S-box exponent. Set

lor = [logy(a’)] .
One XOF permutation costs
IIxor = 2txor (FxoF + Pxor) + txorFxorla’ + Pxorla -
Thus the XOF part contributes

constraints.
The circuit also checks the modular reductions used to extract the indices and the sign bits. Let

ly = [logs(q)] -

For each XOF element, we enforce the corresponding modular decomposition with ¢, bit constraints
and one quotient constraint, for a total of Nxor(¢, + 1) constraints.

Finally, the circuit checks the swaps performed by SamplelnBall. For each of the w iterations,
selector variables identify the sampled index. The booleanity of the selectors, the reconstruction of
the sampled index, and the state update cost 3n + 3 constraints per iteration. The sign assignment

Cj =1 _25&'

adds one constraint per non-zero coeflicient.
Altogether, the number of constraints for SamplelnBall is

w+ [w/8]
NsFillrf\erlnBall = ’7

TXOF
+ (w+ [%—D (lg+1)+wBn+3) +w.

We do not add separate constraints checking that the sampled XOF values fall below the rejection
thresholds used by SamplelnBall. These checks correspond to the rejection behavior of the sampling
algorithm: a transcript using rejected values would not reproduce the public challenge vector accepted
by the verification equation. Adding such inequalities would only increase the R1CS size by additional
range-check constraints.

] Ixor ©)
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1.4 Total constraint count for L, »

The total constraint count estimated for L; 5 is

RICS _ A7RLCS R1CS R1CS R1CS
N, ;> = Ngprop + Nposeidon (Ldig) + Nposaidon (Lechal) + Neamplelngall- (7)

J Methodology for the instantiation

Bounding methodology. All bounds used in the proof statements are chosen so that the relations can
be checked by the underlying lattice proof system while preserving correctness of the protocol compu-
tations. We distinguish two kinds of bounds. First, global ¢5-bounds are used for short module vectors
sampled from binary or Gaussian-like distributions, such as signing randomness, blinding random-
ness, and BDLOP openings. These bounds are used in the LNP statements and in the corresponding
SIS/MLWE parameter selection. Second, coeflicient-wise £.-bounds are used whenever correctness de-
pends on the absence of modular wrap-around, for example in rounding errors, plaintext decoding,
extractable commitments, and BGV decryption.
For a vector of p ring elements over R, = Z,[X]/(X™ + 1), binary randomness is bounded by

Byin(p) = v/np,

while Gaussian randomness with width ¢ is bounded by

Byauss(p,0) = ¢/ /ip.

When a binding argument compares two valid openings, the relevant SIS witness is their difference.
Thus, for Gaussian openings we use the conservative bound 2Bg,,ss, Whereas for binary openings we
use the binary bound implemented in our parameter search.
The user computes
1 = H(seed, msg),

where seed,x is a public 2A-bit seed representing the verification key inside the circuit, and p is a
2)-bit digest. In the first-round extractable commitment, the user commits to

mo = (msg, 1,7, €),
while the linking commitment used between the lattice and arithmetic proofs commits to
my = (W, i, ¢).
The arithmetic proof checks the digest computation and the challenge generation:
i = Poseidon(seed,k, msg), p = Poseidon(p, w), ¢ = SamplelnBall(p).

Thus, the R1CS contains two Poseidon hashes: one binding the message and the verification-key seed to
i, and one deriving the challenge from (i, w). The binding property of the two BDLOP commitments
ensures that the same digest p is used in the lattice and arithmetic statements.
Rounding relations are rewritten linearly by introducing explicit rounding-error variables. For
example,
W = \_Wl + AsigT + €—| Ver

is represented as
w + Ager + e =2""w + ey, (mod q), lewlloo < 271
The public-key rounding relation is handled analogously:

Agigs + exg = 2"t + ¢ (mod ¢), leg]loo < 2771



56 Hanzlik, Manulis, Mula, Pulval-Dady, Silde, and Slamanig

This makes the statements linear over the ring, which is the form required by LNP.
For the BGV component, the plaintext bound is derived from the value recovered after decryption.
In our protocol this value is
Z=c-s+71,

SO we use
Bplain = Bch + BTH

where B, = ||¢||1 = w, Bs bounds the signing-key component, and B, bounds the signer randomness.
The plaintext scale h is then chosen so that

h > 2Bplaina

ensuring that the plaintext does not wrap modulo h. The ciphertext modulus is chosen so that the
BGV decryption residual does not wrap:

Bplain + thinaI < Q/27

where Byinal includes the evaluated encryption noise and the flooding noise.

In earlier formulations, different relations lived over different moduli: the Raccoon relations modulo
q, the BGV ciphertexts modulo a ciphertext modulus @), and the extractable BDLOP commitment po-
tentially modulo another modulus. This would require lifting equations into a common proof modulus.
Concretely, a relation F' =0 (mod ¢) proved modulo @ would have to be rewritten as

F—g¢gs=0 (mod Q),

with an explicit quotient witness x and a no-wrap condition ensuring that the lifted equality represents
the intended integer equality. These quotient witnesses increase both the witness size and the proof
size.

To avoid this overhead, we choose a common modulus ¢ large enough for all linear lattice rela-
tions used in the concrete proofs. The same modulus is used for the Raccoon linear relations, the
BGV ciphertext ring, and the extractable BDLOP commitment. The parameter search enforces the
correctness conditions directly:

Bplain + thinaI < Q/Q

for BGV decryption, and
Bmsg + hextBE’y < Q/2

for extraction from the simulated BDLOP setup. Thus, neither the BGV residual nor the extractable
BDLOP extraction equation wraps around modulo ¢g. With this choice, all lattice-linear equations are
checked over the same ring R,, and no lifting quotient  is needed in the proof statements.
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Table 10. Bounds used in the lattice relations and BDLOP commitments.

57

Symbol Meaning

Bound / condition

B:
By
By,
B
B.,
B3
By
Ban.i
Brsg
B,
Binsg
Bry
hext

ew

Bound for the signing-key opening (s, exg)

Bound for the signer first-round randomness (1, e’)
Bound for the user blinding randomness (r, )
Infinity bound for the commitment-rounding error
Infinity bound for the public-key rounding error
Final Raccoon verification bound

BDLOP opening bound for commitment ¢

BDLOP binding/MSIS difference bound

Coefficient bound for the external message representation

Coefficient bound for the digest

By = e*ay\/n(k +€)

By = e Yo\ /nlk +0)

Bw = e0y, n(k +¢)

llewlloo < 27

lleelloo < 2+

ll(z, 2 h)ll2 < B3

Binary: \/npi, Gaussian: el/4aw\/n7pi
Binary: B, ;, Gaussian: 2B, ;

In our RICS estimate, msg is represented by 256 field elements
1 is a 2)A-bit string encoded over the proof field

Coefficient bound for the extractable round-1 committed message For mo = (msg, i, 7, €), conservatively Bmsg = max{Bmsg, By, Bw} = Buw

Extraction noise in the simulated BDLOP setup
Plaintext scale for extractable BDLOP
Common modulus for the lattice statements

Bpy = BE"By0
hext > 2Bmsg
Bmsg + he Bey < q/2

Table 11. Bounds used for the MLWE-BGV encryption relations.

Symbol Meaning

Bound / condition

Challenge bound
Plaintext-side signing-key bound

Plaintext-side signer randomness bound

Bound on decrypted plaintext ¢ - s + 7’
BGV plaintext scale
Fresh BGV encryption noise

B. = w, where w = ||c|1
Usually B; = B

Usually B,» = B,

Bplain = BcBs + B,

h > QBp|ain

Benc = BepkBP + an + BSheBm

Noise after evaluating fs(C, M) = s ® C + M Beval = BsBin + Badd

Noise-flooding bound
Final BGV decryption-noise bound
Common BGV ciphertext modulus

Chosen so that flooding statistically hides evaluation noise

Binal = Beval + B
Bgiain + hBsinal < q/2




	BRaccoon: Concurrently Secure Blind  Lattice Signatures from Raccoon

